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1. MMacnopT ¢poHaA OLIEHOUYHBIX CPEACTB

B PE3YIbTATC OCBOCHHUA yqe6H01‘/’1 JAUCTUITIINHBI I/IHd)ODMaHI/IOHHaH 0e30I1aCHOCTH

oOyyarommiics 1omkeH ooanars npeaycmorpeHHbiMu PI'OC o cnenmansHocTy CI1O

09.02.07 udopmarioHHbIe CUCTEMBI U IPOrPAMMHUPOBAHNE KOMIIETCHIIUSIMH

Koxa HaumeHoBaHHe KOMIIETeHIIUH
OK 01. Br16upats criocoOb! penieHus 3a1a4 IpodeCCHOHATBHON ACSITEITLHOCTH,
MIPUMEHUTEIHHO K Pa3JIMYHBIM KOHTEKCTAM.
OK 02. Ocy1ecTBISITh MOUCK, aHATIU3 U UHTEPIIPEeTalni0 HHpopMauu, HEOOXOIUMON AJIst
BBITIOJIHCHHMS 3a71a4 MPOPECCHOHATBHOM JIEATCTLHOCTH.
OK 04. | pagorars B KoMmIEKTHBE H KoMaH/e, 3 (HEKTHBHO B3aMMOJICHCTBOBATh C KOJIJICTAMH,
PYKOBOJCTBOM, KJIMEHTAMHU.
OK 05. OcCyHIeCTBISITh YCTHYIO U MUCbMEHHYIO KOMMYHUKAIIMIO HA TOCYIapCTBEHHOM SI3BIKE C
y4€TOM OCOOEHHOCTEH COIMAIBHOTO M KYJIBTYPHOTO KOHTEKCTA.
OK 09. .
Hcnonb3oBaTh HHPOPMAITMOHHBIE TEXHOJIOTHH B IPO()ECCHOHATLHOM TSI TEILHOCTH.
OK 10. | MMons3oBarses npodeccuoHaNbHOM JOKYMEHTAIME Ha TOCY1apCTBEHHOM U
WHOCTPAHHOM SI3BIKE.
CobOnrofarouii - HOpMBI  TIPABOTIOPSIIKA, CIEAYIONIUN HAeallaM TPakKJaHCKOTO
oOmecTBa, obecriedeHus: 0€30MacCHOCTH, MpaB U cBOOO rpaxaan Poccuu. JlosibHBIN
JIP 3 K YCTQaHOBKaM U TPOSIBICHUAM TMPEICTaBUTENEH CYyOKYyIbTYp, OTIIMYAIOIIUN UX OT
TPYNIl C JIECTPYKTUBHBIM M JIEBUAHTHBIM MOBEACHUEM. JleMOHCTpUpPYOIIUi
HETMPUATHE U MIPEAYIPEXKAAIOIINI COLIMATIBHO OMACHOE MOBEACHUE OKPYKAIOIIHX.
P 10 3aboTsmuiics 0 3alIUTe OKPYXKaoIIel cpebl, COOCTBEHHOHN U 4yKOH 0€30MmacHOCTH,
B TOM 4HcCIe IU(POBOI.
TP 19 [IpuHuMaomuii 1eMM W 3aauyd  HAy4YHO-TEXHOJOTMYECKOr0, 3KOHOMUYECKOTIO,
nH(OpMaIIMOHHOTO pa3BuUTHsl Poccru, TOTOBBIN paboTaTh HA UX JOCTUKCHHE
P 20 CriocoOHBII B IM(PPOBOI cpesie MPOBOIUTH OLIEHKY WH(OPMAIIUH, €€ JOCTOBEPHOCTb,
CTpOSI JIOTUYECKHE YMO3aKIIFOUEHUSI Ha OCHOBE MOCTYMAIoNIe nHpopMarim
1P 21 [Ipenynpexaaromuii cOOCTBEHHOE U UyKO€ AECTPYKTHBHOE MOBEJCHHE B CETEBOM

IIPOCTPAHCTBE

B pe3ynbTaTe ocBoeHUs y4€OHOU JUCIUIUIMHBI 00yYarOUUHCs JOJIKEH YMETh!
- IPUMEHATHh METOIbl ¥ CUCTEMBI 3alIUThI HH(POpMAIUK;
- oOecrnieunBaTh 3alUTy U COXPAHHOCTh IAHHBIX B CETH,

© PT'YTUC




"% | ®OEIEPAJIBHOE FOCYJAPCTBEHHOE BIO[PKETHOE OBPA30OBATE/IbBHOE CK PTYTUC
f@ _ VYPEXXEHVE BBICIIIETO OBPASOBAHM
o «POCCUNCKUN TOCYOAPCTBEHHBIN YHUBEPCUTET

4 TYPU3MA 1 CEPBUCA» Aucm 3 us 22

- CBOEBPEMEHHO pearupoBaTh Ha BUPYCHBIE YIPO3bl U KHOEpaTakH,

- IPUHUMATD Y4aCTUE B DKCIUTyaTallMH MOJACUCTEM YIIpaBiIeHU WH()OPMALIMOH-
HOI 6€30MaCHOCTBIO PA3NIUYHBIX 00BEKTOB HH(DOPMATH3AIINY;

- IMUHUCTPUPOBATH MOJICUCTEMBI HHPOPMAITMOHHOM 0€30MaCHOCTH Pa3IMYHBIX
00BEKTOB MH(POPMATHU3AIIHH;

B pesynbraTe ocBoeHUs y4eOHOM TUCHUIUIMHBI 00yJaroluiics JOKEH 3HATD.

- CYIIHOCTb, LIEJIM U IPUHLIUIIBI HHPOPMALIMOHHONW 0€30MacHOCTH,
3aKOHO/IaTEJIbHbIE OCHOBBI €€ Peain3alluy;

- UH(OPMALIMOHHO-TIPABOBBIE ACTIEKTHI 0€30M1aCHOCTH MH(OPMALIMOHHBIX
PECYPCOB, IPUHLIMIIBI U CIIOCOOBI OXpaHbl HHTEIJIEKTYaJIbHOM COOCTBEHHOCTH;

- HalIpaBJICHUS U METObl o0ecnieueHrs 0€30MacHOCTH UH(POPMALIMOHHBIX
PECYPCOB, BEICHUS aHAIMTUYECKON padOTHI MO BBISBICHUIO YTPO3
HECAHKIIMOHUPOBAHHOTO JOCTYIa K HH(OPMAIIUH, €€ yTpaThI,

- METOJIMKY 3aIUThl HHPOPMAIUH B IEATEIHHOCTH OPTaHU3AIINY;

- (pyHKIIMOHAJIBHBIE BO3MOXXHOCTH U MPEANOCHUIKU 3(P(HEKTUBHOTO
WCITOJIb30BAHUS PA3JIMYHbBIX THIIOB TEXHOJIOTHYECKUX CUCTEM U CIIOCOOOB 00PaOOTKU U
XpaHEHUs TPATUIIMOHHBIX U SJIEKTPOHHBIX KOH(PUACHIINATIBHBIX TOKYMEHTOB.

2. Pe3yabTaThbl 0CBOEHUS YUeOHOM TUCUMILIMHBI, MOAJIeKAIINe PoBepKe

@OopMBI aTTECTALIUU TIO CEMECTPAM:

Ne cemectpa dopma KOHTPOJIA

7 DK3aMeH

B pe3ynbrate mpoMexXyTOYHOM aTTeCcTally MO Y4eOHON AUCIUILINHE OCYIIECTBISETCS

KOMILJIEKCHAsI TPOBEpKa CIENYIOIUMX YMEHUH W 3HaHWH, a Takke (POpMHUpPOBAHUSA

KOMITETEHIIN:
PesyabTaTsl Iloxka3aTenu oueHKHU ®dopMa KOHTPOJISA U OLleHUBAHUS
o0y4eHus: pe3yJbTara
YMeHHUSs1, 3HAHUS U
o01mme KOMIeTeH MU
Ymenust
V1. npumensate meroasl U | [IpaBuneHOE U anekBatHoe | /[ mekywe2o KOHMponA.
CUCTEMBI 3aIUTHI | IPUMEHEHUE METO/I0B U OIIEHKA PE3YJbTAaTOB MPAKTUUECKUX
uH(popMaluy, CHUCTEM 3alllUThI 3aHATUIN; OLICHKA BBIMTOJIHEHUS
uH(pOpMaIIUH. CaMOCTOSITENIHBIX paboT
s npomedsxcymounou ammecmayuu:
9K3aMEH
V2. obecnieunBath 3amuty | OOecriedeHne 3amuThl 1 Jlna mexkywe2o0 Kohmpons:
U COXPAaHHOCTh JAHHBIX B | COXPAHHOCTH JIaHHBIX B OIICHKA PE3YJIbTATOB MPAKTUYECKUX
CeTH, CETH. 3aHATUM; OLICHKA BBIITOJIHEHMS
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CaMOCTOSITENIbHBIX paboT
s npomedsxcymounou ammecmayuu:
9K3aMeH

V3. CBOEBPEMEHHO | 3HaHHWE COBPEMEHHBIX Jlna mexywe2o Konmpos:

pearupoBarh Ha BUPYCHBIE
yrpo3bl U KHbepaTaku;

CHUCTCM 3allIMThI.

OLICHKA Pe3yJIbTaTOB MPAKTUUECKUX
3aHATUIN; OLICHKA BBIITOJIHEHUS
CaMOCTOSITENIbHBIX paboT

s npomedsxcymounou ammecmayuu:
HK3aMeH

V4. npuHUMaTh yyacTue B
JKCIUTyaTallMi MOJCUCTEM

OKcIuTyatanus NoJCUCTEM
yIpaBieHus: HH(pOpMaIuoH-

s mexyweco KOHMpos:
OIICHKA PE3Y/IHTATOB MPAKTUUECKUX

YIPaBJICHUS HOM 0€30MacHOCTHIO 3aHATUI; OLICHKA BBIITOJIHEHUS
UH(POPMALMOHHOM pa3IMYHbIX 00BEKTOB CaMOCTOSITENIbHBIX paboT
0€301aCHOCTBIO nHpopMaTH3aIuu s npomedsicymounoti ammecmayuu:
pa3IMYHBIX 00BEKTOB 3K3aMEH

nH(pOopMaTU3aluy,

V5.  agMUHUCTpUPOBAThH | YMEHHE aAMUHHUCTPUPOBATH | /15 meKyweeco KOHmpons:
MOICUCTEMBI MOJACUCTEMBI OIICHKA PEe3YJIbTAaTOB MPAKTUUECKUX
UH(POPMALMOHHOM MH(pOPMaLIMOHHON 3aHATUH; OLICHKA BBIIIOJIHEHUS

0C30MaCHOCTH Pa3IUYHBIX
00BEKTOB

0€30MacHOCTH Pa3IMYHbIX
00BEKTOB MHPOpMATH3ALUU

CaMOCTOSITENIbHBIX PaboT
s npomedxcymounou ammecmayuu:

nH(OpPMAaTHU3AIINN. HK3aMeH

3uanus
31. cymHOCTh, LENH W | - aKTUBHOE UCTIIONB30BaHNE | /[1a meKywe2o KOHMpOos.:
MIPUHIIUIIBI Pa3IMYHBIX UCTOYHUKOB JIJIS1 | OIIEHKA BBITTOJIHEHUS
WH(OPMAITMOHHON perreHus CaMOCTOSITEIIHBIX PaboT, YCTHBIN
0€30MacHOCTH, MpoeCCHOHANIBHBIX 3aJ1a4; | OIMpOC.

3aKOHOJIATEIILHBIC OCHOBBI
ee peann3aium;

ﬂﬂﬂ npomeofcymquoﬁ ammecmayuu.
9K3aMCH

32. nH(pOpPMAIIMOHHO- | - OCBOeHUE UHDOpMAIUU U | /13 meKyueco KOHmpoas.:

IIPABOBbIE acIeKThl | MPOrpaMM, HEOOXOMMBIX OLICHKA BBIITOJIHEHUS

0e30macHOCTH JUTst TpoecCOHAIBHOMN CaMOCTOSITENIbHBIX paboT, YCTHBIN
UH(POPMALIMOHHBIX JIESTEIIbHOCTH; orpoc.

pECYpCcOB, MPUHIUIBI U s npomedsxcymounoti ammecmayuu:
CHOCO0BI OXpaHbl HK3aMeH

MHTEJUIEKTyIbHOMN

COOCTBEHHOCTH,

33. HaIpaBJIeHUs U | - aKTUBHOE UCIIOJIb30BAHUE | /{14 meKyujeco KOHMpons:

METO/IbI oOecrieyeHus | B yueOHOM IesTeTbHOCTH OLICHKA BBIITOJIHEHUS

0e30macHOCTH MH(OPMALIMOHHBIX U CaMOCTOSITENIbHBIX paboT, YCTHBIN
UH(POPMALIMOHHBIX KOMMYHHKAIIMOHHBIX orpoc.

pEeCypcoB, BEJICHUS | PECYPCOB; s npomedsxcymounoti ammecmayuu:
AQHAJTUTHUYECKOW  paboThI AK3aMeH

M0  BBIABJICHUIO  YIpo3

HECAHKI[MOHUPOBAHHOTO
JOCTyna K WHOOpMaIuu,
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ee yTparhl,
34. METOAMKY 3allUThl | - OCBOGHUE MPOTPamMM, s mexyueco KOHmMpos:
uH(pOopMaIun B | HEOOXOIUMBIX JJIsI OIICHKA BBITTOJIHCHUS
JESITEIbHOCTH npodeccuoHanbHOM CaMOCTOSITENIbHBIX PaboT, YCTHBIN
OpTraHH3aINH; JIeATEeIbHOCTH; orpoc.
s npomedsxcymounou ammecmayuu:
HK3aMeH
35. (YHKITMOHATILHBIC | - COOTBETCTBHE CIIOCOOOB s mexkyueco KOHMpos:
BO3MOXKHOCTH U | JOCTUKECHHUS LIETIH, OIICHKA BBITTOJIHEHUS
MPEATNOCHUTKA croco6am oTpeIeIICHHBIM CaMOCTOSITEIIHBIX PaboT, YCTHBIN
s dexTuBHOTO PYKOBOAMTENEM U oTIpocC.
UCIIOJIb30BaHUS JIOKYMEHTaMU; s npomedsxcymounoti ammecmayuu:
pa3IMYHBIX TUIIOB JK3aMeH
TEXHOJIOTHYECKHX CHCTEM
U CrocoO0OB 00pabOTKU M
XPaHEHUs TPaJAULINOHHBIX
u AIEKTPOHHBIX
KOH(UICHITHATLHBIX
JIOKYMEHTOB;

dopmHUpyeMble KOMIIETEHIINN:

Kon HaumMeHoBaHMe KOMIETEHIUI ®opMBI M METOAbI KOHTPOJISI M OLEHKH
(popmupyemoit pe3yJabTaToB 00y4eHHsI
KOMIIETeHIHH

Jlna mexywe2o Konmpona.:
Bribuparts criocobbt PCIHICHIT OIIEHKA PEe3Y/IbTATOB MPAKTHYECKHUX 3aHSATHH,
OK 01. 37124 POECCHOHANLHOMH OIIEHKA BBIIOJHEHHS CAMOCTOSATEIBHBIX
ACSTENLHOCTH, IPUMEHUTENLHO K | haGor, yeTHbI OMpoC
, :
Pa3INIHBIM KOHTCKCTAM. 115l npOMEdHCYMOUHOT ammecmayuu.;
3K3aMeH
Jlna mexywe2o konmpona:
OcymecTBisTh IIOKUCK, aHATH3 U OIIEHKA PE3YJIbTaTOB MPAKTHUECKUX 3aHATHH,
OK 02. MHTEPIpPETAIMIO HHYOPMAIHH, OIIEHKA BBIMOIHEHHS CAMOCTOSATENBHBIX
HEOOXO/MMOH JUIsl BEIMONHEHNS | baGor, yeTHbI OMpoc
v > *
3124 IPO(ecCHOnaNbHOH 115l npOMEdHCYMOUHOT ammecmayuu.
e TETbHOCTH. SK3aMeH
Jlna mexywe2o konmpona.:
Paborarh B KomexTHBE U OIIEHKA PE3YJIbTATOB MPAKTHYECKHUX 3aHSATHH,
OK 04. KoMarze, 5P heKTHBHO OIIEHKA BBIIOJHEHHUS CAMOCTOSATEILHBIX
B3AMMO/ICHCTBOBATE C KOJUIETAMH, | naGor, yCTHBI OMpoc
, :
PYKOBOJICTBOM, KJTHCHTaMH. 15t npomMedcymoynol ammecmayuiL:
3K3aMEeH
OK 05. Jlna mexyweeo Koumpons:

OcyiIecTBIATh YCTHYIO U
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MUCbMCHHYIO KOMMYHHKAIIUIO HA
rOCYJapCTBEHHOM SI3BIKE C
Y4ETOM OCOOCHHOCTEH
COLIMAIBHOTO ¥ KYJIbTYPHOTO
KOHTEKCTA.

OIICHKA PE3YJIbTATOB MPAKTUUYECKUX 3aHATUH,
OLICHKA BBIMIOJIHEHUS] CAMOCTOSITEITbHBIX
paboT, YCTHBIN OIpocC.

Jlna npomedxcymounou ammecmayuu.:
9K3aMeH

Hcnonb3oBath nHGOPMaIIMOHHbBIE

s mexywe2o konmpons.
OIICHKA PE3YJIbTATOB MPAKTUYECKUX 3aHATUH,

OK 09. TCXHOJIOTHH B 5 OLIEHKA BBIMTOJIHEHHS] CAMOCTOSATENBHBIX
npodeccnoHaTbHOM paboT, YCTHBII onpoc.
ACATEIBHOCTH. JIns npomescymoynoti ammecmayuu:
JK3aMeH
Jlna mekywje2o KOHmMpons:
Tonbsosarbes 5 OLIEHKA PE3YJIbTATOB IPAKTHYECKHUX 3aHATHIA,
OK 10. npoeccHoHaTbHOT OLIEHKA BBIIIOJHEHUS CaMOCTOSTEIBHBIX

JOKYMEHTalMen Ha
rocyAapCTBEHHOM U
WHOCTPAHHOM SI3BIKE.

paboT, yCTHBINA OIPOC.
,ZZJZ}Z npOMeDicyl’l’IOltHOZZ ammecmayuu.
9K3aMeH

3. KoHTpo/ibHO-U3MepHuTeIbHbIE MATEPHAJIBI

3.1 MeToauka NpuMeHeHUsI KOHTPOJIbHO-U3MEePUTEIbLHBIX MAaTEPHUAJIOB

KoHnTtposb 3HaHU# 00y4yaromuxcs BKIOYAET:

- Tekymui KOHTPOJIb
- [IpoMeXyTOUHYIO aTTECTALIUIO

3.2 KoHTPO/IbHO-U3MePUTEIbHbIE MATEPUAJIBI BKJIKYAIOT:
TunoBble 3a7aHusl OLECHKH 3HAHWUW M YMEHHH JUISI TEKYIIETO W MPOMEXKYTOYHOIO
KOHTPOJIS, COCTOSAIINE TEOPETUYECKUX BOIMPOCOB MO KYpCY AUCHUUIUIMHBI, 3aJlaHUN Ha
paKkTUYecKue pabdoThl,
TECTUPOBAHMSI.

3alaHdg Uil CaMOCTOSITENIbHOM pabOThl M UTOrOBOTO
3.2.1 TunoBble 3a1aHUs 1JI5l OLIEHKH 3HAHUIT M YMeHHUIl (TeKyIIHil KOHTPOJIb)

KoHTpoib U olleHKa pe3ysIbTaTOB OCBOEHHUS TEMbI OCYIIECTBIIIETCS MIPENOAaBaTesieM B
MPOIIECCE€  BBITIOJIHEHUSI OOYYAalONMMUCA WHIWBUIYAIbHBIX 33JaHU B BHJIE
NMPAKTHYECKUX PA0d0OT, CAMOCTOATEIbHBIX Pa00T YCTHOTO OIIpoCca.

Hepequb TCOPCTUUCCKUX BOIIPOCOB 110 KYPCY AUCHUTIIINHBI

1 ['maBHas nienb Mep, IpPeANPUHUMAEMBIX HAa aIMUHUCTPATUBHOM YPOBHE:
2 Kakue yrpo3sl SBISIOTCS CaMbIMH OIIACHBIMU?

3 KakoBa maBHas 3ajaua Mep aAMMHUCTPATUBHOIO YPOBHSI?

4 Kakyo (hyHKIUIO BBIMONHSET SKpaH?

© PT'YTUC
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3) Mepsb! nHpOpMaLIMOHHON OE30MTaCHOCTH HAIIPaBJICHbI HA 3aIUTY OT:

6 Ha3oBute Buabl Mep 0€30MacHOCTH

7 Hasosure mmaBabie yrpossl b

8 Hasosure metoas! npoueaypHoro ypoBHs 3amutsl b

9 HazoBute campiMe onacHble HICTOYHUKY BHYTPEHHUX YTPO3

10  HazoBute Tpu INIaBHBIC LI€JIM PeaKlMy Ha HapylieHue pexxuma Ub

11  Hazosure uetbipe ypoBHs Vb

12 Hazosure sTansl xxu3HeHHoro uukia UC

13  Hasosure 3Tansl npolecca miaHuPOBaHUS BOCCTAHOBUTEIBHBIX padbOT

14 TlepBblil mar B aHajIu3€ yrpo3 - 3T0:

15  Tlepeuncante NpUHLMIIBI APXUTEKTYPHOH 0€3011aCHOCTH

16  Ilepeuncaure cepBUCH OE30MACHOCTH MPOrPAMMHO-TEXHUYECKOTO YPOBHS
17  TlpuHiun ycuieHus camoro cjiaboro 3BeHa MOKHO 1epehopMyIUpOBaTh Kak:
18  Puck sBusiercs QpyHKIMEH:

19  C gero HaumHaeTcs pa3paboTKa MOTUTUKH U TPOTPaMMBbI O€301acHOCTH?
20  CaMbIMH OMTaCHBIMU MCTOYHHKAMH YTPO3aMHU SIBIISIOTCS:

21  CormacHo 3akoHy "O JIHIIEH3UPOBAHUH OTACIBHBIX BHIOB JEATCILHOCTH",
JULEH3HUS - 3TO:

22  CornacHo 3akoHy "O06 undopmanuu, nHOOpPMATHU3AINH U 3a1IUTe HHPopMauu',
NEPCOHANBHBIE ITAHHBIE - 3TO:

23  VYkaxwurte HauboJiee CyIeCTBEHHBIE C TOUYKU 3pEeHUs 0€30MMaCHOCTH 0COOCHHOCTH
coBpeMeHHbIX poccuiickux HC:

24 llenp MeponpusaTuii B 001acT MH(YOPMAIITMOHHON O€30MaCHOCTH

25  UYewm usmepsiercs 3¢ HEeKTUBHOCTH HH(DOPMAIIMOHHOTO cepBuca’?

26  Uewm Xopoll CTaTUCTUYECKHUI METO/I BBISABIICHUS aTaK?

27  Uto HeoOXOIUMO OIICHHUTH MOCIIe HHASHUKAIINH YTPO3bI?

28  Uto oTpaxaeT MoOJMTHKA O€30MaCHOCTH

29  Yrto moHuMaeTcs noj nHPOpMaIMOHHONW 0€30MacHOCThIO?

30  Yro comepxut uudpoBoii cepruduxar?

31  Yro Takoe 3amuTta uHpopmaruu’?

32  Yro Takoe NporpaMMHO-TEXHUUYECKUE MEPbI?

IIpakTu4yeckue 3aHATHS

[TpakTrueckoe 3ansitue 1. «OCHOBBI 3aKOHOAATENHCTBA B 00J1aCTH 00ECIIeUeHUs
uH(OPMAITMOHHON 0€30MTaCHOCTH.

N3yuenue 3apy0eKHOro 3aKOHOAATEIHCTBA B 001acTH MH(POPMAIIMOHHOM 0€30MacHOCTH
N3yuenue 3akononatenpcTBa PO B o0macTi nHGOpMAIIMOHHON 6€30MacHOCTH

Omnucarb OCHOBHBIE pa3Jieibl IPOBECTH COMOCTABICHUE TIOKYMEHTOB

[TpakTrueckoe 3ausitue 2. «Pa3paboTka MeTona M MOJIEIH CUCTEMBI 3aIUTHI
uHbOpMaITUN.
© PT'YTUC
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PIrYTUC

[TocTpoenue obpaza (MOAEIIN) CUCTEMBI, C ONPEAEIEHHON TOUHOCTHIO
BOCTIPOU3BO/ISILETO MPOIECCHI, MPOUCXOASIINE B PeaTbHONU CUCTEME.
W3ydenne meTo 0B HEPOPMAIBHOTO MOJCIUPOBAHMS;

[TpoBeneHmne nekOMNO3UIIMS OOIIEH 3aJa4un Ha Psil YaCTHBIX 33]1aY;
MakpomoenupoBaHue.

3agaHus 11 CAMOCTOATEIbHOM PadoThI

1) OcHOBHBIE TEPMUHBI U OTIpeAeIeHUs 0€30MIaCHOCTH U 3alIUThl HHPOPMAIUH
2) CymHOCTb U MOHATHE UH(POPMALIMOHHONW O€30MaCHOCTH U 3alUThl HH(OPMaLUU
3) Llenn 1 KOHIENTyaJIbHbIE OCHOBBI MH(OPMALIMOHHON O€30MaCHOCTH U 3aIUThI
uHbopMaIuu

4) [IpyHUMI HCTOPUYHOCTH B cUCTEMax 0€30IaCHOCTH U 3aIUThl HH(OpMaLUU
5) KondunenumanpHas napopmanus. Kinaccudukalus 1mo BujiaM 1 CTEICHIM
KOH(PUIECHIIUATIBHOCTH

6) Hocurenu 3ammiaeMoi nHbopmariu

7) IloTeHmanbHble yrpo3bl 3aluiaeMoi naopmanuu. Buasl 1 MeTob
JeCTa0MIIM3UPYIOLIEr0 BO3ACUCTBUS Ha 3alIUIIAEMYI0 HH(POPMALIHIO.

8) DneMeHTapHas 1 MHOTO3BEHHAsI MOJIEb 3alIUThl HHPOpMaluu

9) Monenb MHOTOYpOBHEBOM 3aIlIUThI

10) KomrmiekcHast BEpOSITHOCTHASI MOJIETTh 3alIUThl HHPOpMaIuu

11) Pacuer Haie:)kHOCTH 3aITUTHI HHOOPMAIIUH

12) 3akoHOaTeIbHBIC CPEACTBA 3aIUTHI HH(GOPMAITUN

13) Opranu3aiioHHO-3aKOHOJATEIbHBIE CPEICTBA 3AIUTHI HH(MDOPMAITUU

14) ®uznyeckue cpeacTBa 3aUThl HHOOpMAITUU

15) AnmapatHble cpencTBa 3anuThl HHOOPMAIUU

16) Ilporpammubie U Kpuntorpadguueckue cpeacTBa 3alluThl HHOpMAIUU

17) IMopsimok onpeesieHus: KOMIUIEKCa CPECTB 3alIUThl HHGOpPMAIUU 711 00bEKTa
uH(popmMaTH3auuu

18) OcHoBHBIE MON0XKeHU Kpunrorpaduu. TeopeTuueckas U MpakTUYECKasi CTOMKOCTb
mdpos. Jonymenus Lllennona

19) MeToabl kpunTorpaguiyeckoro npeodpasoBanus JaHHbIX. [lepecTaHoBKa.
20) Metonbl kpunTorpaduyeckoro npeoopa3zoBaHus JaHHBIX. | 'aMMHUpoOBaHuUE.
21) Metonbl kpunTorpaduyecKoro mpeoOpa3oBaHus JaHHBIX. AHATUTHICCKUE
npeoOpa3zoBaHusI.

22) OCHOBHBIE MOJIOKEHUS IOCTPOECHNUS CHMMETPUYHBIX U HECUMMETPUYHBIX
KPUIITOCUCTEM

23) OnHoHanpaBiIeHHbIE QYHKITUH

© PT'YTUC
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24) Ilpaktuyeckoe npumeHenue mudpos. Tadauia Bikunepa.

25) Ilpaktuueckoe npumeHenue mudpos. Tadaua Meron RSA.

26) Bunb! u cymHocTh kpunroananu3sa. [Ipasuno Kupkxodda

27) IloHsiTue ¥ OCHOBHBIE MOJOXKEHUS IUPPOBOIL cTeranorpapuu

28) IIpuHIMIIBI OpraHu3ali pa3HOYPOBHEBOTO JOCTYIIAa B aBTOMATU3HPOBAHHBIX
MH(POPMAILIMOHHBIX CUCTEMAX.

29) IloHsATHE HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA U 3aIUTa OT HETO.

30) YmpasneHue A0CTYIIOM B MHPOPMAIIMOHHBIX cucTeMax. OCHOBHBIE MOHATHS:
KJIMEHT, IIPaBoO U OOBEKT AOCTYIIA, TPYIIIIbI, POJIU, MOJIUTUKA 0€30MaCHOCTH.

31) JuckpenuonHas Mozenb focryna. [IpeumyiecTBa 1 HEJOCTATKH.

32) MangatHast Mozienb gocTyna. [IpenMyiecTBa u HEIOCTATKH.

33) Cymnocts u nipossienre PIIC (KOMIIbIOTEpPHBIX BUPYCOB).

34) Knaccugukaiys KOMIbIOTEPHBIX BUPYCOB.

35) OcHOBHBIE BHIbI BUPYCOB U CXEMbI UX ()YHKIHOHUPOBAHUS.

36) [IporpamMmbl OOHAPYKEHUS U 3aIIUTHI OT BUPYCOB, 0COOCHHOCTH UX PAOOTHI.

3.2.2 TunoBble 3aaHusi JJsi OUEHKH 3HAHUI M yYMEHUHl NPOMEKYTOYHOI
aTTeCTALUM.

ITepeuens Tem 111 NPOBEACHUS PK3aMEHA
o «MubopmanimoHHON 6€30IMaCHOCTH
Tema 1. Konuenuum u acnekTsl odecnevyeHusi MHPOPMAIMOHHON 0€30MaCHOCTH

Kakne KOMIOHEHTHI M B KAKOM NOPs/IKe BXOASAT B 001y10 cTpykrypy Ub?

bopsba ¢ BpenonocHeM [10

WNHdpacTpykTypa 6€3011aCHOCTH

Kpunrorpaduueckas 3anmra

YnpaBineHue puckamu

YnpasneHue yrposamu

praBJ'IeHI/IC YA3BUMOCTAMHA

i3
hy

h N
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GENEPAJIBHOE TOCYJAPCTBEHHOE BIOJIXETHOE OBPA30OBATEJIbHOE CK PIYTUC

«POCCUVNCKVU TOCYIAPCTBEHHBIV YHUBEPCUTET

CocraB nuHdpacTpykTypsbl 0€30aCHOCTH

AHTUBHpYCHAs 3alIUTa

Wnentudukanus u ayreHTUuGuUKanus

Kpunrorpaduueckas 3amnmra

Pasrpannuenue nocrtyna

Ynpasienue yrpozamu

YpasneHue ysi3BUMOCTIIMHU

TpeboBanusi mo odecneyeHU 0 0€30NMACHOCTH B PA3JIUYHBIX aCMEKTAX
HHG(OPMALMOHHOI 1eATEJIbHOCTH BCer/1a HANPAaBJIEHbI HA 10CTUKEHHUE
CJEeAYIOMUX TPEX OCHOBHBIX COCTABJSIIOIIMX HH()POPMALMOHHOI 0€30IIaACHOCTH:

JlocTynHOCTB

3annIEeHHOCTh

KonpuneHnmansHoCTh

Heys3sumocTb

IlemoctHOCTH

JleiTeIbHOCTD N0 ofecnedyeHn 0 HHGOPMaLMOHHOH 0€30I1aCHOCTH HATIPABJICHA
HA TO, YTOObI He I0NMYCTUTD, IPEAOTBPATHTh HJIH HEHTPAJIH30BATh:

MCKa)KEHUE, YACTUYHYIO WJIU MOJIHYIO YTpaTy KOH(pUISHIHATbHON HH(pOpMalUH;

HCBLIITOJIHCHHUC TJIAHA TTPOAAXK

HECaHKLMOHUPOBaHHBIN 10CTyN K nH(popmannoHHbM pecypcaM (HCJI, Unauthorized
Access — UAA);

Hea(pPeKTHBHYIO paboTy epcoHana

OTKa3bl ¥ cOOM B pabOTe MPOrpaMMHO-AIIaApaTHOTO U TEJIEKOMMYHHUKAITHOHHOTO
o0ecrieueHusl.

L[eJIeHaIpaBJIeHHbIE IEHCTBUS (aTakK) MO pa3pyLIEHUIO HEIOCTHOCTH MPOTPaMMHBIX
KOMIIJIEKCOB, CUCTEM JIaHHBIX ¥ HHPOPMALIMOHHBIX CTPYKTYP;

KiaroueBbie Bonpochl HHPOPMALMOHHOK 0€301IACHOCTH

BO 4TO 000HaeTCsI pa3paboTka, BHEAPEHUE, dKCILTyaTaIusl, COMPOBOXKICHUE U
pa3BUTHE CUCTEM 3aLIUTHI?

KaK HaJ0 3allUIaTses?

Korjga Haao 3aH_II/II_I_IaTLC}I?

Haao JIK 3allIUIATBCA U YTO CICAYCT BaH_[I/IH_IaTB?

OT KOTr'0 HaJO 3alAIIaThCs?

OT Y€ero HaIo 3alnaTsrCea?

II0YEMY HaJI0 3alluIIaThCs?

© PT'YTUC
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_ VUPEXIIEHME BBICILIETO OBPA3OBAHVIS
«POCCUNCKUN TOCYOAPCTBEHHBIN YHUBEPCUTET

g) GENEPAJIBHOE TOCYJAPCTBEHHOE BIOJIXETHOE OBPA30OBATEJIbHOE CK PIYTUC

41O 00ecneunT PPEKTUBHOCTH 3aITUTHI?

Cucrema UbB BriII0YaeT HEOOXOAMMBbIH KOMILJIEKC MEPONIPUATHI U TEXHUYECKUX
pelleHnii Mo 3a1ure:

OT BHCAPCHHA HOBBIX KOPIIOPATHBHBIX I/IH(bOpMaI_II/IOHHBIX CHUCTEM

OT BHEJIPEHUS TPOrpaMMHBIX "BUpYyCOB" U "3akinafgok" B IpOrpaMMHBIE TPOAYKTHI U
TEXHUUYECKUE CPEJICTBA.

OT HapyIIeHus (PyHKUHOHUPOBAHUS MH(POPMAIIMOHHOTO MPOCTPAHCTBA MTYTEM
VCKJIIOYEHUS BO3/IEHCTBUS HA MH(POPMAIIMOHHBIE KaHAJIbl U PECYPCHI;

OT HECAaHKLIMOHUPOBAHHOIO JOCTYIA K HUH(POpMAIINK ITyTeM 0OHApYKEHUs U
JUKBHJIAIIUH TIOMBITOK MCIIOJIb30BAHUS PECYPCOB HH(MOPMAITMOHHOTO TPOCTPAHCTBA,
NPUBOJISIIMX K HAPYIIEHUIO €0 LEJTOCTHOCTH;

OT IIOT'OAHBIX YCJIOBI/Iﬁ

OT pa3pylIEHUs BCTPAaUBAEMbIX CPECTB 3alUThI C BO3MOKHOCTBIO JOKAa3aTebCTBA
HEMPaBOMOYHOCTHU JAEHCTBUI 110JIb30BaTEICH U 00CITYKUBAIOIIEr0 IEPCOHAA;

Pansxkupyiite UT-yrpo3sl 110 cTeneHy 0acHOCTH

AnmnaparHble U IPOrpaMMHbIe cOOU

BpenoHocHbIE IpOrpaMMBl

JleicTBus nHCAAEPOB

Kpaka o6opynoBaHus

Coam

duHaHcoBOE MOILIEHHUYECTBO

XaKepCKI/IC aTaKu

XajaTHOCTh COTPYAHUKOB

JoGaBbTe HegoCTAKOIIME 3aMMOCBA3aHHbIE TApaMeTPhbI M0JIA HH(POPMAIMOHHOM
0e30mMacHOCTH

TYPU3MA V1 CEPBUCA» Aucm 11 us 22
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GENEPAJIBHOE TOCYJAPCTBEHHOE BIOJIXETHOE OBPA30OBATEJIbHOE CK PIYTUC

«POCCUVNCKVU TOCYIAPCTBEHHBIV YHUBEPCUTET

PaccraBbTe 10 MOPSAAKY COCTAB/ISIIOIIME HHPPACTPYKTYPbI HH(POPMALMOHHOMI
0€301aCHOCTH

EI{I/IHCTBGHHOCTI) TOYKH BXOaa

KonduaeHmaibHOCTD

I{es10cTHOCTD NPUIIOKEHUH/TaHHBIX

IlenoctHOCTh ceTn

IlenocTHOCTE CHUCTEMBI

Tema 2. Buabl yrpo3 nngpopMannoHHOH 0€30I1aCHOCTH

Ienouka anaamusa npodiem UbB ¢ yueToM B3anMOCBA3HM IKOHOMUYECKUX
NPOTUBOPEY Ui, yIPO3 U MOTEPb, K KOTOPbIM MOKET IPUBOAUTH peaiu3anus

yrpos.

BO3MOKHOCTh €€ peanu3anuu (MpeanochlIki, 00BEKT, CIocod NeicTBUs, CKOPOCTh U
BPEMEHHON MHTEPBAJ IEHCTBUSA)

30Ha pHcKa (cdepa IKOHOMUYIECKOH J1eATETbHOCTH MPEIPUATHS, CIOCOOBI €€
peanzanuu, MaTepraibHble 1 HHPOPMAIIOHHBIE PECYPCHI)

MCTOYHHUK Yrpo3bl (BHEIIHSS /UM BHYTPEHHSIS cpejia MpepUsTus)

MOCJIEICTBHS (MaTepuaabHbIN yiepd, MOpaIbHBINA Bpe, pa3mep yiiepOa u Bpeaa,
BO3MOYXHOCTh KOMIICHCAIIHH )

yrpo3a (BHJ, BeJIMYMHA, HAIPABJICHUE)

(bakTop (CTeneHb ysI3BUMOCTH JIaHHBIX, HHPOPMAIIHH, TPOrPaMMHOT0 00ecrieueHus,
KOMIIBIOTEPHBIX U T€JIEKOMMYHHUKALMOHHBIX YCTPOICTB, MAaTEPUAIIbHBIX U
(hMHAHCOBBIX PECYPCOB, MEPCOHAIIA)

Kputepun kiaaccugukanuu yrpos

© PT'YTUC
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,f@ _ YUPEXEHVE BbICIIErO OBPA3OBAHV
«POCCUNCKUN TOCYOAPCTBEHHBIN YHUBEPCUTET

GENEPAJIBHOE TOCYJAPCTBEHHOE BIOJIXETHOE OBPA30OBATEJIbHOE CK PIYTUC

10 BOKHEUTIIM COCTABJISFOIIUM WH(OPMAIIMOHHOK 0€30MacHOCTH (JOCTYITHOCTD,
[IEJIOCTHOCTh, KOH(DUICHIIMAIBHOCT ), TPOTHB KOTOPBIX HAIIPABJICHBI YTPO3bI B
MIEPBYIO OYepeib;

110 KBaJII/I(I)I/IKaI_[I/II/I 3JIOYMBIIIJICHHUKOB

110 KOMIIOHEHTaM MH(MOPMALMOHHBIX CUCTEM U TEXHOJIOIMH (aHHBIE, IPOrPaMMHO-
anmapaTHble KOMIUIEKCBI, CETH, MOACPKUBAIOIIAs HHPPACTPYKTypa), Ha KOTOpPBIE
yIpO3bl HENOCPECTBEHHO HAIICJICHBI;

0 JIOKAIM3AIMKA UCTOYHUKA YTPpo3 (BHE WM BHYTPU MH(POPMALIMOHHON TEXHOIOTHH
WJTU CUCTEMBI).

1o croco0y OCYIIECTBIICHUS (CITy4aiiHbIC WU TIPEIHAMEPEHHBIE ISHCTBHS, COOBITHSI
TEXHOT€HHOT'0 WJIM MIPUPOIHOTO MaciiTada);

110 CTOMMOCTH HAaHECEHHOTO0 yliepoa

OO0bIYHO M0JIL30BATEIN MOI'YyT OBITh HCTOYHUKAMH CJICAYOIIHUX yIpo3:

ciyJaiiHas

HaMepeHHas (BCTpauBaHUeE JIOTHYECKOH O0MOBI, KOTOpasi CO BpEMEHEM Pa3pyLIUT
MIPOrPaMMHOE SIPO WM MPHIIOKEHUS ) WM HENIpeIHaMEepEeHHas OTeps WK
HCKa)KeHUE TaHHBIX U MH(OopMaIuy, "B31oM" cUcTeMbl aIMUHUCTPUPOBAHUS, KpaXkKa
JAHHBIX U MapoJiel, nepesaya ux NOCTOPOHHUM JIMIaM U T.J.;

HEBO3MOKHOCTB PaboTaTh C CUCTEMOM B CHIIY OTCYTCTBUSI COOTBETCTBYIOIIEH
MOATOTOBKH (HEIOCTATOK OOIIEH KOMIBIOTEPHOI rPaMOTHOCTH, HEYMEHUE
MHTEPIPETHUPOBATH TUATHOCTUUECKUE COOOIIECHMSI, HEyMEHUE paboTath ¢
JOKYMEHTAIMeH U T. 11.).

HEeXeJIaHue MOoJIb30BaTelsd padoTaTh ¢ MHPOPMAIIMOHHON CHCTEMOM (Jale BCero
MIPOSIBIISIETCS TIPU HEOOXOUMOCTH OCBaMBATh HOBBIE BOZMOXKHOCTH HITU TIPU
PacxXoKJICHUH MEXK]Ty 3aIpOCaMH ITOJIb30BaTelei u (PaKTHUSCKUMH BO3MOKHOCTSIMHU
Y TEXHUYECKUMU XapPaKTEPUCTUKAMU) U HAMEPEHHBIN BBIBOJI U3 CTPOS €€
MIPOrpaMMHO-aNNapaTHBIX YCTPOUCTB;

peNUrno3HbIE YOSKIEHUS

Ha0op nomTHK 1o peajn3anvy BHyYTpeHHeil HHGOPMALMOHHOI 0e301aCHOCTH:

TTOJIUTHKA WH()OPMAITMOHHOM 0€3011aCHOCTH;

MOJIUTHKA UCIIOIb30Banus Internet/Intranet;

ITOJIMTHKA MCITIOJIb30BaHUA 3JICKTpOHHOI71 ITIOYTHI;

ITOJINTHKA IIPENOCTABIICHUs [IPpaB JOCTYIIa K BHYTPEHHHUM U YAAJIEHHBIM pecypcam;

MOPSA0K MHBEHTAPHU3ALUU HH(POPMAITMOHHBIX PECYPCOB;

© PT'YTUC
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GENEPAJIBHOE TOCYJAPCTBEHHOE BIOJIXETHOE OBPA30OBATEJIbHOE CK PIYTUC

MOPSAOK IpHeMa Ha paboTy HOBBIX COTPYIHUKOB

MIpaBUJIa MPOTUBOMNOXKAPHOIN 0€30MacHOCTH

COIJIAIlIEHUE O Hepas3IJallleHUH JaHHbBIX U UH(OpPMALMU, COCTABIISIOIINX
KOMMEPUYECKYIO TaliHy U IMEIOIIUX TpUdBI "KOHPUACHIHNATBHO" U "I CITy’)KeOHOTO
I10JIb30BAaHUA" .

Tema 3. IlocTpoenusi cucteMbl HHPOPMALMOHHON 0€30I1ACHOCTH

IIporpamma UbB noJskHa coaepkaTh CaeAYyOLIUe [VIABHbIE LeJIH:

KOHTPOJIb ACATCIIbHOCTU B obnactu b

KOOPIMHAIMS JICITEIILHOCTH B 00J1aCTH HH(POPMAIIHOHHOM 0€3011aCHOCTH: BBIOOD
3¢ GEKTUBHBIX CPEICTB 3aLIUTHI, UX IPHOOPETEHUE UITH pa3padoTKa, BHEIPEHUE,
9KCILTyaTalysl, HONOJIHEHHE U pacipeielIeHue pecypcoB, 00ydeHne nepcoHaa

OILICHKA PUCKOB U YIIPABJICHUE PUCKaAMHU

noBeIeHNe () PeKTUBHOCTH PabOTHI MOAPA3ACICHUI U MOJIb30BaTENeH

pa3paboTKy U UCTIOJHEHUE MOJIUTHKH B oOsactu b

CHM)KCHUC HAKJIAJIHBIX PaCX0/J10B

CTpaTernyeckoe MmiaHupoBaHuE B 001aCTH Pa3BUTHUS HHPOPMAITMOHHOMN
0€e30I1aCHOCTH

IIpu mocTpoeHnu TeopeTHYECKUX MoJe el cucTeM 3ammThl nHpopmanuu (C3H)
U HH(OPMAIIMOHHBIX PecypcoB He00X0IMMO ONUPATHCS HA cieaylolue
BaKHelme 00CTOATEIbCTBA:

BBIOOP MaTeMaTU4YECKH CTPOTUX KPUTEPUEB JUIsl OEHKU ONTUMAaIbHOCTH CHCTEMBI
3alIUThl HH(pOpMAIMK 1)1 JaHHOU apxuTekTypsl MC;

yeTkas MareMarudeckas GopMyIupoBKa 3a1ayu nocrpoenus mojenu C3U,
YUUTBHIBAIOIIAs 33JJaHHbIE TPEOOBAHUS K CUCTEME 3aLUThI U O3BOJISIOIIAS
noctpoutbh C3U B COOTBETCTBUM C STUMU KPUTEPHUSIMHU.

IMPaBOBLBIC Y 3aKOHOJATCIIBHBIC HOPMbI

TCXHUYCCKUC XAPAKTCPUCTUKHU o60py11013aH1/1;[

Tunu4HbIe BONPOCHI NPH CJICJOBAHNHU NMOJUTHKH 0€30I1aCHOCTH HHKHET0
YPOBHS:

KaK OpraHHu30BaH y,HaHeHHBIfI JOCTYII K cepBHcy?

KaK IMOCTPOCHA JIOKAJIbHAA CCTh HpCI[HpI/IHTI/ISI?

KTO UMECT MPaBO JOCTYyIIa K O6T)CKTaM, MoAACPIKUBACMBIM CepBI/ICOM?

KTO MMEET ITPaBO MOACPHU3UPOBATH CEPBHUC?

KTO PYKOBOJUT CEPBUCOM?

P KaKUX YCIOBUSAX MOXHO YUTATh U MOIU(UIIMPOBATH JaHHbIE?

© PT'YTUC
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T | OENEPAJIBHOE TOCYIAPCTBEHHOE BYOIKETHOE OBPA3SOBATE/IBHOE

f@ _ YUPEXJIEHVE BBICIIETO OBPA3OBAHVISI

N «POCCUNCKUN TOCYOAPCTBEHHBIM YHUBEPCUTET
oy TYPU3MA 1 CEPBUCA»

CK PIryTnUC

Aucm 15 uz 22

THIIBI KOHTPMeEP 10 CHUKEHUIO YPOBHS NMOTEPh:

IIpu oneHke ypoBHSI pUCKOB KaK ''onpaBiaHHbIN' MCIOJB3YIOTCS CJIeAyOLIHe

[Tepenaua

[Ipunstue

CwMmsaruenue

YkinoHenue

COCTOHUT M3 CJICAYIOIIHUX ITYHKTOB

B HTEPAIIUOHHOM Ipo1ecce ynpaBJICHUA PUCKAMH 3Tall AI[MHHI/ICTpI/IPOBaHI/Ie

AyauT CUCTEMBI YIIPABJICHUS

Peanusanus nporpamMmsl ynpasiieHUs] pUCKaMU

Pecypcsl

CprKTypa, CBA3HU U OTBCTCTBCHHOCTD

YipasneHue JOKyMEHTalMen

CeTHAX

Tema 4. 3amura nHpopmanru B ”HGOPMAIUOHHBIX CHCTEMAX M KOMIIBIOTEPHBIX

HapyIIHTe/ el — NPaKTHYeCKH HeYJ0BHUMbIMU:

Mo:xHO BBIJEJIUTDH PAX OCOﬁeHHOCTeﬁ, KOTOpbIC 1€J1AI0T CETH YA3BUMBIMH, a

COKPBITHS CBOUX UCTHHHBIX TIEPCOHAJIBHBIX JAHHBIX

BO3MOXHOCTb )IGI\/'ICTBI/HI HapYHII/ITeJIGfI Ha paCcCTOAHUHU B COUCTAHHUU C BOSMOKHOCTBIO

BO3MOXXHOCTHE MHOT'OKPATHOT'O IMTOBTOPCHHA ATAKYIOIINX CCTh BOSI[CfICTBI/IfI

0€30I1aCHOCTH

BO3MO’KHOCTB ITPOIIAraH/pl U paCIpOCTPaHEHUs CPEACTB HAPYLIEHUS CETEBOM

BBICOKAsA CKOPOCTh MHTCPHET-COCTMHCHU A

TEXHUYECKast BOJIONNSI MOOMJIBHBIX YCTPOMCTB

0a30BbIM IpylnamM KpuTepHeB

Ounenka ypous 3amumesHocTH UT/MC 00bIYHO NPOU3BOIUTCH MO CJICAYOIIHMM

besomnacHocTh

besoTka3zHoCTh

Ucnonuenue

CucreMa nieseit

CpenctBa

3 | CymecTBYIOT clieiyronie MOIeTH CHCTeMbI 3alIHThI

abCOJIIOTHO HEYysA3BUMas

abCOJIIOTHO ysI3BUMast

C IMOJIHBIM IICPCKPBITUCM

coJieprkariasi yas3BUMOCTH

Tema 5. Ooecieuenue 0esonacaoctu UC
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Anaym3 0esonacHoctu UC npu 0TCYyTCTBHH 3710yMBIILIEHHBIX (DAKTOPOB

00bLEKTOB YA3BUMOCTH paCCMaATPUBAKTCH:

0asupyeTcsi HA MOJeJIM B3auMoaelcTBUsI 0OCHOBHBIX KommnoHeHT UC. B kauecTBe

JaHHBIC 1 I/IH(i)OpMaI_II/IH, HaKoOILUIEHHAas B 0a3ax JaHHBIX

JTUHAMAYECKHI BBIUMCIUTEIBHBIA MPOIIECC 00pabOTKH TaHHBIX,
ABTOMATHU3MPOBAHHOW MOJTOTOBKH PEIICHUH ¥ BHIPAOOTKH YIIPABJISIOIINX
BO3JCHCTBUH;

KCCTKUC NUCKHU IICPCOHAIbHBIX KOMIIBIOTCPOB

PIH(bOpMaI_[I/IH, BblAaBacMas HOTpe6I/ITeJ'I$IM K Ha UCITOJIHHUTCIIbHBIC MCXaHNU3MBI.

JJOKAJIBbHBIC BBIYUCIUTCIIBHBIC CCTHU

OOBEKTHBIN KOJ| IIPOTPAMM, UCIIOJTHSIEMBIX BEIUACIUTEILHBIMEA CPEICTBAMU B
npouecce Gynkuuonuposanus UC;

CHCTEMbI IIPH OTCYTCTBUU 3JJO0YMBIINVICHHBIX YI'PO3 AABJIAIOTCHA

BuyTpeHHuMu AecTa0WIM3MPYOIMMH (AKTOPAMH M YIPo3aMH 0e30I1aCHOCTH

VckaxeHust ”HGOpMaIMK B KaHaIax

HenmocraTounoe kadyecTBO CpCACTB 3allIUThI

OmmOKH anropuTMHU3AINY 33129

Omunbku nepcoHaja npH dKCIUTyaTaluu

OmuOKM MpOorpaMMHUPOBAHHUS

OmumOKM MPOEKTUPOBAHMSI IPU OCTAHOBKE 3ajay

CUCTEMBI ITPU OTCYTCTBUM 3JIOYMBIIIJICHHBIX YI'PO3 AABJISAOTCH

Buemnnmu nectadnim3upyomuMu GakTopaMu M yrpo3aMu 0e30acHOCTH

HN3menenus KOHCI)I/Il"ypaI_II/II/I CHUCTCMBI

Wckaxxenus nHpopMaum B KaHaJIax

Henocratounoe Kka4ecTBO CPEICTB 3aIUTHI

OmunbKy nepcoHasa npH KCIUTyaTauu

OmubKu NporpaMMHUPOBAHUS

COou 1 0TKa3bl anmaparypbl

4 KpuTepman ATCKBATHOCTH CPEACTB 3alIUMTHI ABJHIOTCH:

Kputepun 6bIcTpoieliCcTBHS

Kpurepnn 3amumensocti

Kpurepun koppektHOCTH

Kputepun 3¢ dexTuBHOCTH

HWHGOPMAMOHHOM 3aUTHI:

TexHnonornu kpunrorpaguu No3BOJAIT Peajn30BaTh CJeAyLHe MPoLecch
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ayTeHTH(UKaus (MpoBepKa MOIMHHOCTH) 00BEKTa WM CYOBEKTa CETH

AOCTYITHOCTE HHTCPHET-CEPBUCOB

uneHTH(UKAIUS (OTOKICCTBICHUE) 00BbEKTA UITH CYOhEKTa CETH N
WH(POPMAIIMOHHON CUCTEMBI

cepBHCaM

KOHTPOJIb/pa3rpaHUueHuUe JIOCTYIA K pecypcaM JOKaIbHOM CeTH WM BHECETEBBIM

obecreyeHue u KOHTPOJIb LICJIOCTHOCTHU JAHHBIX.

obecrieueHue 3HeKTp06630HaCHOCTI/I 00BEKTOB CETU

DYHKIMOHAIbHbIE BO3MOKHOCTH MEKCETEBbIX IKPAHOB 0XBATHIBAIOT
cJIeqyIolIHe pa3ieibl peaju3anni HHGOPMAIMOHHOI 6€30MACHOCTH:

AAMUHUCTPUPOBAHUC JOCTYIIA BO BHYTPCHHHUEC CCTHU

BEJICHUE KYPHAJIOB U y4YeT

HH(bOpMaI_[I/IOHHYIO NIOAJACPIKKY MoJib30BaTeliei

HACTPOMKY NpaBuil pUIbTpaLUU

Cpe/CTBa CETEBOM ayTeHTH(HUKAIINN

(I)I/IJ'IBTpaI_[I/IIO Ha NPUKIIaIHOM YPOBHC

(GUIBTpALIMIO HA CETEBOM YPOBHE

AEKTPOHHBIN JOKYMEHTOOOOPOT

Ilo cxeme MOAKIIOYEHHS MesKCETEBbIE IKPaHbI MOYKHO PasaCJuTh Ha:

cxeMma ""3Be3za"

cxema "KoJpIo"

CXeMa €QUHOM 3allUuThl CETU

CXEMa C 3aKPBITHIM U HC 3allIUINACMBIM OTKPBLITBIM CErMCHTAMU CCTU

CXeMa C pa3/IeJbHOM 3aIMTON 3aKPBITOTO U OTKPBITOTO CETMEHTOB CETH

Tema 6. O6ecnieuenne nHTErpabHoil 0ezonacunocTu MC

Tpu 0CHOBHBIX OX0/1a OCYILECTBJICHH HHPOPMALMOHHON 0€30I1ACHOCTH:

WHTerpaibHbii

KommiiekcHbIit

duHaHCcoBBIN

YacTHBIN

D¢ dhexTuBHBIH

OCHOBHBIM 3JIEMEHTOM JIEKTPOHHOI'0 KJII0Ya-’KeTOHA (TOKEHA) SIBJIAETCS

MUKPOKOHTPOJLIED
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@reoy BO

f@ _ YUPEXEHVE BbICIIErO OBPA3OBAHV
'y «POCCUNCKUN TOCYOAPCTBEHHBIN YHUBEPCUTET

GENEPAJIBHOE TOCYJAPCTBEHHOE BIOJIXETHOE OBPA30OBATEJIbHOE CK PIYTUC

IporpaMMHOe o0ecrieueHue

uHTepdeiic

KOHTAKTHBIC IINIOIIa KK

HNuTerpajspbHasi 6e30acHOCTH MH(POPMAINMOHHBIX CHCTEM BKJIKOYAET B ce0sl
cJelyllie COCTABJIAIIINE:

0€3011aCHOCTD JaHHBIX — obecnieyeHne KOH(bI/I,Z[eHI_II/IaJ'IBHOCTI/I, OEJIOCTHOCTU U
AOCTYIMTHOCTH JaHHBIX.

0€30IMacCHOCTh CEeTeH M TeJICKOMMYHUKAIIMOHHBIX YCTPOMCTB — 3aIIMTa KAHAJIOB
CBSI3U OT BO3JCHCTBHUH JIFOOOTO poa;

0€30MacHOCTh CUCTEMHOTO U NIPUKJIAHOTO IPOrPAMMHOI0 00ECIIeYEeHUs] — 3aIlnuTa
OT BUPYCOB, JIOTUYECKUX "MHH", HECAHKIIMOHUPOBAHHOTO U3MEHEHUS KOHPUTypaluu
CUCTEM U IPOrPaMMHOI0 KOJ1a;

HWHTCJUICKTYAJIbHAS 0€30IacHOCTb - 3allrTa aBTOPCKUX WU CMCIKHBIX IIPpaB Ha 110

¢dusnueckas 6e30MacHOCTh — 3alHUTa 3JJaHU, TOMEIIECHUH, ITOJBUKHBIX CPEJICTB,
JIOZICH, a TaKXKe anmapaTHBIX CPeACTB (KOMITBIOTEPOB, HOCHTENNEH HH(OpMaIuy,
CETEeBOTO 000PYyI0BaHUs, KaOEIBHOTO X031 CTBA, MOICPKUBAIOIICH

UHPPACTPYKTYPHI);

Pacnosioxkure coBpeMeHHbIE 3J1eKTPOHHbIE CPEACTBA, HCIOJIb3YEeMBbIX IS
KOHTPOJISA J0CTYIA, N0 MOPAAKY pocTa 3G (PeKTUBHOCTH

buomerpus

KapTs! 1 )xeTOHBI

Kon + kapra

Kox + kaprta + 6uomerpust

KooBbIit 3aMoK

4. Kputepuu u nNoKa3aTeid OLeHUBAHUS
JJ1 TeKymero KOHTpoJIs

Ouenka | ®opma Kpurepun oueHuBanus IToka3zaTenu oleHUBAHUS
KOHTPOJISA
YCTHBIA OTBET | MOJIHOTA W  MPABUJIBHOCTH | OTBET TMOJHBIA W  MNPABUIIbHBIN
OTBETA, CTEIIEHb | OCHOBAHUU M3YUYEHHBIX
OCO3HAHHOCTH, TIOHHUMaHHUS | MaTepUAl H3J0KEH B OINPEIACICHHOU
HU3y4YEHHOTO Marepuaia, | JJOTHYeCKou MOCJIEA0BATEIBHOCTH,
YETKOCTh W T'PAMOTHOCTH | JUTEPATYPHBIM SI3BIKOM:

peun. CaMOCTOSITEJIbHBIM.

OTBETA, CTCIICHb | OCHOBAaHUU N3YUCHHBIX

© PT'YTUC
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OCO3HAHHOCTH, TIOHMMAaHUS | MaTepual HU3JI0XKEH B ONPEEICHHOU
W3y4YEHHOTO Marepuaiia, | JJOrH4eCKol MOoClIeI0BaTEIbHOCTH, IIPH
YETKOCTh M  T'PAMOTHOCTH | 3TOM JOTTYIIEHBI JIBE-TpH
peun. HECYIIECTBEHHBIE OIIMOKH,
WCIIPABJICHHBIC 110 TPEOOBAHUIO YUUTEIIS.
«3» YCTHBIM OTBET | MOJIHOTA W  TMPABUIBHOCTbH | OTBET IMOJHBIN, HO MPU 3TOM JOMYIIECHA
OTBETA, CTCTICHb | CYIIECTBEHHAsI OIIMOKA, WM HETOJIHBIH,
OCO3HAHHOCTH, TIOHMMAaHUS | HECBS3HBIM.
WU3y4EHHOTO Marepuana,
YETKOCTh M T'PaMOTHOCTh
peun.
«2» YCTHBIN OTBET | MOJHOTa ¥  TMPABUJIIBHOCTh | IPU OTBETE OOHAPYKEHO HEMOHWMAaHUE
OTBETA, CTEMNEHb | YUYaIIUMCSI ~ OCHOBHOTO  COJEp>KaHUs
OCO3HAHHOCTH, TOHHMAaHHMs | yaeOHOTO MaTepuana WIH JONYyHICHBI
WU3y4EHHOTO MaTtepuaa, | CyleCTBEHHbIE OIINOKH, KOTOpbIE
YETKOCTh M  TIPAMOTHOCTH | yYalllMiCd HE CMOI UCHPaBUTh IIpU
peun. HABOJSIIITUX BOMPOCAX YUUTEIIA.
Ouenka | @opMa KOHTPOJIS Kpurepun oueHuBaHus IToxkazarenan
OLlEeHUBAHMSI
«5» MPaKTUYECKOE 3aHITHE MOJHOTa W TPABWIBHOCTH | pabOTa BBINMOJTHEHA
BBITIOTHEHUS paOOTHI MOJTHOCTBIO U
MPaBUJILHO; CIETAHbI
MPaBUJIbHBIE BBIBOJIBI.
«4» MPaKTUYECKOE 3aHITHE MOJIHOTA U TPaBUIBHOCTD paboTa BBINIOTHEHA
BBITIOTHEHUS paOOTHI MPABHIIBHO C y4eTOM 2-3
HECYIIECTBEHHBIX
OIIMOOK, UCTIPABICHHBIX
CaMOCTOSITEIIBHO TI0
TpeGOBaHUIO
MIPETNO/1aBaTeIIsI.
«3» MPaKTUYECKOE 3aHITHE MOJTHOTA Y TTPaBUIILHOCTH paboTa BBIMOHEHA
BBITIOJTHEHUS PAOOTHI NPaBHJIBHO HE MCHEC 1EM
Ha MOJIOBUHY WJIH
JIOTTyIIeHa
CYyIIIECTBEHHAs! OIIHOKa
«2» MPaKTUYECKOE 3aHITHE MOJIHOTA U TPaBUIBHOCTD JOTYIIEHBI J1Be (1 Ooee)
BBITIOTHEHUS paOOTHI CYLLECTBEHHbIC OIIMOKH
B X0J1¢ pabOThI, KOTOPHIE
00yJaronuicss He MOXKeT
HCTIPABUTH JTAXKE TIO
TpeOOBaHUIO
TIpEeno/IaBaTeis.
Ouenka | @opMa KOHTPOJIS Kpurepun oueHuBaHust IHoka3zarenu
OLlEeHUBaHMSI
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«5»

camocTosTelbHas paboTa

II0JIHOTa n
BBIITOJIHCHU A pa6OTBI

IMPaBUJIBHOCTH

paboTa BBINOTHEHA
HOJTHOCTBIO U
NPaBUIIBHO; CICIIAHbBI
HPABHIbHBIC BBIBOJIBL.

«4»

CaMOCTOATCIIbHAA pa60Ta

IIOJIHOTA U MMPABUJIBHOCTDb
BBIITOJIHCHU A pa6OTI>I

paboTa BBIIMOTHEHA
NPaBUIBHO C y4eTOM 2-3
HECYIIECTBEHHBIX
OIIMOOK, HCITPABICHHBIX
CaMOCTOSITEIILHO IO
TpeOOBAHUIO
IpenoaBaTers.

«3I»

camocTosiTeNbHas paboTa

MIOJIHOTA U IPaBUIIBHOCTD
BBITIOJTHEHUS paOOThI

paboTa BBITIOJIHEHA
MpaBUJILHO HE MEHEE YeM
HAa TMOJOBUHY WU
JIOTyIlIEHA
CYyIIIECTBEHHAas ONIOKa

«2»

CaMOCTOATCJIbHAA pa60Ta

IIOJIHOTA U IMPAaBUJIBHOCTDb
BBIITOJIHCHU A pa6OTI>I

JOTMyIIEHBI J1Be (1 Ooee)
CYIIECTBEHHbIE OIINOKHU
B X0JI€ pabOThl, KOTOpBIE
o0yyaroIuicss He MOXeT
UCIPABUTD JAXKeE IO

TpeOOBaHUIO
MPENoaBaTes.
JIJist MPpOMesKYTOYHOM aTTeCTAlUuU
Ouenka | @opMa KOHTPOJIS Kpurepum oueHuBanus IToxa3aTenu
OLICHUBAHUSA

«5»

TECTOBOC 3aJaHHEC

MMpaBUJIBHOCTL OTBETA

86-100% mpaBMIIBHBIX
OTBETOB Ha BONPOCHI

«4»

TECTOBOC 3aJaHHUEC

MMpaBUJIBHOCTL OTBETA

71-85% npaBUIBHBIX
OTBETOB Ha BOIPOCHI

«3»

TECTOBOC 3aJaHUC

MMpaBUJIBHOCTH OTBETA

51-70% mnpaBUIBbHBIX
OTBETOB Ha BOMPOCHI

«2»

TECTOBOC 3aJaHUC

MMpaBUJIBHOCTH OTBETA

0-50% mnpaBUIBHBIX
OTBETOB Ha BOMPOCHI

5. UudopmannonHoe odecnevyeHne 00yueHus.

IlepeyeHb pexoMeHayeMbIX Y4ueOHbIX u31aHuil, VHTepHeT-pecypcos,

JAOIOJHUTEJIbHOM JIUTePaTypPbl
OCHOBHBIE HCTOYHUKH:

[Mapteika, T. JI. Undopmannonnas 6e3onacHocTh : yuebHoe mocobue / T.JI. Tlapteika,
N.U. [Tonos. — 5-¢ uzn., nepepad. u gomn. — Mocksa : DOPYM : UHOPA-M, 2021. —
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432  ¢. —  (Cpemmee  mpodeccuonanpbHoe  oOpaszoBanme). -  URL:
https://znanium.com/catalog/product/1189328

2. BacunpkoB, A. B. be3omacHocTh M ympaBlieHHE AOCTYIIOM B WH(OPMAIMOHHBIX
cucremax : ydeOHoe mocobue / A.B. BacumbkoB, M.A. BacumbkoB. — Mocksa :
®OPYM : HUH®D®PA-M, 2020. — 368 c. — (Cpemgnee mnpodeccuoHalIbHOE
obpazoanue). - URL: https://znanium.com/catalog/product/1082470

I[OHOJ]HI/ITCJ'IBHBIG HCTOYHUKMU.

1. Ianbrun, B. ®. MadpopmanronHas 6€30MacCHOCTh KOMIIBIOTEPHBIX CUCTEM U CETEH :
yuebHoe nocooue / B.®. [llanbrun. — Mocksa : DOPYM : UHDOPA-M, 2021. —

416 c¢. — (Cpemnee mnpodeccuoHanbHoe  oOpazoBanue). -  URL:
https://znanium.com/catalog/product/1189327

2. Undopmarnmonnast Oe3omnacHocth : yueOnuk / MensaukoB B.IL., monm pen.,
KynpussnoB A.MM. — MockBa : KunoPyc, 2021. — 267 c¢— URL:

https://book.ru/book/939292

NuTepHET — pecypcesbl:

1. HayuHo-TeXHUYECKUI U HayYHO-TIPOU3BOJACTBEHHBIN KypHal «HpopMalnoHHbIE
texHonorum» http://novtex.ru/IT/index.htm

2. XKypuan «MupopmarmonHoe obmectBo» http://www.infosoc.iis.ru/

3. Xypnan «busnec-undopmaruka» https://bijournal.hse.ru/

4 XKypHan «MHpopMalnoOHHBIE CHUCTEMBI 51 TEXHOJIOTUUN
http://oreluniver.ru/science/journal/isit

5. Kypnan «OnekTpoHHblE HHPOPMALMOHHBIE CHUCTEMBD». Pexum goctymna:
https://elins-journal.ru/
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