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®rs0Y BO

OENEPAJIBHOE TOCYOAPCTBEHHOE BIOJIPDKETHOE OBPA30BATEJIBHOE CMK
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«POCCUVCKU TOCYJAPCTBEHHBIVI YHUBEPCUTET

TYPU3MA "1 CEPBVICA»

PIYTUC

Aucm 3

1.0BIIASI XAPAKTEPUCTUKA PABOYEM ITPOI'PAMMBI JUCIHUILINHBI

«OCHOBBI HHGOPMALIMOHHOI 0€30IaCHOCTH

1.1 MecTo AuCHMILVINHBI B CTPYKTYpe OCHOBHOI 00pa30BaTe/IbHOI IPOrpaMMBbl:

YyeOnast
BApUATUBHOU

IUCILIUILINHA

«OCHOBEI

nH(OOPMAITMOHHON

0€30I1aCHOCTH

ABIIACTCA

4acThl0 00IIEenpoecCHOHAIBHOTO IHKIAa OCHOBHOW TMPOQecCHOHATBHOM
obOpazoBarenbHOl TporpamMmbl B cooTBercTBHHM ¢ DPI'OC mo cmenuamsHoct  09.02.12
TexHMuecKas 3KCIUTyaTalus U CONPOBOXKACHUE HH(OPMAIIMOHHBIX CHCTEM.

JTUCIHHUIIINHLI:
OcBanBaeMble KOMIIETEHIINH

1.2 Heau wm 3agayM AUCHMIVIMHBI — TPeOOBAHUSA K pe3yabTAaTaM OCBOEHMS

CMBICJT YETKO
MIPOU3HECEHHBIX
BBICKa3bIBaHUW HA
M3BECTHBIE TEMBbI
(mpodeccuoHaIbHBIC U
OBITOBBIC), TIOHUMATh
TEKCTHI Ha Oa30BbIE

TEKCTOB
npodeccHoHaNbHOMI
HAIpaBJICHHOCTHU

Koo OK, YMmeth 3HaThb Buaaerns HaBbIKAMH
IIK
OK.01 pacro3HaBaTh 3a1a4y aKTyaJIbHBII
W/unu npooiemMy B po¢eCCUOHABHBIN 1
npohecCuoHaTEHOM COIMAJIbHBINA KOHTEKCT,
W/WIIA COLIMAILHOM B KOTOPOM
KOHTEKCTE, MIPUXOJIUTCS pabOTaTh
aHAJIM3UPOBATh U U KHATh
BBIZICIATE €€
COCTaBHBIE YaCTH
OK.02 OIPENENATh 3a1a49K HOMEHKJIaTypa -
JUISL TIOMCKA MH(pOPMaLMOHHBIX
uHpOpMaIInH, HMCTOYHHKOB,
TUTAHUPOBATH MTPOIIECC MPUMEHSICMBIX B
MIOUCKA, BHIOMPATh npodeccuoHaNbHOMI
HEOOXOIMMBIE JIEATEIBHOCTH
HCTOYHHMKHU
uHbopMaIuu
OK.03 BBISBIIATE JIOCTOMHCTBA BO3MOYKHEIE -
U HEJIOCTATKU TPaCKTOPUHU
KOMMEPUYECKOH HIer podheccHoHaIbHOTO
pa3BUTHS U
caMo00pa3oBaHus
OK.04 B3aUMOJICICTBOBATH C [ICUXOJIOTUYECKUE
KOJIJIETaMH, 0COOCHHOCTH
PYKOBOJICTBOM, JTUYHOCTH
KJIMEHTAMH B X0JI€
npodecCHOHATTLHOM
JIEATETBHOCTH
OK.09 [IOHUMATh OOLIHHA MpaBuiia YTCHUS
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npodeccuoHanbHbIE
TEMBbI
K 1.1 —  OcyecTBIsATh — BosmoxzocTn — Cbopa B COOTBETCTBUHU
KOMMYHUKAIUHU C tunosoi C C TPYAOBBIM
3aMHTEPECOBAHHBI — IlpenmeTHyIO 3a/IaHHEM
MU CTOPOHAMH B 001acTh JIOKyMEHTaIlUU
paMKax aBTOMAaTH3aIlNH 3aKa34nKa,
TEXHUYECKOU — HHCTpyMEHTHI 1 CBSI3aHHOMU C €ro
MOJJICPKKH METO/IBI MOTPEOHOCTAMU U
mponeccoB BBISIBJICHUS 3a1pocamMu K
CO3/TaHuSA Tpe6oBanuii k UC tunosoit UC
(MoguduKanum) u — AHKETHpOBaHUSA
COTIPOBOXKACHUS npeAcTaBUTENCH
nc 3aKa3uMKa B
COOTBETCTBUU C
TPY/JIOBBIM 3aJJaHUEM
JUTSI BBISIBJICHUS
TpeOoBaHUIl K
turnoBor C
I[IK 1.2 - Koauposath Ha - OcHoBBI —  Pa3pabotku xona
S3BIKAX COBPEMEHHBIX nporoturna VC u 6a3
nporpammupoBanus UC OTIEepaIOHHBIX CUCTEM naHHbIX nporotuna UC
B paMKaX TEXHUYECKOI - OCHOBBI B COOTBETCTBUU C
MOJIJIEPKKH ITPOLIECCOB coBpeMeHHBIX CYB/] TPYIOBBIM 33JJaHUEM B
CO3aHUs paMKax TeXHUYECKON
(Momudukanum) u TTOAJICPXKKH ITPOIIECCOB
conpoBoxaeHus: UC CO3JIaHUS
(Momudukanun) u
conpoBoxaenus UC
IIK 1.3 — KoaupoBate Ha — Uctounukn — Pa3paboTtku kona
A3BIKAX uHpOpMauy, NC u 6a3 ganneix MC B
nporpammupoBanus UC HEOOXOAMMOM 715t COOTBETCTBUHU C
B paMKaX TEXHUYECKON npodeccuOHaTBLHON TPYAOBBIM 33laHUEM B
MOJICPIKKU MTPOLIECCOB NesITeIbHOCTH B paMKax pamMKax TeXHUYECKOH
CO3JaHus TEXHUYECKOU MOAJIEPKKH MPOIIECCOB
(Momudukanum) u MTOAJICPKKH MPOIIECCOB CO37aHus
conpoBoxaeHus: UC CO3JIaHUS (MoguduKanum) u
(Monudukanun) u conpoBoxaeaus MC
conpoBoxaenus UC
[IK 1.4 — KoaupoBate Ha - S3BIKHN — [Iposenenus
A3BIKAX MIpOrpaMMHUPOBaHUS U TECTUPOBAHUS
nporpammupoBanus UC paboThI ¢ 6azamu pa3pabaTbIBa€MOro
- TectupoBath JAHHBIX monynsa VIC B
pe3yNbTaThl pa3paboTKu - OcHOBBI COOTBETCTBUU C
ncC COBPEMEHHBIX TPYAOBBIM 33/IaHUEM B

OINCPauOHHBIX CUCTEM

paMKax TEXHUYECKOMN
MOAAECPKKH IPOLIECCOB
co3JaHus
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PrYTUC Aucm 5
(Momudukanun) u
conpoBoxaenus MC

I[IK 1.5 — TectupoBaTh - OcHoBBI - Bocnpousse
pe3yNbTaThl pa3paboTKu yIpaBJieHUs JICHUS
NC B pamkax W3MEHEHUSIMU B 3a()UKCUPOBAHHBIX B
TEXHUYECKOMN MPOEKTax B 00JacTu CUCTEME yueTa
MO/ IJIEPKKHU TTPOIIECCOB nH()OpPMAITMOHHBIX ne(eKTOB U
CO3/IaHusI TEXHOJIOTrUH HECOOTBETCTBUH B KOJE
(Momudukanun) u NC u nokyMeHTanuu K
conpoBoxaeHus: UC NC cornacHo
TPYZOBOMY 3a/IaHHUIO B
paMKax TEXHUYECKOU
MOJJICPKKH MTPOLIECCOB
Co37aHus
(Momudukanun) u
conpoBoxaenus MC
IK 1.6 - Vcranasnuatr | —  OCHOBBI —  Tlposepku
b IIPOTPaMMHOE CUCTEMHOTO COOTBETCTBUS pabouuX
obecrieyeHue, aMUHUCTPHUPOBAHUS mect VC TpeboBanusIM
HEO0X0IMMOE ISt —  OCHOBBI HC k 060py10BaHHIO U
dbynkuuonupoBanusi UC aJIMUHUCTPUPOBaHUs 0a3 | IPOrPaMMHOMY
- Jeuncrammup JTAHHBIX 00ecrneveHunIo B paMKax
OBaTh MPOTrPaMMHOE — KoMmyHHKaIIMOHH TEXHUYECKOM
obecreuenue, oe 000py10BaHHE TIOJIIEPKKH TIPOLIECCOB
HEO0X0IUMOe ISt CO3/TaHUS
dbynkuuonupoBanus C (Mogudukanum) u
conpoBoxaerus MC
IIK 1.7 — Nnentudunmuponar — Ocuosrel b — Pacrio3naBanus
b HHIMAEHTH b npu OpraHu3aluu nanuaenTos Ub,
pabote ¢ UC B pamkax - Mopens yrpo3 CBSI3aHHBIX C pabOTOI
TEXHUYECKOU uH()OPMAIIMOHHON HC, B pamrax
IIO/IJIEPAKKHU ITPOLIECCOB 6e3onacHoctu MC TEXHUYECKOMN
CO3JaHuA OpraHu3aliiy 3aKa3yruKa IIOAACPIKKU ITPOLCCCOB
(Momudukanun) u - [Ipoueayps! u CO3JIaHUs
COIIPOBOKACHUA ncC pEriIaMeHTsl Iiepegadyu (MOI[I/I(l)I/IKaIII/II/I) )51
- OC}’HIGCTBJ‘I?ITI: I/IH(bOpMaIII/II/I 110 COIIPOBOXKIACHUA 4(@
KOMMYHHUKAIUHU C MHIMJEHTaM B CIIyKO0y - [Tepenaun
3aMHTEPECOBAHHBIMU Wb 3akazuuka uHpopmanuu oo
CTOpPOHAaMHU B paMKax WHIUICHTAX B CITYKOY
TEXHUYECKOU Wb 3aka3uuka B paMmkax
MOJJIEPKKHU MTPOLIECCOB TEXHUYECKOMN
CO3aHUS MOJJIEPKKH MTPOLIECCOB
(MoauduKanum) u CO3JIaHUs
conpoBoxaeHust C (Momudukanun) u
conpoBoxaenus C
[IK 2.1 — PaGorats B - OcHOBHEIE - Co3nanus
COBPEMEHHOM TEKCTOBOM | BO3MOYKHOCTH mabIoHa JOKyMEeHTa
mpoiieccope COBPEMEHHBIX JUTSI 33JJaHHOTO
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PrYTUC Aucm 6
— CoznaBare, TEKCTOBBIX MPOIIECCOPOB | TEKCTOBOTO Mpolieccopa
HACTPauBaTh, IPUMEHSATh | — OcHoBHbIE — [Ipumenenus k
CTHJIN B JOKYMEHTE C CTaHJapThl OpopMIIEHUS TEKCTYy IOKyMEHTa
IIOMOUIbIO TEKCTOBOI'O TEKCTOBBIX JOKYMEHTOB cpencTB oopmiieHuUs
mpoiieccopa - OcHoOBHBIE - Co3nanus B
- CoznaBath CrocoObI paboTHI € JOKYMEHTE
rpadu4ecKue CXeMbl, BEKTOPHOM M pacTpOBOM MH(POPMALIMOHHO-
MOJTy4aTh CHUMKHU rpadukoi, criocoObl MIOMCKOBOTO armapara
JKpaHa, BKJIIOYaTh BKIIFOUCHUST PUCYHKOB B
PUCYHKH B TEXHHUYECKUN JOKYMEHT, MpaBuia
JOKYMEHT U 0(OpMIIATH oopMIIeHNsT PUCYHKOB
ux

K 2.2 —  Haxonuts B —  HayuHo- —  Paszpabotku
nHGOPMaIMOHHO- TEXHUYECKUN CTHIIb CTPYKTYpbI IOKyMEHTa
TEJICKOMMYHUKAIITMOHHON | H3JI0KEHUS U €ro U €€ COIJIaCOBaHME C
cetu "Untepnet" 0COOEHHOCTH AKCIEepTaMU
UCTOYHUKY UHPOpMAIUU | — OCHOBHBIE - [Tonbopa
IO 3a/IaHHOM TeMe Pa3HOBHIHOCTH HAYYHO- JOTIOTHUTETHHBIX
- [Tonb30BaThCs TEXHUUYECKUX HMCTOYHUKOB
pecypcamMu Hay4HO- JIOKYMEHTOB nH(pOpMaIUN
TEXHUYECKUX OUOINOTeK | — OcHOBHBIE
U apXHUBOB CTaHIapTHl ohopMITeHUS

HAYYHO-TEXHUYECKUX
OTYETOB

IK 2.3 —  YcraHaBnMBaTh U —  SI3bIKM pa3meTkH, —  BeiOopa,
HACTpauBaTh OCHOBHBIE THIIBI SI3HIKOB YCTaHOBKH, HACTPONKHU
IIPOrpaMMHBIE CPEJICTBA, | pa3METKH (TErOBBIE, MIPOTPaMMHBIX CPEACTB
npeIHa3HaYeHHbBIE IS JIETKOBECHBIE) U UX JUIS BBOJIA U
paboTsl co 0COOEHHOCTH B 00beMe, CTPYKTYypHUPOBAHHUS
CTPYKTYpHUPOBAHHBIM HEOOXOTUMOM JIISI KOHTEHTA C
KOHTCHTOM BBITIOJTHEHUS TPYIOBOU HCIOJIb30BaHUEM

byHKIIUU 3aJJaHHOTO SI3bIKA
pa3MeTKu

[IK 2.4 — PaGoTats ¢ - Cucrembl - [Tonyuenus u3
CUCTEMOH yTNpaBJICHUS yIpaBiIeHUs 3a7ayaMu U 3aJ1a4M B CUCTEME
3ajauaMy W/Uin CUCTEMBI KOHTPOJIS yIpaBlIeHUs 3aa4aMu
CHUCTEMOM KOHTPOJISI BEPCHIL: TIOUCK U WA U3 CUCTEMBI
BepCHi BbIJIETICHUE HY)KHON yIpaBIeHUS BEPCUIMU
- Jlornuecku uHpOpMaLUN MOCJICTHUX U3MEHEHUI
rpynnupoBaTh B IIPOrPaMMHOM
M3MEHEHUS Ha HOBEIE, MIPOJYKTE
OOHOBJICHHBIE U
UCIIpaBJICHHbIC OLIMOKU

[IK 2.5 — PabGotath ¢ - OcHOBHEIE - COopa MCXOTHBIX
TEKCTOM KaK C OOBEKTOM | TIOIXObI K OIICHKE JAHHBIX JUTSI OLEHKU
HCCIENOBAHUSA Ka4yeCTBA TEXHUYECKON Ka4yeCTBA TEXHUYECKON
— Hcnonp3oBath JOKYMEHTaluu JOKYMEHTaIuU
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PrYTUC Aucm 7
AJICKTPOHHBIE TaOINIIBI - OcHoBHBIE - Pacuera 3naueHmi
JUIA CTATUCTUYCCKUX METPHUKHU KayecTBa 3aJIJaHHBIX METPHUK
BBIYMCIICHHI TEXHHYISCKOMN KadyecTBa TEXHUYCCKOU
— CocTaBniTh JIOKyMEHTAIUU JIOKyMEHTallU1
aHAJIUTHYCCKUE CocraBlieHHS OTUETa
OTYETHl HA OCHOBE 00 OLICHKE KauecTBa
JaHHBIX CTaTUCTUKH TEXHHYCCKOU
I[OKyMeHTaI_[I/II/I
[IK 2.6 - OreHnBaTh - OCHOBBI - Vmenus
MIPaBOBBIE U 3TUUYECKHE IPaKJIaHCKOTO, aHaJIM3UPOBaTh U
ACIICKTHI TCXHOJ’IOFI/Iﬁ 158 a)IMI/IHI/ICTpaTI/IBHOFO nu I/IHTepHpeTI/IpOBaTI)
UX IPUMEHEHHUS. YTrOJIOBHOTO IIPaBa, 3aKOHOAATCIbHBIC U
- YeTKo U ITOHATHO Kacaromuxcs HOpPMAaTHUBHBIE
OOBSCHSITH TIPABOBBIC MH(GOPMaIIMOHHBIX JIOKYMEHTBHI,
TpebOBaHUS U TEXHOJIOTH. KacaroIuecs
MTOCICICTBHS X MH(OPMALIMOHHBIX
HECOOIIIOICHUS KaK TEXHOJIOTHH.
TEXHHYCSCKHUM, TaK 1
HCTCXHUYCCKUM
COTPYTHHKAM.

B pe3yJsibTaTe 0cBOeHUSsI AUCHMILIMHBI 00yYAIOLIHIICS J0IKEH YMETh:

- NPUMCHATH MCTOABI 1 CUCTCMbI 3allIUThI I/IH(bOpMaIII/II/I;

- o0ecrieunuBaTh 3alIUTy U COXPAaHHOCTH JaHHBIX B CCTH,

- CBOEBPEMEHHO pearupoBaTh Ha BUPYCHBIE YTPO3bl U KnuOepaTaku

- IPUHHUMATh Y4acTHE B HKCIUTyaTallMH MOJCUCTEM YIpaBieHHUsI HHPOPMALIMOHHON Oe30macHo-
CTBIO PA3NIUYHBIX 00BEKTOB HH(OPMATU3AIINH;
- aJIMMHHUCTPHUPOBATh MOJCUCTEMBl MH(DOPMALIMOHHONW O€30MaCHOCTU Pa3IMYHbIX OOBEKTOB
uH(pOpMaTU3ALINY;

B pe3yabTate 0cBOeHHUS JUCHUILIMHBI 00YYAIOUIUIACS 10J12KeH 3HATh:

- CYIIHOCTb, LEJIM U MPUHIUIBI HHPOPMALIMOHHOM 0€30IacHOCTH, 3aKOHOATEIbHbIE OCHOBHI €€
peanu3anuu;

- WH(OPMAIIMOHHO-TIPABOBbIE aCHEKThl 0€30MaCHOCTH MH(POPMALMOHHBIX PECYpPCOB, MPUHIIMIIBI
U CIIOCOOBI OXpaHbl HHTEJUIEKTYaIbHOI COOCTBEHHOCTH;

- HampaBJICHUS U METO/bl oOecreueHusi 6e30MacHOCTH WH(POPMALMOHHBIX PECYpPCOB, BEICHHS
aHAJMTUYECKOH paboThl MO BBIIBICHUIO YIpO3 HECAHKIMOHMPOBAHHOTO JIOCTyMa K
uH(OpMaLINH, €€ YTPATHI;

- METOMKY 3aIlIUTHl MHPOPMALIUH B IEATEIHHOCTH OpTraHU3aLuU

- (hyHKIMOHAJIEHBIE BO3MOXXHOCTH M MPEIITOCHUTKU 3()(hEeKTHBHOTO HMCIONB30BAHUS PA3TMIHBIX
TUTIOB TEXHOJIOTMYECKHX CHUCTEM M CHoco0OB 0O0paOOTKM ¥ XpaHEHUs TPaIUIMOHHBIX |

QJICKTPOHHBIX KOH(l)I/II[eHI_II/IaJ'IBHBIX JAOKYMCHTOB.
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2.CTPYKTYPA U COJEPKAHUE YUYEFHOM JUCIHUATLIIMHBI

2.1. O0beM yueOHOI IMCUMIIJIMHBI M BUABI Y4e0HOH padoThl

. O0beMm B
Buj yueOHoit padoThI
yacax

O0bem 00pa3zoBaTeJIbHOM MPOrPaMMBbl Y4e€OHOM M CIATIINHbBI 64
6 m.u. ¢ hopme npaKmuuecKko no020MmoeKu (ecau npedycmompeno) -
BT. U..
TEOPETUIECKOe 00yICHUE 18
MIPaKTUYECKHE W TAOOPATOPHBIE 3aHSITHS (eCiu npedyCMOMmMpPeHO) 30
CamocTosiTenbHast paboTa 2
KoncynbpTanuu 2
IIpome:xxyTounasi arrectanusi (Jk3aMeH B 6 ceMecTpe) 12
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2.2. TemaTn4yecKuii IJIaH U coJepKkaHue Y4eOHOM T cUNILTUHBI «KOCHOBBI MHHGOPMAIIMOHHON 0€301IACHOCTH)

HaunmenoBanue
pa3aesioB M TeM

IIpumepHoe conep:kaHue y4eOHOr0 MaTepuajia, NPAKTHYECKUX U
J1a00paTOPHBIX 3aHATHIA, Kypcosoll npoexm (paboma)

O0beM yacoB

Koapl koMneTeHIuid,
¢dopmupoBanmnio
KOTOPBIX CNIOCOOCTBYET
3JIEeMEHT NMPOrpaMMblI

Tema 1. BBenenue B
HHPOPMALMOHHYIO
0€30IMaCHOCTh

Conep:xxanue

OcHOBHBIE TIOHATHS U oTpenesieHus. Victopust u pa3BuTHe
UHPOPMAITMOHHON 0€301aCHOCTU. AKTyallbHBIE YTPO3bI U PUCKH B
HH(OOPMAITMOHHOM 0€301MaCHOCTH

OK 01- OK 04, OK 09, IIK
1.1-1IK 2.6

B ToM unciie camocTosATEIbHAS PAa00Ta 00y4alOIIUXCS
Cucrtemarnyeckas IpopaboTKa KOHCIIEKTOB 3aHATHH, yu4eOHOH U
CIIELMAJIbHOM TEXHUYECKOU JIUTEPATYPBI 10 TEMAM:

ITprHIMIIBL OpraHu3aluu Pa3HOYPOBHEBOTO JIOCTyna B
aBTOMAaTU3UPOBAHHBIX WH(POPMAITMOHHBIX CHUCTEMaX.
IloHATHE HECAaHKUMOHHUPOBAHHOIO JOCTyNa M 3alluUTa OT HEro.
VYmpasienue J0CcTynoM B HHPOPMAMOHHBIX cucTeMax. (OCHOBHBIE

MOHATHA: KIIMEHT, NMpaBO U OOBEKT AOCTYMa, TPYMIbI, POJIU, MOJIUTHKA
0€30MacHOCTH.

Huckpeunonnas wmonens naoctyna. IlpeumyliectBa u  HEAOCTATKH.
ManpgaTtHasg MoJienb qoctyna. [IpenMyiecTBa 1 HEJOCTAaTKH.

Tema 2. Ynpasienue
0e30M1aCHOCTBI0
HHpoOpMAUH

Conep:xxanue

HopmaTtusHo-nipaBoBoe perynuposanue B oonactu Ub. [Momutuku n
nporenypsl 6e3onacHocTy. OLeHKa PUCKOB M YIIPaBIEHUE UMHU.
CootserctBue ctanaaptam u HopmatusaM (ISO 27001, GDPR u np.)

OK 01- OK 04, OK 09, TIK
1.1-TIK 2.6

Tema 3. Kpunrorpadus

Conep:xxanue

OcHoBbI KpunTOrpaduu: CHMMETPUYHbIE U ACUMMETPUYHBIE aJITOPUTMBI.
XosmupoBanue u mudpossie noanuck. [Ipumenenne kpunrorpaduu B
npusiokeHusix. Creranorpadus.

OK 01- OK 04, OK 09, IIK
1.1-1K 2.6

B ToM ymc/ie npaKTHYeCcKUX 3aHATHI
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Paborta ¢ cCUMMETPUYHBIMU ¥ ACUMMETPUYHBIMH aJITOPUTMAaMHU.
XOIIUPOBAHUE M CO3/IaHKE IIU(PPOBON TTOAMKICH COOOIICHHUS.

Tema 4. 3amuTa ceTeBoi
HHPPACTPYKTYPHI

Conep:xxanue

OcHoBbl ceTeBoii 6e3omacHocTy. 3amuTa ot atak (DDoS, MITM u np.)
Hcnonb3zoBanue VPN u MexkceTeBbIX SKpaHOB

OK 01- OK 04, OK 09, IIK
1.1-1IK 2.6

B Tom umncie MPAKTUICCKUX U ﬂaﬁopaTopﬂmx 3aHSATHH

Opl"aHI/BaHI/IH 3aIIUThI OT aTaK

N

Opranuzanus padotsl VPN 1 MexkceTeBoro skpaHa

n

Tema S. besonacHocTh
MPHJIOKEHU I

Conep:xxanue

Vsazsumoctu BeO-nipriiokenuit (OWASP Top Ten). bezonacHoe
[IPOrpaMMHUPOBAHUE: JIyUYLINE IIPAKTUKUA. TeCTUpOBaHUE HA
NPOHUKHOBEHHE W aHAJIN3 YSA3BHUMOCTEH.

OK 01- OK 04, OK 09, IIK
1.1-1K 2.6

B ToM uMciie npakTHYecKuX U JJa00PaTOPHBIX 3aHATHH

TecTupoBaHue Ha MPOHUKHOBEHHE U aHAJIU3 YA3BUMOCTEMN.

Tema 6. 3amuTa JaHHLIX

Conep:xanue

[udpoBanue TaHHBIX B TIOKOE U B TpaH3uTe. Pe3epBHOE KOMMpOBaHUE U
BOCCTAHOBJICHUE JIAHHBIX. Y TIPABJICEHUE JOCTYIIOM K JJAHHBIM

OK 01- OK 04, OK 09, IIK
1.1-1IK 2.6

B ToM 4ymciie NpakTHYeCcKUX U JIA00PaTOPHBIX 3AHATHH

BrinonHenue pe3epBHOT0 KOMUPOBAHUSI U BOCCTAHOBJICHUS JTAHHBIX.
YrpasieHue J0CTYIIOM K JaHHBIM

Tema 7. BezonacHocThb
00JJAYHBIX TEXHOJIOI U

Conep:xxanue

OcobenHocTr 6€301MacHOCTH B 00JIAYHBIX cpeaax. Mojenu o0IaqHbIX
yenyr (IaaS, PaaS, SaaS) u ux 6e30macHOCTH

OK 01- OK 04, OK 09, IIK
1.1-1K 2.6

B ToM 4mnciie MpaKTHYeCKUX U JJa00PATOPHBIX 3aHATHI

N3yuenne moaenu 00JauyHbIX YCIYyT U UX O€30MaCHOCTH

Tema 8. UHMaeHTHI

Conep:xanue

10
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0e30macHOCTH

PeaKHI/ISI Ha MHIUACHTHI U YIIPABJICHHUC UMU. Ananns HWHIOUJACHTOB U
b poBas KpUMUHANUCTHKA. BoccTaHOBNIEHHE MTOCIE HHIIUACHTA.
KubepbezonacHocth. [Ipombimuiennstil mmuonax. OSINT. dopen3uka

OK 01- OK 04, OK 09, IIK
1.1-1IK 2.6

B ToM 4ymciie NpakTHYeCcKUX U JIA00PaTOPHBIX 3AHATHH

PaGora ¢ uanunesTamu.

Tema 9. ConmajanHas
HHKeHepHus u
YyeJI0BeYecKHH (pakTop

Conep:xanue

[Icuxomnorus arak: couuanbHas nHxeHepus. OOyueHue coTpyIHUKOB
uHGOPMAIMOHHOHN 0€30MacCHOCTH

OK 01- OK 04, OK 09, IIK
1.1-1IK 2.6

B Tom uncie MPAKTUICCKUX U J'IaﬁOpaTOPHI)IX 3aHSATHH

PazpaboTka monuTHKN HH(POPMALIMOHHON 0€30MacHOCTH

Tema 10. Byayuiee
HH(GOpPMATUMOHHOM
0e3onacHoOCTH

Conep:xanue

TenaeHIMu 1 HOBBIE TEXHOJIOTHH B 00acTu 0e3omacHoctu (Al, ML,
0JI0KUelH). DTHUECKUE aCTIEKThl UHPOPMALMOHHON O€3011aCHOCTH

OK 01- OK 04, OK 09, TIK
1.1-TIK 2.6

B ToMm 4uciie camocTosiTe/IbHast padoTa 00y4arouXcs
CucremaTtnueckasi mpopadoTKa KOHCIIEKTOB 3aHATHI, yueOHOM 1
CIIELUAJIbHOM TEXHUYECKOU JIUTEPATYPBI 10 TEMAM:

[IpuHUMIIBI OpraHU3aluy Pa3HOYPOBHEBOTO I0CTYyNA B
ABTOMATH3MPOBAHHBIX HH()POPMAITMOHHBIX CUCTEMAX.

[loHsITHE HECAHKIIMOHUPOBAHHOTO JOCTYIA U 3alIUTa OT HETO.
VYnpasienue 10cTynoM B HHQOPMAIIMOHHBIX cucTeMax. OCHOBHBIC
MOHSATHSA: KIIUEHT, MPaBO U 00BEKT JOCTYMA, TPYMIIbI, POJIU, TOJUTHKA
0€30MacHOCTH.

JuckpennonHas Mozeinb noctymna. [IpeumyiecTBa 1 HETOCTATKH.
ManpaaTtHas mozenb goctyna. [IpenMyiiecTBa 1 HETOCTATKHU.

Ilpomesrccymounasn ammecmayus

12

Koncynomayuu

11
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| Bcero 64 yaca

J1sl XapaKTepUCTUKU YPOBHSI OCBOCHHs y4EOHOI0 MaTepualla CIOJIb3yOTCS CIeyIOIUe 0003HaYeHUs:

1. — 03HaKOMUTENBHBIN (y3HaBaHHE PaHee U3YUEHHBIX 00bEKTOB, CBOMCTB);

2. — penpoayKTUBHBIN (BBIIIOJIHEHUE AEATEILHOCTU IO 00pa3ily, HHCTPYKIIUU WM MTOJI PYKOBOJCTBOM)

3. — IpOAYKTUBHBIN (IUIAHUPOBAHHE U CAMOCTOSITEIILHOE BHIIIOJIHEHUE IEATEIbHOCTH, PellIeHHEe MPOOIEMHBIX 3a/1a4)
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3. MeToanyeckne yKa3aHHUs 110 NPOBEJCHUIO NPAKTHYECKUX 3aHATHIH/JIa00PATOPHBIX
padoT/ceMUHApPOB, 3aHATHIL B )opMe NPAKTHYECKON NMOATOTOBKHM (IIPU HAJTMYMH), U
CaMOCTOSITe/ILHOI paboTe

[IpakTuueckue 3aHATUS 3aKJIIOYAIOTCA B BBINOJHEHHM CTYIEHTaMU, I0J PYKOBOJCTBOM
mperojaBaTensi, KOMIUIEKCAa Y4YeOHBIX 3aJaHMi HampaBJICHHbIX HA YCBOGHHE HAy4HO-
TEOPETUYECKUX OCHOB YYEOHOMN JUCIMILIUHBL, IPUOOPETEHNE MPAKTUYECKIX HABBIKOB OBJIa/ICHUS
METOJaMU MPAKTUYECKOH paboOThl C NPUMEHEHHEM COBPEMEHHBIX CPEJICTB KOMIIBIOTEPHOM
rpaduku, MyJIbTUMEA, KOMMYHUKAIIMOHHBIX TEXHOIOTH.

[IpakTHyeckue 3aHATHS CHOCOOCTBYIOT Ooiiee TIIyOOKOMY TMOHUMAHHIO TEOPETUYECKOTO
MaTepuana y4yeOHOro Kypca, a TakKe pa3BUTHIO, (DOPMHUPOBAHHIO U CTAHOBJIEHHUIO Pa3IMYHBIX
YPOBHEW COCTaBISIOMIMX NPO(PEcCHOHANbHON KOMIIETEHTHOCTH CTyJeHTOB. Hapsagy ¢
dbopMHpOBaHHEM YMEHHMM M HaBBIKOB B TIPOIECCE MPAKTHYECKUX 3aHATUHA 0000IIaroTcs,
CHUCTEMATH3UPYIOTCS,  YIIyOIsIoTcs M KOHKPETH3MPYIOTCS ~ TEOPETHYECKHE  3HAHMA,
BbIpa0aTbIBaeTCsl CIIOCOOHOCTh W TOTOBHOCTH HCIOJB30BaTh 3T HAaBBIKM Ha IPAKTHUKE,
Pa3BUBAIOTCS] UHTEJUIEKTYaJIbHbIE YMEHUS.

[TpakTHyeckue 3aHATUS IPOBOASATCS B POpME MPAKTUYECKUX PaboT.

3.1. TemaTnka u conep:kaHue NPAKTUYECKUX 3aHATHI

Tema 3. Kpunrtorpadus
Nel Pabora ¢ cCHMMETPUYHBIMUA U ACHMMETPUYHBIMH AJITOPUTMAMH.
No2 XnsmmpoBaHue U co3ganue udpPoBOM MOAMUCH COOOIIECHUS.

Tema 4. 3amura ceTeBoil HHPPACTPYKTYpPbI
Ne3 Opranuzarus 3auThl OT aTak
Ne4 Opranuzanus pabotst VPN u MexceTeBoro skpasa

Tema 5. be3onacHOCTH NPUII0KEHUI
No5 TectupoBaHue Ha MPOHUKHOBEHHUE U aHAIU3 YA3BUMOCTEN

Tema 6. 3amuTa JAHHBLIX
No6 BeinonHeHue pe3epBHOTO KOMUPOBAHUS U BOCCTAHOBJICHUS JAHHBIX.

Ne7 VnpaiieHue 10CTyNoM K JaHHBIM

Tema 7. Be30onmacHOCTEL 00JIAYHLIX TEXHOJIOTHI
Ne8 M3yuenne moaenu 00JIauHbIX YCIyT U MX 0€30IacCHOCTH

Tema 8. UHIIMAEeHTHI 0€30IACHOCTH
Ne9 Pabora ¢ MHIIMIEHTAMU.

Tema 9. CounajibHasi MH:KeHEPHUS U YejioBedecKuii pakrTop
Nel0 PazpaboTka nmonuTuky HH(GOpPMAIMOHHOM 0€301MacHOCTH

3.2. TemaTnka u cofep;KaHHe CAMOCTOSATEJILHONH PadoThI

CamocrosiTenbHas paboTa SBISICTCS HEOThEMIJIEMON YacThI0 00pa30BaTEILHOTO Mpoliecca,
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CBSI3aHHOT'O C (POPMUPOBAHUEM KOMIETEHIMH 00yUYaromMUXCsl.

[{enpro caMOCTOSITENTEHOM (BHEAY TUTOPHO) PAOOTHI CTYACHTOB SIBISIETCS O0yUYCHHE
HaBBbIKaM pabOThl C HAYYHO-TEOPETUYECKOH, IEPUOINIECKOH, HAyUYHO-TEXHUUECKON
JUTEPATYPOH U TEXHUYECKON JTOKyMEHTaIMel, HeOOXOAMMBIMH ISl YTITyOJIeHHOTO N3Y4YEeHUS
JUCLUIUIMHBL, @ TAKXKe Pa3BUTHE Y HUX YCTOMUUBBIX CIIOCOOHOCTEH K CAMOCTOSITEIbHOMY
U3YUYEHHIO U U3JI0KEHUIO TIOJTYYSHHOW HH(pOpMAaIINK.

@®opMbl (BHIBI) CAMOCTOSITEILHOH PadOThHI

CamocrosTenbHas paboTa BBIIOIHIETCS B PopMe IpOpaOdOTKH KOHCIIEKTOB 3aHSATHIHA,
yueOHOIl U criennanbHOM TEXHUYECKO IuTeparypsl (110 BorpocaM K naparpadam, riasam
y4eOHBIX OCOOUI, COCTABIEHHBIM IPENOIaBATEIEM) U IOATOTOBKU K IPAKTUUYECKUM padboTaMm ¢
UCIIOJIb30BAaHUEM METOMUYECKUX PEKOMEHIAIUM MpenoaaBaTess; opopMiIeHne MPaKTHUECKUX
paboT; OTYETOB U NOJATOTOBKA K UX 3allUTE.

TemaTuka U coaep:KaHue
[IpumepHbIe TEMBI 10K 10B

1) OcHOBHBIE TEPMUHBI U OTIPEACIICHUS 0€30MTACHOCTH U 3alIUTH HHPOPMAIHH

2) CymHOCTh ¥ TOHSITHE HH(POPMAIIMOHHON 0€30MaCHOCTH U 3aIlUTHl HH(GOpMAITUU

3) Uenn u KoHUeNTyaJdbHblE OCHOBBI HH(OPMALMOHHONW O€30MacHOCTHM U 3alllUThI
uHdopMaIuu

4) TlpuHIMTT KICTOPUIHOCTH B CHUCTEMAaxX O€30MaCHOCTH M 3aIUTHl HH()OpMAIUN

5) Kondunenumansnas wuHpopmarmsa. Kriaccupukamus mno BUIaM UM CTENICHSIM
KOH(pUICHIIMATbHOCTH

6) Hocurenu 3ammumiaemoit nHGopMauu

7) IloTeHuumanbHple yrpo3pl 3ammmaemMoil  uHdopmanuu. Buasl U MeTOAbI
JIeCTaOMIIM3UPYIOIIEro BO3ICHCTBHSA Ha 3alUINAEMYI0 HHPOPMALIHUIO.

8) DnemMeHTapHas 1 MHOTO3BEHHAsI MOJIEIb 3aIIUTHI HHPOPMALIUU

9) MoJienb MHOrOypOBHEBOM 3allIUTHhI

10) KommnekcHasi BEpOATHOCTHAs MOJIENb 3AIUThI HHPOpMAaLUK

11) PacyeT Haie:)KHOCTH 3alTUTHI UHPOPMALTUH

12) 3akoHOaTeNIbHBIE CPEACTBA 3aIUThI HH(OPMALIUU

13) Opranu3anmoHHO-3aKOHOIaTeIbLHBIE CPEICTBA 3AIUTH HH(GOPMAITIH

14) ®usnueckue cpeacTBa 3amuThl HHGOPMAITIH

15) AnmapaTHbie cpeACTBa 3alUThl HHPOPMAIUH

16) IIporpammHble U KpunTorpadpuyeckue cpeacTBa 3aliuThl HHPOPMALUU

17) Tlopsnok ompeneneHuss KOMILIEKCA CPEICTB 3allUThl MH(POpPMALUU A7 OO0bEeKTa
UH(pOpMAaTU3aALUN

18) OcHoBuble mosiokeHust kpunrtorpapuu. TeopeTnyeckass U MpakTHYECKass CTOHNKOCTh
mmdpos. Jonymenus [llennona

19) Metoas! kpuntorpadudeckoro npeodpa3zoanus AaHHbIX. [lepecTanoBka.

20) Meroab! kpunrorpapudeckoro npeodpa3oBaHus JaHHbIX. ['aMMupoBaHueE.

21) Meroabl kpunrorpaduyeckoro npeoOpa3oBaHHMs  JaHHBIX. AHAJIUTUYECKHE
peoOpa3oBaHuUs.

22) OcCHOBHbBIE IIOJIO)KEHUSI TOCTPOECHUS CHUMMETPUYHBIX U  HECUMMETPUYHBIX
KPUIITOCUCTEM

23) OgHoHanpaBiieHHBIE (YHKITHH

24) IIpaktuyeckoe npumeHenue mudpos. Tabaua Buxunepa.

25) IIpaktuyeckoe npumeHenue mudppon. Tadbauna Merox RSA.
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26) Bunp! u cyntHocTh Kpuntoananusa. [Ipasmino Kupkxodda
27) IlonsiTue ¥ OCHOBHBIE MOJOKEHUS TUPPOBOI1 cTeranorpaduu

28) IlpuHumns

UHGOPMAITMOHHBIX CUCTEMAX.
29) IloHsiTHE HECAHKIIMOHUPOBAHHOT'O JOCTYIIA U 3aIlUTa OT HETO.
30) YmopaBieHue I0CTYIOM B WH()OPMAIMOHHBIX cucTeMaX. OCHOBHBIE MOHSTHS: KIHEHT,
NpaBo U OOBEKT JOCTYIIA, TPYTIIBI, POJIH, TOJIUTHKA OE30MaCHOCTH.
31) duckpenuronnas Mmojzieib gocryna. [IpeumyiecTa u HeJOCTaTKU.
32) ManpgatHast Mozens goctyna. [IpenMyiiectsa 1 He1OCTaTKH.
33) CyuHocts u nposiBienue PIIC (KoMIbIOTEpHBIX BUPYCOB).
34) Knaccudukaius KOMIIBIOTEPHBIX BUPYCOB.
35) OcHOBHBIEC BUIBI BUPYCOB M CXEMBI MX (DYHKITMOHHUPOBAHHSI.
36) [Iporpammbl OOHAPYKEHHSI U 3aLIUTHI OT BUPYCOB, OCOOCHHOCTH UX PAOOTHI.

4. DoHJ O1LIEHOYHBIX CpeacTB IMCUMIIJINHBI

OopraHu3alvi pa3sHOYpPOBHCBOTO JOCTyIla B aBTOMATHU3UPOBAHHBIX

4.1. Pe3yabTaThbl 0CBOCHUSA Y4eOHOM IUCHHUILUIMHBI, MOAJIeKALINE NIPOBEPKe

CDOpMBI HpOMeH(YTOqHOﬁ ATTCCTAIIHMU I10 CEMCCTPAM:

No cemecTpa

PopMa KOHTPOJIA

6

DOK3aMeH

B pesynpTaTe mpoOMEXKYTOUHOH aTTecTallud MO Y4eOHOW IUCIMILTUHE OCYIIECTBIISCTCS
KOMIUIEKCHAsI TPOBEPKA CICIYIONIMX YMEHUN U 3HAHUM:

PesyibTaThbl
o0y4eHusi:
YMEHUS, 3HAHUS U
o01IMe KoMIeTeHIuu

IToka3aTenu oeHKH
pe3yJbTara

(I)opMa KOHTPOJIA 1 OICHUBAHUA

YMmenus

V1. npuMeHsITh METOIBI U
CUCTEMBI 3aIUTHI
uHdopmanuu;

[IpaBunbpHOE U aieKBaTHOE
IPUMEHEHUE METOJIOB U
CHCTEM 3allUThI
uHpOpMaIu.

s mexywe2o konmpons.

OIICHKA PE3YJIHTATOB MPAKTUIECKUX
3aHSATHI;

s npomedxcymouHot ammecmayuu:
9K3aMEH

V2. obecrieunBath 3aIUTy
U COXPaHHOCTb JJAHHBIX B
CeTH;

OoOecrieueHne 3aIIUThl U
COXPAHHOCTH JIaHHBIX B
CETH.

Jna mekyweeo Koumpons:

OLIEHKA PE3yJIbTAaTOB IPAKTUYECKUX
3aHATHI;

s npomedxcymounou ammecmayuu:
JK3aMEH

y3. CBOEBPEMEHHO
pearupoBath Ha BUPYCHBIE
yIpo3bl U KHOepaTaku;

3HaHUE COBPEMEHHBIX
CHCTEM 3allUTHL.

s mekywe2o KOHmpons.

OIICHKA PE3YJIHTATOB MPAKTHIECKUX
3aHATHIH;

Jlna npomedxcymounou ammecmayuu.:
JK3aMEeH

V4. npuHuMarth y4dactue B
AKCIUTyaTaluy MOJCUCTEM
yIpaBlIeHUs
MH(POPMALIMOHHOM

DKcIuTyaTanus MOACHCTEM
yrpaBieHUs HHPOPMAIIOH-
HO 6€30MacHOCTHIO
pa3IUYHBIX 00BEKTOB

[l mekywe2o KOHMpoJs.

OIICHKA PE3yJIbTaTOB MPAKTUUYECKUX
3aHATHI,

s npomesicymounou ammecmayuu:
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0€301acHOCThIO uHbOopMaTU3aUU 3K3aMEH
Pa3ITUYHBIX 00BEKTOB
nHbOpMaTU3aLINY;
V5.  aaMHUHUCTpUpPOBATH | YMEHHE aIMUHUCTPUPOBATH | /{14 meKyueeco KOHmpons:
MOJCUCTEMBI MIOJICUCTEMBI OLIEHKA PE3yJIbTAaTOB IPAKTUYECKUX
MH(GOpPMallMOHHON UH(POPMaLMOHHON 3aHATUH;

0€30MacHOCTH Pa3TUYHBIX
00BEKTOB

0€30MaCHOCTH PA3INYHbIX
00BEKTOB MHPOpMATH3ALUU

ﬂ]l}l npOMe:)fcymquod ammecmayuu.
9K3aMCH

nH(OpPMaATH3AIINH.

3Hnanusa
31. cyuHOCTb, MLEJIU U | - aKTUBHOE UCIIONIb30BaHUE | [[1s meKyue2o KOHmpoJis.
TIPUHITUTIBI Pa3IMYHBIX UCTOYHUKOB IS | YCTHBINA OTPOC.
UHGOPMAIIMOHHON peuieHus s npomesicymounou ammecmayuu:
0€301acHOCTH, poeCCHOHANIBHBIX 3a71a4; | 9K3aMEH

3aKOHOAATCIBbHBIC OCHOBBI
€C pcajin3alru,

32. nH(OPMAILIMOHHO- | - OCBOCHHE WH(GOpMALUU U | [[1s1 meKywe2o KOoHmpous.

MIPaBOBbIE ACMEKThI | MPOrpaMM, HEOOXOTUMBIX YCTHBIHN OIpOC.

0e3omacHOCTH U1 IPOQecCHOHATBHOM s npomedxcymounoti ammecmayuu:
MH(GOPMAITMOHHBIX NeSITeNIbHOCTH; JK3aMeH

peCcypcoB, MPUHLMIBL U

CITOCOOBI OXpaHbI

UHTEJUICKTYJIbHON

COOCTBEHHOCTH;

33. HaIpaBJICHUS U | - aKTUBHOE UCIIOJIb30BaHuE | /{14 meKkyweeco KOHmpons:

METO/IBI obecrieyeHus | B y4eOHOIl 1eATeIbHOCTH YCTHBIH OIpOC.

Oe3omacHoOCTH UH(POPMALMOHHBIX U s npomedxcymounoti ammecmayuu:
MHGOPMaIIMOHHBIX KOMMYHHKAITHOHHBIX JK3aMeH

pecypcos, BEJICHUS | pECypCOB;

AQHAIUTUYECKOM  paboTHI

M0  BBISBJIEHUIO  YIPO3

HECaHKI[MOHUPOBAHHOTO
JocTyna K HuH(popMau,
ee yTpaThl;

34. METOAWKY 3alIuThl | - OCBOEHUE MIPOTPamM, Jlna mekyweeo Koumpons:
uHbopMaIuu B | HEOOXOIUMBIX JJIs YCTHBIH OIpOC.

JIeATETLHOCTH npodeccuoHaIbHON s npomedxcymounoti ammecmayuu:
OpraHu3aIuiy; NeSITeNIbHOCTH; JK3aMeH

35. (yHKIIMOHATIEHBIE | - COOTBETCTBHE CIIOCOOOB s mekywe2o kKoHmpons.
BO3MOKHOCTH U | TOCTHOKCHUS TIEJIH, YCTHBIH OTpoC.

IIPEIIIOCHUIKI croco6am OMpeNeNieHHbIM | /[1s1 npomedcymouHol ammecmayuu:
s pexTUBHOTO PYKOBOJIUTEIIEM U 3K3aMeH

HCIIOJIb30BaHUSA JIOKyMEHTaMHU;

Pa3TUYHBIX TUTIOB

TEXHOJIOTHUYECKUX CHCTEM
U CcrocoO0OB 00pabOTKU M
XpaHEHUs] TPaJUIIUOHHBIX
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Hu AJIEKTPOHHBIX
KOH(pHICHIIMAIbHBIX
JIOKYMEHTOB;

dopMupyeMBble KOMIIETEHIUU:

Kon HaumenoBanue komnereHun | @opmMbl 1 MeTOAbI KOHTPOJISI H OLEHKHU
¢dopmupyemo pe3yabTaToB 00y4YeHust
i
KOMIETEeHIIUH
OK 01 Bri6upats criocoOb! petenust | /s mexkyueeo KOHmpoJisi:
3aj1a4 npodeccuoHanbHON OllIeHKa paboThl HA MPAKTUYECKUX
JESTEIbHOCTH IPUMEHUTEIBHO K | 3aHSTHUSX, YCTHBIA ONpPOC.
pa3IMYHBIM KOHTEKCTaM s npomesicymounoti ammecmayuu:
9K3aMEH
OK 02 Hcnonb30Bath COBpeMEHHbIE | /[ meKyujeco KOHmpos.
CpeICTBa MOUCKa, aHAJIN3a U OlLlIeHKa paboThl HA PAKTUYECKUX
UHTepIpeTanuy HHHOPMAIIUU U | 3aHATHUSIX, YCTHBIN OMpoC.
MH(GOPMAILIMOHHBIE TEXHOJIOTUU | {151 npoMedcymouHolu ammecmayuuL:
JUTS BBITIOJTHEHUS 33124 9K3aMEH
npodeccuoHaTbHON
JIESITENIBHOCTH;
OK 03 [ImanrpoBaTh U peanu3oBbIBaTh | /{1 meKkywe2co KOHmpoas:
cOOCTBEHHOE PO(ECCHOHATIBHOE | OIIEHKA Pa0OThI HA MPAKTHUECKUX
Y JIMYHOCTHOE Pa3BUTHE, 3aHATHUAX, YCTHBIN OIPOC.
MPeIPUHUMATEIHCKYIO s npomesicymounoti ammecmayuu:
JeSITeNIbHOCTD B 9K3aMeH
npodeccuoHanbHOM chepe,
UCIIOJIb30BaTh 3HAHUS IO
MIPaBOBOW U (PMHAHCOBOM
rPaMOTHOCTH B Pa3JIMYHBIX
JKU3HEHHBIX CUTYaIUSIX
OK 04 DddekTruBHO st mexkyweeo KOHmpos.:
B3aMMO/ICHICTBOBATh U pabOTaTh | OLIEHKA pabOTHI HAa MPAKTUYECKUX
B KOJJIEKTUBE U KOMaH/Ie 3aHATHUAX, YCTHBIN OIpOC.
s npomescymounoti ammecmayuu:
9K3aMeH
OK 09 [Tonp3oBaThCs s mekyweeo KOHmpons.:
npogeccuoHaIbHON OLIeHKa pabOThl HA TMPAKTUYECKUX
JIOKYMEHTalUe Ha 3aHATHSIX, YCTHBINA OIPOC.
rOCyJapCTBEHHOM U s npomedsicymouroti ammecmayuu:
MHOCTPAHHOM $SI3bIKaX 9K3aMeH
K 1.1 OcymiecTBisATh COOp JAHHBIX JUIS

s mexyweco Konmpons:

OIICHKa pa6OTI>I Ha IMMPAKTUYCCKUX
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BBISIBJICHUS TPeOOBAHUH K 3aHATHUAX, YCTHBIN OIpOC.
TUIIOBOU HH(l)OpMaHHOHHOP’I ﬂ]lﬂ npomesicymovHou ammecmayuu.
CHUCTEME B COOTBETCTBHH C OK3aMCH
TEXHUYECKUM 3a/IaHUEM.
I[K 1.2 Pa3zpabarbiBaTh MPOTOTHUITEI Jlna mexyweeo KoHmpos:
HH(i)OpMaI_II/IOHHBIX CUCTEM B OLICHKa pa6OTBI Ha MPAKTHYCCKUX
COOTBETCTBHH C TeXxHHueckum | SAHATHAX, yCTHBIM OIpOC.
s npomesicymounou ammecmayuu:
3a/1aHHEM.
JK3aMEH
I[IK 1.3 OcCylecTBIISTh HAIMCAHUE s mexyweeo Koumpons:
IPOrPaMMHOTO KOJIa OLIeHKa pabOThl HA TMPAKTUYECKUX
MHOPMAMOHHBIX CHCTEM B 3QHATHAX, YCTHBIH OMpOC.
s npomedsicymounou ammecmayuu.:
COOTBETCTBUU C TEXHUYECKUM
JK3aMeH
3aJlaHuEM.
[IK 1.4 BrInoyHATE TECTUPOBAHUE s mexywe2o KOoHmpos:
HH(bOpMaHI/IOHHLIX CUCTEM OIICHKAa pa6OTBI Ha MPaKTHYCCKUX
(Bepudukanmio) B coorercTBuy | SAHATIAX, YCTHBIN OPOC.
s npomesrcymounou ammecmayuu:
C TEXHUUYECKHUM 3aJJaHUEM.
9K3aMeH
I[IK 1.5 HcnpaBnare nedexTsl u L mekywe2o koHmpona:
HECOOTBETCTBHUSA B KOJE OIICHKa pa6OTI)I Ha MPAaKTHYCCKUX
MH(OPMALIMOHHBIX CHCTEM 1 3aHATUSAX, YCTHBIH OIPOC.
s npomesicymounou ammecmayuu:
JIOKyMEHTAIUU K
JK3aMEH
WH(POPMAITMOHHBIM CHCTEMaM.
IIK 1.6 PasBepTbiBaTh pabouune mecta | [[na mekyujeco KOHmpoas:
I/IH(I)OpMaI_II/IOHHBIX CHUCTEM Y OIICHKa pa6OTI)I Ha MPAKTHYCCKUX
3aKA3IHKA 3aHATHUAX, YCTHBIN OIpoC.
s npomedrcymounou ammecmayuu:
JK3aMEH
K 1.7 OOHapy»XK1UBaTh UHIIHICHTHI s mexyweeo KoHmpos:
nH(pOpMAITMOHHOM OLICHKA pa6OTBI Ha PaKTHYICCKUX
Ge30macHOCTH, cBs3anuple ¢ | SAHATHAX, YCTHBIN OHPOC.
. s npomesicymounou ammecmayuu:
paboToii nHHOPMAITMOHHBIX
JK3aMEH
CHUCTEM.
K 2.1 O opMIIATh TEXHUYECKYIO Jlns mexkywe2o Koumpos:

JOKYMEHTALIUIO Ha NPOAYKLHIO B
chepe nHPOPMAITMOHHO-

KOMMYHUKAIIMOHHBIX

OLIEHKa pabOThl Ha MPAKTUYECKUX
3aHATHUAX, YCTHBIN OIIPOC.
na npomesicymounoti ammecmayuu:
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TE€XHOJIOTUM. 9K3aMEH
K 2.2 Pa3pabarpiBaTh TEXHUYECKYIO U | /{15 meKywe2co KOHmpos:
SKCIUTYaTaIlOHHYIO OIIeHKa pabOThI HA TPAKTHYECKUX
JIOKyMEHTAIMIO POrpaMMHublx | SAHATHAX, YCTHBIM OHPOC.
. s npomesicymounou ammecmayuu:
pELIeHMI.
JK3aMEH
K 2.3 OcCyHIeCTBISITh pa3METKY s mexkywe2o Koumpos:
KOHTECHTA TEXHUYCCKOU OIICHKAa pa6OTLI Ha MPAKTHYCCKUX
JIOKYMEHTAIIHH. 3aHATHSAX, YCTHBIH OMPOC.
s npomesicymounou ammecmayuu:
9K3aMeH
[IK 2.4 OcyHiecTBAATh NOIIEPKKY s mexywe2o Koumpos:
TeXHUYECKOU JOKYMEHTALlH B OLICHKAa pa6OTBI Ha IMPaKTHYCCKUX
aKTyaJIbHOM COCTOSIHHH. 3aHATHAX, YCTHBIA OIIPOC.
s npomesicymounou ammecmayuu:
9K3aMEeH
IIK 2.5 IIpoBOIUTE OLIEHKY KauecTBa | {1 meKywe2o KOHmpos:
TEeXHUUESCKOU JOKYMEHTALUH C OIICHKa pa6OTBI Ha MPaKTHYCCKUX
UCIIOJIb30BAHUEM 3aJaHHOM SaHATHAX, yCTHBIN OpoC.
. s npomesicymounou ammecmayuu:
CUCTEMBbI MOKa3aTesnen.
JK3aMeH
IIK 2.6 CoburonaTh HOpMaTHUBHBIC Jlna mexywe2o KoHmpos:
MPABOBBIE AKTHI B C(I)epe OLICHKa pa6OTBI Ha MPAKTHYCCKUX
MH(OPMAIMOHHBIX TexHONMorK, | SAHATHAX, YCTHBIM OMPOC.
s npomesicymounou ammecmayuu:
JK3aMeH

4.2. MeToanka nNpuMeHeHHsI KOHTPOJIbHO-U3MEPUTEJIbHBIX MATEPUAJIOB
KonTtposb 3HaHU#N 00y4aromuxcst BKIIOYALT:

—  Tekymuit KOHTPOJIb TPOXOIUT B (pOpME TECTUPOBAHHS

- HpOMe)Ky'TO‘-IHYIO ATTCCTAllUI0 NPOXOJUT B (I)opMe OK3aMCHa

4.3. KOHTpOJILHO-H3MepHTeJILHbIe MaTepuaJibl BRKJIKOYAKOT:

4.3.1. TunoBble 3a1aHUA 1JIs1 OLEHKU 3HAHUM M YMEHHIl TeKyllero KOHTPOoJist

KoHTposb 1 o1ieHKa pe3yJIbTaTOB OCBOCHUSI TEMBI OCYIIIECTBIISICTCS MPENOAaBaTeNIeM B MPOIeCcCce
BBITIOJTHEHHSI OOYyYaIONUMUCS WHANBUAYAIbHBIX 3aJaHWi B BH/JE TECTOBBIX 3aJaHUIA,
NMPAKTHYEeCKUX PadoT, yCTHOrO onmpoca.

IlepeyeHb TeopeTHYECKHUX BONPOCOB:

1 I'maBHas nenn MEp, NPCAIIPUHUMACMBIX Ha aIMUHUCTPATUBHOM YPOBHC:
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2 Kaxue yrpo3sl SBISIIOTCS caMbIMA ONTACHBIMU?

3 KakoBa maBHas 3ajaua Mep aAMUHUCTPATUBHOIO YPOBHSI?

4 Kakyro ¢hyHKIIHIO BBITTOTHSIET KpaH?

5 Meps! HHPOPMALTMOHHO 0€30MAaCHOCTH HAIPABJICHBI HA 3aIIUTY OT:
6 HazoBute Buabl Mep 6€30MacHOCTH

7 Hasosute niaBuble yrposst b

8 HazoBurte meTobl mpoieaypHoro ypoBHs 3amutsl b

9 HazoBute cambiMe onacHble HICTOYHUKU BHYTPEHHUX YTPO3

10 HazoBute Tpu miaBHbIE 1IeTW peakiuy Ha HapylieHue pexxuma b

11 Hasosute uersipe ypoBHs Ub

12 HazoBute stamns! xxn3Hensoro ukia UC

13 Ha3zoBwure 3Tamsl nporecca miaHupoOBaHNs BOCCTAHOBHTEIBHBIX paboOT

14 [TepBriii mar B aHaau3e yrpos - 3To:

15 [epeuncnure MPUHIMITEI APXUTEKTYPHON 0€30IaCHOCTH

16 [Tepeuncnure cepBHUCH 6€30MACHOCTH MTPOTrPAMMHO-TEXHIUUECKOTO YPOBHS

17 [MpuHIMI ycuiieHus camoro c1aboro 3BeHa MOXKHO TiepeopMyTupoBaTh Kak:

18 Puck sBnsiercs pyHkmmei:

19 C dero HaunHaeTCs pa3padOTKa MOJUTHKH U IPOTPAMMBI O€30MIaCHOCTH?

20 CaMbIMH ONTaCHBIMU UCTOYHUKAMHU YTPO3aMHU SIBIISIOTCS:

21 CornacHo 3akoHy "O JIMIIEH3UPOBAHUM OTACIIbHBIX BUIOB IE€ATEIbHOCTU", IULICH3US -
3TO:

22 Cornacno 3akony "O6 uH(popMmaryu, nHGOpPMATU3ALKHU U 3a1IUTe HHPOpMAIHH'",
NEPCOHANBHBIE IaHHBIE - 3TO:

23 VYkakute HanboJee CyIeCTBEHHBIE C TOYKH 3pEHHs 0€301MacHOCTH 0COOEHHOCTH
coBpeMeHHbIX poccuiickux 1C:

24 Lenb meponpusiTuii B 061acTt HHPOPMAITUOHHON 0€30IaCHOCTH

25 Yem m3mepsiercs 3¢ GeKTUBHOCTH HH(POPMAITMOHHOTO cepBHCca?

26 Uem XOpoII CTaTUCTUYECKUIM METO/] BHISIBJICHUS aTak?

27 Yro HeoOX0IUMO OIICHUTH TOCIe UHAS(PUKAIIUN yTPO3bI?

28 UYro oTpakaeT MoJUTHKA O€30MacHOCTH

29 Yro norumaeTcs moa nHGOPMAIIMOHHON O€30MTaCHOCTHIO?

30 Uro conepxuT UQPpoBoi cepTrdurar?

31 Yro Takoe 3amuTa HHGOpPMAIHH?

32 UYro Takoe NporpaMMHO-TEXHUYECKHUE MEPHI?

4.3.2. Tunossble 321aHUA 1JIs1 OLEHKH 3HAHUM M YMEHHIl NPOMEKYTOYHON aTTecTalluu

[lepeueHb TeM NJis MPOBEICHUSI SK3aMEHa
1o «MHpopMamoHHON 0€30IaCHOCTHY

Tema 1. KoHuenuuu u acnekTbl odecrniedeHuss UHGOPMAUMOHHOK 0e301aCHOCTH

Kakne KOMIIOHEHTBI H B KAKOM MOPAJIKe BXOAAT B 001y ctpykrypy Ub?

Boprba ¢ BpenonocHbiM [10

HNudpactpykTypa 6e30macHocTr

Kpunrorpadguueckast 3amura

YnpaBieHue pucKkamu
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YpasieHue yrposamu

YnpasiieHue ysa3BUMOCTIMHU

CocTaB HHPPaCTPYKTYPHI 6€30MaACHOCTH

AHTUBHpYCHAS 3aIlIUTA

Wnentudukaius 1 ayTeHTHPUKALUS

Kpunrorpadguueckas 3amura

Pasrpannuenue nocrymna

YipasieHue yrposaMmu

YpasneHue ys3BUMOCTIIMU

TpeGoBanus mo odecneyeHNI0 0€301ACHOCTH B Pa3IHYHBIX ACHEKTax
HH(OPMALIMOHHOM 1eATeJILHOCTH BCerla HaNpaBJieHbl HA JOCTUKEHHUe
CJIeAYIUIHUX TPEX OCHOBHBIX COCTABJAIIINX HHPOPMANMOHHOI 0€30IIACHOCTH:

JlocTynmHOCTh

3aIuIeHHOCTD

KoHpuaeHmaibHOCTh

Heys3BumMocTb

IlenocTHOCTD

JeATeJbHOCTD 110 00ecnedeHuI0 HHPOPMANMOHHOM 0€30I1aCHOCTH HANIPABJICHA
HA TO, YTOObI He JONYCTHTh, NPEIOTBPATUTH MJIU HEHTPAIU30BATH:

HCKa)XEHHE, YaCTUYHYIO WJIU MOJHYIO YTpaTy KoH(UIeHIIMaIbHON nHpopMaluy;

HCBBITIOJITHCHHUC T1JIaHA ITPOAdaxK

HECaHKLIMOHUPOBAaHHBIN 10CcTyN K nHpopMmannoHHbIM pecypcam (HC/I, Unauthorized
Access — UAA);

HedPhEeKTUBHYIO pabOTy epcoHaia

OTKa3bl U cOOU B pabOTE MPOrPaMMHO-AIIIAPATHOTO M TEICKOMMYHHKAIIMOHHOTO
obecneueHus.

LIeJICHAIIpaBJICHHbIE JEHCTBUS (aTaky) O pa3pyLICHHIO LIEJIOCTHOCTH IPOrPAMMHBIX
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KOMILIEKCOB, CUCTEM JTAHHBIX M HH()OPMALIMOHHBIX CTPYKTYD;

KiroueBbie BOpockl HHGOPMAIMOHHOM 0€301IACHOCTH

BO 4TO 000MeTCS pa3paboTka, BHEAPEHUE, IKCITyaTalys, COMPOBOXKICHUE U
pa3BUTHE CUCTEM 3aIUTHI?

KaK HaJI0 3alUIaThCs?

KOTrJa HaIO 3alrIaTeCs?

Hago JIM 3a1IUIIaThCA U YTO CIICAYCT SaHII/IHIaTI)?

OT KOI'0 HaJI0 3aIUIAaTLC?

OT Yero HaJo 3aluiarsea?

I0YeMY HaJI0 3alUIIaThes?

410 00ecneyuT 3PHEeKTUBHOCTH 3aITUTHI?

6 | Cucrema B BK/II0YAET HEOOXOUMBII KOMILIEKC MEpPONpPHUATHH H TEXHHYECKUX
peleHuii mo 3ammure:

OT BHEJIPEHHUsI HOBBIX KOPIIOPATUBHBIX HH(POPMAITMOHHBIX CUCTEM

OT BHEJPEHHUS ITPOrPaMMHBIX "BUpPYCcOB" U "3aKki1aok" B IPOrpaMMHBIE IPOTYKTHI U
TEXHUYECKHE CPECTBA.

0T HapyueHHUs (yHKIIMOHUPOBAHUS HHPOPMALIMOHHOTO MTPOCTPAHCTBA ITyTEM
MCKJIIOYEHHMsI BO3/IEHCTBUSI HA HHPOPMAIIMOHHBIE KaHAJIbI U PECYPCHI;

OT HECAaHKIMOHUPOBAHHOTO JOCTYyNa K MH(pOpMAINK ITyTeM 0OHapY>KEeHUs U
JUKBUAIMH TOTMBITOK UCIIOJIb30BAHUS PECYPCOB HH(DOPMAITMOHHOTO MPOCTPAHCTRA,
MIPUBOAIINX K HAPYLIEHHUIO €r0 LEJIOCTHOCTH;

OT IOT'OAHBIX YCHOBI/Iﬁ

OT pa3pyIlICHUs BCTPAaUBAEMBIX CPEJICTB 3aIUTHI C BO3MOKHOCTBIO I0KA3aTEIbCTBA
HEIIPAaBOMOYHOCTH JACHCTBUI MOJIb30BATEIICH M 00CITYKUBAIOIIIETO IMepCoHaa;

Panxxupyiite UT-yrpo3sl 1o cTeneHd onacHOCTH

AnmapaTHbIe ¥ IPOTpaMMHBIE COOH

BpenoHocHbIe TporpamMmebl

JlericTBUs MHCAUIEPOB

Kpaxa obopynoBanus

Coam

DuHaHCOBOE MOIIEHHHUYECTBO

XaKkepcKue araku

XaaTHOCTh COTPYIHUKOB

8 Jo6aBbTe HeOCTAIOIIHE 32aUMOCBSAI3aHHBIE TAPAMETPHI M0JIs1 HHPOPMAIIUOHHOMH
0€30IaCHOCTH

ATtaku

Pucku
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9 | PaccraBbTe no NMOPS/IKY COCTABJISIONINE HHPPACTPYKTYPHI HH(POPMAIIHOHHOMH

0e30macHOCTH

EnuHCTBEHHOCTh TOYKH BXOAa

KoHdpuaeHImanpHOCTh

[{e10CTHOCTD MPHIIOKEHUN/ TAaHHBIX

IlenocTHOCTE ceTH

I1ea0CTHOCTh CUCTEMBI

Tema 2. Buasl yrpo3 nngopMannoHHoi 6e30acHOCTH

Henouka anaausa npodsaem UbB ¢ yueToM B3aMMOCBA3HM 3IKOHOMUYECKHX
NPOTHBOPEYHii, YTPO3 U NNOTEPb, K KOTOPbIM MOKeT IPUBOAUTH peaiu3anus

yrpos.

BO3MOXHOCTb €€ peanu3anuu (IpeJnoChlIKU, 00BEKT, CI0co0 AEHCTBUS, CKOPOCTh U
BPEMEHHON MHTEpPBAJ IEHCTBUS)

30Ha pucka (chepa FIKOHOMUYECKOH IS TEIbHOCTH NPEATNPUSATHUS, CTIOCOOBI €
pealiM3anuy, MaTepuaibHble M HH)OPMAIIMOHHBIC PECYPCHI)

MCTOYHUK YTpo3bl (BHEIHSS W/WIM BHYTPEHHSS Cpeia MPEIPHSITHSI)
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noCeACTBHS (MaTepHaIbHbIN yiiepO, MOpasbHbIN Bpea, pa3Mep yiuepOa u Bpena,
BO3MO>KHOCTbh KOMIIEHCAIIUH)

yrposa (Bujl, BeJIM4YMHA, HAIPaBJIECHUE)

dakTop (CTeneHb YI3BUMOCTH JaHHBIX, HH(OPMAIUH, IPOrPAMMHOTO 00eCTIeYeHUS,
KOMITBIOTCPHBIX U TCIICKOMMYHUKAITMOHHBIX YCTpOﬁCTB, MaTCpHUaJIbHBIX U
(HMHAHCOBBIX PECYPCOB, TEPCOHAJIA)

Kpurtepun kiaccupukanum yrpos

10 BaYKHEHIIIMM COCTABIISIOLUIMM HH(POPMALIMOHHOM 6€30MacHOCTH (AOCTYITHOCTb,
LEJIOCTHOCTh, KOHPUIEHIIMAIBHOCTh ), IPOTUB KOTOPBIX HANPABJIEHBI YTPO3bI B
NIEPBYIO OYEpEb;

110 KBaJ'II/I(l)I/IKaHI/II/I 3JIOYMBIIIJICHHHUKOB

10 KOMITOHEHTaM WH(OPMAIIMOHHBIX CUCTEM M TEXHOJIOTHH (JaHHBIE, TPOTPAaMMHO-
anmnapaTHble KOMIUIEKCHI, CETH, MOAAepKMBatolas HHPPACTPYKTypa), Ha KOTOPbIE
YIpO3bl HENOCPECTBEHHO HAIICJICHBI,

0 JIOKAJIM3alluY UCTOYHHUKA YTpo3 (BHE WK BHYTPU MHPOPMAITMOHHON TEXHOJIOTUU
WJIM CUCTEMBI).

0 CIOCO0Y OCYIIECTBIICHUS (CITydailHbIe W MPEAHAMEPEHHBIE JEUCTBUS, COOBITHS
TEXHOTEHHOT'O WJIM MPHUPOJHOTO MaciiTada);

110 CTOMMOCTH HAHECEHHOI0 yliepoa

OO0BIYHO M0JIL30BATEIN MOr'yT ObITh HCTOUHHKAMH CJICAYIIIHUX yIrpo3:

cly4yaliHas

HaMepeHHas (BCTpauBaHUeE JIOTHYeCKOil 00MOBI, KOTOpasi CO BpEMEHEM pa3pyIIUT
MIPOTrPaMMHOE SIAPO WIIH MPUIIOKEHHUS ) WM HeNpeTHaAMEepPEHHAs MOTEPs WK
UCKa)XE€HHE JaHHBIX U UH(opmanuu, "B310M" CUCTEMbI aIMUHUCTPUPOBAHNUS, Kpaka
JIAHHBIX W MAapoJied, epeada X MOCTOPOHHUM JIUIAM U T.J.;

HEBO3MOXXHOCTb PabOTaTh C CUCTEMOMN B CHITy OTCYTCTBUSI COOTBETCTBYIOLIEH
MIOJITOTOBKHU (HEOCTATOK OOIIeH KOMITBIOTEPHON IPaMOTHOCTH, HEYMEHHE
UHTEPIPETUPOBATH IUATHOCTUYECKHE COOOIICHNs, HEyMEeHHEe paboTaTh ¢
JIOKYMEHTaIUeH U T. I1.).

HE)KEeJIaHUe TOJIb30BaTeNs paboTaTh ¢ HH(POPMAITMOHHON CHCTEMOH (Jale BCero
MPOSIBISIETCS MPU HEOOXOAMMOCTH OCBaUBATh HOBBIE BOZMOKHOCTH HJIU TIPU
PacXOXXACHUU MEXY 3aIpOocaMu MOJIb30BaTeNeil U (PaKTHIECKUMHU BO3ZMOKHOCTSMU
U TEXHUYECKUMH XapaKTepUCTUKAMHU) U HAMEPEHHBII BBIBOJ U3 CTPOs €€
pOrpaMMHO-aNIapaTHBIX YCTPOMCTB;

PEIUTHUO3HBIC Y6G)I(JICHI/I$I
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Ha6op noanTuk no peajusanuu BHyTpeHHeld MHGOPMAITMOHHOW 0€30aCHOCTH:

MOJINTHKA MH(GOPMAITMOHHON 0€3011aCHOCTH;

MOJINTHKA UCIIOJb30Banus Internet/Intranet;

MOJINTHUKA UCITOJIB30BaHHUA BHGKTpOHHOﬁ TIOYTHI,

MOJIMTHKA IPE0CTaBIEHUS MPaB JOCTyNa K BHYTPEHHHUM U yJIaJ€HHBIM pecypcam;

NOPSIIOK MHBEHTapU3alui HHOOPMAIIMOHHBIX PECYPCOB;

MOPSAJIOK MpHeMa Ha paboTy HOBBIX COTPYJIHUKOB

IpaBUIa IPOTUBONOXKAPHON 0€300aCHOCTH

COTJIAIIEHUE O Hepas3TJalleHNH JaHHBIX 1 WH(POPMAIIMU, COCTABIISIONINX
KOMMEPUYECKYIO TailHy U UMEIOIUX rpudbl "KOHPUASHIHATHHO" U "IJIs CITy)KeOHOTO
HO0JIb30BaHUsA".

Tema 3. IlocTpoenust cucteMbl HHPOPMANMOHHOI 0€30IaCHOCTH

IIporpamma Ub no/ikHA coiep:KaTh cJeayonue rJiaBHble HeJn:

KOHTPOJIb ASATEILHOCTH B 00nacTu b

KOOPJMHAIHSA ACATEILHOCTH B 001aCTH HHPOPMAIIMOHHOW 0€3011acCHOCTH: BBIOOD
3 PEKTHUBHBIX CPEICTB 3aLIUTHI, UX TpUOOpEeTeHNE WK Pa3paboTKa, BHEAPEHHE,
9KCIUTyaTalusl, IONOJIHEHHE U paclpeie]IeHue PecypcoB, 00ydeHHe epcoHana

OLICHKA PUCKOB U YIIPABJICHUE PUCKAMH

MOBBIIICHHE d(PPEKTUBHOCTH PAOOTHI OIpa3/ICIACHUN U TI0JIb30BaTeNICH

pa3pabOTKy M MCIIOJIHCHUE OJUTUKH B 001acTu b

CHMIKCHUC HAKJIATHBIX PACX0J0B

CTpaTeruuecKoe IIaHUPOBAHKE B 00J1aCTH pa3BUTH HHPOPMAIIMOHHON
0€30I1aCHOCTH

IIpu nmocTpoeHun TeopeTHYeCKUX Moaesieil cucrem 3amuThbl uHGopmaunu (C3HU)
1 MHGOPMAIMOHHBIX PECYPCOB HE00X0IMMO ONMPATHCS Ha CJIeYIIHe
BaKHeHIIKMe 00CTOATEIbCTBA:

BBIOOp MaTeMaTUYECKH CTPOTUX KPUTEPUEB JUISL OLIEHKHU ONTUMAJIbHOCTH CUCTEMBbI
3a1uThl HHGOpMaLuu s JaHHOM apxutekTypsl UC;

4EeTKasd MaTCMaTu4dcCKas (bOpMyJ'IPIpOBKa 3aa4u MMoCTpOCHUSA MOJCIN C3H,
YUUThIBAOMasa 3a1aHHbIC TpC6OBaHI/I$I K CUCTCMC 3allIMThI 1 IO3BOJIAIOIIAsA
IIOCTPOUTD C3U B COOTBETCTBHU C STUMHU KpUTCPUSAMU.

IMPABOBBIC ¥ 3aKOHOAATCIIbHBIC HOPMEI

TEXHUYECKUE XapaKTEPUCTUKU 000PYI0BaAHHUS

3 | Tunnunsie BOIIPOCHI NIPH CJIeJ0BAHUH NOJUTHKH 0€30NIaCHOCTH HUKHEI 0
YPOBHS:
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KaK OpraHu30BaH YJAJICHHBIN TOCTYI K CEpPBHUCY?

KaK IOCTpOEHa JIOKAJIbHAsL CETh MPEANpUsiTUs?

KTO UMCCT IIPAaBO AOCTYyIIA K 06’beKTaM, NOAACPKHNBACMBIM CepBI/ICOM?

KTO UMCECT IIPaBO MOJACPHU3HUPOBATH CepBI/IC?

KTO PYKOBOJIUT CEPBUCOM?

IIpH KaKUX YCJIOBUAX MOXHO YUTATh U MO)II/I(l)I/II_II/IpOBaTB ,Z[aHHLIe?

IIpu oneHKe YPOBHS PUCKOB KaK "'0NpaBIaHHbIN" HCIOJB3YIOTCS CIeAYIOIIHe
THIIbI KOHTPMeEP N0 CHUKEHHIO YPOBHS NOTePb:

Ilepenaua

[Ipunsitue

CwMmsaruenue

VYkinoHeHnue

B uTepanmoHHOM npouecce ynpasJeHUs pPUCKAMH 3Tanl AAMMHHCTPUPOBAHHE
COCTOHUT M3 CJIEeIYIONIUX IIYHKTOB

AyIHT CUCTEMBI YIIPaBJICHHUS

Peanm3aiust mporpaMMsbl yIpaBIeHUs] pUCKAMHU

Pecypcel

CTpyKTypa, CBSI3U U OTBETCTBEHHOCTD

YnpaBieHue JOKyMeHTaluen

Tema 4. 3amnTa ]/IH(l)OpMaIII/II/I B I/IH(])OpMaII]/IOHHI)IX CUCTEMAX U KOMIIBIOTEPHBIX
CeTHaX

Mo:kHO BBIIEJINTH psaa 0006eHHOCTeﬁ, KOTOpbI¢ T¢JAI0T CCTH YA3BUMbIMH, A
HapymnTeﬂeifl — NMPAKTHY€CKHU HCYJI0BUMbIMM:

BO3MOXXHOCTBb ,Z[eﬁCTBI/IH HaPYHII/ITeHeﬁ Ha paCCTOAHHUU B COYCTAHUN C BO3MOXKXHOCTBIO
COKPBITHUSA CBOUX UCTHHHBIX IMICPCOHAJIBHBIX JAHHBIX

BO3MOXHOCTb MHOI'OKPATHOI'O IMOBTOPCHUS aTAKYIOINX CETh BO3)I€I\/’ICTBI/II\/’I

BO3MO>KHOCTb IPOTIATaHAbl M PACIIPOCTPAHEHUS CPEIICTB HAPYIICHUS CETCBOM
0€30I1aCHOCTH

BBICOKAsA CKOPOCTb MHTCPHCT-COCAUHCHUA

TEXHUUYECKasl YBOJIIOLNS MOOUIBHBIX YCTPOUCTB

Ounenka ypoBHs 3amumeHHocTH UT/UC 00b1YHO NPOU3BOAMTCS 1O CJIEXYIOIMM
0a30BBIM IpyninamM KpuTepuen

be3omnacHocTts

be3oTkazHOCTE

Hcnonnenne

Cucrema neieu

Cpenctna

CymecTBYIOT CJIeIYIOIIHEe MOJAeJN CHCTEMbI 3aIIIUThI

a0COJIFOTHO HEYA3BHUMAas

Aucm 26
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a0COJIFOTHO YA3BHUMaAs

C IMOJIHBIM ICPEKPBITUEM

coacpiKallasd yAa3BUMOCTHU

Tema 5. Ooecieuenue 0esonacuoctu UC

Ananus 6e3onacuoctu UC npm oTcyTCTBUM 3J10yMBIILJIEHHBIX (PaKTOPOB
0asupyercsl Ha Moje/IM B3auMojieiicTBUsi 0CHOBHBIX koMnoHeHT UC. B kauecTBe
00bEKTOB YSI3BUMOCTH PACCMATPUBAIOTCS:

JaHHBbIC 1 I/IH(l)OpMaIII/Iﬂ, HaKOIUJIEHHAs B Oa3ax JaHHBIX

JMHAMUYECKUIN BBIYUCIUTEIbHBINA MPOLIECC O6pa6OTKI/I JAHHBIX,
ABTOMATU3MPOBAHHON MOJATOTOBKU PEIICHUHN 1 BHIPAOOTKHU YIPaBIISIOMIINX
BO3JICHCTBUI;

KCCTKHUC JHMCKH ITCPCOHAIbHBIX KOMIIBIOTCPOB

I/IHq)OpMaI_II/ISI, BblaBacMas HOTpCGI/ITCJISIM 1 Ha UCITIOJHUTCIIbHBIC MCXAaHU3MBbI.

JIOKaJIBbHBIC BBIYUCJINTCIIbHBIC CCTHU

OOBEKTHBIN KOJI IIPOTPaMM, HCIOJIHIEMBIX BBIYUCIUTEILHBIMU CPEJICTBAMHE B
nporecce pynkuunonuposanus 1C;

BuyTpeHHMMH AecTa0WIN3UPYIOIIMMH (haKTOpaMHU M YIpo3amMH 0e30I1aCHOCTH
CHCTEMBI IPH OTCYTCTBUH 3JIOYMBIILJICHHBIX YIPO3 ABJIAIOTCH

HckaxxeHus: ”HQOpMaIMK B KaHAJIaxX

Henocratounoe kauecTBO CPCACTB 3alIUTEI

OmuOKY aIrOpUTMHU3ALNHY 33124

OmumOku nepcoHaia Mpu dKCILTyaTaluu

OmubKu nporpaMMHUpPOBAHUS

(0)1117 (971 IMPOCKTUPOBAHMSA ITPU IMMOCTAHOBKEC 3a1a4

BHemnnmMu gecTadnan3HpyrOmuMu GaKkTopaMu M yrpo3aMu 0e30acHOCTH
CHCTEMbI IIPH OTCYTCTBHH 3JIOYMBIIVICHHBIX YIPO3 ABJISAIOTCS

W3meHeHus KOH(UTYpAIH CUCTEMBI

Wckaxxenust nHGOpMaIMH B KaHAJIAX

HGJIOCTaTO‘IHOC Ka4uCCTBO CpCACTB 3allIMThL

Omunbku nepcoHasa npH SKCIUTyaTaluu

Ommbku MporpaMMUPOBAHHUS

COou 1 0TKa3bl anmapaTypbl

4 | KputepusiMu aiecKBATHOCTH CPEACTB 3aIIHThI SIBJISIOTCS:

Kpurepuu O6b1CTpOICHCTBHS

Kpurtepuu 3anuiiieHHOCTH

Kputepunu KOppeKTHOCTH

Kpurepuu s3¢ddexkruBHOCTH

TexHonornu kpunrorpagum No3BoJISIOT PeaJn30BaTh CJeIyIOlINe MPoLecchl
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HHGOPMANMOHHOM 3aIUTHI:

ayTreHTH(UKaLuUs (IpOBEpKa MOJIMHHOCTH) 00BEKTa MIIH CyOBEKTa CETH

JOCTYIIHOCTh HHTCPHET-CEPBUCOB

uaeHTuduKays (0TOXAeCTBICHNE) 00bEKTa WIN CyOBeKTa CETH WU
UH(POPMALIMOHHOM CUCTEMBI

KOHTPOJIb/pasrpaHUyeHIe TOCTyIa K pecypcaM JIOKaJTbHOM CeTH WM BHECETEBBIM
cepBHCaM

obecneuenue u KOHTPOJIb IEJIOCTHOCTU NAHHBIX.

obecreueHne MeKTPoOe30MacHOCTH 0OBEKTOB CETH

DyHKIMOHAIbHbIE BO3MOKHOCTH MEKCETEBBIX IKPAHOB 0XBATHIBAIOT
cJIeyIoIIHe pa3aesbl peajnu3aiui HHGpopMaIMOHHON 6e30MacCHOCTH:

AJAMUHUCTPUPOBAHUC JOCTYIId BO BHYTPCHHHEC CCTHU

BEJICHHE KYPHAJIOB U y4YeT

WHGOPMAIMOHHYIO TIOIICPIKKY MOJTh30BaTeNIeH

HACTPOMKY nmpaBui pUIbTpaluu

CpEJICTBA CETEBOM ayTeHTU(UKALUU

(GUIBTpAMIO HA IPUKIIAJHOM YPOBHE

GbuIbTpaIIo Ha CETEBOM YPOBHE

AJIEKTPOHHBIN IOKYMEHTO000pOT

ITo cxeme nmoaKJIOYeHUsI MeKCeTeBbIe IKpPaHbl MOKHO Pa3a€cjJuTb Ha:

cxeMa "3Be3ma"

cxeMma "Koapno"

cxeMa €UHOMU 3allUThl CETU

CXEMa C 3aKPbIThIM M HE 3aIMINACMBIM OTKPBITBIM CETMCHTaMU CCTHU

CXEMa C paBﬂeHLHOﬁ 3aIlIUTON 3dKPLITOI'O U OTKPBLITOI'O CCTMCHTOB CCTHU

Tema 6. O6ecnneuenue uHTErpabHoii 6esonacuocTu UC

Tpu 0CHOBHBIX MOAX0/1a OCYLIeCTBJIeHHs HHPOPMALMOHHO 6€30I1aCHOCTH:

HuTerpanbHblil

KommnekcHprit

duHaHCOBBIN

YacTHBIN

OddexTuBHbIM

OCHOBHBIM 3JIEMEHTOM JIEKTPOHHOI'0 KJII0YA-KeTOHA (TOKEHA) SIBJISAETCS

MHUKPOKOHTPOJLIEP

IporpaMMHOe 00eCTIeUeHHE




s ®EOEPAJIBHOE TOCYJAPCTBEHHOE BIO/I)KETHOE OBPA3OBATE/IbHOE CMK
bai _ YUYPEXXIEHVE BBICIIIETO OBPA3OBAHIAI PTYTUC
‘&@ «POCCUNCKNN TOCYOJAPCTBEHHBIV YHUBEPCUTET
TYPU3MA U CEPBUCA»
PFYTUC Aucm 29
uHTepderc

KOHTAKTHBIC IIJIOIIa KN

3 HNuTerpanbHasi 6e30nacHOCTh HHPOPMAIMOHHBIX CHCTEM BKJIIOYAET B ce0sl
cJIeAYIOIHe COCTABJISIONINE:

0€301acHOCTh TaHHBIX — o0ecreueHne KOH(PUICHIIMATBHOCTH, TIEJIOCTHOCTH 1
JIOCTYITHOCTH JTaHHBIX.

0€30MacHOCTh CeTel U TeJICKOMMYHHUKAIIMOHHBIX YCTPONUCTB — 3all[MTa KAaHAIOB
CBSI3M OT BO3JICUCTBUH JIFOOOTO poaa;

0€30I1aCHOCTh CUCTEMHOTO U MPHUKIATHOIO IPOrPAMMHOI0 00eCTIeyeHHsl — 3alluTa
OT BUPYCOB, JIOTHYECKUX "MHH", HECAHKIIMOHUPOBAHHOTO N3MEHEHUS KOH(PHUTYpaIuu
CHCTEM M IIPOrpaMMHOT0 KOJIa;

HHTCJIJICKTYAJIbHAsA 0e30IMacHOCTb - 3alIrTa aBTOPCKHUX M CMCIKHBIX IIpdB Ha I10

dusnyeckas 6€30MacHOCTh — 3allUTa 3AaHUHA, TOMEIICHHUH, TOJIBIKHBIX CPEJICTB,
JIOJICH, a TaKXKe alMapaTHBIX CPEeICTB (KOMIBIOTEPOB, HOCUTENEH HH(OPMALIUH,
CETEeBOr0 000PYI0BaHUsI, KAOCIILHOT'O X031 CTBA, MOICPKUBAIOIICH

UHOPACTPYKTYPHI);

PacnoJsio:xxure coBpeMeHHbIE 3JIEKTPOHHbIE CPEACTBA, HCIO0Jb3yeMbIX /I
KOHTPOJISI 10CTYIA, N0 MOPAAKY pocTa 3PPeKTUBHOCTH

buomerpus

Kaprts! 1 xeTOHBI

Kon + kapra

Kox + xapra + 6uomeTpust

KomoBeriii 3aM0K

TecToBBIC 32JaHUA:

1. K HeTaTHBHBIM MOCIIEACTBUSAM PAa3BUTHUSI COBPEMEHHBIX HH(OPMAIIMOHHBIX U
KOMMYHUKAIMOHHBIX TEXHOJIOTUNA MOXKHO OTHECTH:

A) dbopMupoBaHUE €AMHOTO HHPOPMAITMOHHOTO IPOCTPAHCTBA

b) pabota ¢ nH(popMaIHei CTAHOBUTCS TJIABHBIM COJICPKAHUEM
npodeccroHaNbHON IeSTETLHOCTH

B) OpraHU3aIMI0 CBOOOIHOTO JOCTYIA KaKIOTO YeJIOBEKa K
WH(POPMAITMOHHBIM PecypcaM YeJI0OBEUEeCKON ITMBUITH3AIIH

I HIMPOKOE UCTIOIB30BaHNE MH(POPMAITMOHHBIX TEXHOJIOTUH BO BCeX cdepax
YEJIOBEYECKOU JESTEIIBHOCTH

) JIOCTYITHOCTB JTMYHON WH(MOpMAIUH 1)1 00IIECTBA ¥ TOCY1apCTBa,
BTOp)KEHUE UH(OPMAIIMOHHBIX TEXHOJIOTHH B YACTHYIO KHU3Hb JIOACH

2. TepmuH «uHGOpMaTH3aIys 001IecTBa» 0003HAYALT:

A) 1eJIeHaIpaBiieHHOe U 3¢ ()EeKTUBHOE UCTIOIb30BaHUE UH(POPMALIK BO BCEX
00J1aCTAX YeJI0BEYECKOM IeATEIbHOCTH Ha OCHOBE COBPEMEHHBIX
WH(QOPMAIMOHHBIX 1 KOMMYHHUKAITHOHHBIX TEXHOJIOTHI
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b) yBeIMUYEHUE U30BITOUYHON HH(OPMALIUH, ITUPKYITUPYIOMICH B 00IIIECTBE
B) YBEJIMYEHUE POJIU CPEJICTB MACCOBOM MH(OpMaIIK
I BBEJICHUE M3yUeHUSI HHPOPMATHKHU BO BCE yUeOHbIC 3aBE/ICHUS CTPAHBI
) OpraHU3aIMI0 CBOOOIHOTO JOCTyIa Ka)KJI0T0 YEJIOBEKA K
MH(POPMALMOHHBIM peCypcaM YeJIOBEUECKON IUBUIIN3ALUT
3. Pa3BuThIN pHIHOK HH(POPMALMOHHBIX MPOIYKTOB U YCIYT, U3MEHEHHUE B CTPYKTYpE

9KOHOMUKH, MAaCCOBOEC MCIIOJIb30BaHHEC I/IH(i)OpMaHI/IOHHBIX N KOMMYHHKAaIIUOHHBIX
TEXHOJIOTHUH SBJISIOTCS IIpU3HAKaAMU:

A) WH(OOPMAITMOHHOM KYJIBTYPBI
b) BBICHIEH CTENIEHU Pa3BUTHUS IUBWIH3ALUN
B) MH(GOPMAIIMOHHOTO KpU3HUca
I) UH(POPMALMOHHOTO 00IIeCTBa
D) UH(POPMALMOHHON 3aBUCUMOCTH
4. MeTonsl obecriedeHust HH)OPMAIIMOHHOM 0€30TTaCHOCTH JIeATCs (yKa3aTh
HENPaBHJIbHBIE OTBET):
A) IIPABOBBIE
b) OpraHU3allMOHHO-TEXHUUYECKUE
B) MOJIUTUYECKUE
I) DKOHOMHYECKHE
) BCE IIEPEYMCIICHHBIE BBIIIIE
5. Obecneuenne 3amnThl KHOOPMALIUK TPOBOAUTCA KOHCTPYKTOPAMHU U

pa3paboTurKaMu MPOTrPAMMHOTO OOECTICUCHUS B CIICTYIOIINX HAPABICHUIX
(YKa3aTh HENIPaBUJIIbHBIN OTBET):

A) 3ammTa oT c00eB paboThl 000PYIOBaHUS

b) 3alUTa OT CIyYailHOH nmoTepu uHpopMaIuu

B) 3alUTa OT MPEAHAMEPEHHOT0 UCKaKEHUS

I pa3paboTka npaBoBOi 0a3bl 111 6OPHOBI C MPECTYIUICHUSIMU B cepe
WH(QOPMAIMOHHBIX TEXHOJIOTHN

) 3alUTa OT HECAHKIIMOHUPOBAHHOTO JIOCTyIa K HHGOpMauu

0. KoMmnbroTepHbIE BUPYCHI — 3TO:

A) BPEJIOHOCHBIE ITPOrpaMMBbl, KOTOPbIE BO3HUKAIOT B CBSI3U CO COOSIMU B
anIapaTHbIX CPEJICTBAX KOMIIBIOTEpa

b) pPOTPaMMBbI, KOTOPbIE MUIIYTCS XaKepaMH CIEIMAIbHO /7151 HAHECCHUS
ymiep6a nosib3oBaTessim 11K

B) IPOTPAMMBI, SIBJISIFOILMECS CIIEICTBUEM OIIMOOK B ONEPALlMOHHON CUCTEME

I myHKTHI A) 1 B)

) BUPYCHI, CXOJHBIE 10 MIPHPOJIE C OMOIOTUIECKIMU BUPYCAMU

7. OTIUYUTEEHBIMU OCOOEHHOCTSIMUA KOMITBIOTEPHOTO BHPYCa SIBISIFOTCS:

A) 3HAYUTENIbHBIN 00BEM MPOrPAMMHOTO KOJia

b) CHOCOOHOCTh K CAaMOCTOSITETIbHOMY 3aIlyCKy M MHOTOKPAaTHOMY
KOIMPOBAHUIO KOJA

B) CIOCOOHOCTH K CO3/IaHHUIO TTIOMEX KOPPEKTHOM paboTe KOMIBIOTEPa

I) JIETKOCTb PACIIO3HABAHUS
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) | [TyukTsl b) u B)
8. Ka1<0171 M3 HOPMATHBHO-IIPABOBBIX ,Z[OKyMeHTOB OIIpCACIIACT IICPCUCHD 06’LCKTOB

HH(POPMAITMOHHON 0€30MMaCHOCTH JTMYHOCTH, OOIIIECTBA U TOCYapCTBA M METOJIBI
ee oOecrieueHus?

A) Yron0BHBIN KOJEKC PO
b) I'paxxnanckuii kogexc PO
B) Joktpuna napopmannonHoii 6e3onacHocta PO
I IToctanosnenus lIpaBurenscrBa
) VYka3 [Ipesunenta PO
9. Yro He OTHOCUTCS K 00BeKTaM HH(pOpMaIMOHHOM Oe3omacHocTu Poccuiickoit
Denepanun?
A) IIPUPOJHBIE U SHEPTETUUECKUE PECYPCHI
b) UH(POPMALIMOHHBIE PECYPCHI BCEX BUI0B
B) UH(POPMALIMOHHBIE CUCTEMBI PA3JINYHOTO KJIacca U Ha3HAYCHMS,
MH(POPMALMOHHBIE TEXHOJIOTHH
I cuctema (opMupOBaHUS OOIIECTBEHHOTO CO3HAHUS
) IIpaBa IrpakJaH, FOPUANYECKUX JIUL U TOCYIapCTBA HA MOJIyYEHUE,
pacrpocTpaHeHHe, UCII0JIb30BaHKUE U 3alUTY MH(DOpMaLUK U
MHTEJUICKTYaJIbHON COOCTBEHHOCTH
10. Kakue nelictBust B YronoBHOM kojekce PD kinaccupuumpyrorces Kak

NPECTYIUIEHUS] B KOMIIBIOTEPHON MHPOPMAIMOHHOM cdepe?

A) HenpaBomepHbIit 10CTyN K KOMIBIOTEpHON HH(DOpMAIIH

b) Coznanue, UCIIOJIB30BAHNE U PACIIPOCTPAHEHNE BPEIOHOCHBIX IIPOrpaMM
st OBM

B) YMbIlIEHHOE HapyllIeHHe IpaBuil dkcIutyaTanuu DOBM u ux cereit

I) Bce nepeuncnennoe Boiie

) [Tyuktsl b) u B)

11. | Kakoii 3aKkoHOAaTENbHBIN aKT pErJaMeHTUPYET OTHOIIEHHS B 00JIaCTH 3allUThI

aBTOPCKUX M UMYIIECTBEHHBIX IPaB B 00J1aCTH HHPOpMATH3AIIH?

A) JlokTprHa nHpopmanmonHoii 6e3onacHoctr PO

b) 3akoH «O npaBoBoii oxpaHe nporpamm it OBM u 6a3 naHHBIX»

B) Pasnen «Ilpectymnienus B chepe KOMIbIOTEpHOU HHMOPMAITUN
YronosHoro konekca PO

I Vka3 [Ipesunenta PO

) 3akon «O06 nHpopmanuu, THPOPMATHIAIUH U 3AIMUTE HHPOPMAITUID)

12. | Kakoii 3aKOHOAATENbHBIN aKT PeryJupyeT OTHOIIEHUS B 00JaCTH 3aIlUThI

MH(GOPMALIMOHHBIX PECYPCOB (JIMUHBIX U OOIIECTBEHHBIX) OT UCKAXKEHHUS, TOPUYU U

YHUUYTOXKEHUs?

A) 3akoH «O06 nHpopmalmu, nHOOPMATH3ANH U 3aIUTE WHOOPMAITUN)

b) 3axoH «O npaBoBoii oxpaHe nporpamm st OBM u 0a3 1aHHBIX»

B) Paznen «IIpectymnenus B cepe KOMIBIOTEPHOI HH(OpMAITHI»
YrosoBHoro kogexkca PO

I [TynxTsl A) u B)
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) VYka3 [Ipesunenta PO

13. | Kakoii 3aK0H COJIEpKHUT rapaHTUN HEJOMYILEeHHUs cOopa, XpaHEeHus,
WCIIOJIb30BAHUS U pacpOCTpaHeHus: HH(GOPMAIlMU O YaCTHOM JKU3HU IPaXKIaH:

A) VYka3 [Ipesunenra PO

b) 3akoH «O06 nHpopmanuu, MHGOPMaATH3ALMHU U 3aIUTe HHPOPMALIUN
B) 3akoH «O npaBoBoll oxpaHe nmporpamm it OBM u 6a3 naHHBIX»
I Paznen «IIpectynnenus B cdepe KOMIBIOTEPHOM HHPOpMALIUN
YronosHoro koaekca PO
) JlokTprHa HaNMOHAIBHOU Oe3omacHocT PO
14. | Ans HanucaHMs cCaMOCTOATENbHOM paboThl Bbl ckonupoBanu u3 MHTEepHET

ITOJIHBIM TEKCT HOPMATUBHO-NIPaBoBOro akra. Hapymmwnu mu Bel ipu 3ToM
aBTOPCKOE MPaBo?

A) Jla, HApYIIEHO aBTOPCKOE MPABO BJIAACJIbIA CaTa
b) HET, TaK KaK HOPMaTHUBHO-IIPABOBbIE aKThl HE SIBJISIIOTCS OOBEKTOM
aBTOPCKOI'O IIpaBa
B) HET, €CJIM €CTh pa3pelieHue BIaelblia caiTa
I) J1a, HApyUIEHO aBTOPCKOE MTPaBO aBTOpPa JOKYMEHTA
) HET, €CJIM UCTEK CPOK JIEHCTBHSI aBTOPCKOTO MpaBa
15. | MoxHo 11 pa3MecTuTh Ha cBoeM caiite B IHTepHET omy0JIMKOBaHHYIO B IIe4YaTH
CTaThIO0 KAaKOT0-HUOY b aBTOpa?
A) MO>KHO, C YKa3aHHEM UMEHU aBTOPA ¥ UCTOYHHMKA 3aMMCTBOBAHUS
b) MOJKHO, C pa3peleHus] U aBTOpa CTaThH, U U3JIATEIIs
B) MOYHO, HO UCKJIFOUMTEIBHO C BEIOMA aBTOPA U C BBIIIATON eMY
ABTOPCKOT'O BO3HATPaXKICHUS
I MO3KHO, TIOCKOJIbKY OITyOJINKOBAHHBIE CTaThU HE OXPAHSAIOTCA aBTOPCKUM
IIPaBOM
) MOJKHO, C pa3pelIeHs U3AaTems, U3/1aBIIEro JaHHYIO CTaThlo, UM aBTopa
CTaTbU
16. UYro HEeoOX0AMMO yKa3aTh NpU HUTHPOBAHUH CTAThH, Pa3MELIEHHONW HA YbEM-TO
canre?
A) MMs aBTOpa, HAa3BaHME CTATBH, AJPEC CalTa, C KOTOPOIro 3aMMCTBOBaHA
CTaThsl
b) azpec caiiTa U UMs €ro BiIaJeibla
B) MMs aBTOpa U Ha3BaHHUE CTATbU
I) 3JIEKTPOHHBIN aJpeC caiTa, ¢ KOTOPOro 3aMMCTBOBAHA CTAThS
1) Ha3BaHMWE CTAaTbHU U Ha3BaHUE caiiTa
17. MO>HO 11 UCITOJIB30BaTh CTaThU M3 PA3HBIX )KYPHAJIOB M Ta3eT Ha MOJUTHYECKHUE,

SKOHOMUYECKHUE, PEIIUTUO3HBIE WIIH COLUATBHBIC TEMBI JJI MOATOTOBKH C UX
HCIIOJIb30BaHUEM YUeOHOro MaTtepuana?

A) HET

b) Jia, IOJYYHB corjacue nmpaBoobiaaaTeneit

B) Jla, yKa3aB MICTOYHHUKH 3aMMCTBOBAHMUS

I Jla, HE CIIpallIMBasi coriacus npaBoobaaaresieii, Ho ¢ 00s3aTeIbHBIM
yKa3aHWEM UCTOYHHMKA 3aMMCTBOBAHUS U UMEH aBTOPOB
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) | na, ykazaB @O aBTopoB u Ha3BaHUE cTATEN
18. | CumuTaercs iu craThs, oOHaposoBaHHas B IHTepHET, 00bEKTOM aBTOPCKOTro IpaBa’?
A) HET, €CJIU CTaThs BIIEpBble 0OHapoioBaHa B cetu MlHTepHeT
b) Jia, TIPU YCIIOBHH, YTO 3T ke CTaThsl B Te4eHUe | rona Oyiet omyOIuKoBaHa
B IIeYaTH
B) 74, TaK Kak Jito0asi cTaThs ABJsAETCS 00BEKTOM aBTOPCKOI'O MpaBa Kak
NPOM3BEICHUE HAYKH WM JTUTEPATYPHI
I 714, €CIIM YKa3aH IO/l IEPBOTO Oy OIMKOBAHHS
) Jla, €CIIM aBTOP MCIOJIb3YET 3HAK OXpaHbl aBTOPCKOTO MpaBa
19. | B kakux ciyyasx npu oOMeHe CBOMMHU KOMITBIOTEPHBIMU UTPaMHU C IPYTHUMHU
JIOIbMU, HEe OYAYT HapyIIaThCsl aBTOPCKUE TpaBa?
A) €CJIM 3K3EMIUISIPbI 3TUX KOMITbIOTEPHBIX UT'P OBLIH BBIMYIIEHBI B CBET U
BBEJICHBI B I'PaXIAHCKHI 000POT C corjiacusi aBTopa
b) eciu 00s1agaTen 0OMEHUBAEMBIX SK3EMILISIPOB KOMITBIOTEPHBIX U
pruoOpeH UX M0 JOTOBOPY KYIUIM-IIPOIaXKH/MEHBI
B) €CJIM OJTHOBPEMEHHO COOJIIOICHBI YCIIOBHSI, YKa3aHHbIE B IyHKTax A) u b)
I €CJIM OHU PacIpOCTPAHSIOTCS IyTEM CIa4M B IPOKAT
) €CJIM aBTOPY BBIIJIAUYHMBAETCS ABTOPCKOE BO3HATPAXKICHUE
20. | B kakux ciayyasx mpaBOMEpPHO UCIOJB3YIOTCA (poTOrpaduu U3 KOUIEKIMUA OJHOTO

u3 HHTepHCT—CaﬁTOB I WIIFOCTPHUPOBAHUA CBOCI'O MAaTCpHaila,
noATO0TaBJIMBACMOI'O B O6p3.30BaTeJII>HI)IX HGJI?[X?

A) €CJIM TeMaTHKa (POTO-CIO’KETOB COOTBETCTBYET TEME BCEr0 MaTepuaa

b) B JTI000M citydae, T.K. (pakT pazmenienus pororpaduu B IHTEpHET 03HAaYaeT
corJiacie aBTopa Ha ee JalibHeinee cBOOOHOE NCTIOIh30BAHNE

B) €CJIM TaKOe MCII0JIB30BaHKUE NPSMO pa3penieHo npasuiamu HTepHeT-caiita

I) ecnu GoTtorpaduu pazMerieHsl Ha caiite IHTepHET ¢ coryiacusi UX aBTOPOB

) Ecnu cobnronarorcs ycnoBus B) u I')

4.4. Kputepuu v noka3are/jim olleHMBaAHUS
JlJifl TeKy1ero KOHTPOJIst

Oueny | ®Popma Kpurepun oueHuBanus IToxa3zaTenu oeHUBaAHUA
a KOHTPOJISA

«5» YCTHBIN OTBET MOJHOTA W MPAaBWJIBHOCTH | OTBET MOJIHBIA U MPABUJILHBIA HA
OTBETA, CTEINEHb | OCHOBAaHUU HM3YyYEHHBIX TEOPHIA;
OCO3HAaHHOCTH, MaTepuan U3JI0KEH B
MOHUMAHUS  HM3YYEHHOTO | ONpPEICICHHON JIOTUYECKOU
MaTrepuanga, 4YeTKOCTb U | [OCJIE0BATEIbHOCTH,
rPAaMOTHOCTh PEUHU. JUTEPATYPHBIM SI3BIKOM: OTBET
CaMOCTOSTEJIbHBIN.

«4» YCTHBIA OTBET IIOJIHOTA W TIPABWJIBHOCTBH | OTBET IIOJIHBIA U NIPABUIIBHBIN Ha
OTBETA, CTENeHb | OCHOBAHUU HM3yUYEHHBIX TEOpUH;
OCO3HAaHHOCTH, Marepuan U3JI0KEH B
MOHUMaHUA  U3YYECHHOTO | ONpeAeTICHHON JIOTUYECKON
MaTepuajga, 4YCTKOCTb U | IOCICAOBATCIILHOCTH, ITPHU 3TOM
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IPaMOTHOCTh PEYH. JTOTTYIIEHbI JBe-TpHU
HECYILECTBEHHbIE OIIHOKH,
UCIPABIIEHHBIE 1O TPEOOBAHUIO
YUUTEIIA.
«3» YCTHBIA OTBET MOJIHOTA M MPAaBWIBHOCTH | OTBET TMOJHBIM, HO TpPU 3TOM
OTBETA, CTEMNeHb | JOMyIeHa CyIIECTBEHHAs
OCO3HaHHOCTH, omuoKa, Wi HETOJIHBIN,
MMOHUMAHUSA  HM3YYCHHOTO | HECBSI3HBIM.
MaTepuana, 4YeTKOCTb U
TPAaMOTHOCTH PEUH.
«2» YCTHBIA OTBET MOJIHOTA U TPABWIBHOCTD | PU OTBETE 00HapyKEeHO
OTBETA, CTEerNeHb | HeTIOHUMAaHHE yYaImumMcst
OCO3HaHHOCTH, OCHOBHOT'O coziepxKaHus
MOHUMAHUA HM3YYCHHOTO | ydeOHOro  Marepuaia  Wiu
Marepuana, YeTKOCTb W | JIOMYIIEHbI CYILIECTBEHHbBIE
TPaMOTHOCTH PEUH. OIMMOKH, KOTOPHIE yUaITUNCS HE
cMor UCIIPaBUTh npu
HABOSIIITUX BOMPOCAX YIUTEIIS.
Ouenk | ®opma Kputepun ouennBanus | [loka3zarejsn oneHnBaHUS
a KOHTPOJIfA
«S» MpaKkTUYecKas MOJIHOTA W TPABUJIBHOCTH | pabOTa BBHIMOJHEHA MOJHOCTHIO
pabota BBITIOJTHEHHSI paOOTHI U TIPABUIILHO; CIIETaHbI
MPaBUJIbHBIE BBIBOJIBI.
«4» MpaKTHYeCcKast MOJIHOTA U TIPAaBUILHOCTh | paboTa BBINIOJIHEHA TPABUIBHO
pabota BBITTOJIHEHHSI pabOTHI C y4eTOM 2-3 HeCyIIeCTBEHHBIX
OIIMOOK, UCIIPABIIEHHBIX
CaMOCTOSITEIIHO TIO
TpeOOBaHUIO MperoaBaTessl.
«3» MpaKkTUYecKas MOJTHOTA ¥ IPABUWJIBHOCTH | pabO0Ta BBHITMIOJHEHA ITPABUIIHLHO
pabota BBITIOJTHEHHSI PAOOTHI HE MEHEE YeM Ha MOJOBUHY WU
JIOTyIIIeHa CYIIEeCTBEHHAs
omuoKa
«2» MpaKkTUYecKas MMOJTHOTA ¥ TIPABUJIBHOCTH | JOMYIICHBI JBE (U O0Jee)
pabota BBITIOJTHEHHSI paOOTHI CYIIIECTBEHHBIC OIMIMOKHU B XO€

paboThL, KOTOPHIE
00yJaronuiicss He MOXKeT
UCIIPABUTH JTAXKE IO
TpeOOBAHHUIO MPETIOIABATEIIS.

J1st MpoOMesKYTOYHOM aTTeCTALIMU

Onenk
a

®opma KOHTPOJIA

Kpurepuu onenuBanust

IToka3zaTenn
OLICHUBAHUSA

«5»

TCCTOBOC 3aJaHUC

MMPaBUJIBHOCTH OTBCTA

86-100% mpaBHIIBHBIX
OTBETOB Ha BOIIPOCHI

«4»

TCCTOBOC 3aJaHHC

MpaBUJIBbHOCTh OTBCTA

71-85% npaBUIIbHBIX
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OTBETOB Ha BOMPOCHI
«3» TECTOBOE 3aJaHuE MPaBUIILHOCTH OTBETA 51-70% mnpaBUIBHBIX
OTBETOB Ha BOIIPOCHI
«2» TECTOBOE 3aJ]aHuE MIPaBUIIBHOCTH OTBETA 0-50% mnpaBUIIbHBIX
OTBETOB Ha BOIIPOCHI

5.YCJIIOBUSA PEAJIM3ALIUU ITPOI'PAMMBI TIUCHUITJINHBI
5.1. Insa peanuzanuu nporpaMMbl yueOHOM JUCHMIUIMHBI JOJDKHBI OBITH MPETyCMOTPEHBI

CJICYIOIINE CTICIIUATIbHBIE TIOMEIIICHHUS:

JlabopaTopusi «OcHOB HH(OPMALIMOHHOM 0€30IACHOCTH»:

OcHoBHoe/
HaunmMmenoBanue Tun crnenuaans
HPOBAHHOE

Kparkas (pamounas)
TeXHUYecKast
XapaKTepPUCTHKA

[Tocagounbie MecTa MO KOJIUYECTBY Meb6enb OcHoBHOE
00y4aronumxcs (CTOJbI, CTYJIbS)

Ha ycmotpenune OO

Pabouee mecTo nmpenoiaBarens Mebenn OcHoOBHOE

Ha yemotpenune OO

HIka¢ mim NoNKM Ui XpaHeHUs MeoGenb OcHoBHOE
y4eOHON U METOIMYECKOU
JUTEPATYPHI

Ha ycmorpenne OO

Jlocka mapkepHas Mebenb OCHOBHOE

Ha ycmorpenne OO

I1K npenogasatens (cucteMHslit 0ok, | TC OcHoBHOE
MOHUTOP, KJIaBUATypa, MbIIIIb)

Iry:

- Intel(R) Core(TM) 13-
10100

- KOJIMYECTBO (PU3HUECKUX
sanep - 4

- KOJINYECTBO MOTOKOB - 8
CereBoii aganrep:

- rexHozorus Ethernet -
10/100/1000 mbps
0O3VY:-8TIb
I'paduueckuii ananrep:

- NVIDIA GeForce GT730
I13V:- SSD 256 I'b

I1K (cuctemHbIN GJI0K, MOHUTOD, TC OcHoBHOE
KJIABHATYpPa, MBIIIb) IO KOJUYECTBY
oOyyJaronmxcs

LITY:

- Intel(R) Core(TM) 13-
10100

- KOJIMYECTBO (PU3MUECKUX
snep - 4

- KOJIMYECTBO IIOTOKOB - 8
CeteBoli ajanrep:

- rex"ojiorus Ethernet -
10/100/1000 mbps
O3VY:-81b
I'paduueckuii agantep:

- NVIDIA GeForce GT730
I13V:- SSD 256 I'b
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OcHoBHOe/ Kpartkas (pamouHas)
HanmenoBanue Tun crenuaIn3 TeXHUYecKast
HPOBAHHOE XapaKTepPUCTHKA

MynbTUMEAUHHBIN TPOEKTOP TC OcHoBHoe | Ha yemotpenne OO

Aynano- u BUe0000pyI0BaHHE TC OcHoBHoe | Ha yemotpenue OO

KomrmiekT yueOHO-METOAMIECKUX YMK OcHoBHOE Ha yemorpenne OO
MaTepuajioB

1°

=]
~

HauMeHoBaHWe INLIEH3NOHHOTO ¥ CBOOOTHO PACIPOCTPAHIEMOI0 MPOrPAMMHOTI0
o0ecrneveHusi, B TOM YHCJIEe 0T€4eCTBEHHOI 0 IIPOU3BOJICTBA

Onepanmonnas cuctema (PEJI OC 8.0 win anasnor)

Knuent nms padotsl ¢ API (Postman wunu anasnor)

[Tporpammuoe obecnieuenue st 3anucu skpana (OBS Studio wim anasnor)

OmysTop BeiosHsIEMon cpenbl (Genymotion, VirtualBox, VM Ware Workstation ninun
aHaJIor)

Hab6op cpencts pazpadborku (Node.js niam aHayior)

1O BeO-6pay3zep (AAnaexc bpaysep, Chromium, Google Chrome ninu ananoru)

I1O Cucremsl kontpois Bepeuii (Git, GitKraken win ananorn)

0 ||| B (W~

TexcroBbiit penakTop (Sublime Text, Visual Studio Code nnu ananoru)

6.MndpopmannonHoe obecneyeHne peaan3aluu NPpOrpaMmbl

Jisa peanuzanuu nporpammbl  OMOIMOTEYHBIH (POHJI 0Opa30BaTEIbHOM OpraHu3aluu
JIOJDKEH MMETh NeYaTHbIE W/HIIU 3JIEKTPOHHbIE 00pa3oBaTeibHble U WH(POPMAIIMOHHBIE PECYPCHI,
pexomennoBanHele OYMO, s ucnonb3oBaHus B oOpa3zoBaTenbHOM mpouecce. [lpu
(dopmupoBaHun OUOIMOTEUHOrO (OHAA 00pa3oBaTEIbLHON OpraHM3alueil BRIOMpaeTcs He MeHee
OJTHOTO HM3/IaHUS M3 MEPEYHCICHHBIX HIDKE MEYaTHBIX W3JaHUK M (MIIN) AJIEKTPOHHBIX W3JaHUN B
Ka4eCcTBE OCHOBHOTO, IIPU ATOM CITUCOK, MOXET OBITh JIOTIOJIHEH HOBBIMU M3/1aHUSMH.

6.1. OcHOBHBIC U3JaAHUA
1. Menbuukos, B. I1., Undopmannonnas GezonacHocts. : yueOHHK / B. II. MenbHukos, A. U.

Kynpusinos, ; nox pen. B. I1. MensaukoBa. — MockBa : KnoPyc, 2025. — 267 ¢. — ISBN 978-5-
406-13756-7. — URL: https://book.ru/book/955528
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