orsoye0 DEIEPAJIBHOE TOCYIAPCTBEHHOE BIOJI’)KETHOE OBPA30OBATEJIbBHOE CMK
Vi _ YUIP]:DKHEHI/[E BBICILIETO OBPA30]§AHI/ISI PIyTUC
«POCCNNCKUN TOCYOJAPCTBEHHbBIV YHUBEPCUTET
PrYTHC TYPV[3MA I/I CEPBI/ICA»
Aucm 1
JAOKYMEHT nﬁgz?;ﬁ:zﬂEKTPOHHO% YTBEPXI[EHO:

YueHbiM coBeTOM Bhiciiel IKOJIBI CEpPBUCA
IIporokoua Ne 7 ot «17» siuBaps 2025 r.

PABOYAS ITPOI'PAMMA
AN CIUIIJIMHBI

b1.B./IB.1.2 3amuTa npocTpaHCTBEHHOI HHPOPMaU
OCHOBHOI1 po(eccHOHAILHOMH 00pa30BaTEJILHOM NIPOrPaMMBbI BbICIIEr0 00pa30BaHUsA —
NPOrpaMMbl MAarHCTPaTypPbl
no HanpaJjeHuI0 moAroToBku: 43.04.01 Cepeuc
HanpasJieHHOCTDb (popuib): I'eounghopmayuonnwiii cepsuc
Kpamnduxkauus: mazucmp
I'on Hauana moarorosku: 2025

PaspaboTunkmu:
JIOJKHOCTh yueHas creneHs 1 3sanue, @O
ouenm evicuwieit wikonwt cepsuca k.m.H. Mumpoghanoe E.M.

PaGouasi nporpamma coryiacopana u onoopena gupexkropom OITOII:

JOJDKHOCTD ydeHas cTeneHs u 3sanue, DO

Joyenm gvicuieit wiko1vl cepuca K.m.n. Mumpoganoe E.M.
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©rE0¥80 DEIEPAJIBHOE TOCYIAPCTBEHHOE BIOJI’)KETHOE OBPA30OBATEJIbBHOE CMK
i R YEIP]:DKHEHVIE BBICIILIETO OBPA3OE‘1AHV[51 PIyTHUC
N «POCCNNCKUN TOCYOJAPCTBEHHbBIV YHUBEPCUTET
pryTHC TYPU3SMA 1 CEPBVCA»
Aucm 2

1. AHHOTanus pado4yeil MPOrpaMMbl JUCHMUIIIHMHBI

JucuumnnuHa «3amura ITpOCTPaHCTBEHHON HMH(OpMAaLHM» MpOrpaMMbl MarucTpaTyphl
43.04.01 «Cepsuc» npodpuis «I eonHDOPMAITHOHHBIA CEPBUC» OTHOCUTCS K 4acTH, popMupye-
MO y4acTHUKaMH 00pa30BaTeNIbHBIX OTHOIICHHIA.

JlucuuiuinHa HarpaBieHa Ha JOPMUPOBAHUE CIICAYIOIINX KOMIIETCHIIUN BBITYCKHUKA:

[1K-3 - CnocobeH nmpuMEeHSTh HHTEIIEKTyalbHbIE TEXHOJIOTHH Ui 00pabOTKU U 3allu-
ThI T€OIAHHBIX; B YaCTH MHAUKATOPOB nocTikeHus: kommereHmu [1K-3.1. (OcymecTisieT BbI-
00p MHTEJIEKTYalbHBIX TEXHOJIOTUN U CHEIUAIU3UPOBAHHOTO MPOTPAMMHOI0 00ecrieYeHUs [T
pemeHus 3agad o0paboTku M 3ammThl reogannbix), [1K-3.2. (IIpuMeHsieT MHTEIUIEKTYaIbHBIE
TEXHOJIOTHH ISl 00paOOTKH U 3allIUThI TEOJAHHBIX B MPOPECCUOHANIBHOMN eI TENEHOCTH).

ConepxaHre TUCIUIUTMHBI OXBATHIBACT KPYT BOIIPOCOB, CBS3AHHBIX C (POPMUPOBAHHEM H
pa3BUTHEM TEXHOJOTUYECKHX HABBIKOB K OOOCHOBaHHIO U pa3pabdOTKe TEXHOJIOTHH, BEIOOPY pe-
CYpCOB U TEXHUYECKHX CPEJACTB I peaju3aliy MpPOoIEecca 3allUThl T€OMPOCTPAHCTBEHHBIX
JTAHHBIX.

JlucumiiuHa BKIIOYAeT HiecTh pa3zeiioB. [lepBblil paznen «3ammra UHTEPHET PECYPCOB)
3HAKOMUT CTYJCHTOB C OCHOBHBIMH HAIIPABJICHUSAMU ACSITETLHOCTU MO 0OecreyeHno nHpopma-
[IMOHHOH 0€3011aCHOCTH U 3aluTe HHGOPMAIIUHU B TII00ATBHON ceTH. PaccMaTpuBaroTCs acieKThl
HOPMAaTUBHO-TIPABOBOU 0a3bl, pETIaMEHTUPYIOIIEH JaHHYIO IeATeIbHOCTD, 33]]a4l PYKOBOAUTE-
JIeH, CIIEIUAIIMCTOB 110 COXPAHHOCTH MH(GOPMAIIMOHHBIX PECYPCOB, CPEICTB U MEXAHU3MOB, B
TOM YHCJIE allllapaTHO-IIPOIPAMMHBIX, HCIIOJb3YEMBbIX JIJIsl TUX LI€JIEH U, KOHEYHO, METO/I0B UX
MIPUMEHEHUS.

Bo BTOopom paznene «3amuta 6a3 JaHHBIX)» pacCMaTPUBAIOTCS TaKKE BOMPOCHI KaK yrpo-
3bI 0€301aCHOCTH 0a3 JaHHBIX, MOJUTHKA 0€30MMaCHOCTH, BOCCTAHOBJICHHE 0a3bl JaHHBIX.

Tpertnii paznen «3anmra CEpBEpHBIX ONEepaluii» BKIOUYAET BOIPOCH CUCTEMBI 3aLTUTHI
MIPOrpaMMHOTO 00€CTIeUeHHUsI, CEpPBEPHBIC ONEPAIMOHHBIE CUCTEMBI U UX 3allIUTa, 3alllUTa BHYT-
pEHHEN CeTH OT aTak.

UeTBepThiii pa3aen «3almTa CeTe U KaHAIOBY» PacCMaTPUBAET CCTPATErUH 3alllUThI MH-
dbopMarmoHHbIX cucteM mpu padore B Untepuer. 3ammra UnTepuer cepepa. ObecnieueHue
6e3onacHoct WEB-cepBepoB. OcoO€HHOCTH HCIIOJIb30BAHUS M HACTOMKU CTaHIapTHBIX KapTo-
rpaduueckux cepBepoB. AHAIN3 BapUaHTOB peanu3aliu kaprorpapudeckoro MHTepHET cepBe-
pa. Bonpocs! peanuzamuu MaTEpHET cepBepa ¢ moMoIpio 6a30Boi reonHGOpPMAITMOHHON CHC-
teMbl. MeTo b1 3amuThl C, ncnons3yemoii Juist pelieHrs KOpImopaTuBHBIX 3a1a4. PazpaboTka
TEXHUYECKUX CPEJICTB IO 3aIIUTE JaHHBIX B CETEBOM T€OMH(POPMAIIMOHHOM cucTeme. Bo3aMoxk-
HOCTHU IMIM(PPOBAHUS TAKETOB HA PA3IMUHBIX CETEBBIX YPOBHIX. OOOCHOBaHME MEPEUHS OpTaHH-
3aIIMOHHBIX MEPOIPHUSATUH TI0 3aIUTE JTAHHBIX B CETEBOM reOMH(OPMAIITMOHHONW CUCTEME.

[Tarenii pazmen «3ammTa KIMEHTCKHX OIMEpaIuii» IMOCBAIICH 3aluTe WHDOpMaluud B
nepcoHasibHO MC MaccoBOro HCMONb30BaHUs, 3amuTe HHOpMalLMKU B IEPCOHATbHOU
HactonpHOU MC, kKkpunTOrpaguyeckoi 3amure XpaHUMBIX U 00pabaThiBaeMbIX naHHbIX B WIC,
BBIOOPY KpUNTOTpahUIECKOro anropuT™Ma I 3aluThl epcoHanbHbIX UC.

[ecroit pazmen «3ammTa TeoMHGOPMAIMOHHBIX CETEH» paccMaTPUBAET OCOOCHHOCTH
3aIIUTHl PACIPEEIICHHBIX TE€OMPOCTPAHCTBEHHBIX JaHHBIX: MPOCTPAHCTBEHHOUN 0a3bl JaHHBIX,
MIPOCTPAHCTBEHHOW KIIMEHTCKOW 4acTH, MHU(PPOBaHNE MPOCTPAHCTBEHHBIX JaHHBIX.

OO0mast TpyJ0eMKOCTh OCBOCHHS JHCIHILIMHBI cOCTaBisseT 14 3adeTHhIX equHuI], 504

qacoB.
Hpeno;[aB AHUC TUCHUIIIIMHBI BEACTCA:
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©rE0¥80 DEIEPAJIBHOE TOCYIAPCTBEHHOE BIOJI’)KETHOE OBPA30OBATEJIbBHOE CMK
i R YEIP]E)KHEHVIE BBICIILIETO OEPA3OE‘1AHV[51 PIyTHUC
N «POCCNNCKUN TOCYOJAPCTBEHHbBIV YHUBEPCUTET
pryTHC TYPU3SMA 1 CEPBVCA»
Aucm 3

Ha 3aounoit popme oOyuenust 1 - 2 kypcax, ¢ 1 mo 3 cemecTpsl, U mpeaycMaTpPUBAET
NpOBE/ICHUE YUCOHBIX 3aHATUHN CIICAYIOIINUX BUIOB: Jiekiuuu (14 1), B TOM uucIie, TpaJulliOHHBIC
JICKIIMH C TIPE3CHTAIMCH, MPAKTHYECKUE 3aHATUS B (pOpME BBIMOJHEHHS NMPAKTUYECKUX padoT
(24 4.), camocrosiTenbHas paboTta oOyuaromuxcs (456 49.), TpynmoBble W HMHIUBUAYaIbHbBIC
koHcynbTaruu (12 49), npomexyrounas arrecraius (4 4.).

[Tporpammoii mperycMOTPEHBI CIEAYIOIINE BUIbI KOHTPOJIS:

Ha 3aounoii ¢opme oOyueHHs] TEKyIIMH KOHTPOJIb YCIIEBAEMOCTH B (OpMe 3alluThl
NPaKTUYECKUX pPa0OT, TECTUPOBAHMS, IMPOMEXKYTOUYHAs arTectaus B ¢opme 3adeta BO 2
CeMeCTpe U 3K3aMeHa B 3 CEMeCTpe.

2. IlepeyeHpb MJIAHMPYEMBbIX Pe3yJIbTATOB 00y4YeHHUSs M0 JMCIHUILJINHE, COOTHECEHHbIE ¢ M-
HHUPYEMbIMH Pe3yJibTATAMH 0CBOCHHs 00pPa30BaTeIbHOI IPOrpaMMbl

Ne Hunexc [Inanupyembie pe3yibTaThl 00yYEHUSI
| KOMICTCH- (KOMIIETCHIINYU, HHIUKATOPA)
[ M, UHIIIK
aTopa
1 [1K-3 Cnoco0OeH MpUMEHSATh UHTEUIEKTyallbHbIEe TEXHOJIOTUU U1 00pabOTKH U

3aIIUTHI T€OAaHHBIX
[1K-3.1. OcymiecTBisieT BBIOOP HMHTEIICKTYAIBHBIX TEXHOJOTHHA W
CIIEUAIM3UPOBAHHOTO MPOTPaMMHOTO OOECHeUCHHs sl PELICHUS
3a/1a4 00pabOTKH U 3alUThI T€0TAHHBIX
[1K-3.2. [IpuMeHsieT UHTEIUIEKTyalJIbHble TEXHOJIOTHH Al 00paboTKH
Y 3aIIUTHI T€OTaHHBIX B MPO(GECCHOHATBLHON IeATEIbHOCTH

3. MecTo qucuunaunsl (MoayJisi) B crpykrype OOII:
JucuumimHa «3amuTa IpocTpaHCTBEHHOW MH(OpMaIu» BXOIUT B YacTb, popMHpYe-

MO y4aCTHUKaMHU 00pa30oBaTeIbHBIX OTHOILICHHH.
6soka b.1 no nampasnenuto 43.04.01 Cepsuc npopuib «I'eonHpopMalnOHHbII CepBHUCY.

®opmupoBanue komrereHnuun [1K-3 - CriocoOeH NMpUMEHATh WHTEUIEKTya bHBIE TEXHOJIOTHH
JUIs 00pabOTKHU U 3aLIUThI T€OJJAaHHBIX HaYyuHaemcs B TUCHMILIMHE «3alUTa MPOCTPaHCTBEHHOM
uHpopmanum» B 1 — 3 cemectpe.

Komnerennust [1K-3 3akanuueaem hopmupoBatbes npu U3y4eHHH AMCHUIUIMH: B 4 ce-

MECTpC ((Hpe,Z[I[I/IHJ]OMHaSI IIpaKTUKa» B 4 CCMCECTPC U IIPU BBINIOJIHCHUN BKP.
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DEIEPAJIBHOE TOCYIAPCTBEHHOE BIOJI’)KETHOE OBPA30OBATEJIbBHOE CMK
_ YIIP]E)KHEHVIE BBICIILIETO OBPA3OE‘1AHV[H PIYTUC
«POCCNNCKUN TOCYOJAPCTBEHHbBIV YHUBEPCUTET
TYPU3MA V1 CEPBUCA»
Aucm 4

4. O0beM IMCHUILVIMHBI (MOIYJIs]) B 3a4€THBIX €IUHHUIAX C YKA3aHUEM KOJIHYeCTBA aKaje-
MH4YECKHX YaCOB, BbIIEJIEHHBIX HA KOHTAKTHYI0 pa0oTy 00y4alouuxcs ¢ MpenojaaBaresieM
(1o BU1aM y4eOHBbIX 3aHATHI) U HA CAMOCTOAITEJIbHYI0 padoTy 00y4aroImMXxcst

OO0mas TpyA0eMKOCTh TUCIMIUIMHBI cocTaBisieT 14 3aveTHbIX enuHuIbl/ 504 akan.gacos.

JL1st 3204HOii hopMBbI 00YUEHHS:

Bunet yaeOHOIM nesTebHOCTH CemecTpbl
Bcero 1 2 3
KonTakTHas padora o0yuyarommuxcsi ¢ npenojaBa- 48 4 22 22
TejleM
B TOM YHCJIC:
Jlexmun 14 2 6 6
[TpakTHueckue 3aHATUS 24 12 12
Koncynbranuu 6 2 2 2
[TpomexxyTouHas aTTecTanus 4 2 2
CamocrosiTesibHAs padoTa 456 140 158 158
Dopma MPOMeKYTOUHOI aTTecTalluu 3auver IK3.
O01mas Tpya0eMKOCTh gac 504 144 180 180
3.e. 14 4 B o)
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GENEPAJIBHOE TOCYJAPCTBEHHOE BIOJIKETHOE OBPA30OBATEJIbHOE
YUYPEXIEHME BbICHIET'O OBPA30OBAHVIA

«POCCUVICKVV TOCYJAPCTBEHHBIVI YHUBEPCUTET

CMK
PIYTUC

TYPU3MA V1 CEPBUCA»

Aucm 5

5. Conep:xaHue TUCUMIIMHBI (MOAYJIf1), CTPYKTYPHMPOBAaHHOE MO TeMaM (pa3jieiaM) ¢ YKa3aHHEM OTBEJeHHOr0 Ha HUX KOJIHYeCTBA aKajgeMH-

YeCKHUX YaCOB M BU/I0B YUeOHBIX 3aHATHI
st 3a04Ho0i (hopMBbI 00yUEeHHS.

. HaumenoBanue pa3- | HaumenoBaHue TeM JIEKIHii, MpakTHYeCKUX padoT, | Buabl yueOHbIX 3aHATHI U (HOPMBI MX TPOBEICHUS
3 nena nmaboparopHbeIX paboTt, cemunapo, CPC = , w &
= E = g =z =
o S =p 5 » L o 2 5
(aF A = o ) = o o =
3y = = O 154 L & Q 3]
Lo s 2 g 3 2 S x g @
=2 e 2, 8 = B35 E = | &
o = o = gﬂ = = g{ < =
02) g s = E g § = = <
5 s = £ < E - =
2 a, =1 f‘ ~ Q. O 2.0
) 5 o ¥ g S g S
it 2 g 2 = =9
= SN= = s = O SR
1 | 1. 3amura unrepHer | Iloaxonsl K IOCTPOEHUIO HAJEKHOW HHPOPMALIH- 05 Tpanuun- 70 | Msyuemme onmoro
o . Marepuana. CaMocTosi-
pecypcoB OHHOU CUCTEMBI OHHas C TeNbHOE N3yUeHHe OT-
1 MexceTeBrie SKpaHbI 0.5 Ipe3€HTa- JIeBHBIX TeM 0JI0Ka.
e IToaroToBka Kk mpakTu-
1 3amuTa oOT aTak YeCKIM 3aHATHAM
1 | 2. 3ammra 6a3 naH- | Yrpo3sl 6€30macHOCTH 0a3 TaHHBIX 0.5 | Tpamuu- 70 “ZY:;“:ea“g‘;“::‘;om
Marepuala. MOCTOsA-
1 | #HBIX [ToauTrka O€30ITaCHOCTH 0.5 | onHasc TelTbHOE H3yYEHNUE OT-
1 BoccranoBnenne 0a3bl JaHHBIX Tpe3cHTa- ACTLHEIX TeM BI10Ka.
e IToaroToBka Kk mpakTu-
YCCKHUM 3aHATUAM
2 | 3. 3ammra cepBep- CucTeMsbl 3alIUThl IPOrPaMMHOT0 00eCTIeYeHUs 1 | Tpanuuw- 79 “;Y:;H:eaﬂ"é‘:“é’:‘;"f"
Marepuala. MOCTOA-
2 | HBIX onepallMOHHBIX | CepBepHBIE ONEPAITMOHHBIC CHCTEMBI 1 |oHHaicC TEbHOE H3yHEHNE OT-
2 | cucteM 3aiuTa BHyTPEHHEH CETH OT atak 1 | TpescHTa- ACILHBIX TeM G10Ka.
e IToaroToBka Kk mpakTu-
YECKHUM 3aHATUAM
2 I13 1. OueHka ysI3BUMOCTEN aKTHBOB 4 IIpakTraeckas
pabora
2 Tectuposanue . (K.1.Nel) 1 TECTUPOBAHHE
2 TectupoBanue. (K.1.No2) 1 TectupoBanue
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orsoreo DENEPAJIBHOE TOCYOAPCTBEHHOE BIO/I>)KETHOE OBPA3OBATEJIbBHOE CMK
e YUYPEXIEHME BBICIIEI'O OBPA30OBAHMS PIYTUC
! iyt gyt oyt
«POCCUNCKUN TOCYOJAPCTBEHHBIV YHUBEPCUTET
- TYPU3MA V1 CEPBVICA»
Aucm 6
. HaumenoBanue pa3- | HaumenoBanue TeM JIEKIHii, MpakTUYeCKUX padoT, | Buabl yueOHbIX 3aHATHI U (HOPMBI MX TPOBEICHUS
54 nena naboparopHbeIx pabot, cemunapos, CPC = , w &
= g 3 : s 2 5
= T < v ® m =S
g 8 =) (5 9 m = o) )
N B o ¢ o o o 2 3 ¢
g o S 2 g g 2 S x g =
o S s 2 Sz g3 & 5 | &
g =) = o £ S s g g =
= E S = E 3 2 E < g
o g o g 3 . 5= @) a0
T 5} <3 o, § g 2 & o A
= CN= = s E @) B O
2 | 4. 3ammra cereit u TexHonornu ayreHTU(HUKATUT 2 | Tpaguun- 79 | Msyuenne nexuponroro
matepuana. CamocTosi-
KaHaJIOB OHHaA C TEJIbHOC N3YYCHUE OT-
2 Cosznanue BUPTYaTbHBIX 3alTUIIEHHBIX CETCH 1 TIpe3cHTa- ACLHLIX TeM 6rioka.
e TloaroroBka K mpakTH-
YCCKHUM 3aHATHAM
2 13 2 OreHKa yrpo3 akTUBaM 4 TpakTHYecKas
pabota
2 TectupoBanue . (K.1.Ne3) 1 TECTHPOBAHHE
2 Tectuposanue. (K.1.No4) 1 TectupoBanne
Koncynbranus — 2 yaca
IIpoMeskyTOouHasi aTTecTALUS — 3a4eT — 2 yaca
3 5 3amuTa KITMEeHT- Krnaccudukanus onepanuoHHBIX CHCTEM 1 | Tpagnuu- 79 EZZ;;::;”%‘;;‘;K‘:O
3 CKHX OIIEPALIMOHHBIX | YTpo3bl HHGOpMAIIMK B HHGOPMAITUOHHO- 1 |OHHaicC TeNbHOE H3yUeHNE OT-
CUCTEM BBIYUCITUTENLHBIX CHCTEMaX TIpescHTa- ACTLHEIX TeM BI10Ka.
uHeI‘/'I HOI[FOTOBKa K IpaKTH-
3 3amuTa uHGOpMaIK B UHPOPMAIIHOHHO- 1 4ECKHM 3aHATHSM
BBIYMCITUTEILHBIX CHCTEMaX
3 13 3: Onenka cymecTBYIONIMX U IUTAHUPYEMbIX 4 [TpakTHyeckas
CpPEACTB 3aLUTHI pabora
3 TectupoBanue (K.1.Nel) 1 TECTUPOBaHKE
3 TectupoBanue (K.1.No2) 1 TectupoBanue
3 6. 3ammra reovH- 3amuTa reonpacTpaHCTBEHHBIX 0a3 TaHHBIX 1 | Tpaguuu- 79 | Msyuemme Temontioro
o Marepuajia. LaMOCTOsI-
3 (opMaLMOHHBIX ce- | 3amuTa KIMSHTCKOM 9acTi HH(POPMAIMOHHBIX CHC- 1 |oHHaicC TENBHOE H3yUEHNE OT-
Ter TeM IIpE3CHTA- JICIBHBIX TEM OJI0Ka.
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«POCCUNCKNUN TOCYOAPCTBEHHbBIV YHUBEPCUTET
PryTiC TYPU3MA "1 CEPBUCA»
Aucm 7
. HaumenoBanue pa3- | HaumenoBanue TeM JIEKIHii, MpakTUYeCKUX padoT, | Buabl yueOHbIX 3aHATHI U (HOPMBI MX TPOBEICHUS
3 nena naboparopHbeIx pabot, cemunapos, CPC = , w &
= g g = 53 2
= 8 = S 5 S =
o S =) (@) M m = g )
= 8‘ = X 0 o o 2 151 =
0 5 = 2 = Q 82 9 « < g—.}
T O & o 55 g2 = 5. o
o = = =3 © 5 E g F = &
g S - £ s s £ =
E = g ~ = % = = < g
é g 5 =) é ;“ &z g 8‘8
= & 2 =)= S E O | 80
Bunsr mmm BaHUs II % - uem IToaroroBka K mpakTH-
3 | ¢dposa POCTPaHCTBEHHOH HH(POPMa 1 |n LIoATOTOBIGA K 1P
02071
3 I13 4: Ouenka puckoB 4 I[TpakTHdeckas
pabota

3 TectupoBanue. (K.1.No3) 1 TECTHPOBaHHE
3 TectupoBanmue. (K.1.Ne4) 1 TectupoBatue

KoncyabTanus — 2 yaca

IIpome:xxyTOYHAasi aTTeCTAllUsl — IK3aMeH — 2 yaca
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DEIEPAJIBHOE TOCYIAPCTBEHHOE BIOI’)KETHOE OBPA30OBATEJIbBHOE CMK
R y‘lP]E)KHEHVIE BBICIIIETO OEPA30]§AHI/IH PIyTHUC
«POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
TYPU3MA V1 CEPBUCA»
Aucm 8

6. Ilepeyenb y4eOHO-METOAMYECKOT0 00ecIeYeH sl 1JIS CAMOCTOSITEIbHOMH padoThl 00y4yaro-
IMXCA M0 IMCUHUILTHHE (MOTYJIIO0)

,HJ'I?I CaMOCTOSITeILHOM pa6OTI)I 110 JUCHUIIIIMHC o6yqa}01unec;1 HCIIOJIB3YIOT CJIICAYIOIICE

y4eOHO-METOIMUeCcKoe obecneueHme:

Ne Tema, TPy10eMKOCTH B Y4eOHO-MeTONMYeCKOe 00ecTieYeHne
n/n aKaj.y.
1 WHTemnexTyalbHble HH- OcHoBHas1 JInTepaTypa

dbopMamoHHbIE CUCTE-
MBI. 3allUTa UHTEPHET

pecypcoB

3aounas gopma — 70

2 3amura 6a3 JaHHBIX
3aounas Gopma — 70

3 3anuTa cCepBEepHbBIX OIe-
PALIMOHHBIX CUCTEM,
3aounas Gopma — 79

4 3amuTa ceTel U KaHaloB,
3aouHas gopma — 79

5 3anura KIMEHTCKUX
ONEPaAlMOHHBIX CUCTEM,
3aouHas gopma — 79

6 | 3ammra reonndopmaru-

OHHEIX CETEeH,
3aouHas Gopma — 79

1. ®enorona, E. JI. UadopMaimOHHBIC TEXHOJIOTHH M CUCTEMBI
: yauebHOe mocobue / E.JI. denoroBa. — Mocksa : ®OPYM
HNH®PA-M, 2023. — 352 ¢. — (Bricmee obpazoBanue: baka-
naBpuar). - ISBN 978-5-8199-0927-0. - TekcT : 37CKTPOHHBIH.
- URL: https://znanium.ru/catalog/document?pid=1913829
bapanosa, E. K. Madopmanronnas 6e30macHOCTh U 3alIuTa
undopmaruu : yaebnoe nocooue / E.K. bapanosa, A.B. ba-
O6am. — 4-¢ u3a., mepepad. m gon. — MockBa : PHUOP :
HNH®PA-M, 2025. — 336 c¢. — (Briciiee oOpa3zoBanue). —
DOI: https://doi.org/10.29039/1761-6. - ISBN 978-5-369-
01761-6. - Tekcr : 3JICKTPOHHBIN. - URL:
https://znanium.ru/catalog/product/2178344

1.Tonuieiaa, O. JI. UHpOpMaImoHHbIE CHCTEMBI U TEXHOJIO-
rud : yaeoHoe mocodue / O.JI. ['omuneiaa, H.B. MakcumoB,
N.N. ITonoB. — Mocksa : ®OPYM : UH®PA-M, 2023. —
400 c. — (Cpennee npodeccuonaapHoe oOpa3oBanue). - ISBN
978-5-00091-592-9. - Tekct : anekTpoHHbIi. - URL:
https://znanium.ru/catalog/document?pid=2013719

2. 3aronckuii, A. B. UndopmaninoHHbIe TEXHOIOTUU:
pa3zpaboTka HHYOPMAITMOHHBIX MOJIENIEH U CUCTEM : yueOHOe
nocooue / A.B. 3atonckuii. — Mocksa : PUOP : UHOPA-M,
2023. — 344 c. + Jlon. MmaTepuaisl [ DIEKTPOHHBIA pecypc]. —
(Cpennee npodeccuonanpHoe oopazoBanue). — DOI:
https://doi.org/10.12737/15092. - ISBN 978-5-369-01823-1. -
TexcT : anexTponHsii. - URL:
https://znanium.ru/catalog/document?pid=1902847

JlomoJHUTEILHAS JUTepaTypa

1. I'Bo3neBa, B. A. MHTemiekTyanbHble TEXHOJIOTUH B OeCIy-
JOTHBIX cucTemax : yueOHuK / B.A. I'Bo3meBa. — 2-e¢ u3j.,
non. — Mocksa : UHOPA-M, 2025. — 197 c¢. — (Beicmiee
obpazoBanue). — DOl 10.12737/1876535. - ISBN 978-5-16-
019615-2. -  Tekcr :  oanekrpoHHbli. -  URL:
https://znanium.ru/catalog/product/2169775

2. bauHoBckas, 5. FO. Beenenune B reonH(pOpMaIMOHHbBIE CHC-
TeMbl : yuebnoe mocobue / S.FO. biunosckas, 11.C. 3amos. —
2-e m31. — Mocksa : DOPYM : UHOPA-M, 2023. — 112 c.
— (Bseicmiee obOpaszoBanue: bakamaBpmar). - ISBN 978-5-
00091-115-0. -  Tekcr anexktponHeid. -  URL:
https://znanium.ru/catalog/product/1917599

3. Yukypos, H. I'. MoaenupoBanue cUCTeM U TPOIECCOB :
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yueOHoe mocobue / H. I'. UukypoB. — Mocksa : PUOP :
NH®PA-M, 2022. — 398 c. — (Bsicmiee obpazoBanue: baka-
naBpuar). - ISBN 978-5-369-01167-6. - TekcT : 31EeKTPOHHBIMH.
- URL: https://znanium.ru/catalog/product/1225064

4. BnagumupoB, B.M. [[ucTtaHninoHHOE 30HIWPOBaHUE 3eMIIU
[DnexkTpoHHEIi pecype] : yuebd. mocobue / B. M. Bragumupos,
A. A. Amutpues, O. A. Jlyoposckas [u ap.] ; pen. B. M. Bna-
aumupoB. - Kpacnosipck : Cub. denep. yu-t, 2014. - 196 c. -
ISBN 978-5-7638-3084-2. - Tekcrt : snekrponHbid. - URL:
https://znanium.ru/catalog/product/506009

5. ®opmupoBaHHE COBPEMEHHOW MeEXKIyHApOAHO-TIPABOBOI
KOHIICTIIIMM HCCIIEOBAaHUS M HCIOJIB30BaHUSI KOCMHYECKOTO
npoctpanctBa : MoHorpadus / A.Sl. Kanycrun, B.P. ABxazees,
A.A. TonoBuna [u ap.] ; otB. pea. A.f. Kanyctun. — Mocksa
: IHCTUTYT 3aKOHOJIATENbCTBA U CPABHUTEIHHOTO MPaBOBEIE-
Hus npu IIpasurensctBe Poccniickon ®@enepanuu : MTHPDPA-
M, 2024. — 264 ¢. — DOI 10.12737/1241334. - ISBN 978-5-
16-016815-9. - Tekcr : onekrponnsni. - URL:
https://znanium.ru/catalog/product/2084488

6. 3apamenckux, E. I1. UaTeprer Bemeid. MccnenoBanus u 00-
nacth npuMmeHeHus: : MmoHorpadus / E.Il. 3apamenckux, W.E.
AptembeB. — Mocksa : UTHOPA-M, 2024. — 188 c¢. — (Ha-
yuHast Mbiciab). — DOl 10.12737/13342. - ISBN 978-5-16-
019914-6. -  Tekcr : omekrponHed. -  URL:
https://znanium.ru/catalog/product/2144319

7. Jle6enes, C. B. IIpoctpanctBennoe [ MC-monenupoBanue
reoskonornueckux o0bexToB B ArcGIS : yuebnuk / C. B. Jle-
6enes, E. M. Hecrepos. - Cankr-IletepOypr : U3n-so PI'TIY
uM. A. U. T'epriena, 2018. - 260 c. - ISBN 978-5-8064-2486-1.
- Tekcr : anekrponnsiid. - URL:
https://znanium.ru/catalog/product/1172148

8. I'puroprena, 1. F0. I'eoskonorus : yaedHoe mocodue / N.10.
I'puropeeBa. — 2-e u3a., ucnp. — MockBa : UHOPA-M,
2024. — 273 c. + Jlon. MaTepuaisl [ DIEKTPOHHBIA pecypc]. —
(Beicmiee obpasoBanue). — DOI 10.12737/1969527. - ISBN
978-5-16-006314-0. - Tekcr : onektpoHsbii. - URL:
https://znanium.ru/catalog/product/2135405

9. Kysnernos, O. @. OcHOBHI Te0/Ie3Un U Tonorpadus MECTHO-
cTH : yueOHoe mocoome / O. ®@. Ky3HenoB. - 3-¢ u31., Ucnp. u
norn. - Mocksa ; Bonorna : Undpa-Unxenepus, 2020. - 286 c.
- ISBN 978-5-9729-0514-0. - Texkcrt: amektponHbIid. - URL:
https://znanium.ru/catalog/product/1168496
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7. @OH OLIEHOYHBIX CPEACTB VISl NPOBeleHUs] TEKYIIeld U MPOMEKYTOYHOM aTTeCTAMU 00YYAIOIIMXCS M0 JMCHUIINHE (MOYJII0)

7.1. [lepeyeHb KOMIIETEHIMI C YKA3aHUEM 3TAaNoOB UX ()OPMHPOBAHUS B NPoOLIECCe OCBOEHHSI 00Pa30BaTeIbHOI MPOrpaMMbl

Ne | Unpexc Copaep:xaHue KOMIIeTeHIHH, Pa3zgen nucimniinnel, | B pe3yabrate nsydenns pasaena JMCHUIIMHBI, o0ecnieunBawmero ¢opMupoBaHue KOMIETEH-
n/m| KoMme- HHIUKATOPA ol0ecneYnBaOIIUI MM, HHAMKATOPA 00y4aloluiics J0/IKeH:
TeHI UM, (hopmupoBanne KoMme- 3HATh yMeThb BJIaJIeTh
HHANKA- TeHIUH, HHIUKATOPA
TOpa
1 IMK-3 | CnocoOeH nprMEeHsITh HHTEIUIEKTyallbHbIE TEXHOJIOTHH JUIsl 00pabOTKH U 3aIUThI I€0JaHHBIX
IK-3.1. OcymecTBisieT BEIGOp Bce paznensr 3HaeT OCHOBHble TOHATHS U | Mcnomesyer — cmenmanusupo- | [Ipon3Bogur BBIOOp HHTENIEK-

HMHTEIJICKTYalTbHBIX TEXHOJIOTUH 1
CTICTIMATN3UPOBAHHOTO
MIPOTPAMMHOT0 O0eCTICUSHMsI JITISt
pelieHus 3axa4d 00paboTku 1
3alUThI I€OAaHHBIX

[1K-3.2. [Tpumenser
HHTEJUICKTYaIbHBIC TEXHOJOTUU
JUTE 00paOOTKH M 3aITUTHI
re0IaHHBIX B MPOPECCUOHATBHOM
LEATENBHOCTU

ornpezereHus B cepe UHTEN-
JIEKTYaIbHBIX TEXHOJIOTUH,
3aIIUTEl U 00pabOTKU T'eodaH-
HBIX

BaHHOE NPOTpPaMMHOE obectie-
4yeHHEe B cepe HHTEeNIeKTy-
AIBHBIX TEXHOJIOTHH

TyaJlIBHBIX TEXHOJIOTHH W CIie-
[MATH3UPOBAHHOTO  TIPOTPAMM-
HOTO 00eCTIeUeHH s JUTS PEIICHUSI
3amauy  00pabOTKM W  3allIMThI
I'€0aaHHbIX

3HaeT npuHIMIbl HOPMHUPOBaA-
HUSL HWHTEUICKTYalbHBIX WH-
(hOPMAITOHHBIX TEXHOJIOTHH

HCHOHB3yeT HMHTCJUICKTYaJIb-
HBIC CUCTEMBI I PEHICHUA
3a7a4 reoMapKeTHHIa

IIpumensieT MHTEIIEKTyalIbHbIE
TEXHOJIOTUH Juisi 00paboTku u
3aMUTHl T€OJAaHHBIX B mpodec-
CHUOHAJIBHOW J€ATENbHOCTU
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7.2. Onucanue noka3arejed U KpUTepueB OLEHUBAHUS KOMIIETEHIMH HA Pa3HbIX dTanax ux

(l)OpMHpOBaHI/Iﬂ, OIMMCAHHUEC KA OHCHUBAHUA

Pe3yabTaT 00y4enus mo
AUCUHUILVIMHE

IToka3aTeib oLleHH-
BaHHUs

Kpurepuii oneHuBaHus

JTan ocBOEeHNA
KOMIIeTEH LU

3HaTh:

- OCHOBHBIC IIOHATHSA H OII-
penenenuss B cdepe HHTEN-
JIEKTyaJbHBIX TEXHOJIOTHH,
3amuTel U 00paboTKH reo-
JIaHHBIX;

- IpUHIMNB GOPMUPOBAHUS
HHTEJUICKTYaIbHBIX HH(OP-
MAalOHHBIX TEXHOJIOTUH.

YMmeTs:

- UCTIOJIb30BATh CHELINAIH-
3MPOBaHHOE MPOTPAMMHOE
obecmeuenne B chepe WH-
TEJUIEKTYaJIbHBIX TEXHOJIO-
Ui,

- UCTIOJIb30BaTh MHTEIIJICK-
TyaJbHbIE CUCTEMBI IS pe-
IICHHS 337124 TeOMapKeTHH-
ra.

Bnaners:

- HaBBIKaMH BEIOOpa MHTEI-
JIEKTYaJIbHBIX TEXHOJIOTHH 1
CHEIHATH3UPOBAHHOTO TIPO-
TPaMMHOTO O0ecTieueHUs
JUTSL pellieHus 3a1a4 oopa-
OOTKH M 3aIUTHI T€0JaH-
HBIX;

- HaBbIKAMH [IPUMEHECHHUS
WHTEIJIEKTyalIbHbIE TEXHO-
Joruii Ast 00paboTKH U
3aIIUTHI T€OIaHHBIX B TIPO-
(heccroHaMBHOM NEATEITHHO-
CTH

TectupoBanue Bo 2 ceme-
cIpe

YcTHBIH onpoc B 3 ceme-
cTpe

CrymeHT  JOeMOHCTPHPYET
TEOPETUYECKUE 3HAHUS OC-
HOBHBIX IOHSTHH W OIpeJe-
JeHus B cepe MHTEIUICKTY-
QIBHBIX TEXHOJIOTHH, 3allu-
TBI ¥ 00paOOTKH I'e0IaHHBIX,
a TaK )X€ 3HaHUA MPUHIUIIOB
(OpMHUpOBaHUS  MHTEIICK-
TyaJlbHBIX ~ MH(POPMaLUOH-
HBIX TEXHOJIOTHH

CTyIeHT JeMOHCTPHPYET
yYMEHHE UCIIOJIb30BaTh CIie-
IIUATU3UPOBAHHOE MPO-
rpaMMHOE 00ecIicueHIE B
cdepe UHTEIUICKTYaIbHBIX
TEXHOJIOTUH, a TaK Ke UC-
IMOJIb30BATh UHTECIIJICKTY-
AJIbHBIC CUCTEMBbI JJIA pele-
HUSI 33/1a4 T€OMAPKETHHIA.

CTyIeHT JeMOHCTPHPYET
BJIaJIcHUE HAaBBIKAMU BBI0O-
pa MHTEIUIEKTYaIbHBIX TeX-
HOJIOTHHl U CIICIIUATU3UPO-
BaHHOT'O IIPOTPAMMHOTO
oOecrieueHns IS peIeHHs
3a/1a4 00pabOTKH | 3aIIUTHI
reOaHHEIX; BIaJCHHE Ha-
BBIKAMH [TPUMCHCHUS UH-
TEIUIEKTYaIbHBIE TEXHOJIO-
THHA JUIT 00paOOTKHU ¥ 3aITu-
TBI T€OJIAHHBIX B Ipodec-
CHOHAJILHON NEATENBHOCTH.

CriocobeH NpUMEHATh
HMHTEJUICKTYaIbHbIC
TEXHOJIOTHH I 00pa-
OOTKH U 3aIIUTHI T€0-
JTAaHHBIX

BH}ILI CpeaACTB OLICHMBAHHUS, MIPUMCEHACMBIX IIPH NMPOBCACHUU TEKYHICT0 KOHTPOJHA H
HIKAJbl OCHKHU YPOBHSA 3HaHI/li/i, yMeHHﬁ H HABBIKOB IIPU BBINMOJHECHUHA OTACJTBbHBIX (l)OpM TE-

KYIEro KOHTPOJIst

Cpedcmeo oyeHuganus — mecmuposanue
Ikana oneHKN YPOBHA 3HAHMI, YMEHHMIi M1 HABBIKOB NPHU PellIEcHUN TECTOBBIX 3aaHNH

Kputepun oueHku

OIICHKA

BBITIIOJIHCHO BEPHO 3a,[[aHHI7[

«5», ecim (90 —100)% mpaBHIBLHBIX OTBETOB

«4», ecim (70 — 89)% MpaBUIILHBIX OTBETOB

«3», eci (50 — 69)% MpaBMIILHBIX OTBETOB

«2», eciin MmeHee 50% MpaBUIBHBIX OTBETOB

Kpurepun u mkaja oneHUBaHUS OCBOEHUS ITANOB KOMIIETEHIMA HA POMEKYTOYHOM aTTe-
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[Topsiaok, KpUTEpUHU U IIKaJIa OLICHUBAHUSI OCBOCHUS HTANlOB KOMIETEHIIMN Ha MPOMEXKYTOU-
HOH aTTecTaluu ornpezensercss B cooTBercTBuM ¢ [lookeHneM 0 MpoOBEICHUN TEKYIIET0 KOHTPOJIS
YCIIEBAGMOCTH U MPOMEKYTOYHON aTTECTAlMH OOYYarOMIMXCs MO OOpa30BaTEIBHBIM IPOrpaMMaM
BBICIIIEr0 00pa3oBaHus — IporpaMMaM OakaiaBpuara, IporpaMMaM MarucTpaTyphbl, peaau3yeMbIM 10
denepantbHBIM TOCYIapPCTBEHHBIM 00pa3oBareinbHbiM cTanaapTam B ®I'bOY BO «PT'YTUC».

Buabl CpeaAcCTB OUCHUBAHUN, IPUMECHACMbBIX IIPH NPOBECACHUMN NPOMEKYTOUHOM _aTTe-
CTAIlMHU H IIKAJbI OHCHKH YPOBHHA 3HaHI/Il7[, yMeHI/Iﬁ H HABBIKOB IIPH UX BbINNOJHCHUH

Ik3zamen. Cpeocmeo oyenuganusi — YCMHbLU ONPOC
IlkaJjia OlleHKU YPOBHSI 3HAHMI, YMEHUH ¥ HABBIKOB IIPM YCTHOM OTBeETe

OneHka

Kputepum onieHuBaHus

Tloxa3zaTean oneHNBAHUS

«5»

- MOJHO PACKPBITO COACpPKAHUE
Marepuaa;

- MaTtepray U3JIOKEH T'PaMOTHO,
B OIPEIEICHHOM JIOTMYECKOM IMOocea0Ba-
TEIBHOCTH;

- MPOJAEMOHCTPHUPOBAHO CHC-
TEMHOE M TIy0OKO€ 3HaHHE MPOrPaMMHOTO
MaTepuaa;

- TOYHO MCHOJB3YETC TEPMH-
HOJIOTHUSI;

- MOKa3aHO YMEHHUE WJUIKOCTPHU-
pOBaTh TEOPETUYECKUE TOJIOKEHHUSI KOHKPET-
HBIMU TPUMEPAMH, NMPUMEHSTh MX B HOBOU
CUTYallHH;

- MPOJAEMOHCTPUPOBAHO  YCBOE-
HHUE pPaHEE U3YUYCHHBIX CONYTCTBYIOIIMX BO-
MPOCOB, CHOPMUPOBAHHOCTh U YCTOUYUBOCTH
KOMIIETECHIIUI, YMEHUN U HABBIKOB;

- OTBET TPO3BYyYaJl CaMOCTOSI-
TENbHO, 0€3 HABO/ISIINX BOIIPOCOB;

- MPOJAEMOHCTPUPOBAHA CIio-
COOHOCTH TBOPYECKHU MPUMEHAITH 3HAHHUE TEO-
pHUH K perieHuto MpopeCCHOHANIBHBIX 33714,

- MPOAEMOHCTPUPOBAHO 3HAHUE
COBpEMEHHOM yuyeOHON M Hay4yHOU JuTepaTy-
PBL;

- JIONYIIEHbl OJHA — JIB€ HETOY-
HOCTH TIPU OCBEHIEHHH BTOPOCTENEHHBIX BO-
MPOCOB, KOTOPBIE HCIPABISAIOTCS IO 3aMeya-
HHIO

—  OOyuaroluiicss  MOKa3bIBaeT
BCECTOPOHHHUE U TIYOOKHE 3HAHUS
IPOrpaMMHOr0 MaTepuasia,

—  3HaHWe OCHOBHOH U JOMOIHU-
TEJIbHOM JINTEPaATYpHI;

—  MOCJIeOBATENbHO U YETKO OT-
BEYaeT Ha BOMPOCHI OujeTra W AOMOJI-
HUTEJIbHBIE BOIIPOCHI;

—  YBEpPEHHO OpHUEHTHPYETCS B
NpoOJIEMHBIX CUTYalLlUsX;

—  JIGMOHCTPUPYET CIIOCOOHOCTH
MPUMEHITh TEOPETUYECKUE 3HaHUs
JUIs aHaln3a TPaKTHYECKUX CUTya-
Ui, JenaTh TpaBUIbHBIE BBIBOJIHI,
HpPOSIBIIIET TBOPYECKHE CHOCOOHOCTH
B MIOHMMAaHUU, U3JI0)KEHUU U HCIIOJNb-
30BaHUM MIPOrPAMMHOI0 MaTepHaa;

—  TOATBEPXkJAET IMOJHOE OCBOE-
HUE KOMIIETEHIUH, MpPeIyCMOTPEH-
HBIX ITPOrpaMMOi

- BOIIPOCHl HM3JIararoTCs CUCTEMAaTU3H-
POBAHO U IOCIIEA0BATEIBHO;

- IPOJEMOHCTPUPOBAHO YMEHHE aHAIIM-
3UpOBaTh MaTEpHajl, OJHAKO HE BCE BBIBOABI
HOCST apryMEHTHpPOBaHHBIH M JI0Ka3aTelb-

- O6yanOHlHﬁCH IIOKa3bIBACT IIO0JI-
HOC 3HAHHUC

— MPOrPpaMMHOTO Marepuaa,
HOBHOU U

— JIOIIOJIHUTEIILHOM JINTEPATypPHI;

0oC-
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«“4»

HBbIW XapakTep;

- MPOJIEMOHCTPHPOBAHO
HOBHOM JINTEPATYPHI.

- OTBET YJOBJIETBOPSIET B OCHOBHOM
TpeOOBaHUSM Ha OICHKY «5», HO MPU ITOM
UMEET OJIH U3 HEJIOCTATKOB:

- a) B WBJIOKEHUHU JIONMYIICHBI HEOOJb-
e npoOesbl, He UCKa3HUBIIME COACpKAHHE
OTBETA;

- 0) momyieHsl OJWH — JBa HEAOoYeTa
MIPU OCBEILIEHUU OCHOBHOTO COJIEpPXKaHHUS OT-
BETa, UCIPABICHHBIC IO 3aMEYaHHUIO TIPEIo-
JaBaTerns;

- B) JOMNyIIeHbl ommOKa wuian Ooiee
JIBYX HEJOYETOB IPHU OCBEUICHHH BTOPOCTE-
MIEHHBIX BOIIPOCOB, KOTOPHIE JIETKO HCIPAaB-
JISIOTCS 10 3aMEUaHUI0 MpernoaBaTens

YCBOGHHUE OC-

— JaeT IIOJIHBIE OTBETHI HA Teope-
TUYECKUE BOINPOCHl OmileTa M JIOMOJI-
HUTEIIBHBIE BOIIPOCHI, AOIYCKAasi HEKO-
TOPBIE HETOUYHOCTH;

— INPAaBWIBHO INPUMEHSAET TEOPETH-
YECKHE IOJIOKEHUs K OLEHKE IPaKTH-
YECKUX CUTYyalluid;

— JIEMOHCTPUpPYET XOpOUIMH ypo-
BEHb OCBOCHMS MaTepHalla U B LIEJIIOM
NOJATBEP)KJAET OCBOCHHE KOMIIETEH-
LU, IPELYCMOTPEHHBIX IPOIPaMMON

«3»

- HEIOJIHO WJIM  HEIOCIIE0BaTEIbHO
PACKpBITO COJEpKaHUE Marepuaia, HO ITOKa-
3aHO O0lllee MOHMMAaHHUE BOMpOCcAa U TpOoje-
MOHCTPUPOBAHBl YMEHUs, NOCTATOYHBIE IS
JAJIbHENIIET0 YCBOCHMS MaTepHaa;

- YCBOEHBl OCHOBHBIE KAaTE€rOpUH IO
paccMaTpuBaeMOMY U JIOIIOJIHUTEIBHBIM BO-
pocam;

- MMEJUCh 3aTPYAHEHUS WU JOIyIle-
Hbl OIIMOKM B OIpENe]IeHUM MOHSTUH, HC-
MIOJIb30BAHUH TEPMHUHOJIOTUH, UCIIPABIICHHbBIE
IIOCJIE HECKOJIBKMX HABOJSAIINUX BOIIPOCOB;

- IIPU HEINIOJIHOM 3HAHUU TEOPETUYECKO-
ro Marepuaja BbIABICHA HENOCTAaTOYHAas
c(hOpMHUPOBAHHOCTHb KOMITETEHIIUN, YMEHUN U
HAaBBIKOB, CTYACHT HE MOXET IIPUMEHUTH
TEOPHIO B HOBOUM CUTYallHH;

- IIPOJIEMOHCTPUPOBAHO
HOBHOM JINTEPATYPHI

YCBOCHHUEC OC-

— oOywaromuics MOKa3bIBACT
3HAHHUE OCHOBHOT'O

— Marepuana B o0beMe, He0O0XO0-
TUMOM JUIA TIpeAcTosImeld mnpodec-
CHOHAJIbHOM JeSITEIHbHOCTH,

— Tpu OTBETE Ha BOMPOCHI OuIIe-
Ta W JONOJHUTEIbHBIE BOIPOCHl HE
JIOTIyCKaeT IpyObIX OIIMOOK, HO HC-
IBITHIBACT 3aTPYIHEHUSI B TIOCTIEI0BA-
TEeITbHOCTH WX M3JI0KCHUS,

— HE B I[IOJIHOW Mepe IEMOHCTPHU-
pYyeT CIoCOOHOCTh MPUMEHSTH TeOope-
TAYECKHE 3HAHUS JJIs aHajIu3a Ipak-
TUYECKUX CUTYaIUit;

— TIOATBEPXKIIA€T OCBOCHHE KOM-
METEeHIINA, TPETyCMOTPEHHBIX TMPO-
rpaMMOil Ha MHUHUMAIbHO JOMYCTH-
MOM YpOBHE

«2Q»

— HE PACKPBITO OCHOBHOE COJACpKAHHE
y4eOHOTo MaTepuana;

- 00Hapy)XeHO HE3HAHWE WJIU HEMOHU-
MaHue OOJbINeH WM HanboJsiee BaXKHOW dac-
TH y4eOHOTO MaTepuana;

- JOMYIICHBI OIIMOKU B OMnpeaACICHNN
HOHHTHﬁ, Ipru HCIOJB30BAHUHU TCEPMHUHOJIO-
T, KOTOphIE HE WCIpaBICHBl TOCIE He-
CKOJIBKUX HaBOJSILIUX BOIIPOCOB.

- HEe CcQOpPMHUPOBAaHBI KOMIETEHIUH,
YMCHHS U HABBIKH.

—  o0yyaromuiicsi UMeeT CyIIecT-
BEHHBIE TPOOEIBI B 3HAHUSIX OCHOBHO-
ro yuyeOHOro Martepuaina Mo AUCIHUII-
JMHE;

—  HE cnoco0eH apryMeHTHPOBa-
HO ¥ TIOCJIEJIOBATEIIFHO €T0 HM3J1ararhb,
JIOMyCKaeT TpyOble OmUOKA B OTBe-
TaX, HEMPAaBHJIHHO OTBEYAeT Ha 3a/1a-
BaeMbI€ BOIPOCHI WM 3aTPYAHSIETCS C
OTBETOM;

— HE TOATBEPXKIAeT OCBOCHHE
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Sreoss DENEPAJIBHOE TOCYOAPCTBEHHOE BIOI’)KETHOE OBPA30OBATEJIbHOE CMK
_ YYPEXJIEHVE BBICIIIETO OBPA3OBAHVISI PTYTUC
«POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
oyl TYPU3MA V1 CEPBUCA»
Aucm 14
KOMIIETEHIINH, MPEAYCMOTPEHHBIX
IIPOrpaMMOn
OueHoYHAsA IIKAJIA YCTHOTO 0TBETA
IIpoueHTHBIA MHTEPBAJ OLlEHKA
OLIEHKH
menee 50% 2
51% - 70% 3
71% - 85% 4
86% - 100% 5

7.3. TunoBble KOHTPOJIbHbIE 32/IaHUSI UJIM WHbIE MaTepuaJibl, He0OX0AUMbIe JI1 OLlEeHKU 3Ha-
HHUH, yMEHHH, HABBIKOB H (WJIM) ONbITA AeSTEJIbHOCTH, XaPAKTEPHU3YHIIUX 3Tanbl ¢GopMupoBa-
HHSI KOMIIETEeHIHIi B Npolecce 0CBOeHNsI 00pPa30BaTe/bLHOI NPOrpaMMBbl.

Pa3zgen qucuuninHeL,
00eCIeYNBaIOIIMIA
(dhopMuUpoBaHUE KOM-
METEHIIMH (KK €€ Jac-
TH)

Howmep nenenn
ceMecTpa

Bun u conepxanue KoH-
TPOJIBHOTO 33/IaHUS

TpC6OBaHI/IH K BBIIIOJIHCHHUIO KOHTPOJIbHO-
T'o 3aJaHud U CpOKaM Caavdu

bnox 1 u Bnoxk 2.
1 | KonmponvHole
mouku 1,2

Tecm Ha evisigeHUe YPOBHSL
0CBOEHUSI MEOPEMUECKUX
3HaHutl no 610Ky «3aumTa
MHTEPHET PECYpCOBy» U «3a-
muTa 0a3 JaHHBIX»

10 sapuanmos mecmogulix 3a0anuil
B kaosicoom 3a0anuu — 5 éonpocos, ¢ 5 6a-
puarmamu omeema, NpasUIbHbLL OMEem
ooun

bnox 3 u Bnox 4.
KOHMPOJIbHblE
5 mouxu 3,4

Tecm Ha evisgeHUE YPOBHSL
0CBOCHUSI MEOPEeMUYECKUX
3Hauul no 610Ky «3anmTa
CEpBEPHBIX OINEPAIIMOHHBIX
CUCTEM» U «3alluTa ceTer u
KaHaJIOB)

10 sapuanmos mecmogulix 3a0anuil
B kaosicoom 3a0anuu — 5 éonpocos, ¢ 5 6a-
puarmamu omeema, NpAasUIbHbLI OMEem
ooun

Brox 5. Kou-
MpOJibHble MOUKU

3 112

Tecm Ha svisgeHUE YPOBHS
0CB0€EHUsL MeopemuiecKux
3HaHull no 610Ky «3anmTa
KJIIMEHTCKUX OIEeparuoOHHBIX
CHCTEM»

10 sapuanmos mecmoguvlx 3a0anull

B kasicoom 3a0anuu — 5 eonpocos, ¢ 5 6a-
pUaHmamu omeema, npasuIbHbIU OMmeen
00UH

Bnox 6. Kon-
MpOobHble MOYKU

3,4

Tecm Ha evis6neHUE YPOBHSL
0CB0€HUSL MEOPEeMUUECKUX
3Hanull no 610Ky «3aluTa
reonH(OpPMAaIMOHHBIX CeTEN »

10 6apuanmog mecmoguvlx 3a0aHull

B kascoom 3a0anuu — 5 éonpocos, ¢ 5 6a-
puarmamu omeema, NpasUIbHbIL OMeem
00UH

BJIOK ITEPBBII «3amuTa HHTepHET pecypcoBy
1-s1 konmponvnas mouka: Bug KOHTPOJIBHOTO 3aJJaHUs - TECTUPOBAHUE.
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_ YUPEXIEHME BbICIIET'O OBPA3OBAHVI PIYTVC
«POCCUNCKNUN TOCYOAPCTBEHHbBIV YHUBEPCUTET

&%ﬂ OEJEPAJIbBHOE TOCYOJAPCTBEHHOE BIO/JIKETHOE OBPA3OBATE/IBHOE CMK
(11
W

TYPU3SMA 1 CEPBVICA»

PryTHC Aucm 15

1. Jlns oTmpaBKH IIMPOKOBEIIATENIBHBIX COOOIICHUN B JaHHBINA CETEBOM CErMEHT
HCIIOJIB3YEeTCS aipec ...

192.32.64.255

255.255.255.255

255.255.255.0

0.0.0.0

JFoe

Cetb c aapecom 190.25.32.0 npuHaJIEKUT K KI1accy ...
A
B
C

O I = Y

w

. Komanna nporokora SMTP, xoTopast CIIy»UT JJIs YKa3aHUS ajpeca Morydare-
JIs1 COOOIIEHUS, — ...
HELO
RCPTTO
SEND
POST

g% o

. HeBepHno, uto azpec ... spusercs kKoppekTHeiM MAC-agpecom
00457FEBT 77
FFFFFFFFFFFF
FE6794C76890

@ o N

o1

. ITpoTokou ... peanu3yer KpunTorpapuuecKyro 3aliuTy Ha KaHAJIBHOM YPOBHE
SSL
SSH
TCP
PPTP

g% o

6. Ilone 3aronoBka IP-gaTarpamMMmebl, KOTOPOE MOKA3bIBAET KOJIUYECTBO MPEOI0Ie-
BA€MBIX MApPILIPYTU3ATOPOB, — ...

a. ldentification

0. Flags

B. IHL

r. Timeto Live

7. CoobuieHue «...» oTHOCUTCA K npoTokoiy |ICMP
a. Network unreachable

0. RCVD WILL STATUS

B. Transfer complete

r. PORT command successful
© PI'YTUC



SrE0XEg DEIEPAJIBHOE TOCYIAPCTBEHHOE BIOI’)KETHOE OBPA30OBATEJIbBHOE CMK
R VLIPIE)KHEHVIE BBICIIIETO OBPA3OPIAHV[$I PIyTHUC
«POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
N TYPU3MA VI CEPBVICA»
Aucm 16

8. IlakeT ¢ ycTaHOBJIEHHBIM (PJIATOM ... B 3ar0JIOBKE MEPBHIM MOCHIJIAETCS MPHU yC-
TaHOBJICHUU CBs3M MO mpoTtokoiry TCP

a. SYN

0. FYN

B. ACK

9. Opaun u3 ypoBHel cteka npotokosoB TCP/IP — ...
dbuznyeckuit

KaHaJIbHBIN

TpaHCHOPTHEIH (transport)

CEaHCOBBIN

Jw o

10.ABTOpH3aIUs — 3TO MPOLEIypa MPEAOCTABICHUS CYOBEKTY ...
a. ONpEIEICHHBIX MOJTHOMOYHI U PECYPCOB B JAHHOW CHUCTEME
0. OmpeaeneHHOTo UACHTU(UKATOPA
B. OIPEACIECHHOMN KIFOUYEBOU Mapbl

BJIOK BTOPOU «3amuma 6a3 oanmvixy
2-51 KOHMPObHAL MOoYKa. BUT KOHTPOIBHOTO 33J]aHUs - TECTHPOBAHHE.
TecTsrl:

1.Haubosnee yacThlil ciayyail HapylieHUs 0€30MacHOCTH MHMOPMALMOHHON CHUCTe-
MBI — 3TO ...

aTaky U3BHE

OOMIKEHHBIE COTPYIHUKH

OIIMOKHM MepcoHaa

BUPYCHI

JwE o

2.AyTeHTH(dHUKAIIAS — 3TO TPOIIeaypa IPOBEPKH ...
a. TOJJIMHHOCTH 3asBJIEHHOTO TOJL30BaTElIs, TPOIIECCa U YCTPOMCTRA
MOJIB30BATEIS 110 €r0 UACHTUDUKATOPY
B. II0JIb30BATEIIS 10 €r0 UMCHH

o

3.S/Key — 310 ipoTOKOJT ayTeHTH()HUKAIIMK HA OCHOBE ...
a. MHOTOpAa30BbIX ITApOJIEH
PIN-konma
B. OJIHOPA30BBbIX NApoOJIeH

N

4. HeBepHo, uto k nipotokomny IP oTHOcHTCs Takast hyHKIMS, KAk ...
dbparmeHTanys

MapuIpyTH3aus

B. JOCTOBEPHOCTb IEpeaaUH

v e
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SrE0XEg DEIEPAJIBHOE TOCYIAPCTBEHHOE BIOI’)KETHOE OBPA30OBATEJIbBHOE CMK
R VQP]E)KHEHVIE BBICIIIETO OBPA3OPIAHV[$I PIyTHUC
«POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
N TYPU3MA VI CEPBVICA»
Aucm 17

5.1714 3amuThl OT MPOCITYIINBAaHUS TpaduKa MpU MOMOIIM CETEBOrO aHaJIM3aTopa
MOJKET UCTIOIh30BATHCH ...

bunbTpanus Tpadpuka

mudpoBaHue nepeaaBacMoi HHGOpMaIuu

B. JIOTIOJHUTEIbHAS ayTeHTU(DUKAIINS

o ®

6.CeTeBoil amanrtep, pabOTAIONINI B CEJICKTUBHOM PEKHUME, UTHOPUPYET ...
a. (ppeiimbl, HE coaepIKaIINE B TIOJIE «aapec MOTydaTeNsh aapec JaHHOTO y37a
HIMPOKOBEIATEIbHbIE (PpEeMbI
B. (peliMbl, HE COMEpIKaIIHE B MOJIE «aIpec MoIydaTess aapec JaHHOTO y3Ia, ’
HIMPOKOBEIATEIbHbIE PpEeMbI

a

7.YT00BI yCUIUTH 3aIIUTy OECIIPOBOIHOM CETH, CIEAYET ...
a. M3MEHMTH 3aBojcKoi SSID
0. TIOBBICUTH YPOBEHbB CIIOKHOCTHU IapoJieh MOJIb30BaTEIeH
B. 3alIUTUTH MPOTOKOT SSNP

8.Tpaduk Mex1y KIMEHTaMH M CEpBEpaMH BO BHYTPEHHEH CETH JIydIlle BCETO 3a-
IUIIATh TPU TTOMOIITH ...

a. SAP

6. SSL

B. TPC

9.MapuipyTsl THTIA «...» TIPOCMATPUBAIOTCA B TaOJIMIIE B TIEPBYIO OUepeb
MapIIpyTU3aLus

MapIpyT K CETH

MapLIpyT MO YMOJTYAHHUIO

MapLpyT K Y311y

g% o

10.YnpaBnenue 10CTymom — 310 ...

a. 3aIuTa IepcoHaja U pecypcoB

0. pearnpoBaHHUE Ha MOIBITKA HECAHKITMOHMPOBAHHOTO JOCTYIIa

B. CIIOCOO 3amTUThl HHGOPMAIIMH ITyTEM PEryJIUPOBAHUS HCIIOIb30BaHHS PECYPCOB
(TOKYMEHTOB, TEXHHUECKHX U MTPOTrPAMMHBIX CPEJICTB, dJICMEHTOB 0a3 TaHHBIX )

BJIOK TPETHMU «3amnra cepBepHBIX ONEPALIMOHHBIX CUCTEM»
3-s KoHmponvHble mouxka. Bua KOHTPOIBHOTO 3a/1aHHS - TECTHPOBAHHUE.

Tectsr:
1. Ananu3 pUCKOB BKJIIOYAET B ceO1 ...
a. HabOp aleKBaTHBIX KOHTPMEP, OCYIIECTBISIEMBII B XOJI¢ YIIPABJICHUS PUCKAMU

© PI'YTHUC



oo OEJEPAJIbBHOE TOCYOJAPCTBEHHOE BIO/JIKETHOE OBPA3OBATE/IBHOE CMK
YYPEXIEHME BBICIIETO OBPA30BAHVIA PIyTUC

«POCCUVUCKUW TOCYTAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA 1 CEPBVICA»

PTYTHC

Aucm 18

0. aHanu3 NpUYMHEHUS yiepda U BeIMYUHBI yiiepoa, HaHocumoro pecypcam VC,
B CJIy4ae OCYUIECTBJICHUS yrpo3bl 0€3011aCHOCTH

B. BBISIBJICHHE CYIIECCTBYIOUIUX PUCKOB U OLEHKY UX BEJIMYUHbI

r. MepompusaTHs 1o oocienoBanuto de3omnacHoctu UC, ¢ einbio onpeneneHus To-
ro, Kakue pecypchl M OT KaKUX yrpo3 Ha/I0 3alUIIaTh, @ TAKKE B KAKOW CTENEHU
T€ WM UHBIE PECYPCHI HYKIAIOTCS B 3aIlUTE

2. Undopmanus — 310 ...

a. CBEJCHHS O JIMIAX, MpeaAMeTax, (pakTax, COOBITUAX, IBICHUSIX U MPOIIEccax He-
3aBHCHMO OT ()OPMBI X TPECTABICHUS

0. COBOKYITHOCTH 3HaHHIA, HAKOTUICHHAS YEJIOBEYECTBOM

COBOKYITHOCTb ITPUHIIUIIOB, METOAOB U ()OpM yTIpaBICHUS

I. COBOKYNHOCTh pe(eKCuil MeXy uaeeil 1 MaTepuei Ha Makpo- U MUKPOYpPOB-
HSIX

=

3. Undopmanronnas 6€301MacHOCTb, 10 3aKOHOAATENbCTBY PD, — 3710 ...

a. METOJOJIOTUYECKHM MOX0]] K 00ecreueHnto 0e30IacHOCTH

0. CcBOJl HOPM, COOJIIOJIEHHE KOTOPHIX MPU3BAHO 3AITUTUTH KOMIBIOTEPHI U CETh OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTa

B. COCTOSTHUE 3aIMIIEHHOCTH HAllMOHAJIBHBIX HHTEpecoB PD B MHPpOpMaLIMOHHON
cdepe, onpeAeAIONUXCS COBOKYITHOCTHIO COATaHCUPOBAHHBIX HHTEPECOB JTNY-
HOCTH, 00I1I€CTBA U TOCYJapCTBA

I. COCTOSIHUE 3aIlMIIEHHOCTH UH()OPMAIIMOHHON Cpeibl 00IIecTBa, 0Oecneun-
Barolee ee (popMupoBaHUE, UCIIOIB30BAHNE U PAa3BUTHE B HHTEPECAX TPaKIaH,
Opra"u3alun, rocyaapcraa

JI. MapKETUHT

4. HeepHO, 4TO ... OTHOCST K HCTOUHUKAM yTPO3 HHPOPMAIIMOHHOM 6e30macHo-
CTH

a. 4eroBedecKuil pakTop

0. mpaBoBbIe acnieKThl pyHKITMOHUpoBanus MC

B. CTUXWIHBIE OCCTBUS

. anmnaparHeie cOou

1. OLIMOKU MPOEKTUpOoBaHUs U pa3padboTku UC

5. Cucrema 3amuTthl HHPOPMALTUHU — 3TO ...

a. KOMIUIEKCHasi COBOKYITHOCTh MIPOTPAaMMHO-TEXHHUECKUX CPEACTB, 0Oecedn-

BaloIas 3alIUTy HHGOpMaAIIUU
0. COBOKYITHOCTbH OPTaHOB M/WJIM HCIIOJIHUTENCH, a TAKKE UCIOIb3yeMasi MU TeX-
HUKa 3alUThl HHOpMAIIUU
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oo OEJEPAJIbBHOE TOCYOJAPCTBEHHOE BIO/JIKETHOE OBPA3OBATE/IBHOE CMK
YYPEXIEHME BBICIIETO OBPA30BAHVIA PIyTUC

«POCCUVUCKUW TOCYTAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA 1 CEPBVICA»

PTYTHC

Aucm 19

B. 001acTh MHPOPMALIMOHHBIX TEXHOJIOTUNA
r. pa3paboTKa CTpATEeTUH 3alUThl OM3HECa KOMIIAaHUHN

6. Ilonw3oBatensp, (MoTpeduTeNb) HHGOPMAIIUN — 3TO ...

a. (upma — pa3pabOTYNK MPOTPAMMHOTO MPOIYKTA, KOTOPAs 3aHUMAETCS €€ JTUCT-
puObOIHeH

0. MOJB30BATENh, HCTIOIB3YIOMINNA COBOKYITHOCTh MPOTPAMMHO-TEXHUIECKUX
CpEICTB

B. CYOBEKT, MONB3yIoNuics nHGOpMaIield, B COOTBETCTBUH C PETIIaMEHTOM J0C-
Tymna

r. Biaaenel (GUPMbI I TIPEATPUSTHS

1. BCE CITyXKaIl¥e MPeTpUsITHS

7. IlpaBo goctyna kK uHOpMAIUU — 3TO ...

a. COBOKYITHOCTh MPaBHJI JOCTYIA K HH(GOPMAIMU, YCTAHOBIECHHBIX TTPaBOBBIMU
JIOKYMEHTaMH WK COOCTBEHHUKOM JIMOO BiaaeiblieM HHDOpMaIuu

0. COBOKYIMHOCTH MPaBUJI, PETJIAMEHTUPYIOUTUX MOPSIOK U YCIOBUSI IOCTyMa
cyOBeKTa K uH(DOpMAIlUU U €€ HOCUTEIISIM

B. BO3MOKHOCTb JIOCTyNa K HH(POpMAIINH, HE HAapYIIaloIIas yCTaHOBJICHHBIE Tpa-

BUJIA pa3TpaHUYCHUS JOCTYTA

HapyIIeHNe YCTAaHOBICHHBIX MPABUJI pA3TPaHUUCHUS JOCTYIa

1. JIUIO WUITU TMPOIECC, OCYIIECTBISIONINE HECAHKITMOHNUPOBAHHBIN TOCTYT K MH-
dbopmanuu

=

Ha xoMIproTepax MOKeT MPUMEHSATHCS JIOKaIbHas MOJIMTHKA O€30MMacHOCTH ...
MOJICTAHOBKH

raMMUPOBaHUS

napameTpoB 6€30MacHOCTH

CUMMETPUYHBIX KPUITOrPAPUISCKUX MPeoOpa3oBaHmit

g e ©

K ocHOBHBIM BuaaM CHUCTEM O6Hapy7KCHI/IH BTOp)KeHI/Iﬁ OTHOCATCA ... CHCTCMBI
AKTHUBHBIC U ITIaCCHUBHBIC

JJOKAJIbHBIC

MEXKCETCBBIC

CUHXPOHHBIC

g o o

10.YTUAHUTBI CKPBITOTO YIPABJICHUS MO3BOJISIOT ...
a. MEepPEeMMEHOBBIBATH (DANIIBI U UX PACILIUPEHUS

0. BBOJUTH HOBYIO HH(OPMAIIUIO

B. Ilepe3arpy’arb KOMIbIOTED

© PI'YTHUC



SrE0XEg DEIEPAJIBHOE TOCYIAPCTBEHHOE BIOI’)KETHOE OBPA30OBATEJIbBHOE CMK
R VLIPIE)KHEHVIE BBICIIIETO OBPA3OPIAHV[$I PIyTHUC
«POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
N TYPU3MA VI CEPBVICA»
Aucm 20

BJIOK YETBEPTBIN
«3amuma cemeﬁ U KAHA/106)
4-}1 KOHMpOJZbHaﬂ mouka. BI/II[ KOHTpOJIbHOFO 3a1aHusd - TeCTI/Ip0BaHI/Ie.

1. Beigensior ... ypoBeHb cTeka nmpotokosioB TCP/IP
a) GU3UICCKUI
0) KaHAJTbHBIN
B) cereBoii (internet)
') CCaHCOBBIN

2. Hambonee gyacThlil citydaii HapymieHus 0e30MmacHOCTH MH(POPMAIIMOHHOM CHCTe-
MBI — ...
a) aTaKu U3BHE
0) OOMKEHHBIE COTPYIHUKHU
B) OIIMOKM MepcoHasa
') KOMIIIOTEPHBIE BUPYCHI

3. ABTOpH3aNMs — 3TO MPOIIEAYPa MPEIOCTABICHUSI CYOBEKTY ...
a) OIpe/IeNIEHHBIX MOJHOMOYMI 1 PECypCOB B JAaHHOM cUCTEME
0) omnpeaeIeHHOTO UIeHTU(UKATOpA
B) ONIPEICICHHOMN KITI0OUEBOM mapbl

4. AyreHTu(ukanus — 3T0 IpoLeaypa MPOBEPKH ...
a) MOJUTMHHOCTY 3asIBJICHHOTO MOJIh30BaTeIs, POIlecca Uil YCTPOUCTBa
0) moap30BaTENs 1O €r0 UASHTU(PUKATOPY
B) TI0JIb30BATEJISI 110 €r0 UMEH

5. HesepHo, uto k potokomny IP oTHOCcHTCS Takas GyHKIMS, KaK ...
a) pparmMeHTanus
0) MapIIpyTH3aus
B) IOCTOBEPHOCTH NEpeaaun

6. CpencrBa TeIEKOMMYHUKAIIHH — ATO ...
a) COBOKYITHOCTh CPEJICTB CBsI3U, 00€CTICUNBAIOIINX TIepeaady NaHHbIX MexX1y OBM u
UH(OPMAITMOHHBIMUA CHCTEMaMH, YIAJICHHBIMU APYT OT APyTra Ha 3HAYUTEIbHBIE pac-
CTOSIHHUS;
0) KOMIUIEKC TEXHUYECKUX CPEJICTB Mepeaaun nupopmauu
B) MPOBOJIHOE, ONITHKO-BOJIOKOHHOE U OECIIPOBOTHOE COSTMHEHNE OOBEKTOB
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Sreoss DENEPAJIBHOE TOCYOAPCTBEHHOE BIOI’)KETHOE OBPA30OBATEJIbHOE CMK
R VLIPIE)KHEHVIE BBICIIIETO OBPA3OPIAHV[$I PIyTHUC
«POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
N TYPU3MA VI CEPBVICA»
Aucm 21
7. HeBepHO, qTo I[O63BJ'I$I€TC§I |P'38IOJ'IOBOK K IIaKCTy IIPOTOKOJA ... U3 CTCKaA
TCP/IP
a) ICMP
6) DHCP
B) ARP

8. K cpenctBam TeXHMUYECKOH 3aIUTHI HHPOPMAIIH OTHOCATCS ...
a) arrmapaTHbIe ¥ IPOrPAMMHBIE CPEJICTBA 3AILUTHI
0) TEeXHUYECKUE CPEJCTBA, MpEIHAa3HAUYCHHbIE JJI1 MPENOTBPAIICHUs YTeUKU UH(DOP-
MalKU [0 OJJHOMY WJIM HECKOJIbKUM TEXHUYECKUM KaHaJlaMm
B) MEXCETEBBIE SKPaHbI

9. HeBepHO, 4ToO ... ABJECTCA COCTOAHUCM COCAMHCHUA I10 ITIPOTOKOIY TCP
a) LISTEN
6) SYN-SENT
B) WAIT
r) LAST-ACK

10.Cnyx60it TELNET 06b19H0 ucmionb3yercs mopt Ne ...
a) 20
0) 21
B) 22
r) 23

BJIOK ITATHIM 3anmTa KIMEHTCKUX ONEepPalMOHHBIX CUCTEM»
1 u 2 konmponvusie mouxa: Bum KOHTPOIBHOTO 3a7aHUs - TECTUPOBAHUE.

11.0Onepanmonnas cucrema HU(PPOBOK BEIYUCIUTEIBLHON CUCTEMBI ITPeIHA3HAYCHA
JUIsT OOECIIEUeHUS . ..

a. OmpeaeIeHHOro YpoBHs 3 (HEKTUBHOCTH ITU(POBON BEIYUCIUTEILHON CUCTEMBI
3a CYEeT aBTOMAaTU3UPOBAHHOTO YIIPABJICHHUS €€ padoTOl U MPEeI0CTaBISIEMOTO
MOJIB30BATENSIM HAabopa yciayr

0. ymoOHOI paboThl MOIB30BATEIS

B. COBMEILEHUS Pa3InYHbIX HHTEPPeEiicoB

12.CoBpeMenHnyto opranuzaiuio BM npennoxur ...
a. Hopbept Bunep

0. lxoH ¢on Heliman

B. Yapinb3 bebOuK
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SrE0XEg DEIEPAJIBHOE TOCYIAPCTBEHHOE BIOI’)KETHOE OBPA30OBATEJIbBHOE CMK
R VLIPIE)KHEHVIE BBICIIIETO OBPA3OPIAHV[$I PIyTHUC
«POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
N TYPU3MA VI CEPBVICA»
Aucm 22

13.B cucremHoe nporpaMmMHoOe 00eCTieUeHUE BXOJIAT ...
a. SI3BIKU TIPOTPAMMHUPOBAHUS

0. omepamMoHHBIC CUCTEMBI

B. TpaduiecKre peaaKTOpbI

I. KOMIIBIOTEPHBIE UTPBHI

1. TEKCTOBBIC PEIAKTOPHI

14. Ananu3 puCKOB BKJIIOYAET B ceO4 ...
a. HaOOp a/JIeKBAaTHBIX KOHTPMEP, OCYIIECTBIISIEMbIN B XO/I€ YIPABICHUS pUCKaMU
0. aHanu3 NpUYMHEHHUs yiiepOa U BeITUUUHbI yiiepoa, HaHocuMoro pecypcam UC
B CJIy4ae OCYLIECTBJIEHHS yTPO3bl OE30MIACHOCTH
B. BBIABJICHUE CYIIECTBYIOIIMX PUCKOB U OLICHKY MX BEJINYUHBI
r. Meponpusarus o oocnenaosanuto 6ezonacHoctu MC ¢ nenpto onpenenenus Toro,
KAaKHe PECYPChI U OT KaKMX yTrpo3 HAJ0 3allHIIATh, @ TAKXKE B KAKOU CTEIICHH
T€ WIM UHBIE PECYPCHI HYKIAKOTCS B 3alLNATE

15.Uudopmarus — 310 ...

a. CBEJICHMSI O JIMLAX, IpeIMeTax, (pakTax, COOBITUSX, SIBIICHUSIX U IpoLeccax He-
3aBUCUMO OT (hOPMBI UX MPEACTABICHUS

0. COBOKYMHOCTb 3HaHWI, HAKOIJICHHAS YEJI0BEYECTBOM

B. COBOKYMHOCTb NPUHIMIIOB, METOJIOB U (hOpM yIpaBiICHUS

I. COBOKYIHOCTH pe(deKCHil MeXIy HJieel U MaTeprell Ha MaKpO- U MUKPOYpPOB-
HSIX

16.Uudopmarmonnas cdepa — 310 ...

a. COBOKYITHOCTb BCEX HAKOILJICHHBIX (DaKTOPOB B MH(MOPMAITMOHHOMN JESATEIHHO-
CTH JIIOAEU

0. cdepa IeITEIbHOCTH Y€IOBEKO-MAITMHHOTO KOMITJIEKCA B MPOIIECCE MPOU3BO/I-
cTBa uH(MOpPMAIU

B. COBOKYMHOCTHh HH(OpPMAIIUU U CyOBEKTOB, OCYIIECTBISIONINX cOOp, hOpMHPO-
BaHME, PACIPOCTPAHEHUE U UCTIOIb30BaHNE HHPOPMAIIUU

I. CBEJICHUS O JINIAX, IpeaMeTax, pakTax, COOBITHIX, SBIICHUSX U TPOIleccax He-
3aBUCUMO OT ()OPMBI UX MPEIACTABICHUS

1. chepa, B KOTOpOH IPOU3BOJAUTCS U pacipocTpaHseTcs nHpopmaus

17.HeBepHo, UTO ... OTHOCST K HICTOUHHKAM yrpo3 HH()OPMaIIMOHHON 0e30macHo-
CTH

a. 4eoBeUeCKuil pakTop

0. mpaBoBbI€ acnekThl pyHKIHOHUpOoBaHus NC

B. CTHXHUIHBIE O€/ICTBUA
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I. anmnapaTHbie cOou
J. OIMOKHU MpoeKTUpoBaHus U pazpadborku MC

18.Cucrema 3amuthl ”HGOPMAIIUKA — 3TO ...

a. KOMIUICKCHAsI COBOKYITHOCTh IIPOIPaMMHO-TEXHUYCCKUX CPEJCTB, 00eCIIeun-
BAOIIMX 3aIIUTy HHPOPMAIIUH

0. COBOKYITHOCTH OPTaHOB W/WJIM MCTIOJHUTENCH, a TAK)KE UCIIOIb3yeMasi UMU TEX-
HUKa 3aIUThl HH)OPMAITIH

B. 00yacTh HH()OPMAITMOHHBIX TEXHOJIOTUI

I. pa3paboTKa CTpaTeTuy 3alluThl OM3HECA KOMIIaHUH

19.TTonp30BaTens (MOTpeduTeNs) HHGOPMAITIH — ITO ...

a. pupma — pazpaboTUHK TPOrPaMMHOTO MPOAYKTa, KOTOpasi 3aHUMAETCSI €€ TUCT-
puObIOLIHEH

0. TOJIb30BaTElb, UCIIOJB3YIOIINI COBOKYITHOCTh MTPOTPAMMHO-TEXHUYECKUX
CpEICTB

B. CYOBEKT, OJB3YIOMIMICS HH(pOpMaIKeil B COOTBETCTBUU C PETJIAMEHTOM JI0C-
Tyna

r. Biajenel GUpMbI WA NPEITPUITUSL

1. BCE CITy’KaIllie MPEANPUATHS

20.ITpaBo noctyna k HHPOPMAIUH — ITO ...

a. COBOKYITHOCTh MPaBUJI JIOCTYyIa K HHPOpMAIIUK, YCTAHOBICHHBIX MPABOBBIMU
JIOKYMEHTaMH UJIU COOCTBEHHUKOM JIMOO BJaJeNIblleM UHPOpPMaIIUU

0. COBOKYIHOCTH MPaBUJI, PETIIAMEHTUPYIOIIUX MOPSIIOK U YCJIOBUS JOCTYyIA CyOh-
eKTa K HHpOpMAIIUHM U €€ HOCUTEIISIM

B. BO3MOJKHOCTbH J0CTyIIa K HH(pOpMaIiu, He HapylIaromas yCTaHOBJICHHBIC TIpa-

BHJIA pa3rpaHUYCHUS JOCTYyTa

HapyIlIeHUE YCTAHOBJIEHHBIX MPAaBUJI pPa3rpaHUUYEHUS JOCTyNa

1. JIUIO0 WA TPOLECC, OCYIIECTBISIONIME HECAHKIIMOHUPOBAHHOIO I0CTYTA K
uHpopManmu

=

Baok mecroii «3ammTa reonHPOPMALIMOHHBIX CETEH»
3 u 4 xoumponvHvle mouka: BuJ KOHTPOJIBHOTO 33/I1aHUSI - TECTUPOBAHUE.

1.CaHKIIMOHUPOBAHHBIN JOCTYN K HH(DOPMAITUU — 3TO ...
a. COBOKYITHOCTH MPABUJI IOCTyTa K MHPOPMAIINH, YCTAHOBJICHHBIX MTPABOBHIMH
JOKYMEHTaMH WJIH COOCTBEHHUKOM JINOO BiIaaesbIieM HHHOpMAITNu

© PI'YTHUC



oo OEJEPAJIbBHOE TOCYOJAPCTBEHHOE BIO/JIKETHOE OBPA3OBATE/IBHOE CMK
YYPEXIEHME BBICIIETO OBPA30BAHVIA PIyTUC

«POCCUVUCKUW TOCYTAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA 1 CEPBVICA»

PrYTHC Aucm 24

0. COBOKYITHOCTb IPaBHJI, PETJIAMEHTUPYIOIIUX MOPSAIOK U YCIOBHSI JOCTYMA CyOb-
eKTa K MH(popMaluy U ee HOCUTEIIM

B. JIOCTYI K MH(OpMaIMY, He HapyIIAIOINi yCTaHOBJICHHbIE MPaBUjla pa3rpaHu-

YEeHUS JOCTyIa

HapylIeHHE YCTAaHOBJICHHBIX IIPABUII pa3TpaHUUuEHUs JOCTYIIa

. JIAILIO WJIH MPOIECC, OCYIIECTBIAIONNE HECAHKIITMOHUPOBAHHOTO IOCTYIIA K
uH(pOpMaIIH

=

2.HecankunoHupoBaHHBIN JOCTYI K HH(OpMALIUU — 3TO ...

a. COBOKYITHOCTh MPAaBUJI JIOCTYyIa K HHPOpMAIIUH, YCTAHOBICHHBIX MPABOBBIMU
JIOKYMEHTaMH UM COOCTBEHHUKOM JIMOO BiaJeNiblleM HHPOpMaIuu

0. COBOKYIHOCTh MPaBUJI, PETIIAMEHTUPYIOIIUX MOPSIIOK U YCJIOBUS JOCTyNa CyOh-
eKTa K HHpOpMAaIlUHM U €€ HOCUTEIISIM

B. JIOCTYII K MH(OpMAaIINK, HE HapYIIAIOIINK yCTaHOBJICHHBIE ITpaBUia pa3rpaHu-
YEHMS TOCTYIIa, KOTOPBIE CIYXKAT JIJId perJIaMEeHTAIlUM MpaBa JOCTyNa K KOM-
MMOHEHTAM CHUCTEMBI

I. HapyLICHHE YCTAHOBJICHHBIX MPaBUJI pa3TrpaHUYCHUS JOCTYyNa

JI. JIMLIO WJIA TPOIIECC, OCYIIECTBIISAIONIME HECAHKIIMOHUPOBAHHBIN TOCTYN K UH-

dbopmaruu

3.Unentuduxanus cyobekTa — 3710 ...

MpoIeaypa pacro3HaBaHus CyObeKTa Mo ero uaeHTuGuKaTopy
MPOBEPKA MOJJIMHHOCTU CYOBEKTA C JAHHBIM UICHTU(HUKATOPOM
YCTaHOBJICHHE TOTO, SIBJSICTCS JIU CYOBEKT UMEHHO TEM, KEM OH ce0sl 00 bSIBUIT
npoleaypa NpeaoCTaBICHUsI 3aKOHHOMY CYOBEKTY COOTBETCTBYIOIIUX TOJIHO-
MOYHM U TOCTYIHBIX PECYPCOB CUCTEMBI
Jl. YCTaHOBJICHUE JIMII U TIPOIECCOB, OCYIIECTBIISIIOIINX HECAaHKIIMOHUPOBaH-

HBIN JOCTYI K HH(popMaIuu

Jr o

4.AyteHTuduranus cyobekTa — 3710 ...

MpoIIeTypa pacro3HaBaHUs CyObEKTa MO €ro UACHTU(PUKATOPY
MPOBEpKa MOJIMHHOCTH CYObEKTa C TAaHHBIM UACHTHU(PUKATOPOM
YCTaHOBJIEHUE TOTO, SABJISIETCS JIU CYOBEKT UMEHHO TEM, KEM OH ce0sl 00BSIBIII
npoiieaypa npeaocTaBICHUsI 3aKOHHOMY CYOBEKTY COOTBETCTBYIOIIUX MOJHO-
MOYHH U IOCTYITHBIX PECYPCOB CHCTEMBI
JI. YCTaHOBJICHHE JIUI] UM MPOIIECCOB, OCYIIECTBIISIIONINX HECAHKIIMOHUPOBAH-

HBIN T0CTYI K HHGOpMAIUn

Jr o

5.ABTOpHU3aNMs CyObEKTa — 3TO ...
a. IMpouLeaypa pacro3HaBaHUs CyObEKTa MO €ro UIeHTHU(GUKATOpy
0. mpoBepKa MOAJMHHOCTU CyOBEKTa C TaHHBIM UACHTH(PUKATOPOM
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B. YCTAHOBIIEHHUE TOTO, SIBJISETCS JIU CYOBEKT UMEHHO TeM, KEM OH ce0sl 00BSIBUII

. Tpolieypa NPeA0CTaBICHUS 3aKOHHOMY CYOBEKTY COOTBETCTBYIOIIUX MOJTHO-
MOYMI U TOCTYITHBIX PECYPCOB CUCTEMBI

JI. YCTAHOBJICHUE JIUI] UM MPOIECCOB, OCYIIECTBIISIONUX HECAHKIIMOHUPOBAH-
HBII A0CTYI K HH(GOpMaIUu

6.HeBepHo, 4TO ... JOHKHBI OBITH TOCTYITHB B HOPMAJILHON pabOTe MOJb-
30BaTeIs

CUCTEMHBIC YTHUIUTHI U CHCTEMHBIE PEIaKTOPBI

CpeICTBa 3aIUThl, CHCTEMHBIC YTHUIIUTHI

CpeACTBa pa3pabOTKH, YTUIUTHI

CpEeICTBA 3aIUTHI

Jw o

7.ITo cyiecTByIOIUM MpaBUiiaM pa3padaTbiBaTh, MPOU3BOAUTH 3AIUTHI
uH(OPMAITUU MOXKET TOJIBKO MPEAIPUITHE, UMEIOIIEE ...

JTUTEH3UIO

cepTudukar

HaYaJbHBIA KaluTaT

aAKKpeIUTAIINIO

g% o

8.B crangapTHOIi moMMTHKE OE30MMaCHOCTH YCTAHOBKA MPOTPAMMHBIX MTPO-
JYKTOB HEMOCPEJICTBEHHO MOJIb30BaTENIeM KOPIIOPATUBHOM paboyeli cTaH-
1N ...

paspelnieHa

paspenieHa, 3a UICKJIIOUYEHUEM KOMITbIOTEPHBIX UTP

paspenieHa, Ho TOJIbKO ¢ yCTHOrO coryiacusi corpyanuka UT-ornena

3amnpenieHa

g% o

9.ITox moctymHOCTHIO HHGOPMAIIMH TIOHUMACTCA . ..
a. BO3MOXKHOCTbH 32 MPUEMIIEMOE BPEMsI TIOTYUUTh TpeOyeMyto HH(POPMAITUOHHYIO
YCIIyTy
0. aKTyalbHOCTh U HEMPOTHUBOPEUYUBOCTHh MH(POPMAINH, €€ 3alTUIIICHHOCTh OT pa3-
PYIICHUS ¥ HECAHKITMOHMPOBAHHOTO U3MCHCHUS
B. 3allWTa OT HECAaHKIIMOHUPOBAHHOTO JIOCTYyMa K HH(OPMAITHH

10.Hapymenue yciaoBuil, NpeyCMOTPEHHBIX JUIEH3UENW Ha OCYLIECTBICHUE
NEATEeIIbBHOCTH B 00JIaCTH 3alIUThl HHGOpMAaIIUU (32 UCKIIIOUeHUEM UHPOP-
MalllH, COCTABJISIONICH TOCYyIapCTBEHHYIO TalHY) ...

a. BJIEYET BO BCEX CIIy4asiX YrOJOBHYIO OTBETCTBEHHOCTh

BJICYET TOJBKO HAJIOKEHUE aJIMUHUCTPATUBHOTO mTpada

B. HE BJICYET 32 COOOM YroJIOBHOW OTBETCTBEHHOCTHU

5
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r'. BJICYCT YT'OJIOBHYIO OTBCTCTBCHHOCTHb H HAJIOKCHHUC AAMHUHHUCTPATUBHOI'O IITpAa-

ba
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TecTnl Kk 3a4eTy (2 ceMecTp)
11.JIns oTpaBKM MIMPOKOBEHIATENBHBIX COOOIICHUN B JIAHHBIM CETEBOM CErMEHT
UCIIOIB3YETCs alIpec ...
a. 192.32.64.255
0. 255.255.255.255
B. 255.255.255.0
r. 0.0.0.0

12.Cetb ¢ agpecom 190.25.32.0 npuHAIJIEKUT K KIACCy ...
a. A
0. B
B. C

13.Komanna npotokosia SMTP, xoTopast CIIyuT I YKa3aHUS ajpeca Mojryqare-
JISI COOOIICHUS, — ...

a. HELO

6. RCPTTO

B. SEND

r. POST

14.HeBepHo, uTo aapec ... sBisgeTcs KoppekTHIM MAC-anpecom
a. 00457FEBT777
0. FFFFFFFFFFFF
B. FE6794C76890

15.1TpoToko ... peanusyeT KpunTorpahuyecKyro 3alluTy Ha KaHAJIbHOM YPOBHE
a. SSL

6. SSH

B. TCP

r. PPTP

16.ITone 3aronoBka IP-matarpaMMbl, KOTOpOE MOKAa3bIBAET KOJIUUYECTBO MPEOI0JIe-
BAE€MBIX MapLIPyTHU3aTOPOB, — ...

a. ldentification

0. Flags

B. IHL

r. Time to Live

17.Coobmienue «...» oTHocuTcs K mpotokoiry ICMP
a. Network unreachable

6. RCVD WILL STATUS

B. Transfer complete
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r. PORT command successful

18.I1akeT ¢ yCcTaHOBIIEHHBIM (DJIATOM ... B 3ar0JIOBKE MEPBBIM IMOCHUIAECTCS TIPU YC-
TaHOBJICHUU CBs3H 1O mpoTtokoiry TCP

a. SYN

6. FYN

B. ACK

19.0nun u3 ypoBHeit creka npotokonoB TCP/IP — ...
a. (uznyeckuit
0. KaHaJILHBIN
B. TpaHCHOPTHBIH (transport)
I. CEaHCOBBIU

20. ABTOpH3aNMs — 3TO MPOIIEAYPa MPEIOCTABICHHUSI CYOBEKTY ...
a. OIpPEACIICHHBIX MMOJHOMOYHI M PECYpPCOB B TAHHON CHCTEME
0. oIpeaeNIeHHoro naeHTU(UKaTOpa

B. OIPEACIECHHOMN KIFOUYEBOU Mapbl

21.Haubonee yacThiii ciay4yait HapyiieHUs 0€30MacHOCTH MHGOPMAIIMOHHON CHC-
TEMBI — 37O ...

a. aTakd U3BHE
0. OOMXKEHHBIE COTPYIHUKH
B. OIIMOKHU MepcoHasa
T. BUPYCHI

22.AyTteHnTruduKaIms — 3To Iporeaypa MPOBEPKH ...
a. TOJJIMHHOCTU 3asBJIEHHOTO MOJIb30BATENs, MPOIecca WM YCTPOiicTBa
0. MoJb30BaTENs MO €ro UACHTU(UKATOPY

B. TIIOJIB30BaTCIA 110 €0 UMCHU

23.S/Key — 3T0 pOTOKOJ ayTeHTU()HUKAIIMN Ha OCHOBE ...
a. MHOTOpAa30BbIX ITAPOJIEN
PIN-kona
B. OJHOPA30BBbIX NApOJIEH

o

24. HeBepHo, uto k ipotokoiy |IP otHocuTes Takast pyHKIMS, Kax ...
a. (parMeHTanus
MapuipyTH3alus
B. JIOCTOBEPHOCTb IIEpeaun

o
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o ®

a

25.J171 3aIUTHI OT MPOCTYIITUBAHUS TpaduKa MPH MOMOIIX CETEBOTO aHAIM3aTOPA
MOJKET UCTIOIB30BAThCH ...

bunbTpanus Tpadpuka

mudpoBaHue nepeaaBacMoit HGOpMaIUu

JIOTIOJTHUTEIbHAS Ay TCHTH(PUKAIUS

26.CeTteBoii amanrtep, pabOTAIOMNINI B CEJICKTUBHOM PEKHUME, UTHOPUPYET ...
¢bpeiiMbl, He coIeprKalie B MOJE «aJpec MOoIydaTems aapec JaHHOTO y3a
HIMPOKOBEIATEIbHbIE (PPEMBbI

¢bpeiiMbl, He coIeprKalUe B TIOJIE «aJApec MOIydaTels» aapec JaHHOTO y3ia, U
HIMPOKOBEIATEIbHbIE (PpEMbI

27.YT00BI yCUIUTH 3aIIUTY OCCITPOBOJTHOM CETH, CISAYET ...
a. M3MEHMTH 3aBojcKoi SSID

0. TIOBBICUTH YPOBEHbB CIIOKHOCTHU IapOJIeh MOJIb30BaTEICH
B. 3alIUTUTH MPOTOKOIT SSNP

28.Tpaduk Mexay KIMEHTaMH M CEpBEpaMU BO BHYTPEHHEH CETH JIydIlle BCEro
3aIMIIATh TP TTOMOIIIH ...

a. SAP

6. SSL

B. TPC

29.MapuipyTsl TUTIA «...» IPOCMATPUBAIOTCA B TAOIHUIIE B TIEPBYIO OUepelb
MapIIpyTU3aLus

MapupyT K CETH

MapLIpyT MO YMOJTYAHUIO

MapuIpyT K Y31y

g% o

30.YmpaBneHnue 10CTYIIOM — 3TO ...

a. 3aluTa IepcoHaIa U pecypcoB

0. pearnpoBaHUE Ha MOIBITKA HECAHKITMOHUPOBAHHOTO JOCTYIIa

B. CIOCOO 3amTUThl HHGOPMAIIMH ITyTEM PEryJIUPOBAHUS HCIIOIL30BaHUS PECYPCOB
(TOKYMEHTOB, TEXHHUECKHX W TTPOTrPAMMHBIX CPEJICTB, dJICMEHTOB 0a3 TaHHBIX )

31.Peakuus OC Windows na FIN-ckanupoBaH#e B cilydae 3aKpbITOTO MOPTa — ...
a. mocbUIKa nakera ¢ pnaramu RST+ACK

0. MoslyaHue

B. mochuika nakera ¢ ¢piaramu SYN+ACK

32.Komanna ... sBisieTcss KoMaH0i nmpoTtokoja FTP
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a. RNTO
6. DIR

B. LS
r. GET

33.MapuipyT ... IpoCMaTpUBAETCs B TAOJIUIE MapIIPYTU3AI[MU B TIEPBYIO OUEPE/Ih

a. K CeTH
0. MO YMOJIYaHUIO
B. K y31Iy

34.HeBepHO, 4TO... ABISIETCS XapaKTepucTukou mporokora UDP

a. HaJIMJHE B 3arojioBke mojist «KoHTpobHas cyMMay
0. paborta 0e3 yCTaHOBJICHHUS COSTUHCHHS
B. TCXHHKA IIJIaBAIOIIET0 OKHA

35.Habop mnaHHBIX, MO3BOJSAIOMIMM TMOCTAaBUTh OTKPBITHIM KIOU C OOBEKTOM,

HUMCIOIIINM COOTBCTCTBYI-OHII/If/'I BaKpBITBIﬁ KJIIO4Y, HOCUT HAa3BaAHUC «...»

a. MOJYJIb JIOCTyTIa
0. mudpooii cepTuduxat
B. KOHCTPYKTHUBHBIH CepTH(PHUKAT

36.Koraa monp3oBaTes BXOAUT B JIOMEH, BBOAS PEKBU3UTHI CBOSH YUETHOM 3aITu-

CH, TIPOUCXOJIUT ...
a. uaeHTUUKaIus
0. ayreHTUPUKaLUS
B. TEPMHUHAIM3ALMS

37. 111 eHTpaTu30BaHHON ayTeHTU(UKAIIMHA MOKHO HCIIONH30BATh ...

a. RADIUS
0. RETAIL
B. CONNECT

38.Bo3MorkHa aTaka ... Ha DNS
a. footprinting
IP spoofing
B. fishing

o

39.1P-3aroyioBok He 100aBJISIETCS K MaKeTy mpoTokoia ... u3 creka TCP/IP

a. ICMP
6. DHCP
B. ARP
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40.HeBepHo, 4TO ... ABJISETCS COCTOSTHUEM cOeTMHEeHHUs 110 poTokoiny TCP
a. LISTEN

0. SYN-SENT

B. WAIT

r. LAST-ACK

41.BpIIensioT ... ypoBeHb cTeka npotokoaoB TCP/IP
a) pusnueckuii
0) KaHAJTbHBIN
B) cerenoii (internet)
') CCaHCOBBIN

42.Hanbonee yacThlii cmydail HapylieHUs 0€30MacHOCTH MH()OPMAIIMOHHONW CHC-
TEMBI — ...
a) aTaKu U3BHE
0) OOM>KEHHBIE COTPYIHUKHU
B) OIITMOKH IepCoHaja
') KOMITBIOTEPHBIE BUPYCHI

43.ABTOpU3AIMS — ATO MPOIEAYypa MPEIOCTABICHUS CYyOBEKTY ...
a) OIpe/IeNIEHHBIX MOJHOMOYMI 1 PECypCOB B JAaHHOM cUCTEME
0) ornpeeIeHHOTO UIeHTU(UKATOpA
B) ONIPEICIICHHOM KITI0OUEBOM Mapbl

44.AyrenTudukanus — 3T0 IpoLeaypa MPOBEPKH ...
a) TMOJUTMHHOCTH 3asBJICHHOTO TOJIL30BaTENIs, TIPOIIecca U YCTPOMCTBA
0) moaB30BaTENs 1O €r0 UASHTU(PUKATOPY
B) TI0JIb30BATEJISI 110 €r0 UMEH

45.HeBepHo, 4TO K MpoTokoiy |P oTHOCHTCS Takas yHKITHS, KaK ...
a) pparmMeHTanus
0) MapIIpyTH3aIus
B) JOCTOBEPHOCTh NIEpPEeaaun

46.CpenctBa TEIIEKOMMYHUKAITUU — 3TO ...
a) COBOKYITHOCTh CPE/CTB CBsI3U, 00ECIEUNBAIOIINX Nepeaavy JaHHBIX MexXay OBM u
UH(GOPMAIIMOHHBIMU CUCTEMaMH, YJAICHHBIMH JIPYT OT Jpyra Ha 3HAUYUTEIbHbBIE pac-
CTOSIHUS;
0) KOMIUIEKC TEXHHUECKUX CPEJCTB Mepeaadu HHPOpMaIUH
B) MPOBOJIHOE, ONTHKO-BOJIOKOHHOE U OECTIPOBOIHOE COEIMHEHNE OOBEKTOB
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47.HeBepHo, uto goOaBisercsi |P-3aronoBok Kk makeTy IpOTOKOJIA ... U3 CTEKa
TCP/IP
a) ICMP
6) DHCP
B) ARP

48.K cpeacTBaM TEXHHUECKOH 3aIUTHI HHPOPMAIIMH OTHOCATCS ...
a) arrmapaTHbIe ¥ IPOrPAMMHBIE CPEJICTBA 3AILUTHI
0) TEeXHUYECKUE CPEJCTBA, NMpEIHAa3HAYECHHbIE JJI1 MPEIOTBpAIlEHUs YTeUKd MHDOP-
MalKU [0 OJJHOMY WJIM HECKOJIbKUM TEXHUYECKUM KaHaJlaMm
B) MEXCETEBBIE SKPaHbI

49.HeBepHo, YTO ... ABJIAETCS COCTOSTHUEM COeIMHEHHUs 110 TTpoTokory TCP
a) LISTEN
0) SYN-SENT
B) WAIT
r) LAST-ACK

50.Cayx060ti TELNET 06b14H0 Hcmonas3yercs mopt Ne ...
a) 20
0) 21
B) 22
r) 23

21.0OnepannonHas cucteMa UG poBOil BEIYUCIUTEIBHON CHCTEMBI PEAHa3HauYeHa
JUIsT 0O0ECIIEYEHUS . ..

a. ONpENeNICHHOTO YPOBHA (P PEKTUBHOCTU ITU(DPOBOI BRIUUCIUTEIBHON CUCTEMBI
3a CYeT aBTOMATU3MPOBAHHOTO YIIPaBJICHUS €€ paboTOl U MPEeI0CTaBISIEMOTO
M0JIb30BaTeNsIM Habopa yciayr

0. ymoOHOI paboThl MOIB30BATEIS

B. COBMEILEHUS Pa3InYHbIX HUHTEP(eEiicoB

22.CoBpeMeHHYI0 opranu3aiiio DBM npeaioxmu ...
a. HopOept Bunep

6. JIxon ¢on Heitman

B. Yapnn3 beboumx

23.B cuctemHoe nporpaMMHOE 00ecrieYeHUe BXOJIAT ...
a. SA3BIKM IPOTrPAMMMPOBAHMUS

0. omepanuOHHBIE CUCTEMBbI

B. rpaduyecKkue peaakTopbl
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I'. KOMIIBIOTCPHBIC UTPBI
. TCKCTOBBIC PCAAKTOPLI

24.Ananu3 pucKOB BKJIIOYAET B ¢eO4 ...
a. HaOOp aJleKBaTHBIX KOHTPMEP, OCYIIECTBIISIEMBIN B XOJI€ YIIPABJICHUS PUCKAMHU
0. aHanu3 NpUYMHEHUs yiiepOa u BeTUUYUHbI yiiepoa, HaHocuMoro pecypcam UC
B CJIy4ae OCYLIECTBJICHUS YTPO3bl OE30MACHOCTH
B. BBISIBJICHHE CYIIECTBYIOIINX PUCKOB U OTICHKY WX BETMYUHBI
r. MepomnpusTus 1o oocnenoBannio 6e3onacHoctu MC ¢ nienpio onpeneiaeHus Toro,
KaKHe PECYPChI U OT KaKMX yTrpo3 HAJO 3aIIHIIATh, a TAKXKE B KAKOW CTCTICHH
T€ WM WHBIC PECYPCHI HYKTAIOTCS B 3AIIIUTE

25.Uudopmarnus — 3710 ...

a. CBEJICHUS O JIMIIAX, IpeIMeTax, (pakTax, COOBITHIX, SIBIICHUAX U Tpolleccax He-
3aBUCUMO OT (DOPMBI UX MPE/ICTABICHUS

0. COBOKYIHOCTb 3HAHMI, HAKOTIJIEHHAS Y€JI0BEUYE€CTBOM

B. COBOKYMHOCTbH IPUHIIUIIOB, METOJIOB U (hOPM yIIpaBICHUS

I. COBOKYMHOCTH pedeKCcHil MeXTy HJIeei U MaTepuel Ha MaKpo- U MUKPOYpPOB-
HSIX

26.Undopmanmonnas chepa — 370 ...

a. COBOKYIMHOCTbH BCEX HAKOILJICHHBIX (DAKTOPOB B MH(DPOPMAIIMOHHOM JeSTEIbHO-
CTHU II0JICH

0. cdepa IesITebHOCTH YeJI0BEKO-MAIIMHHOTO KOMILJIEKCA B MPOIIECCEe MPOU3BO/I-
cTBa UH(poOpMaIu

B. COBOKYIHOCTb MH(OPMALIUU U CYOBEKTOB, OCYLIECTBIIAIOMUX cO0p, GOpMHUPO-
BaHUE, paCIpPOCTPaHEHUE U UCII0JIb30BaHNE HH(POPMaLUU

I. CBEACHHMS O JIMIAX, IpeaMeTax, (hakrax, COOBITUSX, SBICHUSIX U IpoLeccax He-
3aBHCHUMO OT ()OPMBI X MPECTABICHUS

1. cdepa, B KOTOPOM MPOU3BOIUTCS U paCHpOCTPaHAETCs HHPOpMAIU

27.HeBepHO, 4TO ... OTHOCAT K UCTOYHUKAM yTp03 HH)OPMAITMOHHON O€30MacHO-
CTH
. yenoBevyecKkui (hakTop
paBOBBIC acreKThl pyHkIMoHHpoBanus C
CTUXUIHEIE OEICTBUSA
anmnaparHble coou
OIIUOKH MpoeKTUpoBaHus U pa3padotku UC

HO® Qv

28.Cucrema 3amuThl “HQOpPMAIUU — 3TO ...
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KOMILJIEKCHAsI COBOKYITHOCTh IIPOrPAMMHO-TEXHUYECKUX CPEJICTB, 00ecreyn-
BAIOIIMX 3aIIUTY UH(POPMALIUU

COBOKYIMHOCTb OPTaHOB W/WJTU UCTIOJHUTENEH, a TaAK)Ke UCTIOIb3yeMasi UMHU TeX-
HUKa 32U Thl HH(OPMALIIH

00nacTh HHGHOPMAITMOHHBIX TEXHOIOT U

pa3paboTKa CTpaTEeruu 3aluThl OM3HECa KOMIIaHUH

29.1Tonw30Batens (MOTpedUTENh) HHPOPMAITUN — 3TO ...

a.

0.

I.
.

dbupMa — pazpabOTUUK TPOTPAMMHOTO ITPOJIYKTA, KOTOpasi 3aHUMAETCS €€ TUCT-
puObIOIUEH

M0JIb30BaTEb, UCIIOJIb3YIOUIUNA COBOKYITHOCTh TPOTPAMMHO-TEXHUUECKUX
CPEICTB

CYOBEKT, MONB3YIOIIUKCSI nHpOopMaIie B COOTBETCTBUU C PETIIaMEHTOM J0C-
TyIa

BJIaesel] (GUPMBI WU TIPEAIPUATHS

BCE CIIY’KaIlUE MPEINPUITUS

30.IIpaBo goctyna kK uHGOpMAIUU — ITO ...

a.

0.

COBOKYITHOCTb ITPABMII IOCTYIA K HH(POpMAIMU, YCTAaHOBJIECHHBIX ITPABOBBIMU
JIOKYMEHTaMH UJIU COOCTBEHHUKOM JIMOO BJIaJeNIbIleM UHPOpPMaIIUU
COBOKYITHOCTb MPABWJI, PETIIAMEHTUPYIOIIUX MOPSIIOK U YCIOBUS JOCTyNa CyOh-
€KTa K MHPOpMaIlUU U €€ HOCUTEISIM

BO3MO>KHOCTbB JIOCTyNa K HH(OpMAIUY, HE HapyIlIarolas YCTaHOBJICHHBIC Mpa-
BIJIA pa3rpaHUuCHUs JOCTYyMa

HapyIIEHUE YCTAHOBJIICHHBIX MPaBUJ pa3rpaHUYEHUS JOCTyMa

A. JIUIOO MK ITPpOoneCC, OCYIICCTBIIOINC HCCAHKITMOHUPOBAHHOI'O JOCTYIIA K

S A

©oOoN®

uHpopManuu

Bomnpocsl k 3x3ameny (3 cemecTp)
[TonsiTrie 06 apXUTEKType anmapaTHbIX CPEICTB
Krnaccudukanus nporpaMMHBIX CPEICTB.
[TpuHIMIIBI paOOTHI BHIYUCIUTEIBHON CUCTEMBI
Knaccudukaius onepanmoHHbIX CUCTEM
VYrpo3sl 6e3onacHoCcTH HHPOPMAITUU B HHOOPMAITMOHHO-BBIYUCITUTEIIBHBIX CHC-
TeMax
CrpykTypu3zaiusi METo1I0B obecrneueHrst UHPOpMalMOHHOM 0€30MacHOCTH.
TpeOGoBanus npoQuiIst 3aUThI
3amura reonpacTpaHCTBEHHBIX 0a3 JaHHBIX
. 3ammTa KIMEHTCKOW YacTH NH()OPMAIIMOHHBIX CHCTEM

10 Buapl mmdpoBaHust mpocTpaHCTBEHHOM UH(pOpMAIUU
11.Crenorpadus
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12.Vcnionb30BaHUE TEXHOJIOTUHN LEMOYKHU OJIOKOB ISl 3aIMThI T€OMPOCTPAHCTBEH-
HBIX JTAHHBIX

13.TToax0/ab! K MOCTPOEHUIO HAJIEKHON HH(POPMALIMOHHOMN CUCTEMBI

14 . MexceTeBoil 5KpaH — MHCTPYMEHT peain3aliui MOJUTUKHU 0€30MacHOCTH.

15.TexHrueckue acieKThl ooecrnedeHus: 6e30macHOCTU

16.ITporpammHuoe obecrieueHre U KOHPUTYpaus

17.Pa3paboTKa U KOPPEKIUs MPaBUI MOJUTUKH 0€30MaCHOCTH

18.IIpobnema nrpopmalmonHoit 6ezonacHoctu Internet

19.I1paBoBBIC OCHOBHI IEATEILHOCTH TI0 3aIIUTE WH(POPMAITUK OT HECAHKITMOHUPO-
BaHHOTO JIOCTYyTIa

20.Pexumbl 3amuThl HHGOPMAITUU

21.KoMmmbploTepHBIC aTaKu. 3aluTa OT aTak

22 . Knaccudukaiyss KOMIBIOTEPHBIX aTak

23.3amuTa OT KOMIIBIOTEPHBIX aTak

24 .bezonacunocts TCP/IP

25.lHcTpyMeHTaNbHBIE CPEICTBA U3YUCHHUS 3AIUIIIEHHOCTH WH()OPMAITMOHHBIX
CUCTEM

26.CymiHocTh 6e301acHOCTH 0a3 TaHHBIX

27.3agaun obecrnieueHust ”HPOPMAIIMOHHOM 0€30MacHOCTH 0a3 JaHHBIX.

28.Kputepun kauecTBa 0a3 TaHHBIX

29.¥Yrpo3sl nHPOpMAITMOHHONW 0€30TTacCHOCTH 0633 TaHHBIX

30.UcTounuku yrpo3 uadopmanuu 6a3 JaHHBIX

31.Knmaccudukamnms yrpo3 HHPOpMAIMOHHOW 0€30MMacHOCTH 0a3 JaHHBIX

32.Knaccudukanus CUCTEM 3aIIUTHI IPOTPAMMHOTO 00ECTICUEHUSI.

33.JI0CTOMHCTBA U HEIOCTATKU OCHOBHBIX CHCTEM 3aIUTHI.

34.CucteMbl 3alTUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

35.[IporpaMMHO-anmapaTHbie CPEACTBA 3AITUTHI C MIEKTPOHHBIMU KITIOUYaMHU.

36.1Tokazarenu 3pheKTUBHOCTH CUCTEM 3aIUTHI

37.CepBepHbIe OTepallOHHbBIE CHCTEMBI BEYIIUX TTPOU3BOIUTEIICH

38.1Ipo6aemMbl nHDOPMALIMOHHOM 0€30MaCHOCTH CeTel

39.AHanu3 yrpo3 ceTeBoil 0€30MacHOCTH.

40.06ecmeuenne nHGOPMAITMOHHON OS30ITACHOCTH CeTei

41.YTpo3sl U YI3BUMOCTH IPOBOJTHBIX KOPITIOPATHBHBIX CETEH

42.YTpo3bl U yI3BUMOCTH OECIIPOBOJIHBIX CEeTEn

43.AyrenTudukanus, aBTopu3alus 1 aAMUHUCTPUPOBAHNUE JEHCTBUN MOJIb30BATE-
JIEH.

44 Metonapl ayTeHTU(PUKAITUY, UCTIONb3YIomue napoiu u PIN koapl.

45.Ctporas ayTeHTU(DUKALIHS.

46.buomMerpuueckas ayTeHTU(UKAIMS T0Ib30BATEIS.

47.®Oynkunn MO.

48.0cobenHocTtr pyHKIHOHMpOBaHUS MO Ha paznuuHbIX ypoBHIX Moaenu OSI.
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49.CxeMbI CeTeBOM 3allUThI Ha Oa3ze MD.

50.1Tpobsembl 6e30macHocTH MO.

51.KoHntenmus mocTpOCHHUS BUPTYaIbHbIX 3alTUIIIEHHBIX ceTeil VPN,

52.VPN pernieHust i MOCTPOSHUS 3aIUIIICHHBIX CETEH.

53.JloctonHcTBa mpuMeHeHus TexHoJoruil VPN.

54.11IpoToKoJbl (POPMUPOBAHUS 3AMIMIIEHHBIX KAHAJIOB HA KAHAJIbHOM YPOBHE.
55.1TpoToKoIBI GOpMUPOBAHUS 3AMUITICHHBIX KAHAJIOB HA CEAHCOBOM YPOBHE.
56.3amuTa 6eCIIpOBOIHBIX CETEH

S7.Apxutektypa cpeacts O0e3onacHoctu [PSec.

58.3ammTa mepegaBaeMbIX TaHHBIX ¢ TOMOIIBIO MpoTokoioB AH n ESP.
59.1IpoTokon ynpaBnenus kpuntokaodamu [KE.

60.0OcobennocTr peanusanuu cpeacts [PSec.

61.CymHocTh 6e301acHOCTH 0a3 TaHHBIX

62.3agaun obecrnieueHust ”HGOPMAIMOHHOM Oe30macHOCTH 0a3 TaHHBIX.
63.Kputepuu kauectBa 0a3 TaHHBIX

64.Yrpo3sl nHpOpMaIMOHHOM 0€301acHOCTH 06a3 JaHHBIX

65.Uctounuku yrpo3 undopmaiuu 6a3 JaHHBIX

66.Knaccudukanus yrpo3 uHPopMalmoHHOM 0e30MacHOCTH 06a3 JaHHBIX

7.4. Conep:xaHue 3aHATHI CEMHHAPCKOIO THIIA.
Tunosble NpakTHYeCKUE 32 JaHUS
MPAKTUYECKAS PABOTA Ne 1

Bun mpaktudeckoro 3anatus: [Ipaktudeckas pabora.
Tema u conepxanue 3anatus: OUEHKA ysI3BUMOCTEN aKTUBOB
Llenp 3anaTus:
1.O3HaKOMHTHCSI C OCHOBHBIMH YSI3BUMOCTSIMU MH(OPMAITMOHHBIX aKTHBOB.
2. W3y4uth METOJBI AesieHus UHGOPMAIIUU MO YSI3BUMOCTSIM
3. OcBOUTHh METOAMKY U MIPHUOOPECTH MCCIIETOBATENHCKHAE HABBIKU IO OIEHKE YSI3BUMOCTEH MHPOpP-
MAaIMOHHBIX aKTHBOB.
[IpakTHueckre HaBbIKU:
B nmanHOM myHKTE HEOOXOAMMO TPOBECTH HACHTH(PHUKAIMIO YSI3BUMOCTEH OKPYXKAIOIIEH

Cpenbl, OpraHnu3anuy, Mpoueayp, NEPCOHaNa, MEHEIPKMEHTA, aIMUHUCTPALINY, alllapaTHBIX CPEJACTB,
IPOTPaMMHOTO 00ECHEUEHHUs] WM ammaparypbl CBA3HM, KOTOPbIE MOTJH Obl OBITh HMCIIOJIB30BaHbBI
UCTOYHHUKOM YTpO3 Ul HaHEeceHus ymiepba akTUBaM M JIENIOBOM JEATENbHOCTH OpraHHU3alluy,
OCYIIECTBIISIEMOM C UX MCIOJIb30BAHUEM.

OneHka J0KHA TPOBOAUTHCA IS aKTUBOB, ONpeeNIeHHbIX B LI (€) m.1.2.1.

[Ipn mpoBeneHUM OIEHKM PEKOMEHAYETCS PYKOBOJICTBOBATHCA TPEOOBAHMSIMHM CTaHAapTa
I'OCT P UCO/MDBK TO 13335-3-2007 (IIpunoxenwue D).

IIVHKT J0/I2KE€H coaep:KaTh:
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a) Onucanue mpoueaypsl OLUEHKH YS3BUMOCTU aKTUBOB, IIPU 3TOM JIOJDKHO OBITH OTPa)KeHO,
YTO SIBJISIETCS OCHOBAaHUEM I MPOBEACHUSI TaKOM OLIEHKHM, KaK 4acTO IPOBOAMUTCS OLEHKA, KTO
IPOBOJUT OLIEHKY, Kakue IpU 3TOM HCHOJb3YIOTCA METOJIMKH, B Kako (opme NpencTaBisioTCs
pEe3yJbTAThl OLIEHKH.

6) IlepeueHb ys3BUMOCTEH C yKa3aHMEM OIEHKM CTENEHH BEPOSTHOCTH BO3MOXKHOM
peain3alii OTMEUYEHHBIX YA3BUMOCTEH, HanpuMep "Bbicokas", "cpenuss" win "Hu3Kad'", CBEIEHHBII
B TabnuIy 5

Craenyer oOpaTuTh BHUMaHHE Ha TO YTO, B YKa3aHHOW TaOJIMIE yA3BUMOCTH CTPYIIIMPOBAHBI
1o 00JIaCTSIM CYIIECTBOBAHMUS/BO3ZHUKHOBEHUA. OIMH M TOT e MH()OPMAIMOHHBIA aKTUB MOXKET

MNPpUCYTCTBOBATb B HCCKOJIBKUX pasaciiax Ta6J'II/ILU)I. Napivu cJloBaMHu, OAIMH MW TOT XK€

HHQ)OpMaHHOHHBIIZ AKTHB MOXCT MMCTb HCCKOJIBKO YHSBHMOCTCﬁ.
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Tabmuna 5
Pe3ynbpTaThl OIEHKN YSI3BUMOCTH aKTHBOB
T'pynna ysispumocrei AxtusB Nel AxTus Ne2 AxtuB Ne3 Axtus Ne4 AxTHB Ne5 AxTuB Ne6 AxTtus Ne7
CopeprkaHre ya3BUMOCTH
1. Cpena n nndpacTpykTypa
Va3sumocTts 1.1. HHU3Kasl
BbICOKAS
Vs3BumocTs 1.0
2. AnmapaTHoe o0ecredyeHue
Va3sumocTts 2.1,
Y s13BUMOCTB 2.N cpenHss

3. IIporpamMHoe obecnieyeHue

VsazsumocTts 3.1.

Va3BuMocCTh 3.Nn

4. KomMyHukanum

VassumocTh 4.1.

Va3sumocTs 4.n

5

. JJokyMeHTBI (1I0KYMeHT0000pPOT)

VassumocTh 5.1.

Va3BuUMOCTE 5.n

6.[lepcon

ajl

Va3BumocTh 6.1.

Va3BuMoCTh 6.N

7. O01ue ysa3BUMbIe MeCTa

Vaszsumocts 7.1.

Va3BuMocTh 7.n
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IMPAKTUYECKAS PABOTA Ne 2
Bua npaktuueckoro 3anarus: [Ipaktuueckas padora.
Tema u coneprkanue 3anatus: OLEHKA yIpo3 aKTUBAM.
Lens 3ausaTus:
1.ITomyuuTh HABBIKH OIEHKH YTPO3 HH(POPMAIIMOHHBIM aKTHBAM
[IpakTHueckre HaBbIKU:
[lepen HauanoM BBIMOJIHEHHS] JAHHOTO MYHKTa HEOOXOIUMO YSICHHTH, YTO YIrpo3a — 3TO

NOTEHLMaIbHAas IPUYMHA UHLIHUJEHTA, KOTOPhIM MOXKET HAaHECTH yLIEpO cUCTEME WM OpraHu3aluy, a
MHUUACHT, (MHIMAEHT HH(OPMAaIMOHHOH 0e30MacHOCTH) — A3TO JI000€ HENPEABUACHHOE WIH
HEXKENNaTeJIbHOE  COOBITHE, KOTOpPO€ MOKeT HapyUIMThb JeATeNbHOCTh OpraHu3alul  HWIU
MH(GOPMALIMOHHYIO O€30MaCHOCTb.

B ocHOBe yrpo3 MOXeT Jiexarb Kak NMPUPOJIHBINA, TaK M YEIOBEYEeCKUH (PaKTOp; OHU MOTYT
peann30BbIBATHCS CIYYalHO WU IIPEIHAMEPEHHO.

B Xone BBINONHEHMS ITyHKTa MCTOYHUKHM KaK CIIy4alHBIX, TaK U NPEAHAMEPEHHBIX YIpo3
JIOJKHBI OBITh UACHTU(DUIUPOBAHbI, @ BEPOSITHOCTh UX PEATM3alMU - OLCHEHA.

Crnenyer yuecTh, YTO, C OJJHOM CTOPOHBI, BaXHO HE YIYCTUTh U3 BUAY HU OJHOW BO3MOKHOM
yrpo3bl, TaKk Kak B pe3ylbTaTe BO3MOXHO HapylleHHe (YHKIMOHUPOBAHMS WM IMOSBICHHE
YSI3BUMOCTEH cUCTeMbl oOecriedeHus: 6e30MacHOCTH MH(OPMAIIMOHHBIX TEXHOJOTHH, a ¢ Ipyroil He
AKLIEHTUPOBATh BHUMAHUE HA 3aBEOMO MAJIOBEPOSITHBIX YIpO3ax.

HcxonHple naHHbIE A1 OLEHKU YIPO3 CIEAYET NOJydaTh OT BIAJEIbLEB WU MOJIb30BATEIEH
aKTUBOB, CIyXXallUX OTAENOB KaJpoB, CHEIUAJINCTOB IO pa3padoTke o00OpydoBaHMS U
MH(OPMALIMOHHBIM TEXHOJIOTHSM, a TaKXe JIMI], OTBEYAIOUIMX 3a peajU3al{I0 3aIlMTHHIX MEpP B
OpraHM3alIiH.

IIpu ¢dopmHupoBaHUM TEpeyHs YIpo3 PEKOMEHAYEeTCS PYKOBOJCTBOBATHCS TPeOOBAHUAMHU
craagapta [OCT P UCO/M3K TO 13335-3-2007 (ITpunoxxenue C).

Taxke MoJe3HO HCIONb30BAaHHE KaTaJIOTOB yrpo3 (HanboJjiee COOTBETCTBYIOLIUX HYXIaM
KOHKPETHOW OpraHu3aliy WK BUAY €€ JAEJIOBOM e TeTbHOCTH).

[Tocne uneHTH(UKALMU UCTOUHUKA YIPo3 (KTO U YTO SBJISAETCS MPUYMHOM yrpo3bl) U 0ObeKTa
yrpo3sl (Kakoi M3 3JIEMEHTOB CUCTEMBI MOXKET MOABEPTHYTHCS BO3JEHCTBUIO YTPO3bl) HEOOXOIUMO
OLICHUTh BEPOSITHOCTh peanu3annu yrpossl. [Ipu 3Tom ciienyer yduThIBaTh:

- YaCTOTY MOSBIEHUS yrpo3bl (KaK 4acTO OHA MO>KET BO3HUKAaTh COIVIACHO CTaTUCTHUYECKUM,
ONBITHBIM M JPYT'MM JaHHBIM), €CJIIM HMEITCS COOTBETCTBYIOLIME CTAaTUCTHUECKHE M JpyTrue
MaTEepHUaJIbL;

- MOTHBAIMIO, BO3MOKHOCTU U PECYpPChl, HEOOXOIMMbIE MOTEHIIMAILHOMY HApYIIUTENIO H,
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BO3MOHO, UMEIOIIHNECS B €r0 PACHOPSIKEHNUH; CTEIEHD ITPUBIIEKATEIbHOCTH U YSI3BUMOCTH aKTUBOB
CUCTEMBl HH(POPMAIIMOHHBIX TEXHOJIOTUN C TOYKH 3PEHUS BO3MOYKHOTO HAPYIIMTEIS M UCTOYHUKA
YMBILIJIEHHOHN YIpO3bl;

- reorpaduueckue (akTOppl - TaKHe KaKk HaJIW4Yhe TMOOJM30CTH XUMHUYECKUX WIIU
HedTenepepadaThIBAIOIINX MPEANMPUITUN, BO3MOKHOCTh BOSHUKHOBEHHUS SKCTPEMAITBHBIX TTOTOIHBIX
YCIIOBUH, a Takke (PaKTOpOB, KOTOPhIE MOTYT BBI3BaTh OIIMOKH y TEPCOHANA, BBIXOA W3 CTPOs
000py/I0BaHUs U MOCITYXUTh MPUINHON peaan3aliy clydyaifHOM yrpo3bl.

[Tocne 3aBeplieHHs OLIGHKH YIpO3 COCTAaBISIOT MEpeYeHb WIACHTH(PHUIMPOBAHHBIX YIPO3,
AKTMBOB WJIM TPYIIl aKTUBOB, MNOABEPKEHHBIX ATHM YIpoO3aM, a TaKXe€ OIPEICIAIT CTEIEHb
BEPOSTHOCTH PEATM3aIMH YTPO3 ¢ PA30MBKOI HA TPYIIIBI BEICOKOH, CPETHEH U HU3KOH BEPOSTHOCTH.

[1lyHKT OJIKEH coepKaTh:

a) OMHMCAaHME MPOLEAYPhl OICHKU Yrpo3 aKTUBaM, IPHU 3TOM JOJHKHO OBITH OTPaKEHO, YTO
ABJISIETCSI OCHOBAHUEM JUJIs1 IPOBEICHUS TAKOM OLIEHKH, KaK 4acTO MPOBOJUTCS OLIEHKA, KTO IPOBOJIUT
OIICHKY, KaKWe TPU 3TOM HCIIOJIB3YIOTCS METOJIUKH, B KaKOW (hOpME TPEICTABIISIOTCS PE3yJIbTaThI

OLICHKH.
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Tabmuma 6
PCSYJ'ILTaTBI OICHKH YI'PO3 aKTHUBAM
ggi:;;a{lrnpeo;rpm AxTuB Nel AxTuB Ne2 AxTHuB Ne3 AxTuB Ned AJI\E?B AJI\;;HB AJI\E;I i
1. ¥rpo3sl, 00ycJI0BJIeHHBIE TPEeAHAMEPEHHBIMH e CTBUAMH
Yrpoza 1.1. cpeaHss
BbICOKaf
Yrposza 1.n
2. ¥Yrpo3bl, 00yCJIOBJIEHHbIE CJIYYAHHBIMH Al CTBUSIMHA
Yrposa 2.1.
Yrposa 2.n BbICOKAA
3. ¥rpo3bl, 00yc/10BjIeHHbIE €CTeCTBEHHBIMU NPUYMHAMM (IPHPOAHbIE, TEXHOTeHHbIE (GaKTOPbI)
VYrposa 3.1.
Yrposza 3.n

MNPAKTUYECKAS PABOTA Ne 3
Bun npaktuueckoro 3ansatus [Ipaktuueckas paboTa.

Tema u COACPIKAHUC! OI_IGHKa CYHICCTBYIOIIUX U INIAHUPYEMbBIX CPCACTB 3alIUTHI

Llenp 3anaTus:
1. [Tony4unTh HaBBIKM OLIEHKH CYIIECTBYIOIIUX U IUIAHUPYEMBIX CPEICTB 3aLUTHI
IIpakTHyecKye HaBBIKU:

Jlnst 3aUThl THPOPMALIMH, COCTABIISAIONIEH KOMMEPUYECKYI0 TallHy, €€ Bajienell co3aeT

COOCTBEHHYIO CHCTEMY 3alllUThl MHpOpMalKU. 3aKOHOJATEIbHO CTPYKTYpa TAaKoO CHCTEeMBbl He
3aKperieHa.

3agauu mo 3amurte HHGOPMAIH, B 3aBUCHMOCTH OT BO3MOXKHOCTEH W MacmTaboB opra-
HU3AIMH, MOKET BBIIOJIHATH KaK MPOQUIbHOE CTPYKTYpHOE IMOJIpa3/ielieHne, BXOAsIIee B ITaT-
HYIO CTPYKTYpY NPEeANpHUATHS (U1 KPYITHBIX KOMIIAHUI), TaK U COTPYIHUKHU, YITOJTHOMOUYEHHbIE
PYKOBOJICTBOM JIJIsl [TPOBE/IEHUSI MEPOTIPUATHUH 110 3a1uTe HH(GOPMAaLIMU MapajijieNIbHO C BBINOJ-
HEHUEM OCHOBHBIX ()YHKIIMOHAIbHBIX 00sI3aHHOCTEH.

3ammra nHGOPMAIIMHM MOXKET OCYILECTBIISATHCS TaKKe B paMKaX a0OHEHTCKOT0 00CTyXH-
BaHUS.

BHe 3aBucuMoOCTH OT TOT0, Ha KOTO BO3JIO’KEHBI OPraHU3allMsl U BHITIOJHEHHE MEpONpHU -

TUH 10 3a1uTe UHPOPMAIIMOHHBIX AKTUBOB, AAHHbIH NYHKT JI0JKEH COePKATh:

a) TaHHbIE O MOJIPA3/IeNeHUH (JIOJPKHOCTHBIX JIMIIAX ), HA KOTOPBIX BO3JI0KEHBI 3a/1a4H I10
3anTe MHQOPMAIMK: OpPraHU3alMOHHYIO CTPYKTYpY nojapasaeneHus u ¢pyHkuunonan. Mudop-
Mallys J0JKHA JAeTaIN3UpOoBaTh JaHHble 1o M.1.1.1. ¢ Touku 3peHus obecnedeHus: HHpopMaru-

OHHOI1 0€30ITaCHOCTH..
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0) TEXHHUYECKYIO apXUTEKTYpy — COCTaB M B3aWMOJICHCTBHE ammapaTHBIX CPEICTB, HC-
MOJIB3YEMBIX (J1aKe YaCTUYHO) JUIst 00paboTKH MH(POPMAITMOHHBIX aKTHBOB, MOJJICKALINX 3alU-
te. Cxemy (Puc.2) u Tabnuily onucaHus TEXHUUYECKUX XapaKTEePUCTHK;

B) IPOrPaMMHYIO apXUTEKTypy — IPOrpaMMHOE 0OecIieueHue, UCI0b3yeMoe (Jlaxe yac-
TUYHO) 751 00pabOTKU HMH(POPMAIIMOHHBIX pecypcoB, mojyiexamux 3ammre Cxemy (Puc.3) u
TaOJIMIy OMUCAHUS TEXHUUECKUX XapaKTePUCTHK;

I') ONMCaHHE KaK MUHUMYM OJIHOM W3 MOJICUCTEM MHKEHEPHO-TEXHUYECKUX CPEJCTB 3a-
IIUTHI HHPOPMALIUU: CUCTEMbI BUACOHAOIIOIEHUS, CUCTEMbI KOHTPOJISL U YIIPABICHUSI JOCTYIIOM,
CHCTEMBI MEPUMETPOBON OXPAaHBbI, BHEAPEHHUE W/WIM MOJIEPHU3AIUS KOTOPOH IPEIyCMOTPEHO
TeMoi quIuioMHoro npoekra. Cxemsl (Puc.4-7) u tabnuily onucaHusi TEXHUYECKUX XapaKTepH-

CTHK.
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6)
u:

CucTtema sawumThl
(mopenb)

CoTtoBasi ceTb
/ CoToBast ceTb

Mogem (TexHonorus)
(moaenb)
MapuwpyTtusatop
(mopenb)

Internet

CmapTdOoHbI COTPYAHUKOB
(mopenb)
Cuctema 3awuThbl
(mogenb)

Otpen «HassaHue» nu6o
OTaenkl «<Ha3BaHue rpynnbi»

YnanéHHble CoTpyaHUKN

2U |

2U

3U ;n:

3U

1U

= | Maty naHenb

={ MapwpyTtusatop

1 CepBep «Ha3BaHue»

Bl (mogenb)
MCKOBbI Maccue

(Mozenb, 06bEM)

MBI (Mogens)

CepBepHasi KOMHaTa

Ortpen «HasBsanue» nu6o
OTAens! «Ha3BaHue rpynnbi»

MapLupyTusaTtop

Cepsep «HasBaHue»
(mopenb)

(mopenb)

@

WiFi Touka goctyna
(mogenb)

(mopenb)

Pa6ouve craHuum
(mopenb)

Puc.2. [Ipumep TeXHUUYECKOIN apXUTEKTYpPbI NPEAIPUITHS

© PI'YTHUC




oreoXes DEIEPAJIBHOE TOCYIAPCTBEHHOE BIOJI’)KETHOE OBPA30OBATEJIbBHOE CMK
Vié R YEIP]:DKHEHV[E BBICIILIETO OBPA3O].’1AHV[5[ PIyTHUC
N «POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
\ TYPU3MA VI CEPBVICA»
Aucm 45

Cepsep

CyB[
Oracle 10g
10.2.0.1

MpoTokon

«HasBaHue»

CepsepHoe N0

«HasBaHue»

MpoTokon

CneuuanbHoe MO

Paboyas ctaHumsa coTpygHuka (oB)

MpoTokon

MNporpammHoe
obecneyerue 1
«HasBaHne»

MporpammHoe
obecneyerue 3
«HasBaHne»

MporpammHoe
obecneyeHve 2
«HasBaHne»

MpoTokon

TokanbHoe ¢aiinosoe
XpaHunuuie

MpoTtokon

Pa6oyas ctaHums coTpyaHuKa (oB)

TepMmuHanbHbIN

KMUEHT
«HasBaHue»

WHTepHeT
6paysep

«HasBaHue»
CepBep «HasBaHue»
CepsepHoe MO Cepsep
«HasBaHune» TEPMUHANoB
«HasBaHne»
1«Ha:
Mopcuctema
2«HasBaHve»
MporpammHoe MporpammHoe
obecneyeHune 5 obecneyeHvie 4
«HasBaHue» «HassaHue»

RAID maccus unu Cetesoe
chaiinosoe xpaHunuiie
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HTTP\HTTPS

Mpotokon

ceTb VIHTepHeT

< >

Beb cepBep Apache
cyBA -
MySQL g )OTOKON
Mopaynb PHP
Bepcusa
daiinbl ¢ I
AaHHbIMU

CepBep XOCTUHT npoBanaepa

Puc.3. Ilpumep nporpaMMHON apXUTEKTYphl TPEATPUATHS

[MpoTtokon
]
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CepBepHas

OxpaHa

Ce, Byxrantepus i
peepHan e TnasHbiit Gyxrantep Mpremnan, CekpeTapckan

OxpaHa

[eHepanbHbIli
[HvpexTop
[naBHbIn WiHxeHep 3am. [eHepanbHoro [iupekTopa
WreHepol, MTO, CMeT4mnkn

Puc.5. PacnonosxeHne TaTYNKOB ABHKECHUS
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230 m

OBDbeKT 3aLunThl

MHoronyyesble nHpakpacHbie amuun/‘

MpoeogHOBONHOBAA cUCTEMA

— [lepUMeETpP KOHTPONUPYEMON 30HbI

Puc. 6. PacnionosxeHue cucteM KOHTPOJISI IepuMeTpa (BapuaHT 1)

200

;\30 Paavonyyesas cuctema «lpoteax

RLS-3060 optex

A
N
Y

256

BrnbpaunoHHO-4yBCTBUTENBHASNA
cuctema TREZOR-V

Puc. 7 PacnioynoxeHnue cucTeM KOHTPOJIS IepuMeTpa (BapuaHT 2)
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') pe3yJIbTaThl OIEHKH JICHCTBYIOMICH CUCTEMBI 0€30MacHOCTH MHGOPMAIUH, OTPaKa0-

mKre, HACKOJIBKO ITOJIHO BBITIOJIHAIOTCA OJHOTHUIIHBIC 00BEKTUBHEIE q)yHKI_[I/II/I Ipu pClICHUU 3a-

Jad obecreyeHus 3allINThI PIH(bOpMaI_[I/II/I. Ecmmu HEKOTOPHLIC 3a1a4r pC€UIar0OTCsa HE B IIOJTHOM 005-

E€MEC, CIICAYCT yKa3aTb, KaK MPCAYyCMOTPECHHBIC MEPOIIPUATHUSA BBIIIOJIHAOTCA B HeﬁCTBHTeHBHO-

ctu. Pe3ynbTarsl obcnenoBanus Buectu B Tabnuity 7.

Tabmuma 7

AHanu3 BBIMOJIHCHNS OCHOBHBIX 3a/1a4
1o obecreyeHno NHPOPMAITMOHHOHN 0€301acHOCTH

OcHoBHBIE 321a4M 110 o0ecnieYeHN 0 MHPOpMa-
LIMOHHOI 0e301aCHOCTH

CreneHb BBINOJHEHUS

obOecrieueHre  OE30IACHOCTH  MPOU3BOJICTBEHHO-
TOPrOBOM JEATEIILHOCTH, 3amuTa WHOOpMAIUUd U
CBEJICHUH, SIBJISIIOIIUXCSI KOMMEPUYECKOM TaliHOM;

opranusanus padoThl 10 MPaBOBOM, OpraHU3alUOH-
HOW M WH)XXEHEPHO-TeXHUYecKoil (Pusnueckoi, an-
IapaTHOM, NPOrpaMMHON U MaTeMaTU4YECKOMN) 3alu-
T€ KOMMEPYECKOU TalHBbI;

OpraHu3alys CHEUHAIBHOTO  JAEJONPOU3BOJICTBA,
HCKJIIOYAIOIIEr0 HECAHKIIMOHUPOBAHHOE IOJIYyYECHUE
CBEJICHUH, SIBJISIFOIIUXCSI KOMMEPUYECKON TalHOW;

NpeJOTBpallleHhe HEOOOCHOBAaHHOI'O JIOMyCKa U OT-
KpBITOTO JIOCTYyTa K CBEACHUAM U paboTam, cOCTaB-
JSIOIUM KOMMEPYECKYIO TaliHY;

BBISIBJICHME M JIOKAJU3allis BO3MOXHBIX KaHAaJOB
yTE€UKH KOH(UAECHIHATbHOW HH(OpManuu B Mpo-
1[ecce TOBCEIHEBHOM NPOU3BOACTBEHHOHN JeATeNb-
HOCTH M B 3KCTpPEMalbHbIX (aBapus, Mmoxkap U Ip.)
CUTYaIUsX;

o0ecrniedyeHre pexxrma 0e30MacHOCTH IPU OCYIIECT-
BJICHUU TAaKUX BUJIOB JESITEIbHOCTH, KaK Pa3JINIHbIC
BCTpE€UYH, INECPEroBOPhI, COBCIIAHHUA, 3aCCAaHHA U
Jpyrue MEpOIpUSATHS, CBSI3aHHBIE C JICJIOBBIM CO-
TPYAHUYCCTBOM HAa HAMOHAJIBHOM W MCKAYHAPOI-
HOM YPOBHE;

o0ecrieueHrne OXpaHbl TEPPUTOPHUM, 3AAHUN IOMe-
IIEHUH, ¢ 3amuaeMoi napopmanuei.

INPAKTUYECKASA PABOTA Ne 4

Bun npakrudeckoro 3ansatus: [Ipaktudeckas padora.

Tema u conepkanue: OueHKa pUucKoB
Lens 3ausaTus:
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1. O3HaKOMHUTBCS ¢ METOJAMH OLIEHKH PUCKOB
IIpakTHueckyie HaBbIKU:
Ha 3akimouuTenbHOM 3Tale aHaau3a PUCKa JOJKHA OBITh MPOBEICHA CyMMapHas OLEHKa

pucKa. AKTUBBI, HIMEIOIINE [IEHHOCTh U XapaKTEPU3YIOIIHECS OMPEICICHHON CTETICHBIO ySI3BH-
MOCTH, BCAKHM pa3 MOJIBEPTaloTCs PUCKY B IPUCYTCTBUU YTPO3.
Onenka pucka npeacrasisieT co00il OLIEHKY COOTHOIICHHS TOTEHIUATbHBIX HETaTUBHBIX
BO3/ICHCTBUI Ha JIEJIOBYIO JACSITEIHLHOCTD B Cllydae HEKENAaTeIbHBIX MHIUICHTOB U YPOBHS Olle-
HEHHBIX YIPO3 M YSA3BUMBIX MECT. PHCK (paKTHYECKH SBJIICTCS MEPOH HE3aIMUIICHHOCTH CHCTE-
MBI U CBS3aHHOM C HEW opraHu3anuu. BennynHa pucka 3aBUCHUT OT:
® I[ICHHOCTH aKTHBOB;
® yIpo3 U CBSI3aHHOW C HUMHU BEPOSITHOCTH BO3HUKHOBEHUS OIACHOTO JJIST aKTHBOB CO-
OBITHS;

® JISTKOCTH peallM3alliH YIPO3 B YSI3BUMBIX MECTaX C OKa3aHUEM HEXEJIaTeIIbHOTO BO3-
JIEHCTBHS,

® CYIIECTBYIONIMX HJIU ITUTAHUPYEMBIX CPEJICTB 3aIMTHI, CHIDKAIOIMIUX CTEICHb YSI3BU-
MOCTH, YTPO3 U HEXKENATEIbHBIX BO3/ICHCTBUI.

3aaya aHalM3a pUCKa COCTOUT B OIPENICJICHUH U OI[EHKE PUCKOB, KOTOPBIM MOABEpraeT-
csl cructeMa MHPOPMAITMOHHBIX TEXHOJIOTHI M €€ aKTHBBI, C IEIbI0 ONpEIeTICHUS W BEIOOpA IIe-
necoo0pa3HbIX 1 000OCHOBaHHBIX CpeACTB obecnieueHus 6e3omacHocTu. [Ipu orieHke pucKoB pac-
CMaTPUBAIOT HECKOJIKO Pa3IMYHBIX €ro acleKTOB, BKIOYas BO3JEHCTBUE OMACHOTO COOBITUS U
€ro BEPOSTHOCTb.

MHorue MeTopl TpeIaraloT UCIIOIh30BaHUE TAOIUIl ¥ Pa3IMYHBIX KOMOWHAIINN CyOh-
€KTUBHBIX W AYMIUPHUYECKUX Mep. B HacrosIiee BpeMs HeJlb3si TOBOPUTH O MPABUIHLHOM WA HE-
MPaBUJILHOM METOJIe aHalu3a pucka. BakHo, uTOOBI OpraHu3amus MOJb30BaJIaCh Hambolee
yIOOHBIM W BHYMIAIOUIUM JOBEPHE METOAOM, MPHUHOCSIIMM BOCIHPOWU3BOJUMBIC PE3YIbTATHI.

Hioxe MMPUBCACHBI HECKOJIBKO IMPUMEPOB METOJ0B, OCHOBAHHBIX HAa IPUMCHCHHU Ta6J'II/II_[Z

IIpumep 1

CYTB moAxoJa 3aKjIro4acTCs B OIIPCACICHUN HanOoJee KPUTHYHBIX dKTHUBOB B OpraHu3a-
U ¢ TOYKU 3PCHUS PUCKOB Hb no ((IJ_ITpa(bHBIM Oaamy. OI_[CHI/IBaHI/Ie PHUCKOB IMPOU3BOANUTCA
SKCHCPTHBIM MMYTEM Ha OCHOBC aHA/JIM3a HCHHOCTU aKTUBOB, BOSMOXXHOCTU p€aiu3alli YIpo3 U

MCIIOJIb30BaHUs YS3BUMOCTEH, ONpeIeICHHBIX B MPEAbIAYIINX MyHKTaX. [ olleHuBaHus mpea-
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Jaraercs, Hampumep, TaOnMia ¢ 3apaHee MPeOoNpeeCHHBIMU «IITPaQHBIMU OaimamMum» s

KKI0W KOMOWHAIIMY IICHHOCTH aKTHUBOB, YPOBHS yrpo3 U ysa3BUMOCTEH (Tab. §).

Tabnuua 8
YpoBHu Huskaa | Cpepgnss | Bbicokas
yrposbi
VPOBH“HCBHCBHCB
YASBEUMOCTH
m 1 o|1|2|1|2|3|2]|3]|4
=
E 2 1/2|3|2(3|4|3|4|5
-]
2 3 23|43 |4|5|4 5|6
(=
Q
2 a4 3|4|5|4|5|6|5]|6]|7
=)
5 4 | 5|6 |5 |6|7|6|7]|8

B cjIydac OmnpcCACICHUA YPOBHA YA3BUMOCTH U3 PE3YJIbTATOB ayuTa HJIIM CaAMOOLCHKH

AJI pa3JIMYHBIX MTPOUCECCOB U IIPU HAJIMYUHU SKCIICPTHBIX OLCHOK YPOBHA COOTBCTCTBYIOIIHUX YI'-

PO3 M IEHHOCTH aKTUBOB MOXHO IOIY4YuTh Mepy pucka Wb misa kaxaoro mpouecca.

O,Z[HaKO TaKoOH MOJXOJ HE MNPUBOAUT K MHTCPIIPETAINUN PE3YJIbTATOB ayJAuTa WUJIN CaAMO-

ouenku b, opuenTrpoBaHHO Ha OU3HEC, Ha OM3HEC-TIPOLIECCHI.

Ecnu octaBuTh 3a rpaHulieil aHajiM3a yrpo3bl, c1abo MoAJatoniiecs ypaBiIeHHuIo co CTOo-

pOHBI cuctembl obecrnieueHus: 1b, U OLEHUTh PUCKHU MO CTENEHU BIUSHUA yA3BUMOCTEN Ha Ou3-

HEC-TIPOLECChI, TO MOKHO MOJYUIUTH OLCHKHU PHUCKOB 6I/I3HCC'HpOLICCCOB Ha OCHOBC OILICHCHHOI'O

po¢uIIs MPOLIECCOB.

Ipumep 2

JIy1st TaKOTO OIEHWBAHMS MOKET OBITh TpUMeHeHa Tabnmiia, (Tabmmia 9)B KoTOpoii CTpO-

ypOBEHbl
YA3BUMOCTH
CreneHb BNuAHUA Bbicokun | CpegHun | Manbin Oqem:
ys1I3BUMOCTU Ha Ou3Hec- Manbiv
npouecchbl
e Bbicokasn 64 32 16 8
© REYTIE Cpeanss 22 o s 7
Manasn 16 8 4 2
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KaMU SIBJISIFOTCS YPOBHM CTETICHU BIMSHHSA YSI3BUMOCTH Ha OW3HEC-TIPOLIECCHI , CTOJIONaMU —
YPOBHU YSI3BUMOCTEM.
Tabmauma 9

To ecTb ypoBeHb YSA3BMMOCTH OHW3HEC-TIpolLiecca MOKa3bIBaeT (OTOOpa)kaeT) CTENeHb
BJIMSIHUSL HAa KOHKPETHBIA OM3HEC-TIPOIIECC OpPraHU3allMy YSA3BUMOCTH, @ YPOBEHb YSI3BUMOCTH
OTPaKaeT BEJIMYMHY OTKIOHEHHS OLIEHEHHOTO MPOQWIs OT PEKOMEHI0BAaHHOTO (IIEJIEBOTO MPO-
bus).

Takum obpazom, cronber; B Tabnuue 9 ecTb XapakTepucTuka Ou3Heca, a CTpOKa — Xa-
paKTepuCTHKa ysI3BUMOCTH. UeM OoJblle OIEHEHHBIH MPOQWIb OTINYACTCS OT PEKOMEHI0BaH-
HOT0, TeM OO0JIbIIIe BeTMYHHA (YPOBEHB) YA3BUMOCTH.

IIpenomnpenenenusle «mTpadHble OamIb» MEpbl pucka OW3HEC-IPOLIECCOB MOT'YT OTpa-
’KaThb UCTOPUIO MHIUIEHTOB, CBA3aHHBIX ¢ OM3HEC-TPOLlecCaMM, M UX MOCIEACTBUSA, €ClIU TaKo-
Bas ucropus umeercs. C qpyroil CTOpOHbI, OaIbl MOTYT ObITh BHECEHBI B TAOJIUIY SKCIIEPTHBIM
CIOCOOOM.

Jlanee nisl OLEHKHM PUCKOB Ka)KJbl peam3yeMblii B OpraHu3aluu Ou3Hec-Ipolecc pac-
CMaTpHUBAETCs HKCIEPTAaMHU U OTHOCUTCS UMM K OJJHOMY U3 4 Ki1accoB (cTonber Tadia. 9). daktu-
YeCKU IIPU ATOM OLICHUBAETCs cTerneHb BiausiHus Vb Ha Kaxablil KOHKpEeTHBIH OM3HEC-TIpoIiece.

[ToHsTHO, YTO €ciu MpollecC UMEET CHIIBHYIO CTOXACTUYECKYIO COCTaBIISIONLYIO, CBA3aH-
HYIO C €ro MpUpOJOoN (HampuMmep, HEBO3BPAT KPEAUTa, Kypc BallOT U T.A.), TO BausHue b Ha
ATOT IPOLECC CYIIECTBEHHO MEHBIIIE, YEM Ha JETEPMUHHUPOBAHHBIN MpOLECC, B KOTOPOM ITOTEPU
B OCHOBHOM BO3HHUKAIOT IpH (pabCUPHUKAIIMY U MAHUITYJTMPOBAHUU UH(OpMAIIHEH.

Kaxxnprit Gu3Hec-mpoIecc MoKeT KIacCH(pUIIUPOBATHCS B IIEJIOM IO MPOQIIIIO JTHOO0 10
KakaoMy nokasatento npoduid. (Ilpoduns — HanMeHOBaHNE COBOKYTHOCTH MH(GOPMAIIMOHHOTO
aKTUBA, YSI3BUMOCTH, YIPO3, COCTOSIHUS CPEACTB 3alIUThl HHPOpMaun). B mocneanem ciydae
Oyzer nosyueHa Oosiee TouHas oreHka. Ecim OusHec-nporecchl Kiaccu(UIIMPOBaHbI SKCIepTa-
MU IO KaXI0My IOKa3aTelo NpoQuiis, TO OH MOJIydaeT napy KoopauHaT B Tabmuue 9 u 1 He-
IO MOXET OBITh ONPEIETICHO KOJNYECTBO «IUTPAPHBIX OAJIJIOB» MyTEM UX BBIOOPKH U3 TaOIUIIBI
Y CYMMHUPOBAaHHSI.

Ecnu 6usHec-nporiecchl Ki1acCU(PUIMPOBAHBI B 11€J0M MO NMpoduiIro, To HET HeoOXOoau-
MOCTH paccMaTpuBaTh Jajnee KaXIbpli moka3aTesnb Npoduis B OTAEIBHOCTH — JOCTAaTOYHO
B3STh Pa3sHUIly MEKAY 3HaYEHUEM PEKOMEHIOBAHHOTO MPOMUIIS U CPEHUM 3HAUEHUEM OLIEHEH-

Horo npoduiis. [1o ee Benuumnae OyaeT BHIOpaH OJMH U3 CTOJIOIOB TaOIHIBI 9, KaKI0My OH3HEC-
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nporeccy OyaeT MpUcBOeH «aTpadHOM 0am» W3 COOTBETCTBYIOUICH NJIsi HETO CTEIICHU BIUS-
HUs 3TOTO cronbma. Jlanee «mrpadHbie 6aUTb» BCeX OM3HEC-TIPOIECCOB OPTaHU3AIMN CyMMH-
PYIOTCSl U TIOJY4aeTCsl MHTerpajibHas OL[eHKa B «IUTpagHbIX Oanaax» i OpraHu3alum.

ITocne 3TOro BBIUMCIAIOTCS 3HAUEHMs ABYX XapaKTEPUCTUYECKUX TOYEK JUIsl OU3HeEC-
IPOIIECCOB OPTaHU3ALNU HAa OCU «IITPAPHBIX OAJIIOBY.

[lepBast xapakTepucTHUECKasi TOYKa OTOOpakaeT COCTOSIHUE, KOTa OICHEHHBINH MPOpHIIb
COBIIAJIAET C PEKOMEH/IOBaHHBIM, T.€. COOTBETCTBYET CTOJIOLY «04eHb Maublii» Tadbuuisl 10. [Ipu
3TOM OKaXKETCs, UYTO Jake MpH MOJIHOW peanu3alvi peKOMEHJO0BAHHOro npoduiis OyaeT HeHy-
JIEBOE€ KOJHUYECTBO «1UTpadHbIX OamioBy». JTa BEIMUYMHA OTOOPAXKAeT OCTATOUHBIM PUCK, U OH
Oyzner Tem Oouiblie, yem 0oJible OU3HEC-TIPOLECCOB OTHECEHO K BHICOKOMY YPOBHIO 3aBUCHUMO-
ctu ot Ub.

Bropas xapakTtepucTudeckas TOUKa ONpEAEsieTCs NPU YCIOBUM MaKCHUMAaJIbHOIO OT-
KJIOHEHHsI OLIEHEHHOT'O U PEKOMEHJ0BAaHHOIO NMPOGUIIsl, TO €CTh JAJIs €€ MOJCUYETa UCIOIb3yeTC s
CTOJI0E1] «BBICOKUI» TaOnuLIbI 9.

Kak pa3zmemiarotcst 3Tv TOUKH Ha ocu «iITpadHbIX 0aIoBy, TOKa3aHo Ha pucyHke 8. Kak
BUJIHO M3 PUCYHKA , HA OCH 00pa30BajioCch TPU MHTEpBaja:

e [0; 1-1 xapakTepucTHUECKas TOYKA];

e [1-1 xapakTepucTHYECKasl TOYKA; HHTETPaIbHAS OLICHKA];

e [uHTerpajibHas OLIEHKA; 2-5 XapaKTepUCTUYECKasi TOYKa).

Kpome Toro, npencrasisitoT Takke nHTepec uHTepBaisbl [0; uHTErpanpHas oueHka] u [0;
2-51 XapaKTepUCTUYeCcKask TOUKa).

Cyxnaenue o BenuunHe pucka Vb ams opranu3anuu BBIHOCUTCS HA OCHOBE COIOCTAaBIIe-
HUS JUIMH YKa3aHHBIX HHTEpBaioB. OHU K€ HCIOIB3YIOTCS | ISl POTHO3a COCTOSIHUS MH(OP-
MaIMOHHON 0€30MaCHOCTH, KOTOPOE M3MEHSETCS BCIEACTBUE M3MEHYHUBOCTHA CTPYKTYPHI aKTH-
BOB U OM3HEC-TIPOLIECCOB OpPraHU3alMU U €€ JeSITeIbHOCTH MO COBEPIICHCTBOBAHHUIO 3ALIUTHBIX

MEp, YTO IPUBOAUT K USMCHCHUIO YKA3dHHBIX TOYCK Ha OCU «IJ_ITpa(bHBIX 0aIoBy.

= Puck Puck
OcTaTouHbLIN YMeHbIWaeTcH yBenuumeaetca MaKcMManbHbIA

pUCK pMeK

Ocb

wTpatHbIX
fannos

0 1-A XapaKkTepucTMYeCKan WHTerpanbHas 2-9 XapaKTepucTMyecKan

TOYKa OLeHKa TOYKa
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Puc. 8. Pa3menienne xapakTepuCTHYECKUX TOUEK Ha OCH MITpaHBIX OAJUIOB

Ha pucynke 9 npencraBieHa B3aMMOCBS3b OCHOBHBIX MOHATHI MH(OpMaLMOHHON 6€30-
MACHOCTU: «BIIAJICNICL», «aKTUBY», «yIrpo3a», «ysI3BUMOCTb» U, HAKOHEL «pUCK». VIMEHHO Benu-
YiHA PUCKA SIBJISIETCA TEM MHTETPUPOBAHHBIM MOKAa3aTeIeM, KOTOPBIA MO3BOJISIET BIAACIIbILY aK-
THBA MPUHSTH aJICKBATHOE PEILICHUE VISl OTPEICICHUIO MEPEYHSI MEp MO0 YMEHBIIICHUIO YSI3BUMO-

CTEll aKTHUBOB.

" QUEHWEEHT

Brgmanslisl |
d XOTHT MAHUMHA3UEOBATE \
NAETNBAHNMEHTT

Yokl YMEHELLIMTE

KDHTPMSPSI \

KOTOPEIS
KOTDRLIE MOTYT HENPEANEHE HE
\ BT YMBHBLIBHS!
- YRABMMOCTH l
MOrYT IHETE f
Y
KOTODAIE MCNONE3YHET BOOyLIMA K puck ]
KOTORbIE Ong Y
MUESILLERST
CTQUHWMKY yraca f-Cagli-t] ]
(HapywwTann}
NOpo#OEHT
ons

yrpba

XOTHT 3nSynaTPEGEUTE Wianu MAaryT HEHECTW ywapd

Puc.9. OcHoBHBIC TOHATHS HHPOPMAIIMOHHON 0€30MTaCHOCTH M X B3aUMOCBSI3h

JIAHHBIA NVHKT J0JZK€H BKJIIOYATh

a) 000CHOBaHME BHIOOPA METOIUKH OI[EHKU PHUCKA,

0) omrcaHue MPOBECHHUSI MPOIIETYPhI OIIEHKH PUCKOB, C YKa3aHUEM:
® JIOJKHOCTHBIX JIUII, yYAaCTBYIOIIUX B OIIEHKE;

e crnoco6oB (popM) mpencTaBIeHNs] HCXOTHOW HH(POPMAIINH;

e cnoco6oB (popM) mpencTaBiieHHs pe3yIbTaTOB OIICHKH PUCKOB
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B) pE3yJIbTAThI IPOBEACHHSI OIICHKH PHCKA, TPOBEACHHBIE C YI€TOM IIEHHOCTH MH(pOpMa-
HUOHHBIX aKkTUBOB (11.1.2.1.), HayMuusa ys3sumoctent (1m.1.2.2.), crenenu yrpo3 (m.1.2.3) u co-
CTOSTHUS ICHCTBYIOIICH B OpraHU3aIii CUCTEMbI 3amuThl nHopmaruu (11.1.2.4.).

T) onpeaeNuTh (Mpy HAIMYUH) IPHEMIIEMbIe PUCKH, 00OCHOBATh TaHHOE PEIICHHUE.

PesynbpTaThl mpoBeNeHNUS OLICHKH 1€J1ecO00pa3HO CBECTH B TaOIMIly, KOTOpas IOJDKHA

coJiepKaTh PUCKU HauOojee IIeHHbBIM HH(POPMALMOHHBIM aKTUBaM, PaHXUPOBAHHBIC B MOPSIKE

yOBbIBaHUSI.
Tab6muma 10
Pe3ynbrarel o1ieHKH prCcKOB HH()OPMAIIMOHHBIM aKTHBAM OPTaHHU3aIII
Panr
Puck AKTHB
pucka

Cnenyer oOparuth 0co00€ BHUMAaHHE Ha TO, YTO UMEHHO PE3yJIbTaThl OLIEHKH PHUCKOB
SIBIISTIOTCSI OCHOBAHHEM JIJIS:
e BbIOOpa U (HOPMYIMPOBKH 33/1a4 M0 0OecreueHH0 HHPOPMAIMOHHONW 6€30acCHOCTH
npennpusTus (m.1.3.);

e BbIOOpa 3aUTHBIX Mep (11.1.4.);

CI/ITyaIII/IOHHI)Ie 3ala4M K 3a4Y€Ty 3a 2 ceMecTp
3ananue 1.
IIpoBectn ananu3 cepBepa ayrentudukanuu Kerberos u oTBeTUTH Ha CieaAyIOIIHE
BONPOCHI:
Ot dero 3amuiaeT u ot yero He 3amuiiaet Kerberos.
BosmoxnocTtu Kerberos.
dopmartsl JaHHBIX B cucteme Kerberos.
Tunel mepecbuTaeMbIX COOOIICHHIA.
OOMeH ¢ cepBepoM HauyaIbHOM ayTeHTH(PUKAIUN
OO6meH ¢ cepBepoM BbIZIauH OUIIETOB
AyTeHTH(UKAIIMOHHBIN 0OMEH KIIMEHT/cepBep
3anuieHHpe COOOIMEHNS
Konduaenmmanpabie cooOIeHNs
[Tepechiika yioctoBepeHU

.....O:b.ool\_)!—\

5. Basza mausbix Kerberos

3ananue 2.
IMpoBecTu anaau3 omepamuoHHoii cucrembl Windows Server 2016 u oTBeTHTH Ha

CJIeyIOIIHe BOMPOCHI:
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1. Onumure ocHoBHBIe Mexanu3mbl noBbiteHus 0ezonacHoctu OC Windows Server
2016 — macTep Hactpoiiku 6ezonacuoctu (Security Configuration Wizard, SCW) u rpynmnoByo
noymTuKy Active Directory.

2. OnummTte napameTpsl madbJI0HOB 0€30MaCHOCTH U IOTIOJIHUTEIbHBIE MEPHI JIJIS TTOJIH-
TUK YPOBHS JIOMEHA B TpeX cpejax

3. Ommmmre 6a30BYIO MOJUTHKY AJISl HCTIONIb3YeMbIX cepBepoB (MSBP) mist cepBepHbIxX
poJieit,

4. OnwumuTte posb (HailIoBOro cepsepa AJisi MOBIIICHHUS 0€30MTaCHOCTH KOMITBIOTEPOB.

5. Onuimre posib cepBepa nevaTH (Kak MOBBICUTH 0€3011aCHOCTh cepBepa MevyaTu o/
ynpasienuem Windows Server 2016.

6. Onuimre posib BeO-cepBepa. [louemy i1t obecrieueHus: BceCTOpOHHEH 6€30macHoCTH
Be0-Y3JI0B M IPUIIOKEHHUH TpedyeTcs 3auTuTh Bech ceprep IIS (B ToMm umcie kaxapiii BeO-y3en
U TIPUJIO’KEHHUE, KOTOpoe HaxoauTcs Ha cepBepe 1IS) oT KIMEeHTCKUX KOMIIBIOTEPOB B CPEIE.

7. Onumwure poisb cepBepa IAS (cepBepsl npoBepku noanuHHocTy B MHTepHeTe (Internet
Authentication Server, 1AS))

8. Ommmmte poiib cepBepa st CIIyKO cepTU(UKAITIH

9. OnuimTe poJib TPaHUYHOIO CEpBEpa

3ananue 3.

IIpoBecTn anaiu3 onepannonHoii cucreMbl LINUX u oTBeTHTB Ha ciiegyomme Bo-
NMPOCHI:

1. Yto mpencrasmuset coboit OC Linux u ASPLinux B yactHocTH. HazoBuTEe OCHOBHBIE
XapaKTEePUCTUKU U OTIIMYUTEIbHBIE OCOOCHHOCTHU OT MCClIeyeMbIX Bamu paHee oneparmoHHbIX
CHUCTEM.

2. Kak n yem obecnieunBaetcst 6e3omacHocth B OC Linux, mepevynciuTe OCHOBHBIE Me-
XaHU3MBI U cpenicTBa odecnieuenus 6ezomacHocti OC Linux.

3. Kak ocymiecTBisieTcst yrpaBlieHUEe YISTHBIMU 3aITUCSIMU TI0JIb30BATENICH U yIIpaBJie-
HUe ydeTHbIMU 3anucsamu rpymnm B OC Linux.

4. Kak ocymiecTBistoTcs uAeHTU(GUKaIMs U ayTeHTUduKanus nosup3osaresneit B OC
Linux.

5. Kak ocymectBinsiercs peructpaiiusi COOBITHI T0CTyIa K 00beKkTaM (PaiIoBOi CUCTEMBI
OC Linux.

6. Uro mpexacrapiseT codoii pezepBHoe konupoBanue OC Linux, mepeynciinTe MeTO b
XpaHeHus: n30bITOYHBIX Komuii JaHHbIX B OC Linux.

7. Urto nipeacrasisieT coboit 3amumierHas ooonouka SSH OC Linux.

3ananmne 4.
Bri6path OIEPalMOHHYIO CUCTEMY OTBEYAIOIYI0 HHTEPECAM KOMIIAaHUH.
(OBOCHYUTE)

OcyiecTBUTh MOAOOP MPOTPAMMHOTO 00ECTICUCHHU ST BEIYUCTUTENbHBIX CUCTEM.
obmree (cucremHoe) mporpammuoe obecrneuenue (OI10);

cnenuansHoe nporpammuoe ooecrneuenue (CI1O).

(OBOCHYMTE)

OcymecTBUTh 000D MPUKIAIHBIX MPOTPaMM OOIIETO Ha3HAYEHHUS, OOCITYKHBAIOIINE
(cepBHCHBIE) TPOTPaMMBI (YTHIIUTHI)

MIPOTPaMMBbI-YITaKOBIIUKH (apXHUBATOPHI);
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aHTUBUPYCHBIE IPOIPAMMBI;

porpamMmsbl pe3CpBUPOBAHMS,

ImporpamMmbl JUArHOCTHUKU KOMIIBIOTEPA,
HpOFpaMMBI onTuMH3alvu JUCKOB,
IIporpaMmbl JUHAMHUYCCKOI'O CXaTus IUCKOB.
(OBOCHVYUTE)

Ocy1iecTBUTH MOI00P UHCTPYMEHTAIBHBIX IPOIPAMMHBIX CPEJICTB.
KOMIIWISATOPBI U HHTEPIPETATOPHI;

aBTOHOMHBIE OTJIATYHKH (1ebarepsl, oT aHra. Debug «ymaneHne HacCeKOMBIX»);
UHTETPUPOBaHHBIE 000I0UKH;

CPEICTBA CO3/1aHuUs MPUIJIOKEHUHN TUIIA KIIMEHT-CEPBEP U T. II.

(OBOCHYUTE)

Paspa6orats I[IOJIMTUKY BE30ITACHOCTHU xommanuu ucxops u3 BeIOpaHHBIX Bamu
OTIEPALIMOHHON CUCTEMBI M MPOTPAMMHO-AMAPaTHBIX CPEJICTB

[IpencraBuTh MOJIENb MOTUTUKHN 0€30MACHOCTH KOMITAHHH.

[IpencraButh GopMy TEXHHKO-KOHOMHUYECKOTO OOOCHOBAaHUS CO3/IaHUS U Pa3BUTUS
06e30macHOCTH MH(GOPMAIIMOHHON CUCTEMBI, a TAK)KE IJIaHa TPOBEACHUS MEPOTIPUATHM.

BapunaHTbl KOMITaHHN:

1. KomnaHus umeeT 5 MpecTaBUTENbCTB, BCE MATh B pasHbIX cTpaHax. Mmeer 5 npen-
CTaBUTENHCTB B Kaxa0M OT 50-100 ven. 'onoBuHas kommnanus 1000 yen B Poccuun. Otaen mpo-
JIa’K B pErHOHAJIbHOE MPEACTaBUTENbCTBO, aIMUHUCTPATUBHBIN OTAEN U OT/Ie)l 00pabOTKU AaH-
HbIX. HanpaBneHue nesTebHOCTH KOMITAHUH - TPAHCHAIIMOHAJIBHBIE TPY30BbIE IEPEBO3KH.

2. KommaHus UMeeT 0/IHO MPeJICTaBUTENbCTBO B Poccuu, KoTopoe sBIsieTCs KOMITaHUEH,
KYIUIEHHOH rojioM paHee, 3aHumatonieecs pazpadotkoit I10. 'onosnast komnanus 10 500 yern.
[TpencraButenbetBo - 10 300 ven. (Pasubie Openabl). 2 ToMeHa — 2 OpeHaa

3. Komnanus umeet roioBHOH oduc co mratoM 300 gen. 3aHMMaeTCs poaakei CoTo-
BbIX TenedoHoB. [To Beeit Poccun 2000-3000 mpencraBUTeNbCTB — Mara3uHax, ecthb ymp. Me-
HeKep (JOKaJIbHBIN OTA. IpoAaxk) U Tapu(HBIA OTET U OT/I. JJOTUCTUKH.

4. Kommnanus — 100 gen. Cdepa aesTeaIbHOCTH ayTCOPCHHT, YCIYTH aIMUHUCTPUPOBA-
Hus. Knventol B OonbIIMHCTBE cTpad Mupa. KoMnanus obecrieunBaeT MOJIHYIO MOAEPKKY HH-
(bpacTpyKTyphl KIHEHTA.

5. Komnanus cocrout u3 3-x ¢punuanos Ha Tepputopuu PO. I1O B Mockse. Uncnen-
HocTh 1O 100 uen., B punmnanax 20 gen. 3aHuMaeTCs MPOU3BOACTBOM U pa3pabOTKOIl cpeAcTB
ayrentu¢ukauuu. [IpouszBoacrso B ¢punmnanax, [{O BeIMOIHSIET TOIBKO aAMUHUCTPATUBHBIE
JIEHUCTBHS.

6. Kommanus - XOJIUHT ¢ IEHTpaIbHBIM opricoM B T. MockBe. 3aHUMAETCs CO3JaHHEM U
pa3pabOTKOM HHTEPHET CATOB U B HEE€ BXOIUT el€ 4 KOMIaHUU, HAXOAIIUeECs B 4 cTpaHax
Mupa. B kaxoi komnanuu 10 50 4enoBexk.

CHTyaHI/IOHHBIe 3ala9i K IK3aMCHY 3a 3 CEMECTP
3. IlpuBeaure Hanbosee nomysipHele B Poccuu aHTUBUPYCHBIE TPOrpaMMBbI M UX KJlac-
cudukaryro. Caenaite CpaBHUTENBHBIN aHAIN3 AaHTUBUPYCHBIX MPOIYKTOB, OTMEYasi pa3iny-
HBIE aCTIEKTHI (ONEPaTUBHOCTh, PECYPCOEMKOCTbD, 3PPEKTUBHOCTD H T.JI.).
4. JlaiiTe XapaKTepHCTUKY ¥ OIIEHKY CIICTYIOIIMM TEXHOJIOTHSIM 3aIUTHI OT IPOTPaAMM-
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IIITMOHOB M BUPYCOB TpejiaraeMbIXx KoMItanuei Microsoft:
e Bamutauk Windows (Windows Defender).
Windows Live Safety Center.
CpenctBo ynaneHus BpeaoHOCHBIX mporpamm (Malicious Software Removal Tool).
Windows Live OneCare.
Microsoft Client Protection.

! OTBeThI 000CHOBATH U MPEACTABUTH [0 YCTAHOBICHHOM hopme
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8. IlepeyeHb OCHOBHOI M JONMOJHHMTEJbLHOW Y4eOHOW JIMTEpPATypbl; NepevYeHb PecypcoB
HH(OPMANMOHHO-TEJIEKOMMYHUKAIIMOHHOH ceTn «HTepHeT», mepeyeHb WH(OPMAIMOH-
HBIX TEXHOJIOTHH, MCNOJb3yeMbIX NPH OCYIIeCTBJEHHH 00pPa30BaTeJIbHOIO Mpolecca Mo
AUCHUILINHE (MOIYJII0), BKJIIOYAs NMepevyeHb MPOrPaMMHOro odecrnieueHusi 1 uHGpopmanu-
OHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOAMMOCTH)

8.1.0cHoBHas iMTEpPaTYpa
1. ®enorona, E. JI. UadopmanimoHHbie TEXHOJIOTHH U CUCTEMBI : yueOHoe ocodue / E.JI. demo-
toBa. — Mocksa : DOPYM : UHOPA-M, 2023. — 352 c. — (Bsicuiee obpa3zoBanue: bakanas-
puat). - ISBN  978-5-8199-0927-0. -  Tekcr : osmektponnsii. -  URL:
https://znanium.ru/catalog/document?pid=1913829
bapanoga, E. K. Mndopmarnmonnas 6e30macHOCTb U 3aniuTa HHGOpMaNKH : yueOHoe mocodue /
E.K. bapanoBa, A.B. ba6amt. — 4-¢ u3x., nepepad. u gon. — Mocksa : PUOP : UH®PA-M,
2025. — 336 ¢. — (Beicmiee obpaszosanue). — DOI: https://doi.org/10.29039/1761-6. - ISBN
978-5-369-01761-6. - Tekcr : anextponnbiit. - URL: https://znanium.ru/catalog/product/2178344
5.'onmuupina, O. JI. MHbOpManimoHHbIe CUCTEMBI U TEXHOJIOTHH : yueOHoe nocodue / O.JL. ['o-
muneiaa, H.B. Makcumos, U. 1. ITortoB. — Mocksa : DOPYM : UHOPA-M, 2023. — 400 ¢c. —
(Cpennee npodeccuonanbaoe odpazobanue). - ISBN 978-5-00091-592-9. - Tekcr : anekTpoH-
Heiit. - URL: https://znanium.ru/catalog/document?pid=2013719
6. 3arouckuii, A. B. UHpopManmoHHbIe TEXHOIOTHH: pa3paboTka HHPOPMAITHOHHBIX
Mojelel U cucteM : yaeoHoe nocobue / A.B. 3atonckuii. — Mocksa : PUOP : UTH®PA-M,
2023. — 344 c. + Jlomn. marepuainsl [ DaexkTpoHHslid pecype]. — (Cpeanee npodeccrnoHaabHOe
obpazosanue). — DOI: https://doi.org/10.12737/15092. - ISBN 978-5-369-01823-1. - Tekcr :
anexkTpoHHbIi. - URL: https://znanium.ru/catalog/document?pid=1902847

8.2./lonotHUTEILHASI JUTEpPATypa
1. I'o3neBa, B. A. MHTemnekTyanbHble TEXHOJIOTHH B OECIIMIOTHBIX cUcTeMax : yueOHuK / B.A.
I'Bo3meBa. — 2-e u3x., norm. — MockBa : MTH®PA-M, 2025. — 197 ¢. — (Beicmiee o6pa3oBa-
uue). — DOI 10.12737/1876535. - ISBN 978-5-16-019615-2. - Tekcr : snekrponnsiit. - URL:
https://znanium.ru/catalog/product/2169775
2. biunosckas, S. FO. Beenenue B reonHpopMaloHHble cucTeMbl @ yueoHoe nocobue / S.1O.
bmunosckas, J1.C. 3agos. — 2-e uza. — Mocksa : ®OPYM : UHOPA-M, 2023. — 112 ¢. —
(Beicmiee obOpazoBanue: bakanaspuar). - ISBN 978-5-00091-115-0. - Tekct : 31eKTpOHHBIN. -
URL: https://znanium.ru/catalog/product/1917599
3. Hukypos, H. I'. MoaenupoBaHue cuctem u mporeccoB : yuedHoe mocodue / H. I'. Hukypos.
— Mockga : PUOP : UHOPA-M, 2022. — 398 c. — (Bricmiee obpazoBanue: bakamaBpuar). -
ISBN 978-5-369-01167-6. - Tekct : ANIEKTPOHHBIN. - URL:
https://znanium.ru/catalog/product/1225064
4. Bnagumupos, B.M. [luctannnonHoe 30HAMpPOBaHKME 3eMIH [DIEKTPOHHBIN pecypc] : yuel.
nocobue / B. M. Bnagumupos, . . Amutpues, O. A. Jlyoposckas [u np.] ; pea. B. M. Bnanu-
MupoB. - Kpacnosipck : Cub. denep. yu-1, 2014. - 196 c. - ISBN 978-5-7638-3084-2. - Tekcr :
anextponHsbiid. - URL: https://znanium.ru/catalog/product/506009
5. ®opMHUpOBaHHE COBPEMEHHON MEXIyHApOIHO-TIPABOBOM KOHIICTIIIUK UCCIICIOBAHUS M HC-
MOJIb30BAHUS KOCMUYECKOro MpocTpaHcTBa : MoHorpadus / A.fl. Kamycrun, B.P. ABxanees,
A.A. T'onosuHa [u 1p.] ; otB. pen. A.fl. Kanyctun. — Mocksa : MHCTUTYT 3aKOHOJATENbCTBA U
cpaBHUTENBHOTO npaBoBeneHus npu lIpaBurensctBe Poccuiickoit deneparun : UHOPA-M,
2024. — 264 c.— DOI 10.12737/1241334. - ISBN 978-5-16-016815-9. - TekcT : 3JIEKTPOHHBIH.
- URL: https://znanium.ru/catalog/product/2084488
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6. 3apamenckux, E. I1. Untepuer Bemieii. MccnenoBanus u 061acTh NpuMeHeHUs : MOHOTpadus /
E.Il. 3apamenckux, U.E. AprembeB. — Mockpa : UHOPA-M, 2024. — 188 c¢. — (Hayunas
mbiciib). — DOI 10.12737/13342. - ISBN 978-5-16-019914-6. - Tekct : anekrponHsiid. - URL:
https://znanium.ru/catalog/product/2144319

7. Jlebenes, C. B. IIpoctpanctBennoe [ MC-MoaennpoBaHne re03K0JIOTHIECKUX 0OBEKTOB B
ArcGIS : yue6nux / C. B. Jlebenes, E. M. Hecrepos. - Cankr-IlerepOypr : U3a-Bo PITIY um. A.
. T'epuiena, 2018. - 260 c. - ISBN 978-5-8064-2486-1. - Tekct : anekTponHsbIit. - URL:
https://znanium.ru/catalog/product/1172148

8. I'puropsesa, U. 0. I'eoskomnorust : yuebHoe ocodue / M.YO. I'puropseBa. — 2-¢ uza., ucnp.
— Mocksa : UH®PA-M, 2024. — 273 c. + Jlon. matepuansl [DIEKTPOHHBIN pecypc]. —
(Beiciree obpasoBanme). — DOI 10.12737/1969527. - ISBN 978-5-16-006314-0. - Tekcr : siek-
tpounsid. - URL: https://znanium.ru/catalog/product/2135405

9. Ky3nenos, O. ®. OcHOBBI Teoie3Uu U Tomorpadus MECTHOCTH : yueOHoe mocodue / O. O.
Ky3Hernos. - 3-¢ u3j., ucnp. u jgon. - Mocksa ; Bosorna : Undpa-Umxkenepus, 2020. - 286 c. -
ISBN 978-5-9729-0514-0. - Tekcr: 3JICKTPOHHBIN. - URL:
https://znanium.ru/catalog/product/1168496

8.3. Ilepeuennb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTU «HTepHET»

1. Teoundopmannonnsiii nopran ['MC-Accounanus [MHPOpMAIIMOHHO-CIIPaBOYHAs cUCcTEMa]:
http://www.gisa.ru/

2. DnekTpoHHbIN atiac MockBbl [MH(pOpMalmoHHO-cripaBouHas cucremal: http://atlas.mos.ru
3. Kaprorpadguueckuii crnpaBOYHMK OpraHM3alMii C BO3MOXKHOCTBIO IOHMCKa, MPOKJIAIKU
Mapuipyra,  HaBuranud  (MHQOPMAlMOHHO-CIPABOYHAs  CHCTema). Pexum  JOCTy-
na: https://2gis.ru/ JJoctymn cBoOOIHBIH

8.4. Ilepevyenb nMporpaMMHOro odecre4eHusi, COBPEMEHHbIX NPO(PecCHOHAIBHBIX 0a3 JaH-
HbIX U MHGOPMAIMOHHBIX CIIPABOYHBIX CHCTEMAaM

Microsoft Windows

Microsoft Office

[TocTpoenue mpocTpaHCTBEHHBIX Mojeneil Teppuropuii u 0o6bexToB (PEKO/[-Monens).

CBoboaHas reorpadudeckas HHGOPMAIIMOHHASL CUCTEMA C OTKPBITHIM kKogoMm QGIS 2.18

I'eomopran Pockocmoca [mpodeccronanbhas 6a3a ganusix |: https:/gptl.ru/

CoobmectBo crnenuanuctoB B obnactu [MIC u 33 [mpodeccuonanbHast 6a3a JaHHBIX]:

http://gis-lab.info/

7. depepanpHas rocynapcTBeHHas WH(POPMAIMOHHAS CHCTEMa TEPPUTOPUAIBHOTO IJIaHU-
pPOBaHUS (npodeccronanbHast Oaza JAaHHBIX ). Pexum JIOCTyTIA:
https://fgistp.economy.gov.ru/ JToctyn cBoOoIHbI#

8. CmpaBouHo-nipaBoBas cuctema Koncynsrant + http://www.consultant.ru

ook wndE

9. MeToauyecKue yKa3aHus 1Jisl 00y4aIOMMXCSl 10 0CBOEHUIO THCIHUIJIHHBI

[Ipomecc n3yueHus TUCHUTUIMHBI MPETyCMaTPUBAET KOHTAKTHYIO paboTy ¢ MpemnoaaBaTe-
neM (paboTa Ha JEKIHUSAX U MPAKTUYSCKUX 3aHATHIX) U CAMOCTOSTENBbHYIO (CaMOIMOATOTOBKA K
JIEKIHMAM ¥ TIPAKTHYECKUM 3aHATHAM) paboTy 00ydaromerocs.

B kauecTBe OCHOBHBIX (hOpM OpraHM3alMK Y4eOHOTO Mporecca Mo AUCHUTUIHHE «3aluTa
POCTPAHCTBEHHOW HH(MOpMAIMK» IO MpPEeUIaraeMoil METOAUKE OOYYCHHS BBICTYMAIOT JICKIIHU-
OHHBIE U MPAKTUYECKHE 3aHATHUS (C UCTIOIH30BAHUEM MHTEPAKTUBHBIX TEXHOJIOTUI 00ydeHMs), a
TaK)Xe CaMOCTOsITeIbHAs paboTa 00yJaronuxcsl.
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Teopernueckue 3aHATHS (JIGKIIMM) OPraHU3YIOTCS MO MoTokaMm. Ha nexknusx usmaratorcs
TEMBbl JUCHUIUIMHBI, MPEIyCMOTPEHHBIE pabodyeil MmporpaMMoii, akIEHTHPYETCsS BHUMaHHE Ha
Haubosee MPUHIMIHUAIBHBIX U CIOXKHBIX BOIMPOCaX AUCIUIUIMHBI, YCTaHABIUBAIOTCS BOMPOCHI
JUISL CAMOCTOATENBbHOM npopaboTtku. [Ipu npoBeeHNnn NeKIMUH TUIAHUPYETCs CTI0Ib30BAHNE U H-
TEPAKTUBHBIX (JOPM M3JIOKEHUS MaTepHalia B BHJE MPOOJIEMHBIX JIEKIIMHA C HCIOJIb30BAHUEM
MYJIbTUMEIMMHBIX TEXHOJIOTHH B BUAE npe3eHTanuid. KoHcnekT nekiuil siBisercs 0a3oil mpu
MOATOTOBKE K NMPAKTHUYECKUM 3aHATHUSAM, K SK3aMEHaM, a TAKXKE CaMOCTOSITEJIbHOW HAyYHOU Jes-
TEIbHOCTH.

- Tpaouyuonnas nexyusi ¢ npezenmayueti - TOJPa3yMeBaeT TPAJAULMOHHOE H3JI0KEHUE
yueOHOro MaTepuaja IMOCPEJCTBOM aKLEHTYallUd OCHOBHBIX CMBICIOBBIX JOMHHAHT; JIEKLIHS
CONPOBOXKAAETCS MPE3EHTALUEH;

[TpakTrueckue 3aHATHS MO JUCHUIUIMHE «3aIUTa MPOCTPAHCTBEHHON MH(POpMAILUU» MIPO-
BOASTCS B (DOpPME BBIMIOJIHEHUS MPAKTUYECKUX PAOOT € LIETbI0 MPUOOPETEHUS MPAKTUIECKUX Ha-
BBIKOB B PEIICHUH 33/1a4 110 CTAHJAPTU3AIMH U YIIPABJICHUIO KAYeCTBOM B cepe ToCyqapCTBEeH-
HOTO MYHHUIIMNIAIBHOTO YIIPABJICHUS.

[IpakTHyeckue 3aHATUS CIIOCOOCTBYIOT OoJiee TIyOOKOMY MOHMMAHHUIO TEOPETHYECKOTO
MaTepuana yuyeOHOro Kypca, a TakKe pa3BUTHIO, (JOPMUPOBAHHUIO U CTAHOBJICHUIO PA3TUYHBIX
YPOBHEHN COCTABIAIONINX MTPO(HEeCCHOHATEHOM KOMIIETEHTHOCTHU CTYACHTOB.

[lenpro camMOCTOSITETLHOM (BHEAYyIUTOPHOM) pabOThl 0OyYAIOIIUXCS SIBISETCS OOydeHUE
HaBbIKaM pabOThl C HAYYHO-TEOPETUUYECKOM, MEPUOANUECKOM, HAyYHO-TEXHHUUECKON JTUTEepaTy-
PO M TEXHUYECKOH JOKyMEHTAIMel, HEOOXOMUMBIMH ISl YIITyOJIEHHOTO U3yUSHHsI AUCIIUATUIH-
HBI «3alluTa MPOCTPAHCTBEHHONW MH(POPMAIIHHY, a TAKXKE Pa3BUTHE Y HUX YCTOMUYUBBIX CIOCO0-
HOCTEN K CAMOCTOSITEIbHOMY M3YYEHHIO M U3JI0KEHUIO MOTY4€HHON HHPOpMAaIIIH.

OCHOBHBIMH 331a4aMH CaMOCTOSTEIbHOM pabOoThl 00YJatOLINXCS SBIISIOTCA:

—  oBjajaeHue QyH/IaMEHTaIbHBIMU 3HAHUSIMU;

—  HapaboTKa NpodecCHOHANbHBIX HABBIKOB;

—  npuoOpeTeHue omnbITa TBOPUECKON U UCCIIEA0BATENBCKOM eI TEIbHOCTH;

—  pa3BUTHE TBOPYECKOW MHMIIMATUBBI, CAMOCTOSITEIIbBHOCTH U OTBETCTBEHHOCTH CTY-
JIEHTOB.

CamocTrosTenbHas padoTa CTYJEHTOB 0 AUCHUIUIMHE «TeopeTnueckrne OCHOBBI pabouynx
IPOIIECCOB 0OBEKTOB MPOPECCHOHAILHON AEATEIbHOCTH» 00ECIIeUnBaEeT:

—  3aKperuieHue 3HaHWM, MOJIYyYEHHBIX CTyJE€HTaMH B MPOLECCE JIEKIIMOHHBIX U MPAKTH-
YEeCKUX 3aHATHUH;

—  (opMHUpOBaHHE HABBIKOB paOOTHI C MEPHOAMUYECKON, HAYYHO-TEXHUUYECKOH JUTepa-
TYPOU U TEXHUYECKOW TOKYMEHTALIHIM;

CamocrosiTenpHas padboTa SBIIETCS 0053aTeIbHON TSl KaXA0T0 00y4YaroIerocs.

10. MarepuajJibHO-TeXHHYECKas 0a3a, HeOOX0AMMAas VISl OCYLIIECTBJICHUS 00pa30BaTeIbHO-
ro npouecca 1no JUCHUIINHE (MOIYJII0):

VY4eOHble 3aHATHSA N0 AUCUUIUIMHE «3alluTa MPOCTPAHCTBEHHOW MHGOpMAIUN» IPOBO-
JSITCS B CIIEAYIOMIMX 000PYAOBAaHHBIX YU4eOHBIX KaOMHETaXx:
HaumenoBanue 060pya0BaHHbBIX yUeOHBIX KAOMHETOB, OOBEKTOB
JUTSL IPOBEICHUSI TPAKTHUECKUX 3aHATHUH C ITepeuyHeM OCHOBHOTO

000pyI0BaHUS

3aHATHUS JTCKIIMOHHOTO yaeOHas ayIuTopusi, CTIeIIHAIM3UPOBaHHAs ydeOHas MeOelb
Tuna, rpynmnossie ¥ uHAU-| TCO: BUAEONPOCKINOHHOE 000pyI0BaHNE/IEPEHOCHOE BHUIEOMPO-
BU/yaJibHbIE KOHCYJIbTAa- |€EKIIMOHHOE 000pYI0BaHHE
WY, TEKYILIUH KOHTPOJIb, | 1OCKA

Bun yueOHbIX 3aHATHI 110
JUCLUIIIINHE

© PI'YTHUC




oo OEJEPAJIbBHOE TOCYOJAPCTBEHHOE BIO/IKETHOE OBPA3OBATE/IBHOE CMK
YYPEXXIEHME BbICIITETO OBPA30OBAHIA PIyTUC

‘@ «POCCUUCKUW TOCYTAPCTBEHHBIVI YHUBEPCUTET

TYPU3MA 1 CEPBVICA»

Aucm 62

MPOMEKYyTOUHAs aTTeCTa-
U

3aHATHuA CCMHHApPCKOI0
THIIA

HNuHoBaioHHO- 00pa30oBaTeNbHbIM LEHTP KOCMHUYECKHX YCIIyT
Crienmanu3upoBaHHas yueOHas Mebenb
TCO: BuaeonpoekunonHoe obopynoBaHue
WutepaktuBHbiii cton Creority Touch s ucmonb30BaHus ¢ Mpo-
rpamMHbIM KoMiuiekcom PEKOJI-MOJIEJIb (pa3pabotuuk - OAO
"HayuHo-npou3BojcTBeHHas Kopropanus "Pekon'"), paboune craH-
uun, PEKO/I-Mogenb - nocTpoeHue MpOCTPAHCTBEHHBIX MOJIEIEH
TePPUTOPUI u 00BEKTOB
JluneH3snoHHoe mporpaMMHOe oOecreueHne: B COOTBETCTBUU C pa-
00ueil mporpaMMoit

CamocTtosTenbHas paboTta
00ydJaronmxcs

MOMEILEHUE JIJISl CAMOCTOSITENILHOUM paboThlI,

cnenuanusupoBaHHas ydyeOHas medens, TCO: BUAEONPOEKIIMOHHOE
o0opysoBaHue, aBTOMAaTU3UPOBaHHbIE paboune MecTa CTYJIEHTOB C
BO3MOKHOCTBIO BBIX0/1a B MH()OPMAIIMOHHOA
TEJIEKOMMYHUKALIMOHHYIO ceTh "MHTepHeT", 1ocKa;

[Tomenienue i caMOCTOSTENHHOM padOTH B YMTAIbHOM 3asie Ha-
YUHO-TEXHUYECKOW OMOIMOTEKH YHHUBEPCHUTETA, CHEIUAIU3UPOBAH-
Has ydeOHas MeOelb aBTOMaTH3MPOBAHHEIC pa0OYne MeCTa CTYIACH-
TOB c BO3MOXKHOCTBIO BbIXOJIa  HMH(OPMAIIMOHHO-
TEJICKOMMYHUKAIMOHHYIO0 CceTh «IHTepHEeT», MHTEpaKTHBHAS IOCKA
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