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COIEP/KAHUE

OO0mas xapakTepucTuKa padoyeii mporpaMMbl IMCHUILIMHBI

CTpykTypa u cofep:kaHue y4eOHOH JUCIHUILIMHBI

MeToanuyeckne yKa3aHus 10 NPOBeJeHUI0 MPAKTUYECKUX 3aHATHI/1a00paTOPHBIX
paboT/ceMuHapoB, 3aHATHII B (hopMe NPAKTHYECKOI MOATOTOBKY (NIPH HAJMYMH), U
CaMOCTOSITEJIbHOM padoTe

DoHJ 01LIEHOYHBIX CpeacTB IMCUUIIJINHBI

YcaoBusa peaimdanuu nporpaMmmbl THCHUIIIMHBI

HNudopmanuonnoe odecrneyeHne peajsn3anuu NporpaMmmal
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1.0BIIASI XAPAKTEPUCTUKA PABOYEM ITPOI'PAMMBI TV CIHUILIVHBI
«MHdopMannoHHas 0e30MACHOCTLY

1.1 MecTo THCHUILIAHBI B CTPYKTYpPe OCHOBHOI 00pa30BaTe/IbHOIi MPOrpaMMBbl:

VYueOnass aucuuiuiiHa «HHpopManmoHnHas 0e30MacHOCTY SIBISIETCS  BapHaTUBHON
YacThI0 00IIenpodeccHoOHAIbHOTO KA OCHOBHOW MpodeccCHOoHANBLHOW 00pa3oBaTenbHON
nporpammsbl B cooTBeTcTBHH ¢ PI'OC mo cnerumanpHocTr 09.02.07 MHbOpMaIIMOHHBIE CHCTEMBI
U TIPOTpaMMHUPOBAHUE.

1.2 Heqm w 3agauym JMCHUIUVIMHBI — TpPe0OBaHMSI K Ppe3yJbTaTaM OCBOEHHS
AUCHUTLIMHBI:

OcBauBaeMble KOMIIETEHITUN

Kon HauMenoBanue 00X KOMIETEHIIMIA

OK 01 Br16upath ciocoObI perieHus 3a1a4 npodecCHoHaIbHOM IESITCIIBHOCTH,
MPUMEHUTEIBHO K Pa3JIMYHBIM KOHTEKCTaM

OK 02 Hcnonp30BaTh COBPEMEHHBIE CPENICTBA IIOUCKA, AHAIN3a U UHTEPIIPETALIUN
uHpOpMaru 1 HHPOPMALIMOHHBIE TEXHOJIOTHH JUIS BBITOJIHEHHS 33124
npodecCuOHAIBHON 1S TEIbHOCTH

OK 04 O} dexTuBHO B3auMOICHCTBOBATh U PabOTAaTh B KOJUIEKTHBE U KOMaH/IE;

OK 05 OcCymiecTBIATh YCTHYIO U MUCbMEHHYIO KOMMYHHUKAIIMIO HAa TOCYJapCTBEHHOM
s3bike Poccuiickoit denepanuu ¢ y4eroM OCOOEHHOCTEH COLMAIBHOIO U
KYJIBTYPHOI'O KOHTEKCTa;

OK 09 [Tonp30BaThCst MPOPECCHOHANBHON TOKYMEHTAIIMEH Ha TOCY/IapCTBEHHOM U
WHOCTPAHHOM SI3BIKaX

B pe3yJsibTare 0cBOeHUSsI AUCHUILINHBI 00y4aOIIMIics 10KEH YMeTh:

- NPUMEHSATH METObl U CUCTEMBI 3aIIUTHI UHPOPMALINH;

- obecreurBaTh 3alUTy U COXPAaHHOCTb JAHHBIX B CETH,

- CBOEBPEMEHHO pearupoBaTh Ha BUPYCHBIE YTPO3bl M KHOepaTaku

- IPUHUMATh Y4acTUe B SKCIUTyaTal[MH MOJCUCTEM YyIIpaBJieHHs] HHPOPMAIIMOHHON Oe30MmacHo-
CTBIO pa3IMYHBIX 0OBEKTOB HH(POPMATU3ALINY;

- aJIMUHHUCTPHUPOBATh MOJICUCTEMBbI MH(OPMAIIMOHHON O€30MaCHOCTH Pa3IUYHBIX OOBEKTOB
UHpOpMaTU3aIUH;
B pe3ysbTare 0cBOeHUSs AUCHUILIMHBI 00y4aIOLIUIICA J0/IKEH 3HATh:
- CYUIHOCTb, €M ¥ IPUHLIUITBI HHPOPMAIMOHHON 0€30MacHOCTH, 3aKOHOIaTeNIbHbIE OCHOBBI €€
peanuzaiuy;
- WH(POPMAIIMOHHO-TIPABOBbIE ACHEKThl OE30MACHOCTH WH(OPMAIIMOHHBIX PECYpPCOB, MPUHIUITHI
U CIIOCOOBI OXpaHbl HHTEIUIEKTYaIbHOM COOCTBEHHOCTH;
- HampaBJIEHUS U METo/bl obecrieueHus: 6e30MacHOCTH WH(POPMAIIMOHHBIX PECYpPCOB, BEIEHUS
aHAJTUTMYECKOW pabOThl MO BBIABJICHUIO YIpo3 HECAaHKIMOHMPOBAHHOTO JOCTyHa K
uHOpMaInH, €€ yTPaThl;
- METOAMKY 3aIIUTHl MH(POPMALIUHU B I€ATEILHOCTH OpraHU3aluu
- (yHKIMOHAIbHBIE BO3MOKHOCTH M MPEANOCHUTKA 3()(PEKTUBHOTO HCIIONB30BAHUS PA3TUYHBIX
TUIIOB TEXHOJOIMYECKHX CHUCTEM M CIIOCOO0B 00pabOTKM W XpaHEHHs TPAAMLUOHHBIX W
AIIEKTPOHHBIX KOH(UIEHIINAIBHBIX JOKYMEHTOB.
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2.CTPYKTYPA M COJAEP)KAHUE YYEFHOM JUCHUILIAHBI

2.1. O6bem yueOHOH TUCHMILIMHBI M BUIbI Y4e0HOIT padoThI

Buna yueOHoii padoThl

O0BeM B yacax

O0beM 00pa3oBaTeIbHON MPOrpaMMbl Y4eOHOM JUCIUNIMHBI 88
6 m.u. 6 hopme npaxmuyeckoi NOO20MOBKU (eciu npedycmMompeno) -
BT. U.:

TEOPETUIECKOE 00yIeHNE 34
MIPaKTUYECKHE U JJAOOPATOPHBIC 3AHITHS (eciu npedyCMOmMpPeHo) 36
CamocTtosTenbpHas paborta 4
Koncynpranumn 2
IIpomexyTounas arrectauus (DK3aMeH B 6 cemecTpe) 12
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2.2. TemaTHu4yecKHi NJIAH U coJep:kaHue ydeOHOH TucuuInHbl «AHdopMannoHHasi 6€30IACHOCTh»

HaumeHoBaHue Conep:xkanue yueOHoro marepuasa, lipakruyeckue padoThbl U NpakTU4ecKHe 3aHATHS, Oo0bem Koabi
CaMOCTOfITeIbHAsI padoTa 00y4aroImmMXxcst 4acoB KOMIIeTeH I,
¢popmupoBanmnio
pa3iesioB U TeM
KOTOPBIX
CrocoocTByeT
3JIeMEeHT
NPOrpamMMbl
Tema 1. JleKIIHOHHBbIE 3AHATHA:
Konuenuuu n > =
acnelflqmu 1. TloHsATUS PKOHOMUYECKON U MHPOPMAITMOHHOMN 0€30M1aCHOCTH. 6
T T 2. KiroueBsie BOonpochl HHGOPMALIMOHHON 06€30MacHOCTH
nH(}OpMaITMOHHOM
0€30MacCHOCTH
Tema 2. Bunbl JIeKUMOHHBbIE 3aHATHSA:
yrpos 3. Buasl yrpo3 nHGOpPMAIHOHHON 6€30MacHOCTH 6
uH(GOPMaIMOHHON 40 i undh
. OcHOBHBIE BH/IBI 3aIIMIIAEMON HH(OpMALIUN

0€30MacHOCTH JIBT Satitii pMall

IpakTnyeckoe 3ansaTue 1

OcHOBBI 3aKOHOIATENHCTBA B 0071aCTH o0OecreueHruss UHPOPMAIIMOHHON 0€30MacCHOCTH 8

Pa3paboTka MeTo/1a ¥ MOJENIN CUCTEMBI 3alUThl HTHPOPMAIUH.

ANTOpPUTM IIPOBEICHUS aHAIHM3a U OLIEHKH YTPO3.
Tema 3. JleKuMOHHBIE 3aAHATHS 6
Hoctpoenust 5. OcHOBHBIE aCIEKTHI IIOCTPOEHHSI CHCTEMBI HH(POPMAITHOHHON GE30ITaCHOCTH
CHCTEMBI B

. | 6. AmnHanmu3 u ynpaBieHHE PUCKaMU MU peaau3anuu NHHOPMaIMOHHON 0€30MacHOCTH

uH(MOPMAaIMOHHON
0e30MACHOCTH IIpakTnyeckoe 3ansaTHE 2 6

AnantusHas mozens C3U Ha 6aze HEHPOHHBIX CETEH.
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Cxema pa6OTBI TCHCTUYCCKOI'O aJiropuT™Ma

Tema 4. 3amura
uHpopManuu B

JleknuoHHbIC 3aHATHS:

7. 3ammTa uHopmanuy B MHGOPMALMOHHBIX CUCTEMAaX U KOMIIBIOTEPHBIX CETSX.

nH(}OpMaAITMOHHBIX —
8. Meroaonorus aHanu3a 3alMIIeHHOCTH HH(POPMAITMOHHOW CHCTEMBI.
CUCTEMAX U
ceTax TpéxypoBHEBast MOIEIb MTapaMeTPOB olleHKH 3amuieHHoct MC.
Mopenu cucTeMbl 3alUTHL.
Tema 5. JIleKIInOHHbIE 3aHATHA:
O0ecrieuenue

oe3omacaoctu MC

9. TpeGosanus k apxurekrype MC ms obecrieueHust 6€301MacHOCTH ee
(GyHKIMOHUPOBAHUSI.

10. Texnonoruu kpunrorpaduyeckoi 3amuTtsl HHGopmaruu. CoBpeMeHHbIE Cpe/ICTBA
OMOMETPHUYECKON UACHTH(HKAIIHN.

IIpakTnueckoe 3ansaTue 4
3amuTa nHpopmanuu B pacnpenenenHoi UC.
HIndposanue u nemuppoBanue qaHHbIX. Tabmuma Buxunepa

Tema 6.
OobecrieueHue
UHTErpAIbHON
6e3omacHoctu MIC

JleKInoHHbIE 3aHATHA:

11. Obecneuenue HHTErpaabHON 6€30MaCHOCTH UH(POPMALIMOHHBIX CHCTEM M CeTel

12. TexHonoruu Kpunrorpaduyeckoi 3amuTel HHPOPMALIUH.

IIpakTH4eckoe 3aHsATHE S
Pacnipenenennas nadopmarmonHas cuctema.
TexXHOJIOrNH TOKEHOB

KomMnonoBka VPN Ha ocHOBe MCKIAYHAPOAHBIX CTAHAAPTOB U IPOTOKOJIOB.

CamocrosiTesbHas padora 5
Cucremarudeckasi mpopadOTKa KOHCIIEKTOB 3aHSATHN, y4eOHOM U CICIIMAIbHON TEXHUYECKOM
JUTEPATYpPHhI 10 TEMAM:
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[IpuHUUMIIBI OpraHu3aluy pa3HOYPOBHEBOTO JIOCTYNAa B aBTOMaTU3UPOBAHHBIX
MH()OPMAIIMOHHBIX CHCTEMAaX.

[loHsATHE HECAaHKIMOHUPOBAHHOI'O JJOCTYIIA U 3aIIATA OT HETO.

YrpaiieHue J0CTYIIOM B HHPOPMAITMOHHBIX cucTeMax. OCHOBHBIC MMOHATHS: KIIHEHT, TIPABO
1 00BEKT JAOCTYIIA, TPYIIIbI, POJIH, MOJIUTHKA 0€30IacCHOCTH.

JuckpennoHHas mozelb nocrymna. [IpenmyiecTBa u HEIOCTATKH.

ManatHas Mozelnb foctyna. [IpeuMyiiecTBa 1 HETOCTAaTKH.

Koncyabranumn 2
[Ipomexyrounas arrectanus (3K3aMeH B 6 ceMecTpe) 12
Bcero 88

Jlis XapaKTepUCTUKU YPOBHS OCBOCHMSI yUeOHOr0 MaTepualla UCIOJIb3YIOTCS CIelyIoIue 0003HaueHus:

1. — o3HaKOMHTENBbHBIH (Y3HaBaHUE paHEe U3YUYECHHBIX 00BEKTOB, CBOHCTB);

2. — penpOAYKTHUBHBIHN (BBIMOIHEHUE JIEITEIBHOCTH 110 00pas3ily, MHCTPYKIUH WIH MOl PyKOBOJCTBOM)

3. — IPOAYKTUBHBIH (TUTAHWPOBAHUE U CAMOCTOSITETIFHOE BBITTOITHEHHE JICATEIIEHOCTH, pEIIeHHe MTPOOJIEMHBIX 3a71a4)
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3. MeTtoauyecKkue yKa3aHus 10 MPOBEAEHUIO MPAKTUYECKUX 3aHATHI/Ia00PATOPHBIX
paboT/ceMUHApPOB, 3aHATHH B (h)opMe NPAKTUYECKOI OATOTOBKH (IIPY HAJTMYHN), U
CaMOCTOSITEJIbHOM padoTe

HpaKTI/I‘-IeCKI/IC 3aHATUA 3aKIIIOYAarOTCA B BBIIIOJIHCHUH CTYACHTAMH, IIOJ PYKOBOACTBOM
npernojaBaTesnisi, KOMIUIEKca Y4YeOHBIX 3aJlaHUil HalpaBJICHHBIX Ha YCBOGHHE HAy4dHO-
TEOPETUYECKHX OCHOB y4eOHOW JMCUUIUIMHBI, TNPUHOOPETECHHE NPAKTUYECKUX HABBIKOB
OBJIAJICHUSI METOJaMHU MpPaKTH4YeCKOH paboThl € MPUMEHEHHEM COBPEMEHHBIX CPEICTB
KOMITBIOTEPHOH rpaduku, MyIbTUMEINA, KOMMYHUKAIIMOHHBIX TEXHOJIOTHH.

[IpakTuueckue 3aHATHA CIOCOOCTBYIOT OoJiee TIIyOOKOMY MOHHUMAaHHIO TEOPETHYECKOIO
MaTepuaia yueOHOro Kypca, a TakKe Pa3BUTHIO, (DOPMHPOBAHUIO U CTAHOBJICHHIO Pa3IMYHBIX
YPOBHEH COCTABIAIOIIUX Mpo(eccHoHabHON KOMIETEHTHOCTH CTylaeHToB. Hapsany c
dbopMHpOBaHHEM YMEHHH W HAaBBIKOB B IMPOIECCE NPAKTUYECKUX 3aHATUNA 0000IaroTcs,
CUCTEeMATHU3UPYIOTCS,  YIAyOJsIOTCS M KOHKPETU3HPYIOTCS ~ TEOPETUYECKUE  3HAHUS,
BI)Ipa6aTI)IBa€TC$I CIIOCOOHOCThP M T'OTOBHOCTH HCIIOJB30BAaTh JOTH HABBIKM Ha IIPAaKTUKCE,
Pa3BUBAIOTCS] UHTEJUIEKTYyalIbHbIE YMEHUSI.

[TpakTudeckue 3aHATHS IPOBOAATCS B (POpME MPAKTUIECKUX PaboT.

3.1. TemaTuka u coepKaHue MPAKTHYECKUX 3aHATHIA

Tema 2. Buasl yrpo3 nHhpopMamoHHOH 0€30macHOCTH
[TpakTrueckoe 3austue 1.
«OCHOBBI 3aKOHOJIATEIILCTBA B 00acT 0OecriedeHUs HHPOPMAITHOHHOW 0€30TIaCHOCTH.
[TpakTrueckoe 3ausTue 2.
«Pa3paboTka MeTO1a M MOJIETTM CUCTEMBI 3aIUTHI HHPOPMAITUN.
[TpakTHueckoe 3ausTHE 3.
«ANTOPUTM TIPOBE/ICHUS aHAIM3a U OLIEHKU YTPO3».
Tewma 3. TTocTpoeHus cucteMbl HHPOPMAITMOHHOM 0€30MaCHOCTH
[TpakTrueckoe 3anstue 1.
«AnantuHas mojens C3U Ha 6aze HEHPOHHBIX CeTel».
[TpakTrueckoe 3ansTue 2.
«CxeMa paboThl F€HETHYECKOTO AITOPUTMA.
Tema 4. 3amura nHdopmanuu B ”HGOPMAILIMOHHBIX CUCTEMAaX U KOMIIBIOTEPHBIX CETIX
[TpakTrueckoe 3ausTue 1.
«AnantuHas mosenb C3U Ha 6aze HEUPOHHBIX CETEN».
[TpakTHueckoe 3ausTHE 2.
«Cxema paboThl TECHETHYECKOTO aJITOPUTMAY.
Tema 5. O6ecneuenue 6e3onacHocty UC
IIpakTnueckoe 3anstue 1.
«3amura nHbopMaiuu B pacupeneneHnoi MCy».
IIpakTnueckoe 3ansTue 2.
«udposanue u nemudponanue naHHbIX. Tadbnuna BrxuHepay.
Tema 6. OGecnieuenne naTerpanbHoi 6e3onacHoctu MC
[TpakTrdeckoe 3ausTue 1.
«Pacnipeienennas ”HPOPMAITMOHHAS CHCTEMA.
[TpakTHdeckoe 3ausTue 2.
«TeXHOIOTUN TOKEHOBY.
[TpakTHdeckoe 3ausTue 3.
«KommnonoBka VPN Ha 0CHOBE MEXIYHAPOIHBIX CTAHJAPTOB U MPOTOKOIOBY.
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3.2. TemaTuka U coiepkaHue CAMOCTOSITEILHOMH PadoThI

CamocrosrenbHas paboTa sBJISETCS. HEOThEMJIEMON YacThl0 00pa30BaTEIbHOIO
npoIliecca, CBA3aHHOTO ¢ (POPMUPOBAHUEM KOMITETCHIIUN 00yJarOIuXcsl.

Ienbro caMOCTOATENIBHON (BHEAYAUTOPHOM) pabOThI CTYICHTOB SIBJISIETCS 00y4YeHUE
HaBBIKaM Pa0OThI C HAYYHO-TEOPETUYECKOH, MEPHOANYECKON, HAYUHO-TEXHUIECKOM
JUTEPATypON U TEXHUUECKON JOKYMEHTalMel, HEOOXOIUMBIMH ISl YIIIyOJIEHHOTO U3y4eHUs
JUCLIUTUIMHBL, @ TAKXKE PA3BUTHE Y HUX YCTOMYUBBIX CIIOCOOHOCTEN K CAMOCTOSITEIEHOMY
U3YyUYEHHIO U U3JI0KEHUIO IIOJIYYEHHOM HH(pOpMaIUH.

®opmbl (BUABI) CAMOCTOSATEIbHOM PadoThI

CamocrosrenbHas paboTa BBIIOIHIETCS B popMe IPOPadOTKU KOHCIIEKTOB 3aHATHUH,
y4eOHOI U CrennanbHON TEXHUIECKOH TuTeparypsl (110 Bompocam K maparpadam, riiaBam
y4eOHbIX T0COOUIi, COCTAaBIEHHBIM IPENoaBaTeseM) U MOATOTOBKU K MPAaKTUYECKUM paboTam ¢
MCIIOJIb30BaHNEM METOAMYECKUX PEKOMEHAIM penoaBaTeis; 0opopMIICHUE TPAKTUYECKUX
paboT; OTYETOB U MOATOTOBKA K UX 3alLUTE.

TemaTuka u cogepxanue
[IpumMepHbIE€ TEMBI TIOKJIAI0B

1) OcHOBHBIE TEPMUHBI U OIIpeIesIeHUs] 0€30IaCHOCTH U 3allUThl MH()OpMaIK

2) CyuHocTh ¥ NOHATHE HH(OPMAIIMOHHOM 0€30aCHOCTH U 3aLIUThI HH(OpMALUU

3) Lenmn u KoOHUENTyaJbHBIE OCHOBBI HMH()OPMAIMOHHOW OE€30MacHOCTH U 3alIUTHI
uHpOpMaun

4) ITpuHIUI UCTOPUYHOCTH B CUCTEMaX 0€30MaCHOCTH U 3allMThl HHpOpMaLUU

5) Kondunennmanbnas wuHbopMainusa. Kraccupukanus 1o BuUAaM U CTENEHSIM
KOH(HIEHIIMATBHOCTH

6) Hocurenu 3amuniaeMoit ”HGpopMauu

7) TloreHumaibHBIE YIpO3bl 3amuinaeMond wHbopMmanuu. Buumbl u  MeTOIbI
JIeCTaOMITN3UPYIOIIEro BO3IEHCTBHS Ha 3aIIUIIAeMyI0 HH(POPMAIIHIO.

8) DnemeHTapHas 1 MHOTO3BEHHAsi MOJIENb 3alUThl HH(OpMaIH

9) Monenb MHOTOYPOBHEBOH 3aIlUTHI

10) KommnekcHast BEpOATHOCTHAsI MOJEIb 3alIUThl HHPOPMAIIUN

11) PacyeT Hane>KHOCTH 3aIIATH HHGOPMAITTI

12) 3akoHO1aTENIbHBIE CPEACTBA 3aIUThI HH(OPMaLUN

13) Opranu3anoHHO-3aKOHO/1aTeNIbHBIE CPEACTBA 3AIUThHI HHPOPMALIUU

14) ®uznueckue cpeacTBa 3alUThl HHPOpMAITUH

15) AnmapaTHbie cpeAcTBa 3aUThl HHGOPMAIHH

16) IIporpammuble 1 Kpuntorpapudeckie cpeacTBa 3aluThl HHGOpMaluu

17) Ilopsinok ompezneneHusi KOMIUIEKCA CPEICTB 3allluThl MHQOpMANMM A 00BbeKTa
uHpOpMaTU3ALUU

18) OcHoBHble monoxeHus: Kpunrorpaguu. TeopeTnueckas U MpakTUYecKass CTOMKOCTh
nmmdpos. Jonymenus [llenHona

19) Metonp! kpunrorpadpudeckoro npeodpa3oBanust JaHHbIX. [lepecTaHoBKa.

20) Meroas! kpunrorpaduyeckoro npeoOpa3zoBaHusl TaHHBIX. ['aMMupoBaHue.

21) Meronsl Kpunrorpaguyeckoro mnpeoOpa3oBaHUs JaHHBIX. AHAJIUTHYECKHE
npeoOpa3oBaHusl.
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22) OCHOBHBIE  MOJOKEHHUSI IIOCTPOCHUA CHUMMETPHUYHBIX W  HCCHMMCTPHUYHBIX

KPHUIITOCUCTEM

23) OpgHoHanpaBieHHbIE QYHKIIUU

24) Ipaktrueckoe npumeHeHue mudpo. Tadauna BuwkuHepa.

25) Ipaktruueckoe npumeHenue mudpo. Tadaua Metox RSA.

26) Bugel u cyniHocTh KpunToananusa. [Ipasuino Kupkxodda

27) llouaTre 1 OCHOBHBIE MOJIOKEHUS U (PPOBOI cTeranorpadun

28) IlpuHuunel oOpraHU3alUy pPa3HOYPOBHEBOIO JOCTyla B aBTOMAaTU3UPOBAHHBIX
UH(POPMALIMOHHBIX CHCTEMAX.

29) IlonsATHE HECAHKIIMOHUPOBAHHOI'O JOCTYIIA U 3alIUTa OT HETO.

30) Yopasienue 1ocTyrnoM B HHOOPMALIMOHHBIX cucTeMax. OCHOBHBIE MOHATHS: KIHEHT,
paBo U 00BEKT JOCTYIIA, TPYIIIBL, POJIH, TOJUTHKA OE30MaCHOCTH.

31) duckpernmonnas monaens gocryna. [IpenmynecTsa u HEJOCTATKY.

32) Manpaarnas mozens goctyna. [IpenmyiiecTsa U HEIOCTaTKH.

33) CyuHocts u nposiBienre PIIC (KOMIIBIOTEpHBIX BUPYCOB).

34) Knaccudukanusi KOMIIbIOTEPHBIX BUPYCOB.

35) OcHOBHBIE BUJIbI BUPYCOB U CXE€MbI UX (DYHKIIMOHUPOBAHHUS.

36) IIporpamMmbl 0OHAPYKEHUS U 3aIIUTHI OT BUPYCOB, OCOOCHHOCTHU UX PalbOTHI.

4. ®oHJ OLEHOYHBIX CPEICTB JUCHUIIMHBI

4.1. Pe3yanaT1>1 OCBOCHHUHA yqeﬁﬂoﬁ AUCHUIIJIMHBI, TOJIC/KAIIHE IIPOBEPKE

DopMBI IPOMEKYTOUHOHN aTTECTALIMH IO CEMECTpaM:

Ne cemectpa

dopMa KOHTPOJIA

6

DK3aMeH

B pesynpraTe mpoMexyTO4YHOM aTTecTal MO y4yeOHON AHUCUUIUIMHE OCYILECTBISETCS
KOMILJIEKCHAs IIPOBEPKA CICAYIOINIMX YMEHUN U 3HAHUM!

Pe3yabTarsl
00yueHus:
yMeHHs, 3HAHUS U
0o01Ie KOMIEeTeHIH U

Tloka3aTequ OEHKH
pe3yJabTara

(I)opMa KOHTPOJIA U OCHUBAHUSA

YMenus

V1. npuMeHsATh METOJBI U
CUCTEMBI 3alUTHI
nH(popManuu;

IIpaBunpHOE U a1eKBaTHOE
IIPUMEHEHUE METO0B U
CHCTEM 3aIUTHI
uHpOpMaLUH.

s mexywe2o konmpona.:

OIICHKA PE3YJIbTATOB MPAKTUYECKUX
3aHSATUH; OIICHKA BBITIOJTHCHUSI
CaMOCTOSITENILHBIX PaboT

Jlna npomedxcymounou ammecmayuu.:
9K3aMEeH

VY2. obecnieunBaTh 3aIUTy
U COXPAaHHOCTb JIaHHBIX B
ceTu;

Ob6ecnieuenue 3alATEI U
COXPAHHOCTH JIaHHBIX B
CeTH.

s mexkywe2o konmpona.

OIICHKA PE3YJIbTATOB MPAKTUYECKUX
3aHSATUHN; OTICHKA BBITIOJTHCHUSI
CaMOCTOSITENILHBIX PaboT

Jlna npomedxcymounou ammecmayuu.:
9K3aMEH

V3. CBOEBPEMEHHO

3HaHHE COBPEMEHHBIX

/s mexywe2o konmpona.
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PIYTUC

Aucm 11

pearupoBath Ha BUPYCHBIC
yrpo3bl U KHOEpaTaku;

CHCTEM 3alIHTHhI.

OLICHKA Pe3yJIbTaTOB MPAKTHUECKUX
3aHSATUH; OILICHKA BBITTOJIHEHUS
CaMOCTOSITeNIbHBIX PabOT

s npomedxcymounoti ammecmayuu:
9K3aMeH

V4. npuHUMaTh yyacTHE B
9KCIUTyaTalu IO/CUCTEM

DKCIUTyaTalust moJICUCTEM
yIpaByieHus: HHpOpMaIuoH-

s mexyweco konmpona.
OLICHKA Pe3yJIbTaTOB MPAKTHUECKUX

YIPABJICHUS HOU 6€30MaCHOCTBIO 3aHATHI; OLICHKA BBIITOJIHEHUS
nH(OPMaLMOHHON pa3INYHbIX 00BEKTOB CaMOCTOSITeNIbHBIX PaboT
0€301aCHOCTBIO uHpOpMaTU3aLUU s npomedxcymounoti ammecmayuu’
pa3IMYHBIX O00BEKTOB 3K3aMEH

nHpOpMAaTH3aLNY;

V5.  agMUHHUCTpPUPOBAThH | YMEHHUE AJIMUHUCTPUPOBATD | /{14 meKyue2co KOHmpoaa:
IIOJCUCTEMBI IIOJCUCTEMBI OLICHKA PE3YJIbTATOB MPAKTUYECKUX
nH(OPMALIMOHHOU nH(OPMALIMOHHOU 3aHSATUH; OLICHKA BBIIIOJIHEHUS

0€30MaCHOCTH PA3JIMIHBIX
00BEKTOB

0€3011aCHOCTH pa3IMYHBIX
00BbEeKTOB HH(MOPMATH3AIIUH

CaMOCTOSITEIILHBIX paboT
,ZZJZ}Z npOMeDiC'yl’l’IOLlHOZZ ammecmayuu.

nHpOpMaTH3ALINH. 9K3aMeH

3Hanuna
31. cymHOCTb, IEIH | | - aKTUBHOE UCIIOJIb30BaHUE | [[s1 meKkywe2o KOHmpoJis.
TIPUHITATIBI Pa3IMYHBIX UCTOYHHUKOB JIJIS | OLICHKA BBITIOJHCHUS
WH(OPMAITMOHHOU perieHus CaMOCTOSITEIILHBIX PabOT, YCTHBII
0€301IaCHOCTH, po¢)eCCHOHANIBHBIX 3aJ1a4; | OIPOC.

3aKOHOJAaTCIIbHBIE OCHOBBI
€C pCaJin3alnu,

Jlna npomedxxcymounou ammecmayuu.:
9K3aMEH

32. MH(POPMAIIUOHHO- | - OCBOEHUE UHMOPMAIUU U | /11 meKyuweco KOHmpoas.:

IIPaBOBbIE acIIeKThI | MPOrpaMM, HEOOXOMMBIX OLICHKA BBIITOJIHEHUS

0€e30MacHOCTH JUTsI TpoecCOHAIBHOMN CaMOCTOSITENIbHBIX PadOT, YCTHBII
MH(OPMAIIMOHHBIX JESATENBHOCTH; oIpoc.

peCypcoB, TNPUHLUIBI U s npomedxcymounoti ammecmayuu:
CIOCO0BI OXpaHbl JK3aMeH

MHTEIUIEKTyJIbHOMN

COOCTBEHHOCTH;

33. HaIpaBJICHUSA U | - aKTUBHOE UCIIOJNb30BaHue | /{11 mekyweeco KOHmpons:

METO/IbI obecrieyeHus | B yueOHOM JesITeNbHOCTH OLICHKA BBIITOJIHEHUS

0€30MacHOCTH MH(OPMALIMOHHBIX U CaMOCTOSITENIbHBIX padOT, YCTHBII
MH(OPMATMOHHBIX KOMMYHHKAIIMOHHBIX orpoc.

pecypcos, BEJICHUS | pECYpCOB; s npomedxcymounoti ammecmayuu:
aHAJIUTUYECKOH  paboThI 9K3aMeEH

[0  BBIBIEHUIO  yIPO3

HECaHKLOHUPOBAHHOTO
JocTyna K HH(QOpMaIuH,
€€ YTparThl;

34.  METOOUKY 3allluThl
uHpopManuu B
JeSTeIbHOCTH
OpTaHU3aINH;

- OCBOCHHUE TIPOTrpamM,
HEOOXOONMBIX IS
npodeccuoHaNbHOMI
JIEATENHHOCTH;

s mexywezo konmpona:

OIICHKA BBITIOJTHCHHS
CaMOCTOSITENILHBIX PabOT, YCTHBIN
orpoc.

s npomedrcymounoti ammecmayuu:
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JK3aMcH
35. (GyHKIIMOHATBHBIC | - COOTBETCTBHE CIIOCOOOB s mekywe2o KouHmpons.
BO3MOKHOCTH W | JOCTHKCHMA IS, OIIEHKA BHITIOJIHCHUS
IIPEANIOCHIIKN croco6aM OnpeesIeHHbIM CaMOCTOSITENIbHBIX paboT, YCTHBIN
3¢ pexTUBHOTO PYKOBOJIUTENIEM U ompoc.
HCIIOIb30BaHUS JIOKYMEHTaMU; s npomedxcymounot ammecmayuu:
Pa3IMYHBIX THIIOB JK3aMcH

TEXHOJOTHYECKHX CHUCTEM
U CHOCOOOB 00pabOTKH
XpaHEHUsl TPaIUIIMOHHBIX

n QJICKTPOHHBIX
KOH(l)I/II[eHHI/IaJII)HI)IX

HJOKYMCHTOB;,

CDOpMI/IpyeMLIe KOMIICTCHIIMH

Kox
¢popmupyemoii
KOMIIETeHIH U

HaumeHoBaHue KOMIIeTEHIIUH

®opMbI M METObI KOHTPOJISI U OLIEHKHU
pe3yJbTaToB 00y4eHHsl

OK 1.

BriOupate  criocoObl

3a1a4

perieHus
npodeccrnoHanbHOI
NESATETLHOCTH TPUMEHUTEIHHO K
pPa3IUYHBIM KOHTEKCTaM;

s mexywe2o konmpona.:

OIIEHKa pabOThl Ha MPAKTHUECKUX
3aHSTHUSX, OLIEHKA BBITIOJHEHUS
CaMOCTOSITENIbHBIX PabOT, YCTHBIHN Ompoc.
Jlna npomedxcymounou ammecmayuu.:
9K3aMEH

OK 2.

Hcnons3oBaTh COBPEMCHHBIC

CpEACTBA IIOMCKA, aHaluu3a |
MHTEpIpeTanuy MHPOpMALUU U
MH(OPMALIMOHHBIE  TEXHOJIOTUU
JUIS

npodeccnoHanbHOM

BBIIIOJTHECHU A 3aga4

ACATCIIBHOCTH,

s mexywe2o konmpona.

OIIEHKa pabOThI Ha MPAKTHUECKUX
3aHATHUSAX, OLIEHKA BHITIOJTHEHUS
CaMOCTOSITENbHBIX PabOT, YCTHBIN Ompoc.
Jlna npomedxxcymounou ammecmayuu.:
3K3aMEH

OK 4.

[TnmaHupoBaTh M peaU30BHIBATH
coOCTBeHHOE TMpodeccruoHANTbHOE
u JIMYHOCTHOE pas3BuTHE,
MPEIPUHUMATETBCKYIO

JEATENHHOCTE B
chepe,
3HAHUA 10

npodecCuoHATBHON
WCTIOJh30BATh
(uHaHCOBOW  TpaMOTHOCTH B
Pa3IMIHBIX KH3HEHHBIX

CUTYyalHiIX;

s mexywe2o konmpona.

OIIEHKa pabOThI HAa TPAKTHUECKUX
3aHSTUSIX, OLIEHKA BBITIOJTHEHUS
CaMOCTOSITENIbHBIX PadOoT, YCTHBIN ompoc.
s npomedxcymounoti ammecmayuu:
JK3aMeH
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OK'5. Ocy1ecTBIATh YCTHYIO U s mexyweco konmpona:

MMMCbMEHHYI0 KOMMYHUKALIUIO HA OLICHKa paGOTBI Ha NPAKTHUYCCKUX
3aHATHAX, OLCHKA BBIITIOJTHCHUA

CaMOCTOSITENILHBIX PabOT, YCTHBIN Ompoc.
Jlna npomedxcymounou ammecmayuu.:

rOCyJapCTBEHHOM SI3bIKE
Poccuiickoit deneparuu ¢
y4eTOM 0COOCHHOCTEH

JK3aMEeH
COLIMAJIBHOTO U KYJBTYPHOIO
KOHTEKCTA.
OK 7. ConeiicTBOBaTh COXpaHEHUIO | /151 meKyujeco KOHmpos.
Opr)KaI'OH_[eﬁ cpensl, OLICHKAa pa6OTBI Ha IMMPaKTHYCCKUX

3aHSTHUSX, OLIEHKA BBITIOJTHEHUS
CaMOCTOSITENIbHBIX PadOT, YCTHBIHM Ompoc.
s npomedxcymounoti ammecmayuu:
JK3aMeH

pecypcocOepexeHuI0, TPUMEHSATh
3HaHUS 00 M3MEHEHWHU KJIMMaTa,
IIPUHIATIIBI OepeKIIMBOTO
MIPOU3BO/ICTBA, 3¢ (heKTHBHO
JICWCTBOBATh B YPE3BbIYANMHBIX

CUTYalUsIX;

s mexkyuje2o KOHmpons.:
Tosnbzosarbes 5 OIIEHKA PE3YJIbTATOB IPAKTHYECKHUX
npoQecCHOHANBHOI 3aHATUI, OLICHKA BBIIIOJIHEHMS

OK 09. JOKyMEHTaluen Ha
roCyAapCTBEHHOM H
MHOCTPAHHOM SI3BIKE.

CaMOCTOSITeIILHBIX PabOT, YCTHBIHN OIpoC.
ns npomedxcymounou ammecmayuu:
9K3aMEH

4.2. MeToMka IpMMeHEeHUs KOHTPOJIbHO-U3MePHUTEeJbHBIX MATEPHAIOB
KoHTpo:nb 3HaHMi 00y4aromuxcsi BKIOYaeT:
—  Texymuii KOHTPOJIb

— IIpomMexyTOuHYIO aTTecTaluIo

4.3. KoHTpPO/1bHO-U3MepHUTe/IbHbIe MAaTePUAJIbl BKJIKOYAKOT:
4.3.1. TunoBble 3aJaHNUs /15l OLIEHKHU 3HAHMI M YMEHUH TeKylIero KOHTPOJIA

KoHTpoIib 1 o1ieHKa pe3yabTaTOB OCBOEHHS TEMbI OCYIIECTBIISIETCS] IPEMOIaBATENEM B MPOLECCE
BBITIOJIHEHHST OOYYaIONIMMUCS HWHIMBHAYAJIbHBIX 3aJaHUNW B BHAE TeCTOBBLIX 3aJaHMI,
NPAKTHYECKUX PadoT, CaMOCTOATEJbHBIX PadoT, yCTHOIO ONpoca.

TecToBbIC 3a1aHUA

OK 01 BeiOupars cnoco0bl pemeHusi 3a1a4 NpogecCHOHAJBLHON JAeATeN1bHOCTH,
NPUMEHHUTEIbHO K Pa3JIMYHBIM KOHTEKCTAM

3aIlaHl/lﬂ 3aKprTOFO THIIA HA yCTaHOB.HeHI/Ie COOTBETCTBUA
3aganue 1

YcTaHOBUTE COOTBETCTBHUE MCKAY TUIIAMU YTPO3 HH(I)OpMaHHOHHOﬁ 0C30IMaCHOCTH U
crocodamMu ux OpCaAOTBPAILLICHUA:
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PryTucC Aucm 14
1. dumwmHr a) YcTaHOBKA aHTHBUPYCHOTO IMTPOrPaMMHOT0 O0SCIICUeHUS
2. DDoS-araka 6) OOyueHme COTpYIHUKOB MTPaBUIaM KHOSPTUTUCHBI
3. VYrTeuka JaHHBIX B) Hactpoiika cucTeM MOHUTOPHHTA CETEBOTrO Tpaduka
4. Bpenonocnoe [10 r) llludporanne KoHGUACHITUATHHBIX JTaHHBIX

3aganue 2

Y CcTaHOBUTE COOTBETCTBUE MEXKY dTaiaMu 00padOTKN MHIUJCHTOB HH(OPMAIIMOHHOMH
0€30MacHOCTH U ICHCTBHAMHU:

1. UnenTtudukanus uHIUACHTA a) OmnpeeneHne UCTOYHUKA aTaKH

2. AHanu3 MHIUIEHTA 0) BoccranoBnenue JaHHBIX U3 PE3EPBHBIX KOMUH
3. VYcrpaHeHue MocieaCTBUI B) OOHOBJICHHE MTOJIUTUK OE30MaCHOCTH

4. Ilpodunaxtuka r) O6HapyxeHrne aHOMaJIbHOM aKTUBHOCTH B CETU

3apanus 3aKPLBITOI'0 TUIIA HA YCTAHOBJICHHUE MMOCJIE€10BATCJILHOCTH

3ananue 1
YcTaHOBHTE NPABUIIBHYIO ITOCIIEI0BATEILHOCTD IEUCTBUI IIPU PEAripPOBAHUM HA YTEUKY
AHHBIX:

brnokupoBka nocryna k compromised-cucremam
COop u aHaM3 JaHHBIX 00 MHIIUJCHTE
YBenoMiIeHHE 3aMHTEPECOBAHHBIX CTOPOH
BoccranoBneHnne JaHHBIX U CHCTEM
[TpoBenenue ayaura 6€30MacHOCTH

agrwbdE

3aganue 2
VYcTaHoBUTE NPAaBUIBHYIO MOCIIEA0BATENLHOCTh 3TANIOB Pa3pabOTKHU MOJTUTHKU
MH(OPMaLIMOHHON O€30MaCHOCTHU:

AHanu3 pucKoB

Onpenenenue neneit 1 3ajad NOIUTUKU
Pa3pabotka mep 3amuThl

BHenpenue noauTuku

OO0y4eHue COTpyIHUKOB

arONE

3agaHust KOMOMHMPOBAHHOIO THIIA C BLIOOPOM OJHOI'0 BEPHOI'0 0TBETA U3 YeThIpex
NpelJIoKeHHBIX 1 000CHOBaHHEM BbIOOpa

3ananmue 1
Kakoii 13 nepeyrcieHHbIX METO/I0B SIBIIETCS Hanbosee Y3PPEeKTUBHBIM JUIS PEJOTBPAILLICHUS
aTaK COLMAJIbHON MHXXEHEPUH?

a) YcraHOBKa aHTUBHpYCa

0) PerynsipHoe o0ydeHue coTpyIHUKOB
B) Mcnonbp30oBaHue CIOKHBIX aposien
r) Hactpoiika 6pannmayspa
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3aganue 2

Kakolii u3 nmepeuncieHHbpIx croco0oB Hanbomee 3hdexTuren amns 3ammtsl or DDoS-arak?

a) Ucnons3oBanue CAPTCHA

0) Hacrpoiika cucrem ¢unbTpanuu tpaduka
B) lllndpoBanue naHHBIX

r) Perynspaoe oonoBnenue 110

3anannsi KOMOMHHUPOBAHHOIO TUIIA C BLIOOPOM HECKOJIbKMX BAPHAHTOB O0TBETA U3
NMpeIJI0OKEHHbIX U Pa3BePHYTHIM 000CHOBAHHEM BbIOOpPa

3ananmne 1
Kakue u3 nmepedncieHHbIX Mep TIOMOTYT NPEAOTBPATHTh YTEUKY KOH(PUACHIIMATBHBIX JTaHHBIX ?
(BriOepuTe HECKOIBLKO BapUAHTOB)

a) llludpoBanue maHHBIX

0) PerynspHoe pe3epBHOE KOIMPOBAHHE
B) OrpannueHue J0CTyIa K JIaHHBIM

r) Ucnonb3oBanne VPN

3ananme 2
Kaxue u3 nepeyncieHHpx AeHCTBUNA HEOOXOAUMBI JIsl 00ecredeHus: 0€30MacCHOCTH MOOUITBHBIX
ycrpoiicTB? (BbibepuTte HECKOIBKO BAPUAHTOB)

a) Ycranoska antusupycHoro [10

6) Perynspnaoe o6HoBnenue OC

B) Mcnonb3oBanue myonununsix Wi-Fi cereit

r) Hactpoiika aByx{akTopHoil ayTeHTHpHKAINN

3agaHusl OTKPBHITOIO THIIA C PA3BEPHYTHIM 0TBETOM

3aganue 1

Onummre, Kakue Mepbl HEOOXOTUMO TIPEIITPUHSTH JUTSI 3aIUTH KOPIIOPATHBHOM CETH OT aTak
tuna "yenoBek nmocepeaune” (Man-in-the-Middle). Ykaxute He MeHee Tpex Mep U 00OCHYHTE
uX 3 (PEeKTUBHOCTB.

3aganue 2

[IpennoxuTe miaH AeWCTBUN AJi1 OpraHU3alMH B CIyyae OOHapyKEHUS YTEUKU
KOH(HICHIIMATBHBIX JaHHBIX. BKIIIOUNTE 3Tanbl OT HACHTU(DUKAIIMY UHIUIEHTA 10
npo(UIAKTUKY TOBTOPHBIX CITy4aeB.

OK 2.McnoJib30BaTh COBPEMEHHBIE CPEICTBA MOUCKA, AHAJIM3a U MHTEpPIpeTalui
nHpopManuu 1 THGOPMALMOHHbIE TEXHOJIOTHH VI BHINOJHEHHUS 3a1a4

npodeccCuoHAILHOM AeSITeJIbHOCTH

33[[3Hl/lﬂ 3aKPbITOI0 TUIIA HA YCTAHOBJICHHE COOTBETCTBUSA
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3ananmue 1
yCTaHOBI/ITe COOTBCTCTBUC MC)KI[y I/IHCprMeHTaMI/I aHaJIn3a JaHHBbIX U UX HABHAUYCHUECM.

1. SIEM-cucremsl

2. Ckasepsl ysS3BUMOCTEH

3. CerteBble aHATNU3ATOPHI

4. Ilporpammsl [Jid aHaIM3a )KypHAaJIOB

a) OOHapyXeHHUEe ySI3BUMOCTEN B CETEBBIX YCTPOMCTBAX

0) MOHUTOPHHT 1 aHATU3 COOBITHI OE30MACHOCTH B PeaJIbHOM BPEMEHU
B) AHaiM3 ceTeBoro Tpaduka

r) O6paboTka 1 UHTepHpeTaIHs JIOT-(haiIoB

3aganue 2
YCTaHOBI/ITC COOTBECTCTBHC MC)KI[y TarraMu aHaJin3a JaHHBIX U I/IHCTp}IMGHTaMI/I, KOTOpI)IC
UCIIONIB3YIOTCS Ha KaXKJIOM dTarle:

COop maHHBIX

O06paboTka TaHHBIX
AHann3 JaHHBIX
Busyanusamus pe3yiabTaToB

AN

a) [Iporpammsl 11 mocTpoeHHs TPaUKOB U IUArpamMm

6) CereBble ananuzaropsl (Harpumep, Wireshark)

B) MHCTpyMEHTHI AJ1 MallMHHOTO 00y4eHus (Hanpumep, Python, R)
r) basbl TaHHBIX U CHCTEMBI XpaHEHUS JIOTOB

33}18HI/IH 3aKPBITOIr0 TUIIA HA YCTAHOBJICHHE MMOCTECA0BATCJIbHOCTH

3apanue 1
VYcraHoBUTE MPAaBUITBHYIO TTOCIIEIOBATEILHOCTH 3TAIOB aHANIM3a CETEBOTO Tpaduka:

COop ceteBoro Tpaduka
OubTparys 1aHHBIX
AHanuns makeToB
WuTepnpeTanus pe3ylnbTaToB
CocrasieHne oTdeTa

s E

3aganue 2
VYcTaHoBHTE MPaBIWIIbHYIO TIOCIIEI0BATENBHOCTH 3TanoB padoTel ¢ SIEM-cucremoii:

Hacrpoiika npaBui koppensinuu
COop JaHHBIX C UCTOYHUKOB
Ananmm3 coObITHI OE30IMaCHOCTH
['eneparius 0oT4ETOB
PearmpoBanue Ha WHITUICHTHI

asrONE



T OEIEPAJIBHOE TOCYJAPCTBEHHOE BIOIPKETHOE OBPA30OBATEJIBHOE CMK
,;1@ _ YUYPEXIEHVE BBICIIIETO OBPA3OBAHMSI PIYTVC
N «POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA U CEPBUCA»
PryTUC Aucm 17

3anaHust KOMOMHMPOBAHHOTO TUIIA C BLIOOPOM OJIHOI'0 BEPHOI'0 0TBETA U3 YeThIpex
NpeIJI0KeHHbIX H 000CHOBAHHEM BbIOOpa

3aganue 1
Kakoii uacTpymMeHT Hanbomnee 3pPexTuBeH A aHAIM3a CeTEBOro Tpaduka B pealbHOM
BpeMeHu?

a) Wireshark
6) Nmap
B) Metasploit
r) Nessus

3aganue 2
Kakoii 13 nepeyrcieHHbIX HHCTPYMEHTOB MCIIOJIb3YETCs ISl aBTOMATHU3aluu cOopa U aHaIn3a
JIOTOB?

a) Splunk

6) Nmap

B) Burp Suite

r) John the Ripper

3ananusi KOMOMHHUPOBAHHOIO TUIIA C BLIOOPOM HECKOJIbKMX BAPHAHTOB 0TBETA U3
NpPeV10KeHHBIX H Pa3BePHYTHIM 000CHOBaHHEM BbIOOpa

3ananme 1
Kakue u3 nepeuncieHHbIX THCTPYMEHTOB MCIIONB3YIOTCS ISl aHAJIN3a ySI3BUMOCTEN?
(Br1GepuTe HECKOJIBKO BApUAHTOB)

a) Nessus

6) Wireshark
B) OpenVAS
r) Metasploit

3ananme 2
Kakue u3 nmepeuncieHHbIX HHCTPYMEHTOB ITOIXOIST ISl aHATTN3a KYPHAJIOB COOBITHIA?
(Bp1GepuTe HECKOIBKO BApUAHTOB)

a) Splunk

0) ELK Stack (Elasticsearch, Logstash, Kibana)
B) Nmap

r) Burp Suite

3anaHust OTKPBITOrO THIA C PA3BEPHYTHIM 0TBETOM
3aganue 1

OnumuTe, Kak MOKHO MCofib30oBaTh SIEM-cuctemy /utst BBISIBJICHUSI aHOMAIBHOW aKTUBHOCTH
B KOPIIOPATUBHON CETH. Y KaKUTE dTanbl pabOThl U MPUMEPHl aHATU3UPYEMBIX TAHHBIX.



DENEPAJIBHOE TOCYOAPCTBEHHOE BIOIIKETHOE OBPA3OBATEJIbBHOE CMK
_ Y‘—IPE)Iﬁ(}:[EHV[E BBICIIET'O OBPA3QBAHVI$I PIyTHUC
«POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA U CEPBUCA»
Aucm 18

3aganue 2

HpeI[JIO)KI/ITe IIJTAH UCITIOJIB30BAHUS I/IHCTPYMGHTOB aHaJIn3a JaHHBIX 1JIA paCCJIel[OBaHI/ISI
WHIIUJICHTA, CBA3aHHOTO C YTEYKON MH(MOpMAIUU. YKaKUTE, KAKHE HHCTPYMEHTBI B METO/IbI
OyJlyT UCTOJIL30BATHCS HA KAXKJIOM JTarle.

OK 4. D¢ pexTrBHO B3aMMO/AeiiCTBOBATH U Pad0TATh B KOJIJIEKTHBE U KOMaH/1e

33}13]—[1/151 3aKPLITOI'0 THIIA HA YCTAHOBJICHHE COOTBCTCTBUSA

3amanmne 1
YcTaHOBUTE COOTBETCTBHE MEXKAY dTalaMu Mpo(hecCHOHATBLHOTO Pa3BUTHS U JCHCTBUIMMU:

ITocranoBka Leneu
[LmannpoBanue
Peanuzanus

OueHka pe3yabTaToB

NS

a) CocraBieHue 1j1aHa 00y4eHHUs U pa3BUTUS
0) AHaU3 TOCTUTHYTHIX PE3YJIHTATOB U KOPPEKTHPOBKA INIAHOB
B) Onpenenenne KapbepHbIX U JIMYHBIX Lieei
r) BrinosiHeHue 3ariaHUpOBaHHBIX 1EHCTBUI

3amanmne 2

YcTaHOBHTE COOTBETCTBUE MEKIY MOHATHUAMHI (PHHAHCOBOM IPaMOTHOCTH U MX OTIMCAHUEM:
broxernpoBanue

WNuBecTtupoBanue

CrtpaxoBaHue
KpenuroBanue

NS

a) Pacnpenenenue 10X010B M pacxoJ10B

0) BiioxeHnue cpescTB ¢ 1eNbI0 MOTyUYeHUs 10X0/1a
B) 3amuTa oT (PUHAHCOBBIX PUCKOB

r) [lonydyeHue 3aeMHBIX CpPeNICTB

3amaHus 3aKPbITOr0 THIIA HA YCTAHOBJICHHE MOCJIE10BATEILHOCTH

3aganue 1

YcTaHoBHTE MTPaBIIIbHYIO TIOCTIEIOBATENBHOCTh 3TAMIOB CO3/IaHuUs OM3HEC-TIIaHa!
AHanu3 pbIHKa

ITocranoBka Henei

Pa3zpaboTka puHaHCOBOTO MIIaHA
Peanu3anus nmpoekra

AN



T OEIEPAJIBHOE TOCYJAPCTBEHHOE BIOIPKETHOE OBPA30OBATEJIBHOE CMK
,;1@ _ YUYPEXIEHVE BBICIIIETO OBPA3OBAHMSI PIYTVC
N «POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA U CEPBUCA»
PryTUC Aucm 19

5. OueHka pe3yabTaToOB
3aganue 2
YcTaHOBHTE MTPABIIIBHYIO TIOCTIEIOBATEIBHOCTD 3TAIOB JINYHOTO (DMHAHCOBOTO TUTAHUPOBAHMUS:

Onpenenenne GUHAHCOBBIX LIETEH

AHaiu3 0X0JI0B U pacxoJloB

Co3znanue OroK€eTa

HNHuBecTupoBanue cOepekeHMI

PeryisipHBIII MOHUTOPHHT U KOPPEKTHUPOBKA

s E

3anaHusi KOMOMHHUPOBAHHOIO THUIIA C BLIDOPOM 0JJHOTO BEPHOI0 0TBETA U3 YeThIpex
Npeai0KeHHbIX H 000CHOBAHHEM BbIOOpa

3ananue 1

Kakoii 13 nepeyrcieHHbIX HHCTPYMEHTOB Hanbosee 3 PeKTHBEH IS TUIAHUPOBAHUS JIMYHOTO
Oromxera?

a) Tabxuusr Excel

6) MoOupHBIC TPUIIOKEHUS [T yueTa (PUHAHCOB
B) bymaxkHbIi1 0710KHOT

r) Kanekynsrop

3aganue 2

Kakoii u3 nepeuncieHHbIx crnoco6oB Hanbosee 3pPpexTUBEH A CHUKEHUS (PMHAHCOBBIX
PHUCKOB?

a) laBecTtupoBanue B akIiuu
6) CTtpaxoBaHuE UMYIIECTBA
B) [lokymka KpUNTOBaIIOTHI

r) XpaHeHue JACHer JoMa

3agaHusi KOMOMHHPOBAHHOIO THIIA ¢ BHIOOPOM HECKOJIbKMX BAPHAHTOB OTBETA U3
NPeVI0KeHHBIX U Pa3BePHYThHIM 000CHOBaHHEM BbIOOpa

3aganue 1

Kakue u3 nepeunciieHHbIX JeHCTBUI CIOCOOCTBYIOT NMPO(heCcCHOHAIIBHOMY Pa3BUTHIO?
(BriGepuTe HECKOJIBKO BApUAHTOB)

a) [Tocemenne KypcoB NOBBIIIEHHS KBATU(UKALIIH
0) Urenue npodeccrnoHambHOM JINTEpaTypPh

B) Yyactue B KOH(EpeHIUIX

r) UrHOpupoBaHue HOBBIX TEXHOJIOTHI



DENEPAJIBHOE TOCYOAPCTBEHHOE BIOIIKETHOE OBPA3OBATEJIbBHOE CMK
_ Y‘—IPE)Iﬁ(}:[EHV[E BBICIIET'O OBPA3QBAHVI$I PIyTHUC
«POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA U CEPBUCA»
Aucem 20

3aganue 2

Kakue u3 nepeunciieHHbIX JSHCTBUN TIOMOTYT YIIYYIIUTh (PUHAHCOBYIO TPaMOTHOCTB?
(BriOepuTe HECKOIBLKO BapUAHTOB)

a) M3yueHmne ocCHOB MHBECTUPOBAHMUS

0) CocraBieHue JUYIHOTO OO0 KETA

B) rHopupoBanue (pUHAHCOBBIX HOBOCTEM

r) Ucnonb3oBanne kpeauToB O3 aHAIM3a YCIOBUI

38}131—[1/[51 OTKPLITOI'0 THUIIA C PAa3BEPHYTHIM OTBETOM

3ananue 1

Onummre, Kak Bbl IUIAHUPYETE CBOE MpodeccnoHanbHOe pa3BUTHE B 0071acTU HH(OPMALIMOHHON
0e30MmacHOCTH Ha Onmkaiiimue 5 1eT. YKaKUTe KOHKPETHBIE IIArd U PECYpPCHI.

3aganue 2

[IpenyioxuTe TUIaH IEHCTBHM U1 Co3aHusl COOCTBEHHOro Ou3Heca B cepe nHOOPMAITMOHHOM
0e30MacHOCTH. YKaXUTE KIIOUEBbBIE ATAMbl U PECYPCHI.

OK 5. OcyumiecTBasITh YCTHYIO M NTMCbMEHHYI0 KOMMYHHUKAIIUIO HA TOCYAapPCTBEHHOM
si3bike Poccniickoii @enepanuu ¢ y4eToM 0COOCHHOCTEH COHAIBHOIO M KyJIbTYPHOIO
KOHTEKCTA

38[[31—[1/[51 3aKPLITOI0 THIIA HA YCTAHOBJICHHE COOTBETCTBUSA

3aganue 1
yCTaHOBI/ITe COOTBETCTBHUC Me)KI[y BHUIaMU KOMMyHI/IKaIII/II/I H UX XapaKTepI/ICTI/IKaMI/II

YcTHas KOMMyHUKaNus
[TnceMeHHast KOMMyHUKaUA
HesepbanbHas KOMMYHUKAIIHS
OdunmanpHass KOMMYHUKAITHAS

b

a) Mcnonb30BaHue KECTOB I MUMHUKH

6) [IpoBenenue mpe3eHTanuil U BBICTYIUIEHUI
B) Hammcanue oTueToB 1 mucem

r) CoOroieHre HOpM JIETIOBOTO ATHKETA

3aganue 2

YcTaHOBUTE COOTBETCTBHUE MCKAY 3JICMCHTAMH JCJIOBOTO ITMCbMaA U UX OIMMCAHUCM:



DENEPAJIBHOE TOCYOAPCTBEHHOE BIOIIKETHOE OBPA3OBATEJIbBHOE CMK
_ y‘{PEXf}]EHV[E BBICIIIET'O OBPA3QBAHVI$I PIyTUC
«POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA U CEPBUCA»

PryTUC Aucm 21

1. 3aromnoBok

2. OCHOBHOM TEKCT

3. Iloamuce

4. llpunoxenue

a) Coep>KUT OCHOBHYIO MH(OPMAITUIO

0) Yka3bIBaeT Ha HAJIMYKE JOMOJIHUTEIbHBIX MATEPHATIOB
B) BrirouaeT uMs M 1OJDKHOCTB OTIIPaBUTEINS

r) OTpaxkaer TeMy nucbMma

3anaHus 3aKpbITOr0 TUIIA HA YCTAHOBJIEHHE MOCJI€I0BATEIbHOCTH
3ananue 1

YcranoBute MMPaBUJIBHYIO ITOCJICAO0BATCIIbHOCTD 3TAIIOB ITOATOTOBKHU K HY6JII/I‘IHOMy
BBICTYIIJICHUIO:

OrnpezenieHne 1eau BbICTYIICHUS
Co6op unpopManuu

CocraBiieHu€ J1aHa BBICTYILICHUS
Penernums

Brictyruienue

agrwbdE

3aganue 2
VYcraHoBUTE MPAaBUIIBHYIO MTOCIIEI0BATEILHOCTh HAITUCAHUS JEJIOBOI0 MUChMA:

DopMyJIHPOBKA TEMBI
Hanucanue 0CHOBHOTO TEKCTa
[TpoBepka opdorpadpuu u cTuis
JloGaBneHue monucu
OtnpaBka nucbMa

arONE

3agaHusi KOMOMHHPOBAHHOIO THIIA ¢ BHIDOPOM OIHOT0 BEPHOI'0 0TBETAa M3 YeThIpex
NpeIJIoKEeHHBIX 1 000CHOBaHHEM BbIOOpa

3aganue 1

Kakoli u3 nepeuncieHHbIX IEeMEHTOB Harloiee BaXKeH JUIsl YCIEeIIHON YCTHOM KOMMYHHUKAIUU?
a) ['pamoTHas peus

6) Ucnonb30BaHue CIOKHBIX TEPMUHOB

B) MUHMMAaIBHBINA 3pUTENbHBINA KOHTAKT

r) OrcyTcTBHE NAy3

3aganue 2

Kaxoit n3 mepeunciieHHbIX cTHIel HanboJiee MOAXOAUT JIJIsl HAlTMCAHUS JIEJIOBOTO MUChMa?



T OEIEPAJIBHOE TOCYJAPCTBEHHOE BIOIPKETHOE OBPA30OBATEJIBHOE CMK
,;1@ _ YUYPEXIEHVE BBICIIIETO OBPA3OBAHMSI PIYTVC
N «POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA U CEPBUCA»
PryTUC Aucm 22

a) OdunuanbHO-/1eI0BOM
0) PasroBopHbiii

B) Xy/I0XXECTBEHHBIN

r) Hayunsiii

3anaHusi KOMOMHMPOBAHHOI'O TUIIA C BLIOOPOM HECKOJIbKHUX BAPHAHTOB 0TBETA U3
NPeIJI0KEHHBIX H Pa3BePHYTHIM 000CHOBaHHEM BbIOOpa

3apanue 1

Kakue u3 nepeunciieHHbIX 371EMEHTOB JOJIKHBI ObITh BKIIOUEHBI B JiesioBoe ucbMo? (BriGepute
HECKOJIbKO BAPUAHTOB)

a) 3aroJIoBOK

6) OCHOBHOM TEKCT
B) [loanuce

r) CMaiuku

3aganue 2

Kakue u3 nepeunciieHHbIX eHCTBUN CIOCOOCTBYIOT 3(h(heKTHUBHOM YCTHOM KOMMYHUKAIIH?
(BriOepuTe HECKOIBLKO BapUAHTOB)

a) [loxnepkanue 3pUTEIHLHOTO KOHTAKTa

6) HMcnonb3oBanue npodheccCuoHaIbHOTO XKaproHa
B) UeTkoe MpOU3HOILIEHUE CIIOB

r) OTcyTcTBHE May3

3agaHus OTKPBHITOTO THIA ¢ PA3BEPHYTHIM 0TBETOM
3aganue 1

OHI/IHII/ITG, KakK BbI IOATOTOBHUTECH K Hy6J'II/I‘~IHOMy BBICTYIIVICHUIO HaA KOH(l)epeHIII/II/I 10
HHq)OpMaHHOHHOﬁ 0C30IMaCHOCTH. YKAKHUTE KIIOUEBBIC dTAIIbI.

3aganue 2

Hanmmmire mpuMep A€I0BOTO MHAChMa € 3alIpOCOM Ha MPeIoCTaBIeHue HHOOPMAIIMHA O HOBBIX
TEXHOJIOTUSX B 00JIaCTH HH(POPMAIIMOHHOI 0€301MacHOCTH.

OK 7. CopeiicTBOBAaTH COXpAaHEHHIO OKPY:KAIOIIIEl cpe/ibl, pecypcochepekeHuIo,
INPUMCHATDH 3HAHUA 00 M3MEHEeHHH KJIUMaTa, NIPpUHIHUIILI 6epe>1<.111/1130r0 MMpou3BO/ICTBA,
3} (PeKTHBHO AeHCTBOBATH B YPE3BbIYAHBIX CUTyallUAX

3aIlaHl/lﬂ 3aKPbITOI0 TUIIA HA YCTAHOBJICHHE COOTBETCTBUSA

3aganue 1

YcTaHoBUTE COOTBETCTBHE MECXKAYy NpUHOHUIIAMHA 6epe)KJ'II/IBOFO IMPON3BOACTBA U UX OIIMCAHUCM:



T OEIEPAJIBHOE TOCYJAPCTBEHHOE BIOIPKETHOE OBPA30OBATEJIBHOE CMK
_ YUYPEXIEHVE BBICIIIETO OBPA3OBAHMSI PIYTVC
«POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA U CEPBUCA»
Aucm 23
1. VYcrpanenue norepnb a) [louck u ycrpanenue Hed(h(PEKTUBHBIX MPOIECCOB
2. TlocrosiHHOe ynyumienue  0) BoBiedeHue COTpYIHUKOB B yIy4IICHHE TPOIIECCOB
3. YBaxeHHUe K JI0I5IM B) OpueHTanus Ha MOTPeOHOCTU KIIMEHTa
4. Co3gaHue LEHHOCTU r) CHM)KEHUE 3aTpaT U MOBBIIIEHNE KayecTBa

3aganue 2
Y cTaHOBUTE COOTBETCTBUE MEXIY ACHCTBUSAMH M UX BIUSHUEM Ha OKPYXKAIOIIYIO CPEIY:

Hcnonp3oBanue sHEProcOeperaonmx TeXHOI0T i
[TepepaboTka 0TX0/10B

CokpaleHue UCIroib30BaHus Oymaru

YyacTre B SKOJIOTHUECKHX AKIUAX

AP

a) CHMXeHHe BbIOPOCOB YIIJIEKUCIIOT0 ra3a

0) YMeHblIeHne 00beMa Mycopa Ha CBaJIkax

B) CoxpaHEeHHE JIECHBIX PECYPCOB

r) [loBBIlIEHUE 3KOTOTNYECKON OCBEIOMIIEHHOCTH

3anaHus 3aKpbITOr0 THIIA HA YCTAHOBJIEHHE MOCJI€I0BATEIbHOCTH
3ananue 1

YcraHnoBure MPpaBUJIbHYIO MTOCJIICAO0BATCIIbHOCTD JIeNCTBUI IIp1 BO3BHUKHOBCHHUU ‘lpe3BLI‘laI>’IHOﬁ
CUTyalluu:

Onenka cutyanuu
OnoBenieHne COTpyIHUKOB
OBakyanus

JInkBumamus mocieacTBUi
AHanu3 ¥ npeJoTBpallleHHue

agrwbdE

3aganue 2

YcraHnoBure MPpaBUIIbHYIO NTOCJICAOBATCIIbHOCTD 3TAIIOB BHCAPCHUA ITPUHIIUIIOB 6epe)KJ'II/IBOFO
IMPONU3BOACTBA:

AHanu3 TEKyLUX MPOLIECCOB
BoisiBneHue norepb
Pa3pabotka ynyurienuit
Buenpenue nsmMeHeHui
Onenka pe3yabTaToB

agbrwbnE

3agaHusi KOMOMHHPOBAHHOIO THIIA ¢ BBIOOPOM OTHOTO BEPHOI0 OTBETa U3 YeThIpex
NpeaJoKeHHBbIX 1 000CHOBaHHMeM BbIOOpa

3aganue 1



DENEPAJIBHOE TOCYOAPCTBEHHOE BIOIIKETHOE OBPA3OBATEJIbBHOE CMK
_ Y‘—IPE)Iﬁ(}:[EHV[E BBICIIET'O OBPA3QBAHVI$I PIyTHUC
«POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA U CEPBUCA»
Aucm 24

Kaxoit u3 nepeqrciieHHbIX coco0oB Hanbosee 3G GEeKTUBEH IS CHI)KSHHS SHEPTOMOTPEOICHUS
B ouce?

a) Mcnonp3oBanue 3HEprocOeperaronux Jami
0) YBennueHue KOIu4ecTBa TEXHUKU

B) OTKITIOYEHHE CUCTEM OTOILICHUS

r) YCTaHOBKA JIOMOJHUTEIBHBIX KOHIUIIHOHEPOB

3aganue 2
Kakoii u3 mepeunciIeHHBIX MPUHIIMIIOB HanOo0Iee BaXKEH JIJIsl OSPEKITMBOTO MPOU3BOACTBA?

a) YcTpaHeHue norepb

0) YBenuueHue 3anacos

B) YBelWYeHHE BpEMEHU MPON3BOACTBA
r) CokpalieHue ynuciia COTpyAHUKOB

3aganusi KOMOMHHUPOBAHHOIO TUIA C BLIOOPOM HECKOJIbKMX BAPHAHTOB O0TBETA U3
NPeV10KeHHBIX H Pa3BePHYTHIM 000CHOBaHHEM BbIOOpa

3aganue 1

Kakue u3 nmepedncieHHbIX IeHCTBUI CIIOCOOCTBYIOT pecypcocoepekennto? (Beioepure
HECKOJIbKO BAPUAHTOB)

a) Mcnonb3oBanue nepepadaThiBa€MbIX MaTEpUATIOB
0) YBenuuenue notTpeOaeHus BObI

B) CokpailieHre UCIoib30BaHus Oymaru

r) YTunusamus oTXo/0B

3aganue 2

Kakue n3 MNEPCUNCIICHHBIX JefcTBUI MMOMOT'YT CHU3UTb BO3ACHCTBHE HA KIuMar? (BH6CpI/ITe
HCCKOJBKO BapI/IaHTOB)

a) Mcnonb3oBaHre BO30OHOBISIEMBIX UCTOYHHUKOB SHEPTUU
0) YBenuueHnue BIOPOCOB YIIEKHUCIIOTO Ta3a

B) CokpallleHre UCTIOIb30BaHUS MJIACTUKA

r) Yyactue B mporpaMMax 1o 03eJI€HEHUIO

3agaHust OTKPBITOIO THIIA € PA3BEPHYTHIM OTBETOM

3aganue 1

OHI/II_HI/ITG, KaK MOKHO BHCAPUTH NPHUHIHUIIbLI 6epC)KJ'II/IBOI‘ O IpOU3BOJACTBA B KOMIIAHHH,
3aHHMaroIencs I/IH(I)OpMaHHOHHOfI 0E30IMaCHOCTBIO. YKAKUTE KOHKPCTHBIC IIaru.



DENEPAJIBHOE TOCYOAPCTBEHHOE BIOIIKETHOE OBPA3OBATEJIbBHOE CMK
_ Y‘—IPE)Iﬁ(}:[EHV[E BBICIIET'O OBPA3QBAHVI$I PIyTHUC
«POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA U CEPBUCA»
Aucm 25

3aganue 2

[TpennoxuTe miuaH AeUCTBUIN AJIs CHIDKEHUS SHEPronoTpeOieHns B oduce KOMIIAHUU. Y KaXHUTe
KITFOUEBBIE MEPBHI.

OK 9. IToab3oBaThes npogeccHoHATbHOI JOKYMEeHTaluel Ha rocy1apcTBEHHOM H
HHOCTPAHHOM sI3BbIKe.

BaAaHl/lﬂ 3aKPbITOro TUIIA HA YCTAHOBJICHHE COOTBETCTBHUSA

3ananue 1

YcTaHoBUTE COOTBETCTBUE MCXKAY BUAAMU HpO(i)CCCHOHaHBHOﬁ AOKYMCHTAIIUU U UX
OIIMCaHHUEM

TexHuueckue cTaHAapThI
PykoBoacTBa nmoJyib30BaTest
PernamenThl

OTtuetsl

AN

a) Onucanue mpaBuil U NPOLEAYP

0) MHCcTpyKIIMY 1O UCIIONIB30BaHUI0 000PYAOBAHUS

B) JIoKyMeHTBHI, cofiepxKaliue pe3yabTaTbl padoThl

r) HopmaTuBHbBIE TOKYMEHTHI, YCTaHABIHUBAIOIINE TPEOOBAHUS

3aganue 2

YcTaHOBHTE COOTBETCTBUE MEKIY TUTIAMU JIOKYMEHTOB U UX Ha3HAYCHUEM:
[MTommmTrka 6e30macHOCTH

WHCTpyKIUS 1O SKCILTyaTaluu

Texuudueckoe 3aganue
AKT NIpoBEpKH

NS

a) Onmncanue TpeOOBaHUN K ccTeMe 0€301MacCHOCTH
6) PykoBo/1cTBO 110 MCOIB30BaHUIO 000PYIOBAHUS
B) JlokyMeHT, GUKCUPYIOMHUI pe3yabTaThl IPOBEPKU
r) Onucanue 3a7a4 ¥ TpeOOBaHUN K TPOEKTY

3aaHUA 3aKPBITOr0 THIIA HA YCTAHOBJIEHHE MOCJI€I0BATEIbHOCTH
3apanue 1

YcranoBure MPpaBUJIbHYIO MTOCJICA0BATCIILHOCTE 3TAIIOB pa6OTLI C TEXHHUYECKOM
I[OKYMCHTaLII/Ieﬁl



T OEIEPAJIBHOE TOCYJAPCTBEHHOE BIOIPKETHOE OBPA30OBATEJIBHOE CMK
,g@ _ YUYPEXIEHVE BBICIIIETO OBPA3OBAHMSI PIYTVC
N «POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA U CEPBUCA»
PryTUC Aucm 26
1. H3ydeHue TOKyMEHTALUH
2. Amnanu3s TpeOoBaHUIA
3. IlpumeHeHue Ha IPAKTUKE
4. OueHkKa pe3yJabTaToB
5. KoppekTupoBka JOKyMEHTAIIUN

3aganue 2

YcTaHOBUTE PAaBUIIBHYIO MOCIIEI0BATEILHOCTD 3TANIOB MEPEBO/IA MPOPEeCCHOHATHHOM
JIOKYMEHTaLUU:

YreHue 1 NOHUMAaHUE UCXOTHOIO TEKCTa

IlepeBon TekcTa

[TpoBepka nepeBojia Ha COOTBETCTBUE TEPMUHOJIOTUI
PenaktupoBanue u opopmieHue

Cnauva nepeBoja

agrwpdE

3ajaHus KOMOMHUPOBAHHOIO THIIA ¢ BLIDOPOM OIHOTO0 BEPHOI0 OTBETA U3 YeThIpex
NpeaJIosKeHHbIX 1 000CHOBAHUEM BbIOOpa

3aganue 1

Kakoii u3 nepeyrcieHHbIX JOKYMEHTOB SBISIETCS 00s3aTEIbHBIM I COONIOICHHsSI B 001acTH
UH(POPMALIMOHHOM Ge30macHoCTH?

a) TexHuueckoe 3aaHue

0) IlonuTHka 6e30MmacHOCTH

B) PykoBocTBO monb3o0Baress
r') AKT IPOBEPKU

3aganue 2

Kakoii u3 nmepeuncieHHbIX A3bIKOB HAaN0O0JIee YacTO UCTIOIb3YeTCS B MEXKIYHAPOTHOM
MpoQeCCHOHAIBHON JOKYMEHTAIMH 110 UH(POpMaIIMOHHOM Oe30macHoCcTH?

a) Pycckuii

0) AHTIIUHCKHIA
B) Hemenkuit
r) Kuraiickwuii

3asaHuA KOMOMHUPOBAHHOIO THIIA C BIDOPOM HECKOJIbKUX BAPDUAHTOB OTBETA U3
NPeI0KeHHBIX U Pa3BePHYThHIM 000CHOBaHHEM BbIOOpa

3aganue 1

Kakue 13 nepeuncieHHbIX TOKYMEHTOB OTHOCSITCSI K HOpPMAaTUBHOW JJOKYMEHTAIUHU B 00J1acTH
uHpopMalnoHHOM 6e3onacHocTH? (BpIOepuTe HECKOIBKO BAPUAHTOB)
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a) 'OCT P 50922-2006

0) PyxoBoncTBO mo Hactpoiike firewall

B) [lonuTrka 6e30macHOCTH OpraHU3aIiu

r) Texanueckoe 3aaanue Ha pazpadbotky [10

3amanue 2

Kakue 13 nepeuncieHHbIX 1eHCTBUN HEOOXOAUMBI JJIsi KOPPEKTHOTO MepeBoia
npodeccnoHanbHOM qoKyMeHTaruu? (BriOeprure HECKOILKO BAPHAHTOB)

a) Mcnonp3oBanue npodeccrnoHaibHOM TEPMUHOIOTHA
0) ocioBHbIH niepeBoj 0e3 yueTa KOHTEKCTa

B) [IpoBepka mepeBojia Ha COOTBETCTBHE CTaHIAPTaM
r) UrHOpUpOBaHUe CTPYKTYPHI TIOKYMEHTA

38}131—[1/[51 OTKPLITOI'0 THUIIA C PAa3BEPHYTHIM OTBETOM

3ananue 1

OHI/IH_II/ITG, KaK BbI 6y):[eTe pa6OTaTL C TEXHHUYECKOU ,HOKYMCHTaHHCﬁ Ha MHOCTPAHHOM A3bIKC
IIpU BHECAPCHHUU HOBOI'O IMIPOrpaMMHOTO oOecIeueHus JJI 3allIMThI JaHHBIX. YKaxute KIIOUCBEIC
OTallbI.

3aganue 2

Hanummure npumep ¢pparmMeHTa TEXHUUECKON JOKYMEHTAIIMKM Ha aHTJIMHCKOM SI3bIKE C
IIEPEBOIOM Ha PYCCKUH A3BIK.

ITepeyenn TeopeTHYeCKMX BONPOCOB:

I'maBHas nenb Mep, NpeANPUHUMAEMbIX HA AIMUHUCTPATUBHOM YPOBHE:
Kakue yrpo3s! SIBISIOTCS CaMbIMU OTIACHBIMU?

KakoBa miaBHas 3ajaua Mep aIMMHUCTPaTHBHOIO YPOBHSA?

Kakyto (hyHKIIHMIO BBITOJIHSAET YKpaH?

Mepsb! HHPOpPMAITMOHHON 6€301aCHOCTH HAIpPaBJIEHbl Ha 3aIUTY OT:
HazoBute Buabl Mep 6€30mMacHOCTH

Hasosure miaBuble yrpo3sl b

Ha3oBute metoas! mpouenypHoro ypoBHs 3amutsl b

HasoBute campiMe OIacHble HCTOYHUKHA BHYTPEHHUX YIPO3

Ha3oBuTe Tpu ImaBHBIE 1IEJIM pEaKIMU Ha HapylieHue pexxnma b
Hasosure uetsipe yposus Ub

Hazosure 3Tamns! xxusHennoro mukiaa UC

Ha3zoBure sTamnsl nmporecca miaHupoBaHUs BOCCTAHOBUTEIBHBIX PaboT
[lepBblii mIar B aHaIM3€ Yyrpo3 - 3TO:

[TepeuncnuTe NPUHLIMITEI APXUTEKTYPHOU 6€30IaCHOCTH

[Tepeuncnute cepBUCH 0€30MaCHOCTH MPOrPaMMHO-TEXHUYECKOTO YPOBHS
[TpunIMn ycusnaeHus camoro caaboro 3BeHa MOXKHO MepedopMynupoBaTh Kak:
Puck siBnsiercs GyHKIIMEH:
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C yero HaunHaeTcs pa3padOTKa MOJUTUKU U IPOTpaMMbl O€30MaCHOCTH?
CaMbIMH OTTACHBIMU MCTOYHUKAMH YTPO3aMHU SIBIISTFOTCSI:

ComnacHo 3akony "O JIMIIEH3UPOBAHUHU OTACIBHBIX BUAOB ACATEIBHOCTH ", TULICH3US
- 3TO:

Cornacho 3akony "O0 nHpopManuu, nHGpOpMaTU3aIUU U 3a1uTe HHHOpMAIHH'",
NEepCOHAJBHBIC TAaHHBIE - 3TO:

VYkaxute HauboJsee CyleCTBEeHHbIE C TOUKU 3PEHHs 0€30MaCHOCTH OCOOCHHOCTH
coBpeMeHHBbIX poccuiickux UC:

L{enb MepornpusTHii B 061acTi HHPOPMALIMOHHON 06€30M1aCHOCTH

UYem uzmepsiercs 3¢ (HeKTUBHOCTh MHPOPMAIIHOHHOTO cepBuca?

YeM XOpOII CTaTUCTUUECKHUI METO/] BBISIBIICHUS aTak?

Uto HEOOXOAMMO OLIEHUTH TOCIe HHIe(UKAIIMH YTPO3BI?

UYro oTpakaeT MOJIUTHUKA OE301aCHOCTH

Uro nmoHnMaeTcs o HHGOPMAMOHHOHN 0e301MacHOCTHIO?

Uro comepxut mudpoBoi cepruduxar?

Yro Takoe 3ammra uHhopMaumn?

Urto Takoe mporpaMMHO-TEXHHYSCKHE MEPHI?

4.3.2. TunoBble 3aJaHUs AJds OUEHKH 3HAHMHA W YMeHHH NPOMEKYTOUHOI

aTrecTanum

[Tepedenpb Tem 1 IPOBEACHUA dK3aMEHa
1o «MudbopmaninoHHON 6€30IMacCHOCTHY

Tema 1. Konuenuuu u acnekTbl o0ecnedeHusi HHPOPMALMOHHON 0e€30I1aCHOCTH

Kakne KOMIOHEHTHI M B KAKOM NOPsiIKe BXOAAT B 0011y10 cTtpykrypy Ub?

bopsba ¢ BpenonocHsM [10

WNHdpacTpykTypa 6€3011aCHOCTH

Kpunrorpaduueckas 3ammura

YnpasineHue puckamu

Ynpasnenue yrposamu

ynpaBJ’IeHI/Ie YA3BUMOCTAMHA

Cocras uH(ppacTpyKTYpbl 0€30IACHOCTH

AHTHBHUpYCHAs 3alluTa
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Wnentudukanus u ayreHTuGuKanms

Kpunrorpaduueckas 3anmra

Pasrpannuenue nocryna

Ynpasiienue yrpozamu

YipasneHue ysi3BUMOCTIMU

TpebdoBanusi mo odecneyeHU 0 0€30NMACHOCTH B PA3JIMYHBIX ACMEKTAX
HHG(OPMALMOHHOI 1eATEJIHbHOCTH BCeIr/Ia HANPABJIEHbI HA I0CTUKEHUE
CJEeAYIOMUX TPEX OCHOBHBIX COCTABJISIIOIIMX HH()POPMALMOHHOI 0€30IIaACHOCTH:

JlocTtynHOCTB

3annIeHHOCTh

KonpuneHnmaibHOCTh

Heys3sumocTs

LlemoctHOCTH

I[eHTeJ'[bHOCTb o odecrneYeHnIo HH(l)OpMaIII/IOHHOﬁ 0e3omacHoOCTH HalpasBJieHa
Ha TO, 4TOObI HE AONYCTHUTD, IPEAOTBPATUTDH WJIH HEﬁTpﬂJIPBOBﬂTb:

MCKa)KEHUE, YACTUYHYIO WJIU MOJIHYIO YTpaTy KOH(UIeHIMAIbHOM HH(pOopMalnu;

HCBLIITOJIHCHHUEC TIJIAHA PO A

HECaHKI[MOHUPOBAHHBI ocTym K nHGopMannonHsM pecypcam (HCJI, Unauthorized
Access — UAA);

Hea(pPeKTHBHYIO paboOTy epcoHana

OTKa3bl U cOOU B pabOTE MPOTPaMMHO-ANTIAPATHOTO U TEIEKOMMYHHUKAITMOHHOTO
oOecrieueHusl.

L[eJIeHaIIpaBJICHHbIE IEHCTBUS (aTaku) MO pa3pyLUICHHUIO [IEJIOCTHOCTH MPOTrPaMMHBIX
KOMIIJIEKCOB, CUCTEM JIaHHBIX U MH(GOPMAIIMOHHBIX CTPYKTYP;

KuroueBbie Bonpochl ”HGOPMAITMOHHOMH 0€30MaCHOCTH

BO 4TO 000MaeTCs pa3paboTka, BHEAPEHUE, SKCILTyaTaIusl, COMIPOBOKICHNE U
pa3BUTHE CUCTEM 3aIUTHI?

KaK HaJo 3alluIaThCs?

Korjga Haao BaIJ_II/IH_[aTBC}I?

Haao JIK 3alllUIATBC U YTO CICAYCT 3aH_[I/IH_IaTL?

OT KOI'O Hag0 BaIJ_II/IH_[aTBCSI?

OT 4€ro Haao SaII_II/IIJ_IaTBCSI?

IO4YCMYy HAJ0 3aI_I_II/IIJ_IaTLCSI?

41O 0OeceunT d(PHEKTUBHOCTH 3aITUTHI?

Cucrema UbB Bri1r04aeT He00X0AMMBIH KOMIIEKC MEPONPUATHI M TEXHHYECKHX
pelIeHHi 10 3a1uTe:

Aucm 29




PIrYTHUC

DENEPAJIBHOE TOCYOAPCTBEHHOE BIOIIKETHOE OBPA3OBATEJIbBHOE CMK
_ V‘-IPE)}(}]EHVIE BBICIIET'O OBPA3QBAHVI$I PIyTHUC
«POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA U CEPBUCA»
Aucem 30

OT BHCAPCHHA HOBBIX KOPIIOPATHBHBIX I/IH(I)OpMaHI/IOHHBIX CUCTEM

OT BHEJIPEHUS TPOrpaMMHBIX "BUpYyCOB" U "3aknafgok" B IpOrpaMMHBIE TPOAYKTHI U
TEXHUYECKHUE CPEJICTBA.

OT HapymeHus (PYHKIMOHUPOBAHUS HHPOPMALMOHHOTO MTPOCTPAHCTBA ITyTEM
VCKJIFOUEHHS BO3JEHCTBUS Ha HH(OPMAIIMOHHbIE KaHAJIBI U PECYPCHI;

OT HECAaHKLIMOHUPOBAHHOIO JOCTYIA K UH(POpPMALIMK ITyTeM OOHAPYKEHUsS U
JUKBHJIAIIUH TIOMBITOK MCIOJIE30BAHUS PECYPCOB HH(MOPMAITMOHHOTO TPOCTPAHCTBA,
MIPUBOJIAIINX K HAPYIICHHUIO €T0 1IEJIO0CTHOCTH;

OT IIOT'OAHBIX YCHOBI/Iﬁ

OT pa3pylLIEHUs BCTPAaUBAEMbIX CPECTB 3aIUThHI C BO3MOXHOCTBIO I0KA3aTENbCTBA
HEMPaBOMOYHOCTHU JAEHCTBUI 110JIb30BaTEICH U 00CITYKUBAIOIIET0 IEPCOHANA;

Panskupyiite UT-yrpo3sl 110 cTeneHu 0acHOCTH

AnnapatHble U IPOrpaMMHBbIE cOOU

Bpenonocusle mporpammel

JelicTBus uHCanepoB

Kpaxa ob6opynoBanus

Coam

durHaHcoBOE MOILIEHHUYECTBO

XaKepCKI/IC aTaKHu

XajgaTHOCTh COTPYAHUKOB

Jo0aBbTe HeAOCTAIOIIHE 3AaUMOCBSI3aAHHBIE TAPAMeTPHI 10JIs1 HH(POPMAIIMOHHOMH
0€30IacHOCTH

ATtaku
Pucku
\ Cobernemmuxn | A0WXHN saupuyams unghopuayuionnsie yennocmu
4| mndopmaunn g7 - - :
besonacnocmu
Onpedeasiom u
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PaccraBbTe 0 MOPSAKY COCTABJSIIOIINE HHPPACTPYKTYPbI HHPOPMALMOHHOI
0e30IMacHOCTH

EI{I/IHCTB@HHOCTI) TOYKH BXOaa

KonduneHnmaibHOCTh

HGHOCTHOCTB HpHHO)KCHHﬁ/ JaHHBIX

]_IGJ'IOCTHOCTB CCTU

IlenocTHOCTH CUCTEMBI

Tema 2. Buabl yrpo3 nH(popMannoHHOi 0€301aCHOCTH

Henouka anaausa npodiaem UB ¢ yueTom B3aMMOCBSI3H 3KOHOMHYECKHUX
NPOTUBOPEY Ui, yIPO3 U MOTEPb, K KOTOPbIM MOKET IPUBOAUTH peau3anus

yrpos.

BO3MOKHOCTh €€ peanu3anuu (Mpeanocbliki, 00bEKT, Crlocod JeicTBUsA, CKOPOCTh U
BPEMEHHOW MHTEPBAJ IEHCTBUSA)

30Ha pucka (chepa IKOHOMUIECKOU S TEIILHOCTH IPEANPUSITHS, CIIOCOOBI €&
peanuzanuu, MaTepruaibHble 1 HHPOPMAIIOHHBIE PECYPCHI)

VCTOYHUK YTpO3bl (BHEIIHSAS W/WUIN BHYTPEHHSSI Cpesia IpeIpHsITHSI)

MOCJIE/ICTBHS (MaTepuaIbHbIN yiepd, MOpaJIbHBINA Bpel, pa3mep yiiepOa u Bpeaa,
BO3MOYXHOCTh KOMIICHCAIIUN)

yrposa (BHJI, BEJINYNHA, HAIIPaBJICHUE)

¢bakTop (CTeneHp yA3BUMOCTH JaHHBIX, UH(OPMAIUU, TPOTPAMMHOTO 00ECTICYeHHUS,
KOMITBIOTEPHBIX U TEJICKOMMYHUKAIIMOHHBIX YCTPOWCTB, MaTEPUATBHBIX U
(MHAHCOBBIX PECYpPCOB, EPCOHATA)

Kputepun kaaccugukanum yrpos

M0 BYKHEUTIIMM COCTABIISTIONTUM HH(OPMAIIMOHHOH 0€301acHOCTH ([IOCTYITHOCTH,
LEJIOCTHOCTb, KOH(PUEHIIMAIBHOCTD), TPOTHB KOTOPBIX HAIIPABJIEHBI YTPO3bI B
TIEPBYIO OYepeib;

110 KBaJ'II/I(i)I/IKaHI/II/I 3JIOYMBIIIJICHHUKOB
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110 KOMIIOHEHTaM MH(MOPMALMOHHBIX CUCTEM U TEXHOJIOTHH (AaHHBIE, IPOrPaMMHO-
anrmapaTHble KOMIUIEKCBI, CETH, MOAJICPKUBAIOIIAs HHPPACTPYKTypa), Ha KOTOpPBIE
YIpO3bl HENOCPEICTBEHHO HALIEJICHBI,

IO JIOKAIM3AIMHA UCTOYHUKA YTpo3 (BHE WM BHYTPH HH(OOPMAIIMOHHON TEXHOJIOTHH
WJTU CUCTEMBI).

0 c11oco0y OCYHIECTBIICHUS (CITy4aliHble WU MpeJHaMepeHHbIe JeCTBUS, COOBITHS
TEXHOTE€HHOT'O MJIM MPHPOTHOTO MaciTada);

110 CTOMMOCTH HAHCCCHHOI'O ymep6a

OO0bIYHO M0JIL30BATEIN MOI'yT OBITh HCTOYHUKAMH CICAYIOIIUX YyIpo3:

ciyJaiHas

HaMepeHHas (BCTpauBaHUE JOTHYECKOH OOMOBI, KOTOPasi CO BPEMEHEM Pa3pyIIHUT
MPOrpaMMHOE SAPO WIH MPUIIOKEHUS) UM HEMTPETHAMEPEHHASI IOTEPs WK
MCKa)KEHUE TaHHBIX U HH(OpMaIHH, "B37I0M" CHCTEMbI aIMUHUCTPUPOBAHHUS, Kpaxa
JAHHBIX U MApoJIe, epeiaya X MOCTOPOHHUM JIUIAM U T.J1.;

HEBO3MOXKHOCTH PabOTaTh C CUCTEMOM B CHITy OTCYTCTBHUSI COOTBETCTBYIOIICH
MOJIFOTOBKH (HEI0CTAaTOK O0I1el KOMIIbIOTEPHON IPaMOTHOCTH, HEYMEHUE
MHTEPIPETUPOBATH IUArHOCTUYECKHE COOOIIEHUS, HEyMEHUE paboTaTh ¢
JOKYMEHTAIMe! u T. 11.).

HEeXeJIaHUe TMOoJIb30BaTelsd padoTaTh ¢ MHPOPMAIIMOHHON CHCTEMOM (Jalle BCero
MIPOSBIISIETCS IPU HEOOXOJUMOCTH OCBaUBATh HOBBIE BOZMOXKHOCTH HIIU TIPU
PacxXoKJICHUU MEXK]Ty 3aIPpOCaMH IOJIb30BaTelei u (PaKTHISCKUMH BO3MOKHOCTSIMU
Y TEXHUYECKUMU XapPaKTEPUCTUKAMU) U HAMEPEHHBIN BBIBOJI U3 CTPOS €€
IIPOrpaMMHO-ANNaPATHBIX YCTPOUCTB;

peNUrno3Hble yoeK1eH s

Ha6op nmoJuTuk no peajusanuu BHyTPpeHHell HH(OPMAIIMOHHOH 0e301aCHOCTH:

TTOJIUTHKA WH()OPMAITMOHHOM 0€3011aCHOCTH;

MOJIUTHKA UCIIOIb30Banus Internet/Intranet;

ITOJIMTHKA MCIIOJIb30BaHUA 3J'IeKTp0HH0171 ITOYTBHI,

TIOJIMTHKA NPCAOCTABJICHUS IIpaB JOCTYIId K BHYTPCHHUM U YAAJICHHBIM pECypCaM,

TMOPAJOK MHBCHTApU3allUN HH(pOpMaLII/IOHHBIX PECYpPCOB;

MOPSAJIOK IpreMa Ha paboTy HOBBIX COTPYJIHHKOB

IIpaBUJIa MPOTHBOIOKAPHOM O€30MaCHOCTH

COIJIAIlIEHUE O Hepas3TJalleHUH JaHHbBIX U UH(OpPMAIUU, COCTABISIOIINX
KOMMEpPUECKYIO TailHy U uMeronux rpudsl "koHduaeHuansHo" u "1 ciayxebHoro
10JIb30BaHUA".

Aucm 32
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Tema 3. IlocTpoenusi cucTeMbl HHPOPMAIMOHHOM 0€30IIACHOCTH

IIporpamma UbB noJkxHa coaepKaTh CaeAyOLIUe [VIABHbIE LeJIH:

KOHTPOJIb JISATENBHOCTH B o0nactu 1b

KOOPIMHAIMS JEATEIIFHOCTU B 007aCTH HHPOPMAIIMOHHOW 0€30I1aCHOCTH: BBIOOD
3G GEKTUBHBIX CPEJCTB 3aALIUTHI, UX IPHUOOPETEHUE UITH pa3padoTKa, BHEIPEHUE,
HKCILTyaTalysl, HONOJIHEHHE U pacipeie]IeHue pecypcoB, 00ydeHne epcoHaa

OLICHKA PUCKOB M YIIPABJIEHUE PUCKAMHU

noBebIeHNe () PEeKTUBHOCTH pabOTHI MOAPA3ACICHHI U MOJIb30BaTeNeH

pa3paboTKy U UCIIOJTHEHUE TIOJTUTHKY B oOactu b

CHMIKCHHEC HAKJIAAHBIX PACXO0J0B

CTpaTEruuecKoe IMIaHUPOBAHKE B 00JIaCTH pa3BUTHS HH()OPMAIIMOHHON
0€e30I1aCHOCTH

IIpu mocTpoennu TeopeTnyecKnux Moaesiel cucreM 3ammTol HHpopmanuu (C3H)

U HH(OPMAIMOHHBIX PECYpPCOB HEOOX0IMMO OMUPATHCS HA CJeayHolue
BasKHeH e 00CTOATENbCTBA:

BI)I60p MAaTEMaTUYCCKH CTPOTHUX KPUTCPHUCB JJI1 OLICHKHU OIITUMAJIbHOCTHU CUCTCMBbI

3alIUThl HH(pOpMAIMK 1J1s JaHHOU apxuTekTypsl MC;

YCTKasa MaTeMaTudycCKas (I)OpMYJ'II/IpOBKa 3aa4u IMOCTPOCHUA MOICIIN C3I/I,
YuuThIBaromasa 3a1aHHbIC Tp€60BaHI/I$I K CUCTCMC 3allIMThI 1 ITO3BOJIAIOIIasa
IIOCTPOUTH C3U B COOTBETCTBHU C STUMHU KPpUTCPUSAMU.

IMPaBOBLIC Y 3aKOHOJATCIIbHBIC HOPMbI

TCXHUYCCKUC XAPAKTCPUCTUKHU O60pYI[OBaHI/I$I

Tunu4HbIe BONPOCHI NPH CJICJOBAHNH NOJUTHKH 0€301IACHOCTH HUKHEI 0
YPOBHS:

KaK OpraHu30BaH YJAJICHHBINA JOCTYI K CEPBUCY?

KaK INOCTPOCHA JIOKAJIbHAA CCTh HpeI[l'IpI/IHTI/I}I?

KTO UMCECT MPaBO JOCTYyIla K O6T)CKTaM, MNoAACPIKNBACMBIM CepBI/ICOM?

KTO UMEET MPaBO MOJIEPHU3HPOBATH CEPBUC?

KTO PYKOBOJUT CEPBUCOM?

IIpU KaKUX YCJIOBHAX MOKHO YUTATh U MO,Z[I/I(I)I/II_II/IPOBaTL I[aHHLIC?

IIpu oneHKe YpOBHS PUCKOB KaK ''onpaBIaHHbIN'" HCIOJIB3YIOTCH CIeAyolIue

THIIBI KOHTPMEP MO CHUKCHHUI0 YPOBHSA NOTEPD:

ITepenaua

IIpunsrue

CwMmiaruenme
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VKkionenue

B uTepaunoHHOM npouecce ynpapjieHHs PUCKAMH 3Tall AIMUHUCTPHPOBaHUe
COCTOUT U3 CJIeAYIOIMX NYHKTOB

AyIUT CUCTEMBI YIIPaBJICHUS

Peanusanus nporpamMmsl yrpaBJIeHUs] pUCKaMU

Pecypcsl

CTpyKTypa, CBS3H U OTBETCTBEHHOCTh

VYnpapieHue JOKyMeHTaIuen

Tema 4. 3amnTa an)opMamm B I/IH(l)OpMaIII/IOHHLIX CUCTEMAX U KOMIIBIOTCPHBIX
ceTHax

Mo:kHO BbIIEJUTH Psiji 0CO0EHHOCTEl, KOTOPbIE /1eJ1aI0T CeTH YSI3BUMBIMU, a
HApYWINTeJeil — NPaKTHYeCKU HeYJTOBUMbIMM:

BO3MOXHOCTB HeﬁCTBHﬂ HaPYMHTeHeﬁ Ha paCCTOAHHUHN B COYCTAHUHU C BO3MOXKHOCTBIO
COKPBITHA CBOMX UCTHHHBIX NCPCOHAJIBHBIX JaHHBIX

BO3MOXHOCTb MHOT'OKPATHOI'O ITIOBTOPCHHUA ATAKYIOIIUX CCTh BO3JIcHCTBUM

BO3MOXXHOCTh TIPOTIaraHbl U paCIpOCTPAHCHUS CPEIICTB HAPYIICHUS CETCBOM
0€30I1aCHOCTH

BBICOKAsA CKOPOCTb MHTCPHCT-COCAMHCHUA

TEXHUYECKast BOJIONNS MOOMIIBHBIX YCTPOMCTB

Ounenka ypoBus 3amumeHHocTH UT/MC 00bIYHO POU3BOAUTCSA MO CJIEAYOIIHMM
0a30BbIM IPyNIaM KpUTEpPHEB

besomnacHocTh

be3oTka3zHOCTh

Hcnonuenne

CucreMa nenen

Cpenctsa

3 | CymecTBYIOT ci1eayI0IHe MOAEIH CHCTEMbI 3aIHThI

a0COJIFOTHO HCYA3BUMA

abCOJIIOTHO ysI3BUMAst

C IMOJIHBIM ICPEKPBITUEM

coZcpiKallas ya3BUMOCTH

Tema 5. Ooecieuenue 0ezonacnoctu UC

Anaym3 0esonacHoctu UC npu 0TCYyTCTBHH 310yMBIILICHHBIX (DAKTOPOB
0asupyeTcsl Ha MOJeJIM B3auMo/ielicTBHsI 0OCHOBHbIX komnoHeHT UC. B kauecTBe
00bEeKTOB YSI3BHMOCTH PACCMATPHBAKTCS:

JaHHBbIC 1 I/IH(i)OpMaHI/ISI, HaKOIUJIEHHAs B 0a3ax JaHHBIX
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JTUHAMAYECKHI BBIUMCIUTEIBHBIA MPOIIECC 00pabOTKH TaHHBIX,
ABTOMATU3MPOBAHHON MOATOTOBKHU PEIICHUM U BHIPAOOTKH YIPaBISIOIINX
BO3JCHUCTBHH;

KCECTKHE JUCKHU IIEPCOHATIBHBIX KOMIIBIOTCPOB

I/IH(bOpMaI_[I/IH, BblAaBacMas l'IOTpe6I/ITeJ'IHM K Ha UCITIOJIHHUTCIIbHBIC MCXaHN3MBI.

JIOKAJIBHBIC BBIYHCIINTCIBHBIC CETH

OOBEKTHBIN KOJI IIPOTPaMM, UCIIOJHIEMbIX BHIYUCIHTEILHBIMU CPEICTBAMH B
nporecce pynkunonuposanus 1C;

BHyTpeHHUMH AecTa0WIN3MPYIOIIMMH (PAKTOPAMH U YIPo3aMu 0€30NaCHOCTH
CHCTEeMbI IPH OTCYTCTBHH 3JIOYMBIILICHHBIX YIPO3 ABJISIOTCSH

Vckaxenus nHGopMaIum B KaHaJIax

HenocraTouHoe kadyecTBO CpCACTB 3allIUThI

OmmbKY aNropuTMHU3alNY 3314

(0)ii17 (971 INEpCOHAJIa IIpH SKCILTyaTallun

OmmOKH MPOrpaMMUPOBAHUS

OmumOKM MPOEKTUPOBAHMSI IPU OCTAHOBKE 3a7a4

BHemnnMu gecTadluian3upyromumMu GakTopaMu U yrpo3aMu 6e30MacHOCTH
CHCTEMbI TP OTCYTCTBUH 3JIOYMBIILIEHHBIX YIPO3 ABJSIIOTCS

HN3menenus KOH(I)I/Il"ypaI_II/II/I CHUCTCMBI

VckaxeHus: ”HGOpMaIMK B KaHaIax

HenmocraTounoe kaduecTBO CpCACTB 3allIlMTHL

OmumOKM nepcoHana MpH dKCILTyaTaluu

OmubKu NporpaMMHpPOBAHUS

COou 1 0TKa3bl anmaparypbl

4 Kpl/ITepI/[ﬂM]/l ATACKBATHOCTH CPEACTB 3alIUTHI SIBJAIOTCH:

Kputepun 6bIcTpoieHCTBHS

KpI/ITepI/II/I 3allUIICHHOCTHU

Kpurepun koppekTHOCTH

Kputepun 3¢ pexTuBHOCTH

TexHoi0rnu KpUNTOrpauu MO3BOJNAAIT PeaJu30BATh CJeYI0LHe POLECChI
HHGOpPMALMOHHON 3alUTHI:

ayTeHTU(UKanus (IpoBepKa MOJIMHHOCTH) 00BEKTa U CYOBEKTa CEeTH

AOCTYIMHOCTE MHTCPHET-CEPBUCOB

uaeHTHPUKAIUS (OTOXKIECTBIEHNE) 00bEKTa UIIN CYObEKTa CeTH WU
MH(OPMAIIMOHHON CUCTEMBI

KOHTPOJIb/pa3rpaHHueHue TOCTYIA K pecypcaM JOKAIbHON CeTH WM BHECETEBBIM
cepBHCaM
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obecreyeHne U KOHTPOJIb HECJIOCTHOCTH TaHHBIX.

obecrniedeHure eKTpoOe30NmacHOCTH 0O0BEKTOB CETH

(I)yHKIlI/IOHaJIbHLIe BO3MOKHOCTH MEKCETEBbIX JKPAaHOB 0XBAaTbIBAIOT
CJIeaAyrmme pasaejbl peajindalnuu HH(l)OpMaIII/IOHHOﬁ 0€e30IacHOCTH:

AIMUHUCTPUPOBAHUC JOCTYIIA BO BHYTPCHHHUEC CCTHU

BEJICHHUE KYPHAJIOB U y4eT

MH(GOPMAIIMOHHYIO TMOJIEPXKKY MOJIb30BATEICH

HACTPOUKY MpaBmJl PHIBTPALUN

CpCacTBa ceTeBol aYTeHTI/I(I)I/IKaI_II/II/I

(buUIbTPAIUIO HA MPUKIATHOM YPOBHE

(GUIBTpaLKIO HA CETEBOM YPOBHE

AJIEKTPOHHBIN JOKYMEHTOOOOPOT

Ilo cxeme MOAKIIOYEHHS MesKCeTEBbIE IKpPaHbI MOKHO Pa3ACJIMTh Ha:

cxeMma "3Be3za"

cxema "KoJpIo"

cxeMa €IMHOU 3allUThI CETH

CXCEMa C 3aKPbITBIM W HC 3allTUIITACMBIM OTKPBITBIM CCTMCHTAMH CCTH

CXeMa C pa3/IeJIbHOM 3aIMTON 3aKPBITOTO U OTKPBITOTO CETMEHTOB CETH

Tema 6. O6ecnieuenne nHTErpabHoii 0ezonacnocTu MC

Tpu 0CHOBHBIX N0AX0/12 OCYIIECTBJICHUS MHGPOPMAIIHOHHON 0€30MACHOCTH:

WHTerpaibHbIi

KommiekcHbIit

duHaHCcoOBBIN

YacTHBIN

OddexTuBHBIN

OCHOBHBIM 3JIEMEHTOM JIEKTPOHHOI'0 KJII0Ya-7KeTOHA (TOKEHA) SIBJIAETCS

MUKPOKOHTPOJLIEP

IporpaMMHoOe o0ecrieueHue

uHTepdeiic

KOHTAKTHBIC IIJIIOIIa K1

HNuTerpanbHas 0e3onacHoCTh HHGOPMALMOHHBIX CHCTEM BKJIIOYAeT B celst
CJeyIoIMe COCTABJIAIOIINE:

0e30IMacHOCTh JaHHBIX — obecrnieucHue KOH(I)I/II[CHI_II/IEU'ILHOCTI/I, OECJIOCTHOCTU U
AOCTYIMTHOCTH JaHHBIX.
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0€30MacHOCTb CeTeil U TeJICKOMMYHUKAIHOHHBIX YCTPOHCTB — 3all[UTa KaHAJIOB
CBSI3H OT BO3JICHCTBU JIFOOOTO poja;

0€30I1aCHOCTh CUCTEMHOT0 U IPUKJIAJHOTO IPOrPaMMHOI0 00ecreueH s — 3aluTa
OT BUPYCOB, JIOTHYECKUX "MHH", HECAHKIITMOHUPOBAHHOTO N3MEHEHUS KOH(PUTypaluu
CHCTEM M IPOrPaMMHOI0 KOJIa;

WHTEJUIEKTyallbHAsl 0€30MaCHOCTH - 3alIUTa AaBTOPCKUX U CMEXKHBIX mipaB Ha [10

(duznveckas 6€30MacHOCTh — 3aIlNUTa 3IaHHUH, TOMEICHUH, TIOIBH)KHBIX CPEJICTB,
JIOJIEH, a TaKXKe aIapaTHBIX CPEACTB (KOMIBIOTEPOB, HOCHTEICH HH(DOpMAILIHH,
ceTeBoro 000pyaoBaHUs, KaOEIHHOTO X035ICTBA, MOAAEP>KUBAOIIEH

MH(PACTPYKTYPEL);
4
Pacnosnioxure coBpeMeHHbIE 3J1eKTPOHHBIE CPEACTBA, HCIOJIb3YeMbIX 1JIf1
KOHTPOJIA J0CTYNA, N0 NOPSAAKY pocTa 3¢ (PeKTUBHOCTH
buomerpus
KapTs! 1 sxeTOHBI
Kon + xapra
Kop + xapra + 6uomerpust
KonoBrrii 3aMok
4.4. Kputepuu ¥ moKa3aTeju OLleHMBAHUS
JlJ1s1 TeKy1ero KOHTpoJs
Ouenka | @opma Kpurepumn oueHuBaHust Tloka3zaTeu oeHMBAHUSA
KOHTPOJIsI

«5»

YCTHBIA OTBET

IIOJIHOTAa W MPaBUIIBHOCTb

OTBET IOJHBIA U NTPABUJIBHBIN Ha

OTBETA, CTEIIEHb | OCHOBAaHUU HW3YYEHHBIX TEOPUI;
OCO3HAHHOCTH, Marepuan N30KEeH B
IIOHMMaHUs  HU3YYEHHOTO | ONPEIEICHHOU JIOTUYECKOMU
Marepuana, 4YETKOCTh U | MOCJIEIOBATEIbHOCTH,
rPaMOTHOCTb PEYH. JIUTEPATYPHBIM  SI3BIKOM: OTBET
CaMOCTOSITETbHBIMN.

«»

YCTHBIN OTBET

MOJIHOTAa W HPAaBUIIBHOCTDH

OTBET IOJIHBIM U MIPaBUJIbHBIA Ha

OTBETAa, CTENeHb | OCHOBAaHUM HW3YUYEHHBIX TEOpU;
OCO3HAaHHOCTH, MaTepuan U3JI0KEH B
IIOHUMAaHHsI ~ W3Y4YEHHOTO | ONpPEIEICHHON JIOTUYECKOMN
MaTepuaga, YETKOCTb MU | MOCIEN0BATENbHOCTH, MPH 3TOM
IPaMOTHOCTh PEYH. JOTTYTIICHBI TIBE-TpH

HECYIIECTBEHHbBIE OLIMOKH,

WCIIpaBJIEHHbIE 0 TPEeOOBAHUIO
YUUTEIS.

«3»

YCTHBIN OTBET

MOJIHOTa M TPABWILHOCTH
OTBETA, CTEIEHD

OTBET TMOJHBIM, HO MPU 3TOM
JIOTyIIIeHa CyIIIeCTBECHHAs
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OCO3HAHHOCTH, OIJ_II/I6Ka, i HCHOJ‘IHBIﬁ,
IIOHUMAaHUus HU3Y4YCHHOI'O HECBSI3HBIN.
MaTt€pualia, 4YCTKOCTh H
I'paMOTHOCTb PCYH.

«2» YCTHBIﬁ OTBET IIOJIHOTAa W IIPaBUIIBHOCTH | IIPHU OTBETC O6Hapy}KeHO
OTBCTa, CTCIICHb | HCIIOHUMAHUEC ydamumces
OCO3HAHHOCTH, OCHOBHOTI'O COOCpKaHUA
MOHUMAHHUS ~ M3YYEHHOTO | y4eOHOTO MaTepualia HIIU
MaTt€pualia, 4YCTKOCTh U | TONYIICHBI CYIICCTBCHHEBIC
IPaMOTHOCTb pEYH. OIIMOKH, KOTOpBIE ydalluics He

CMOT" UCITIPaBUTh ITPHU HABOAAIINUX
BOIIPOCAX YUHUTECIIA.

Ouenka | ®opma Kpurepun ouennBanusa | Iloxkasarenn oueHuBaHus
KOHTPOJIs
«5» IIpaKTU4ecKas [IOJIHOTAa U MPaBWIBHOCTH | pad0Ta BBINOJIHEHA [TOJIHOCTHIO
pabota BBITIOJTHEHUS paOOTHI U TIPAaBUIILHO; CICIaHbI
NPaBUJIHHBIE BHIBO/IBL.
«@» IIpaKTUYecKast MOJIHOTA U MPABUJIBHOCTh | paboTa BBIMOJIHEHA TPABUIIBHO C
pabora BBITIOJTHEHUS paOOThI Y4€TOM 2-3 HECYyIECTBEHHBIX
OIIMOOK, UCIPABIIEHHBIX
CaMOCTOSITENILHO 110
TpeOOBaHUIO MPEToAaBaTelIs.
«3» MpaKTU4ecKas MOJTHOTA M MIPABUIIBHOCT | paboTa BBITOJIHEHA IPABUIHHO
pabota BBINOJIHEHUS pabOThI HE MEHee YeM Ha MOJIOBUHY WU
JIOTIyILI€HA CYLIECTBEHHAs
omnoka
«2» MIpaKTHYECKast MIOJIHOTA U MIPABWJIBHOCTh | JIOMYIIEHBI ABE (K OoJee)
pabota BBITOJIHEHUS pabOTHI CYIIECTBEHHbIE OIIMOKHU B X0/1€
paboThl, KOTOPHIE
oOyJaronuicss He MOXeT
UCTIPaBUTH JTAXKe IO
TpeOOBaHUIO MPEnojaBaTes.
Ouenka | @opMa KOHTPOJIA Kpurtepuu onennBanus Iloka3aTe/iu OlleHUBAHUS
«5» CaMOCTOSITeNIbHAs MOJTHOTAa ¥ TPAaBHIBHOCTH | paboTa BBIMOJIHEHA MTOJIHOCTHIO
pabora BBITOJIHEHUS pabOThI Y TIPABUIIBHO; CJICTaHbI
MTPABHUIIHLHBIE BHIBO/IBI.
«» CaMOoCTOSITeNbHas MOJTHOTA W TIPaBUIIBHOCTh paboTa BBINIOJIHEHA TIPABUIIBHO
paborta BBITIOJTHEHUS PaOOTHI C Y4eTOM 2-3 HECYIIECTBEHHbIX
OLIMOOK, UCIIPABICHHBIX
CaMOCTOSITENILHO T10
TpeOOBaHUIO MPENoIaBaTes.
«3» CaMOCTOSITeNIbHAs MOJTHOTA U PaBUIIBHOCTh paboTa BBINOJIHEHA IPABUIIBHO
pabota BBITIOJTHEHHS paOOTHI HE MCHEC 9EM Ha IIOJIOBUHY

WJTH JTOMTYIIICHA CYIIESCTBEHHAS
omunoka
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«2» CaMOCTOATEIbHAS MOJIHOTA U IPABUIILHOCTD JoTyIeHs! 1Be (1 Oosee)
pabora BBITIOJIHEHUS pabOTHI CYIICCTBCHHBIC OLIMOKHU B X0/1€

paboThI, KOTOPbIC
00yJaroIuics: He MOXKET
UCIIPABUTh JTaXKe IO
TpeOOBAHUIO MIPETIOAABATEIIS.

I[.J'Iﬂ HpOMe)RyTOqHOﬁ aTTeCTallumn

Ouenka | ®opMa KOHTPOJIA Kpurtepuu oneHnBanus IMoka3zarenu
OLlCHUBAHUS

«5» TECTOBOE 33JJaHHE NPaBUIBHOCTH OTBETA 86-100% npaBHIBHBIX
OTBETOB Ha BOITPOCHI

«@» TECTOBOE 3aJJaHHE IIPaBUJIBHOCTb OTBETA 71-85% npaBUIBHBIX
OTBETOB Ha BOITPOCHI

«3» TECTOBOE 3aJJaHHE IIPaBUJIBHOCTb OTBETA 51-70% mnpaBUIBHBIX
OTBETOB Ha BOITPOCHI

2» TECTOBOE 3aJJaHHE IIPaBUJIBHOCTb OTBETA 0-50% mnpaBHIBHBIX
OTBETOB Ha BOITPOCHI

5.YCJIOBHUSA PEAJIM3ALUU TPOI'PAMMBI TUCIUTIJIMHBI

5.1. Ins peanuzanuu nmporpamMmbl y4eOHOW JUCHUIUIMHBI JOJDKHBI OBITH MPEITyCMOTPEHBI
CJIeAYIOIIME CelhaibHble TOMEICHNUS:

JlaGopaTopusi «Opranuzauuy ¥ NPUHIMIIOB MOCTPOEHUsI HHPOPMAIMOHHBIX

cucTeM»:
, OCHalllEeHHbIE B COOTBETCTBUHU C I1. 6.1.2.1. [IpumepHOIi mporpaMMsl IO CHEUATIBHOCTH:
—ABTOMaTH3MpOBaHHbIE paboune MecTa Ha 12-15 oOyuatomuxcs (mpoueccop He Huxe Core 13,
olrepaTuBHAas MaMATh 00beMoM He MeHee 8 1'0) win aHasnoru;
- ABTOMAaTH3MpOBAaHHOE pabouee MecTo mpernoaaBarens (mporeccop He Hike Core 13,
olrepaTuBHas MaMATh 00beMoM He MeHee 8 1'0) win aHasnoru;
- [Ipoexrop u 3kpaH;
- MapkepHas 10cKa;
- [IporpammHoe obecnieueHue oo11ero U NpodeccuoHaIbHOr0 Ha3HAUEHUs, B TOM YHCIIe
BKJTROUarolee B cebs cieyroriee [10: Eclipse IDE for Java EE Developers,
NETFrameworkJDK 8, Microsoft SQL Server Express Edition,
Microsoft Visio Professional, Microsoft Visual Studio,
MySQL Installer for Windows, Net Beans, SQL Server Management Studio,

Microsoft SQL Server Java Connector, Android Studio, IntelliJIDEA.

6.MudopmannoHHOe ofecniedeHHe peaiu3aluu MPOrpaMMbl

Jns peanuzanuu nporpamMmbl  OMOIMOTEYHBIH (DOHA 0Opa3oBaTeNbHOW OpraHU3aluu
JIOJKEH UMETh TeYaTHbIe U/UIIH 3JIEKTPOHHbIE 00pa3oBaTeIbHble M MHPOPMAIIMOHHBIE PECYPCHI,
pexomennoBanHele  OYMO, 11 wucnonb3oBaHHs B oOpaszoBarenbHOM mporecce. [lpu
dopmupoBanun OubIMoTeUHOrO (hoHIa 00pa30BATENFHON OpraHu3alel BHIOUpaeTCs He MEHee
OJTHOTO M3JIAHVsSI M3 TIEPEUNCIICHHBIX HIDKE TICYaTHBIX W3JaHuK U (WITH) SJIEKTPOHHBIX M3IaHUHN B
Ka4ecTBE OCHOBHOTO, ITPU 3TOM CIIUCOK, MOKET OBITh JIOMOJIHEH HOBBIMU U3JaHUSMHU.
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6.1. OcHOBHBIC M31aHUA

1. Hudopmaunonnas 6e3onacHocts: Yuednoe nocobdbue / T.JI. [Tapteika, U.1. ITomos, — 5-¢
u31., nepepad. u gom. - M.: ®opym, HUIL MHDPA-M, 2022. Pexxum noctymna
http://znanium.com/bookread2.php?book=516806

2. be3onacHOCTh U yIpaBlieHHE JOCTYIOM B MH()OPMAIIMOHHBIX CHCTeMax: yueOHoe mocolue /
BacunbkoB A.B., BacuiaskoB U.A. - M.:®opym, HUL] NH®PA-M, 2021. -Pexxum nocryma
http://znanium.com/bookread2.php?book=537054

Menbsnukos, B. I1., Mudopmanmonnas OezomacHocts. : yueOHuk / B. II. MenpHukos, A. .
Kynpusnos, ; noxa pea. B. 1. MenbaukoBa. — Mocksa : KuoPyc, 2025. — 267 c. — ISBN 978-
5-406-13756-7. — URL.: https://book.ru/book/955528

6.2. JlonmotHUTEIbHbIE UCTOYHUKH (1pU HeoOX00uMocmiu)

1.

o &

NudopmanmonHas 6e30MacHOCTh KOMITBIOTEPHBIX CHCTEM U ceTeil: YueOHoe mocobue /
[Manerua B. @©. - M.: UJI ®OPYM, HUIL] UHDOPA-M, 2022. - Pexum nocryna
http://znanium.com/bookread2.php?book=549989

TapacenkoBa A.H. MudopmanmonHoe mnpaBo: BO3pacTHash MapKUpPOBKa, LU]poBas
Oe3zomacHOCTh U Apyrue Bompockl — MockBa: Pemakius «Poccuiickoit razetsi», 2019
(«bubmuoTeuka «Poccuiickoit razeTh», Boim. 20, 2019) — 176 c.

HayuHo-TexHu4eckuil 1 Hay4yHO-IIPOU3BOICTBEHHBIN KypHa «HpOpMaIOHHbIE
texHoxorum» http://novtex.ru/IT/index.htm

Kypuan «busnec-undpopmaruka» https://bijournal.hse.ru/

Kypuan «MHbOopMalinOHHBIE CUCTEMBI K TEXHOJIOTHI
http://oreluniver.ru/science/journal/isit

Kypuan «3nexTpoHHbIe HH()OPMAIIMOHHBIE CUCTEMBI
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