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1. AHHOTanus padoyeid NPOrpaMMbl TUCUUIIJIMHBI

JucuunnuHa «3amura TpOCTPaHCTBEHHON HMH(OpMaLMM» MpOrpaMMbl MarucCTpaTyphl
43.04.01 «Cepsuc» npodpuns «I eonHDOPMAITHOHHBIA CEPBUC» OTHOCUTCS K 4acTH, GpopmMupye-
MO y4acTHUKaMH 00pa30BaTeNIbHBIX OTHOIICHHIA.

JlucuuiuinHa HarpaBieHa Ha JOPMUPOBAHUE CIICAYIOIMINX KOMIIETCHIIUN BBITYCKHUKA:

[1K-3 - CnocobeH nmpUMEeHSTh HHTEIUIEKTyalbHbIE TEXHOIOTHH Ui 00pabOTKU U 3allu-
ThI T€O/IAHHBIX;, B YaCTH MHAUKATOPOB nocTikeHus: kommereHmu [1K-3.1. (OcymiecTBisieT BbI-
00p MHTEIJIEKTYalbHBIX TEXHOJIOTUN U CHEIUAIM3UPOBAHHOTO MPOTPAMMHOI0 00eCrieYeHUs [
pelieHus 3aaad 00paboTKH U 3amuThl reonannbix), [1K-3.2. (IIpuMeHseT WHTEIUIEKTyalbHbIC
TEXHOJIOTHH JIJIs1 00paOOTKH U 3allUThI T€OJaHHBIX B MPOPECCUOHATBHOMN AESITENEHOCTH).

ConepxaHre TUCIUIUTMHBI OXBATHIBACT KPYT BOIIPOCOB, CBS3AHHBIX C (JOPMUPOBAHHEM H
pa3BUTHEM TEXHOJOTUYECKHX HABBIKOB K OOOCHOBAHHIO U pa3pabOTKe TEXHOJIOTHH, BEIOOPY pe-
CYpCOB U TEXHUYECKHX CPEJACTB I peaju3alrH MpOoIecca 3allUThl I€OMpPOCTPAHCTBEHHBIX
JAHHBIX.

JlucuuniamHa BKIIIOYAET MecTh pa3aenoB. [lepBoiit pa3aen «3amura UHTEPHET PECYPCOBY»
3HAKOMUT CTYJCHTOB C OCHOBHBIMH HaIIPABJICHUSAMU ACSITEILHOCTU MO 0OecreyeHno nHpopma-
[IMOHHOH 0€3011aCHOCTH U 3aluTe HH(HOPMAIIUU B TII00ATBHON ceTH. PaccMaTpuBaroTCs acTieKThl
HOPMAaTHUBHO-TIPABOBOW 0a3bl, pETrIaMEHTUPYIOLIEH JaHHYIO I€ATeIbHOCTD, 33]]a4l PYKOBOAUTE-
JIeH, CIEIUAIMCTOB 110 COXPAHHOCTH MH(GOPMAIIMOHHBIX PECYPCOB, CPEICTB U MEXAHU3MOB, B
TOM YHCJIE allapaTHO-MPOTPAMMHBIX, UCIIOJIb3YEMBIX AJIS ATHX IeJiel U, KOHEYHO, METOJIOB UX
MIPUMEHEHUS.

Bo BTOopom paznene «3amuta 6a3 JaHHBIX)» pacCMaTPUBAIOTCS TaKKE BOMIPOCHI KaK yrpo-
3bI 0€301TaCHOCTH 0a3 JaHHBIX, MOJUTHKA 0€30MMaCHOCTH, BOCCTAHOBJICHHE 0a3bl JaHHBIX.

Tpertnii paznen «3anuTa CEpBEPHBIX OlEpaluii» BKIOUYAET BOIPOCH CUCTEMBI 3aLTUTHI
MIPOrpaMMHOTO 00€CTIeUeHHUsI, CEpPBEPHBIC ONEPAIMOHHBIE CUCTEMBI U UX 3allIUTa, 3alllUTa BHYT-
pPEHHEN CeTH OT aTak.

UeTBepThliii pazaen «3almTa CeTe U KaHAIOB) PacCMaTPUBAET CCTPATETHUH 3aIlUThI HH-
dbopMarmoHHbIX cucTeM mpu padore B UnTepuer. 3ammra UHTepHeT cepBepa. ObecrieueHme
6e3omacHoct WEB-cepBepoB. OcoO€HHOCTH HCIIOJIb30BAHUS U HACTOMKU CTaHJIAapTHBIX KapTo-
rpaduueckux cepBepoB. AHAIN3 BapUaHTOB peanu3aly kaprorpapudeckoro MHTepHET cepBe-
pa. Bompocs! peanuzanuu MaTEpHET cepBepa ¢ moMoIpio 6a30Boi reonHGOPMAITMOHHON CH-
ctembl. Metoasl 3amutel C, ncnonbs3yemoit s penieHus: KOprnopaTuBHBIX 3a1ad. PaspaboTka
TEXHUYECKUX CPEJICTB IO 3aIIUTE JaHHBIX B CETEBOM reOMH(POPMAIIMOHHOMN cucTeme. Bo3aMoxk-
HOCTHU IMIM(PPOBAHUS TAKETOB HA PA3IMUHBIX CETEBBIX YPOBHIX. OOOCHOBaHME MEPEUHs OpTaHH-
3allMOHHBIX MEPONPUATHH 1O 3alllUTE JAHHBIX B CETEBOM re€OMH(POPMAIIMOHHOMN CHCTEME.

[Tarenii pazmen «3ammTa KIMEHTCKHX OINEpaluil» IMOCBAIICH 3aluTe WH(DOpManuud B
nepcoHasibHO MC MaccoBOro HCMONb30BaHUs, 3amuTe HHOpMalLMKU B IEPCOHATbHOU
HactonpHOU MC, KxkpunTOrpaguyeckoi 3amure XpaHUMbIX U 00pabaTeiBaeMbIX naHHbIX B WIC,
BBIOOPY KpUNTOrpaUIECKOro anropuT™Ma Ui 3auThl epcoHanbHbIX VC.

[ecroit pazmen «3ammTa TeonHGOPMAIIMOHHBIX CETEH» paccMaTPUBAET OCOOCHHOCTH
3aIIUTHl PACHPEEICHHBIX TE€ONMPOCTPAHCTBEHHBIX JAaHHBIX: MPOCTPAHCTBEHHOUN 0a3bl JaHHBIX,
MIPOCTPAHCTBEHHOW KJIIMEHTCKOW YacTH, MU POBaHUE MPOCTPAHCTBEHHBIX JAHHBIX.

OO0mast TpyJ0eMKOCTh OCBOCHHMS JHCIHILIMHBI cOCTaBisieT 14 3adeTHbIX emuHuI, 504

qacoB.
Hpeno;[aB AHUEC TUCHUIIIMHBI BEACTCA:
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Ha 3aounoit popme oOyuenust 1 - 2 kypcax, ¢ 1 mo 3 cemecTpsl, U mpeaycMaTpPUBAET
NpOBE/ICHUE YUCOHBIX 3aHATUH CIICAYIOMIMX BUIOB: Jiekiuu (14 1), B TOM YucIie, TpaJulliOHHBIC
JICKIIMH C TIPE3CHTAIMCH, MPAKTHYECKUE 3aHATUS B (pOpME BBIMOJHEHHS NMPAKTUYECKUX padoT
(24 4.), camocrosTenbHas paboTta oOyuaronuxcs (456 4.), TpynmoBbIC W HHIUBUAyaIbHbBIC
koHcynbTarmu (12 49), mpomMekyrodHas arrecranus (4 4.).

[Tporpammoii perycMOTpPEHBI CIEAYIOIINE BUIbI KOHTPOJIS:

Ha 3aounoii ¢opme oOyueHHs] TEKyIIMH KOHTPOJIb YCIIEBAEMOCTH B (opMe 3alluThl
NPaKTUYECKUX pPa0OT, TECTUPOBAHMS, IMPOMEXKYTOUYHAs arTectamus B (opme 3adera BO 2
CeMeCTpe U 3K3aMeHa B 3 CEMeCTpe.

2. IlepeyeHpb MJIAHMPYEMBbIX Pe3yJIbTATOB 00y4YeHHUSs M0 JMCHUILJINHE, COOTHECEHHbIE ¢ M-
HHUPYEMbIMH Pe3yJibTATAMH 0CBOCHHs 00pPa30BaTeIbHOI IPOrpaMMbl

Ne Hunexc [Inanupyembie pe3yibTaThl 00yYEHUSI
| KOMICTCH- (KOMIIETCHIINHU, HHIUKATOPA)
[ M, UHIIIK
aTopa
1 [1K-3 Cnoco0eH MpUMEHSATh MUHTEIEKTyallbHbIE TEXHOJIOTUHU Ui 00pabOTKH U

3alUThI TC€OAaHHBIX
[1K-3.1. OcymiecTBisier BBIOOP HHTEIICKTYAIBHBIX TEXHOJOTHHA MU
CICIUAIM3UPOBAHHOTO TPOTPAMMHOTO OOECTICUCHHS ISl PEIICHUS
3a/1a4 00pabOTKH U 3alUTHI T€0JAHHBIX
[1K-3.2. [IpumeHsieT MHTEIUIeKTyalbHble TEXHOJIOTUU sl 00paboTKU
Y 3aIIUTHI T€OJaHHBIX B MPO(PECCHOHAIBHOMN IEATEIIbHOCTH

3. MecTo qucuunaunsl (MoayJisi) B crpykrype OOII:
JucuumnimHa «3amuTa NpocTpaHCTBEHHOW MH(OpMaIM» BXOIUT B 4acTb, popMHpYe-

MO y4aCTHUKaMHU 00pa30oBaTeIbHBIX OTHOILICHHH.
6soka b.1 no nampasnenuto 43.04.01 Cepsuc npopuib «I'eonHpopMalnOHHbII CepBHUCY.

®opmupoBanue xomrereHnmun [1K-3 - CriocoOeH NMpUMEHATh WHTEIUIEKTya bHBIE TEXHOJIOTHH
JUIs 00pabOTKHU U 3aLIUThI T€OJJAaHHBIX HaYyuHaemcs B TUCHMILIMHE «3aluTa MPOCTPaHCTBEHHOM
uHpopmanum» B 1 — 3 cemectpe.

Komnerennust [1K-3 3axanuueaem hopmupoBatbes npu U3y4eHHH AMCHUIUIMH: B 4 ce-

MECTpC ((Hpe,[[):[I/IHJ'IOMHaSI IIpaKTUKa» B 4 CCMECTPC U IIPU BBITIOJIHCHUN BKP.
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DEIEPAJIBHOE TOCYOIAPCTBEHHOE BIOJI’)KETHOE OBPA30OBATEJIbBHOE CMK
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«POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
TYPU3MA V1 CEPBUCA»
Aucm 4

4. O0beM IMCHUIUVIMHBI (MOIYJIs]) B 3a4€THBIX €IUHHUIAX C YKA3aHUEM KOJIMYeCcTBa aKaje-
MH4YECKHX YaCOB, BbIIEJIEHHBIX HA KOHTAKTHYI0 pa0oTy 00y4alouuxcs ¢ MpenojaaBaresieM
(1o BU1aM y4eOHBbIX 3aHATHI) U HA CAMOCTOAITEJIbHYI0 padoTy 00y4aroImMXxcst

OO0mas TpyA0eMKOCTh JUCIMIUIMHBI cCOcTaBisieT 14 3aveTHbIX enuHuIbl/ 504 akan.gacos.

JL1st 3204HOii hopMBbI 00YUEHHS:

Bunbt yaeOHOIM nesTebHOCTH CemecTpbl
Bcero 1 2 3
KonTakTHas padora o0yuyarommuxcsi ¢ npenojaBa- 48 4 22 22
TejleM
B TOM YHCIIE:
Jlexmun 14 2 6 6
[TpakTrueckue 3aHATHS 24 12 12
Koncynbranuun 6 2 2 2
[TpomexxyTouHas aTTecTanus 4 2 2
CamocrosiTesibHAs padboTa 456 140 158 158
Dopma MPOMeKYTOUHOI aTTecTalluu 3auver IK3.
O01mas Tpya0eMKOCTh gac 504 144 180 180
3.e. 14 4 B o)
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GENEPAJIBHOE TOCYJAPCTBEHHOE BIOJIXKETHOE OBPA30OBATEJIbHOE
YUYPEXIEHME BbICHIET'O OBPA30OBAHVIA

«POCCUVICKVV TOCYJAPCTBEHHBIVI YHUBEPCUTET

CMK
PIYTUC

TYPU3MA V1 CEPBUCA»

Aucm 5

5. Conep:xaHue TUCUMILIMHBI (MOYJIS1), CTPYKTYPHMPOBAaHHOE IO TeMaM (pa3jesiaM) ¢ YKa3aHUeM OTBEJeHHOI0 HA HUX KOJIUYeCTBA aKaJleMH-

YeCKHUX YaCOB M BU/I0B YUeOHBIX 3aHATHI
st 3a04Ho0i (hopMBbI 00yUEeHHS.

. HaumenoBanue pa3- | HaumenoBaHue TeM JIEKIHii, MpakTHYeCKUX padoT, | Buabl yueOHbIX 3aHATHI U (HOPMBI MX TPOBEICHUS
(]
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1 | 1. 3amura unreprer | Iloaxonsl K IOCTPOEHUIO HAJEKHOW HHPOPMALIU- 05 Tpanuun- 70 HZY:SH:Z“@CK;“;:’;OFO
o . Marepualia. MOCTOA-
pecypcoB OHHOU CUCTEMBI OHHas C TeNbHOE N3yUeHHe OT-
1 MexceTeBrIe DKpaHbI 0.5 Ipe3€HTa- JeBHBIX TeM OJI0Ka.
e IToaroToBka Kk mpakTu-
1 3amuTa OT aTak YeCKIM 3aHATHAM
1 | 2. 3ammra 6a3 naH- | Yrpo3sl 6e30macHOCTH 0a3 TaHHBIX 0.5 | Tpamuu- 70 | Msysenne exumontoro
matepuana. CamocTosi-
1 | #HBIX [ToauTHka OE30ITaCHOCTH 0.5 | onHasc TelTbHOE H3yYEHNUE OT-
1 BoccranoBnenne 0a3bl JaHHBIX TIpe3CHTa- ACTLHEIX TeM 6I10Ka.
e IToaroToBka Kk mpakTu-
YCCKHUM 3aHATUAM
2 | 3. 3ammra cepBep- CucTeMmsl 3alIUThl IPOrPaMMHOI0 00ecTIedeHUs 1 | Tpanuuw- 79 “;Y:;H:eaﬂ"é‘:“é’:‘;om
Marepuala. MOCTOA-
2 | HBIX onepallMOHHBIX | CepBepHBIE ONEPAITMOHHBIC CHCTEMBI 1 |oHHaicC TEbHOE H3yHEHNE OT-
2 | cucteM 3aiuTa BHyTPEHHEH CETH OT aTtak 1 | TpescHTa- ACILHBIX TM GI10Ka.
e IToaroToBka Kk mpakTu-
YECKHUM 3aHATUAM
2 I13 1. OueHka ysI3BUMOCTEN aKTHBOB 4 IIpakTraeckas
pabora
2 Tectuposanue . (K.1.Nel) 1 TECTUPOBAHHE
2 TectupoBanue. (K.1.No2) 1 TectupoBanue
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HanmenoBanne pas-

HammenoBanune Tem J'ICKI.[HfI, MNPAKTUICCKUX pa60T,

Bupl yueOHbIX 3aHATHH U (O

PMBI UX IIPOBCACHUA
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2 | 4. 3ammra cereit u TexHonoruu ayreHTU(UKaLuu 2 | Tpagumu- 79 | Msysenne aekuuonsoro
matepuana. CamocTosi-
KaHaJIOB OHHaA C TEJIbHOE U3Y4YEHHE OT-
2 Co3znanue BUPTYabHBIX 3aITUIIEHHBIX CETCH 1 Tpe3CHTa- AeILHBIX TeM Grioka.
e TloaroroBka K mpakTH-
YCCKHUM 3aHATHAM
2 13 2 OreHKa yrpo3 akTUBaM 4 TpakTHYecKas
pabota
2 TectupoBanmue . (K.1.Ne3) 1 TECTHPOBAHHE
2 Tectuposanue. (K.1.Ne4) 1 TectupoBanne
Koncynbranus — 2 yaca
IIpomexyTouHas aTTecTanus — 3a4eT — 2 yaca
3 5 3ammra KJIMeHT- Krnaccugukanus onepalmoHHbIX CUCTEM 1 | Tpagnum- 79 | Usysemne Iemontioro
Marepuajia. LaMOCTOs-
3 CKHX OIIEPALIMOHHBIX | YTpo3bl HHGOpMAIIMK B HHGOPMAITUOHHO- 1 |OHHaicC TeNbHOE H3yUeHNE OT-
CUCTEM BBIYHMCIIUTEIIBHBIX CHCTEMAaX Hpe3eHTa- ACIBHEIX TeM Grioxa.
uHeI‘/'I HOI[FOTOBKa K IpaKTH-
3 3amuTa HGOpMAIUK B UHPOPMAIIHOHHO- 1 4ECKHM 3aHATHSM
BBIYMCITUTEILHBIX CHCTEMaX
3 13 3: OteHka cymecTBYIOUX U TUIAHUPYEMBIX 4 [TpakTHyeckas
CpPEACTB 3aLLUTHI pabora
3 Tectuposanue (K.1.Nel) 1 TECTUPOBaHKE
3 TectupoBanue (K.1.No2) 1 TectupoBanue
3 6. 3amuTa reouH- 3amuTa reonpacTpaHCTBEHHBIX 0a3 JJaHHBIX 1 Tpanunu- 79 | Msyuenne ”g‘““o““m
o Marepuajia. LaMOCTOsI-
3 (opMalMOHHBIX Ce- | 3aluTa KIMSHTCKOM 9acTi HH(POPMAIMOHHBIX CH- 1 |oHHaicC TENBHOE H3yUEHNE OT-
Ter cTeEM IIPE3CHTA- JeNbHBIX TeM 0J10Ka.
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. HaumenoBanue pa3- | HaumenoBaHue TeM JIEKIHii, MpaKTHYeCKUX padoT, | Buabl yueOHbIX 3aHATHI U (HOPMBI MX TPOBEICHUS
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% - nuem IToaroroBka K mpakTH-
3 Bunst mmdpoBanus mpocTpaHCTBEHHOH HH(OpMa 1 |1 LOTOBIa K TP
02071
3 I13 4: Ouenka puckoB 4 I[TpakTHdeckas
pabota
3 TectupoBanue. (K.1.No3) 1 TECTHPOBaHHE
3 TectupoBanue. (K.1.Ne4) 1 TectupoBatue

KoncyabTanus — 2 yaca

IIpome:xxyTOYHAasi aTTeCTAllUsl — IK3aMeH — 2 yaca
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«POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
TYPU3MA V1 CEPBUCA»
Aucm 8

6. IlepeyeHb y4eOHO-METOAMYECKOT0 00eceYeH sl 1JIS CAMOCTOSITEIbHOMH padoThl 00y4yaro-
IMXCA M0 JMCUUILTHHE (MOTYJIIO0)

HJ’I?I CaMOCTOSITeILHOM pa6OTI)I 110 JUCHUIIIIMHC o6yqa}01unec;1 HCIIOJIB3YIOT CJIICAYIOLICE

y4e0HO-METOMYECKOe 0OecIIeueHue:

Ne Tema, TPy10eMKOCTH B Y4eOHO-MeTONMYeCKOe 00ecTieYeHne
n/n aKaj.y.
1 WHTennexTyalbHble HH- OcHoBHas1 JInTepaTypa

dbopMamoHHbIE CUCTE-
MBI. 3allUTa UHTEPHET

pecypcoB
3aounas gopma — 70

2 3amura 6a3 JJaHHbBIX
3aounas Gopma — 70

3 3anuTa cCepBEepHBIX OIe-
PALIMOHHBIX CUCTEM,
3aounas Gopma — 79

4 3amuTa ceTel U KaHaloB,
3aouHas gopma — 79

5 3anura KIMEHTCKUX
ONEPallMOHHBIX CUCTEM,
3aouHas gopma — 79

6 | 3ammra reonndopmaru-

OHHEBIX CETEH,
3aounas gopma — 79

1. ®enorona, E. JI. UadopMaimoOHHBIC TEXHOJIOTHH M CUCTEMBI
: yuebHOe mocobue / E.JI. denoroBa. — Mocksa : ®OPYM :
HNH®PA-M, 2023. — 352 c. — (Bricmee obpazoBanue: baka-
naspuar). - ISBN 978-5-8199-0927-0. - TekcT : 31eKTPOHHBIN.
- URL: https://znanium.ru/catalog/document?pid=1913829
bapanosa, E. K. Madopmanronnas 6e30macHOCTh U 3alIuTa
undopmaruu : yaebnoe nocooue / E.K. bapanosa, A.B. ba-
O6am. — 4-¢ u3a., mepepad. m gon. — MockBa : PHUOP :
HNH®PA-M, 2025. — 336 c¢. — (Briciiee oOpa3zoBanue). —
DOI: https://doi.org/10.29039/1761-6. - ISBN 978-5-369-
01761-6. - Tekcr : AJICKTPOHHBIN. - URL:
https://znanium.ru/catalog/product/2178344

1.Tonuieiaa, O. JI. UHGOpMaImoHHbIE CHCTEMBI U TEXHOJIO-
rud : yaeoHoe mocodue / O.JI. ['omuneiaa, H.B. MakcumoB,
N.N. ITonoB. — Mocksa : ®OPYM : UH®PA-M, 2023. —
400 c. — (Cpennee npodeccuonanpHoe obpa3oBanue). - ISBN
978-5-00091-592-9. - Tekct : anexkTpoHHbIi. - URL:
https://znanium.ru/catalog/document?pid=2013719

2. 3aronckuii, A. B. UndopmaninoHHbIe TEXHOJIOTUU:
pa3zpaboTka HH(YOPMAITMOHHBIX MOJIENIEH U CUCTEM : yueOHOe
nmocooue / A.B. 3atonckuii. — Mocksa : PUOP : UHOPA-M,
2023. — 344 c. + Jlon. MaTepuaisl [ DIEKTPOHHBIH pecypc]. —
(Cpennee npodeccuonanpHoe oopazoBanue). — DOI:
https://doi.org/10.12737/15092. - ISBN 978-5-369-01823-1. -
TexcT : anexTponHsii. - URL:
https://znanium.ru/catalog/document?pid=1902847

JlomoJHHuTeIbLHAS JUTepaTypa

1. I'Bo3neBa, B. A. UHTemnexTyallbHbIe TEXHOJIOTHU B Oecru-
JOTHBIX cucTemax : yueOHuk / B.A. I'Bo3meBa. — 2-e¢ u3n.,
norn. — Mocksa : UHOPA-M, 2025. — 197 c¢. — (Beicmiee
obpazoBanue). — DOI 10.12737/1876535. - ISBN 978-5-16-
019615-2. -  Tekcr :  oanekrpoHHbli. -  URL:
https://znanium.ru/catalog/product/2169775

2. biimaoBckas, f1. HO. Beenenne B reomHpOpMaAIMOHHBIC CH-
cTembl : yueOHoe mocobue / S.}O. bnunosckas, J[.C. 3agos. —
2-e m31. — Mocksa : DOPYM : UHOPA-M, 2023. — 112 c.
— (Bseicmiee obOpazoBanue: bakamaBpmar). - ISBN 978-5-
00091-115-0. -  Tekcr anektpoHHeid. -  URL:
https://znanium.ru/catalog/product/1917599

3. Yukypos, H. I'. MozgenupoBaHue CHCTEM H TPOIECCOB :
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yueOHoe mocobue / H. I'. UukypoB. — Mocksa : PUOP :
NH®PA-M, 2022. — 398 c. — (Bsicmiee obpazoBanue: baka-
naBpuar). - ISBN 978-5-369-01167-6. - TekcT : 31eKTPOHHBIMA.
- URL: https://znanium.ru/catalog/product/1225064

4. BnagumupoB, B.M. [[uctaHninoHHOE 30HIMPOBAHUE 3EeMIIU
[DnexTpoHHEI pecype] : yuebd. mocobue / B. M. Bragumupos,
A. A. Amutpues, O. A. Jly6posckas [u ap.] ; pen. B. M. Bna-
aumupoB. - Kpacnosipck : Cub. denep. yu-t, 2014. - 196 c. -
ISBN 978-5-7638-3084-2. - Tekcrt : snekrponHbid. - URL:
https://znanium.ru/catalog/product/506009

5. ®opmupoBaHHE COBPEMEHHOW MeEXKIyHApOAHO-TIPABOBOI
KOHIICTIIIMM HCCIIEOBAaHUS M HCIOJIB30BaHUSI KOCMHYECKOTO
npoctpanctBa : MoHorpadus / A.Sl. Kanyctun, B.P. Apxazees,
A.A. TonoBuna [u ap.] ; otB. pea. A.f. Kanyctun. — Mocksa
: IHCTUTYT 3aKOHOJIAaTENbCTBA M CPABHUTEIHHOTO MPaBOBE/IE-
Hus npu IIpaBurensctBe Poccuiickon ®enepanuu : MTHOPA-
M, 2024. — 264 ¢. — DOI 10.12737/1241334. - ISBN 978-5-
16-016815-9. - Tekcr : onekrponnsni. - URL:
https://znanium.ru/catalog/product/2084488

6. 3apamenckux, E. I1. UaTeprer Bemeid. MccnenoBanus u 00-
nacte npumeHeHus: : MmoHorpadus / E.Il. 3apamenckux, U.E.
AprembeB. — MockBa : UHOPA-M, 2024. — 188 c. —
(Hayunas meicin). — DOI 10.12737/13342. - ISBN 978-5-16-
019914-6. -  Tekcr : omekrponHed. -  URL:
https://znanium.ru/catalog/product/2144319

7. Jle6enes, C. B. IIpoctpancteennoe [ MC-monenupoBanue
reosKonornueckux o0bexToB B ArcGIS : yuebnuk / C. B. Jle-
6enes, E. M. Hectepos. - Cankr-IletepOypr : U3n-so PI'TIY
uM. A. U. T'epriena, 2018. - 260 c. - ISBN 978-5-8064-2486-1.
- Tekcr : anexkrponnsiid. - URL:
https://znanium.ru/catalog/product/1172148

8. I'puroprena, 1. 1O. I'eoskonorus : yaedHoe mocodue / N.10.
I'puropeeBa. — 2-e u3a., ucnp. — MockBa : UHOPA-M,
2024. — 273 c. + Jlon. MaTepuaisl [ DIEKTPOHHBIA pecypc]. —
(Beicmiee obpasoBanue). — DOI 10.12737/1969527. - ISBN
978-5-16-006314-0. - Tekcr : onextpoHsbii. - URL:
https://znanium.ru/catalog/product/2135405

9. Kysnernos, O. @. OcHOBHI T€0/ie3Un U Tonorpadus MECTHO-
cTH : yueOHoe mocoome / O. ®@. Ky3Henos. - 3-¢ u31., ucnp. u
norm. - Mocksa ; Bonorna : Undpa-Unmxenepus, 2020. - 286 c.
- ISBN 978-5-9729-0514-0. - Texkcrt: amektponHbid. - URL:
https://znanium.ru/catalog/product/1168496
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7. @OH OLIEHOYHBIX CPEACTB VISl NPOBeeHUs] TeKYIeld U MPOMEKYTOYHOM aTTeCTAMU 00YYAKOIIMXCS M0 M CHUIINHE (MOYJII0)

7.1. [lepeyeHb KOMIIETEHIMI C YKA3aHUEM 3TAaNoOB UX ()OPMHPOBAHUS B NPoOLIECCe OCBOEHHSI 00Pa30BaTeIbHOI MPOrpaMMbl

Ne | Unpexc Copaep:xaHue KOMIIeTeHIHH, Pa3zgen nucimniinnel, | B pe3yabrate nsydenns pasnena JMCHUIIMHBIL, o0ecnieunBawmero ¢opMupoBaHue KOMIETEH-
n/m| KoMme- HHIUKATOPa o0ecneYnBaOLIUI UM, HHIMKATOPA 00y4Yal0IUiics NOJI/KEH:
TeHI UM, (hopmupoBanne KoMme- 3HATh yMeThb BJIaJIeTh
HHANKA- TeHIUH, HHIUKATOPA
TOpa
1 IMK-3 | CnocoOeH nprMEeHsITh MHTEIUIEKTyalIbHbIE TEXHOJIOTHH JUIsl 00pabOTKH U 3aIUThI F€0JaHHBIX
IK-3.1. OcymecTBisieT BEIGOp Bce paznensr 3HaeT OCHOBHblCe TOHATHS U | Mcnomedyer — crenmanusupo- | [Ipon3Bogur BBIOOp HHTENIEK-

HMHTEIJICKTYalTbHBIX TEXHOJIOTUH 1
CTICTIMATN3UPOBAHHOTO
MIPOTPAMMHOT0 O0eCTICUSHMsI JITISt
pelieHus 3axa4d 00paboTku 1
3alUThI I€OAaHHBIX

[1K-3.2. [Tpumenser
HHTEJUICKTYaIbHBIC TEXHOJOTUU
JUTE 00paOOTKH M 3aITUTHI
re0IaHHBIX B MPOPECCUOHATBHOM
LEATENBHOCTU

ornpezereHus B cepe UHTEN-
JIEKTYaIbHBIX TEXHOJIOTUH,
3aIIUTEl U 00pabOTKU T'eodaH-
HBIX

BaHHOE NPOTpPaMMHOE obectie-
4yeHHEe B cepe HHTEeNIeKTy-
AIBHBIX TEXHOJIOTHH

TYaJIBHBIX TEXHOJOTHI U CIIEIH-
ATM3UPOBAHHOTO TIPOTPAMMHOTO
obecrieueHnst ISl PEIICHUS 3a-
Jadq oO0paOOTKHM ¥ 3alUTHI I'€O-
JaHHBIX

3HaeT npuHIMIbl HOPMHUPOBaA-
HUSL HWHTEUICKTYalbHBIX WH-
(hOPMAITOHHBIX TEXHOJIOTHH

HCHOHB3yeT HNHTCJUICKTYaJIb-
HBIC CUCTEMBI I PEHICHUA
3a7a4 reoMapKeTHHIa

IIpumensieT MHTEIIEKTyalIbHbIE
TEXHOJIOTUH Juisi 00paboTku u
3aMIUTHl T€OJAaHHBIX B mpodec-
CHUOHAJIBHOW J€ATENbHOCTU
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7.2. Onucanue nokas3arejiedl 1 KpuTepueB OLEHMBAHUSL KOMIIETEHIIMH HA Pa3HbIX 3Tanax ux

(l)OpMHpOBaHI/Iﬂ, OIMMCAHHUEC KA OHCHUBAHUA

Pe3yabTaT 00y4enus mo

IToka3aTeib oLleHH-

N JTan ocBoeHus!
Kpurepuii oneHuBaHus

AMCIMIIMHE BaHUuA KOMIIETEHIIUH
3HaTh: CrymeHT  JOeMOHCTPHPYET
- OCHOBHBIC TMOHSTHA H TEOpETHUYECKHE 3HAHUS OC-
onpezeieHuss B cdepe HH- HOBHBIX MOHATHH U ompene-
TeJJIEKTYaJIbHBIX ~ TEXHOJIO- JeHus B cepe MHTEIUICKTY-
TUH, 3aI0UTBl U 00pabOTKH AbHBIX TEXHOJOIMH, 3aIliu-
TeO0JIaHHBIX; TBI ¥ 00paOOTKH I'e0IaHHBIX,
- IpUHIMOB GOPMUPOBAHUS a TaK K€ 3HaHWs MPHUHIIUIIOB
MHTEJUIEKTyaIbHBIX HH(OP- (hopMHpOBaHUS ~ MHTEIIEK-
MAalMOHHBIX TEXHOJIOTHH. TyanbHBIX  WH(pOPMAINOH-

HBIX TEXHOJIOTHH

YMeTs:
- UCTIOJIL30BATh CHELNAIH- CTyneHT JeMOHCTPHPYET
3UPOBaHHOE MPOTPAMMHOE YMEHHE HCIIOIb30BaTh CIIe-
obecrieueHne B cepe nH- [IMaJIU3UPOBAHHOE TIPO-
TEJJIEKTYaJIbHBIX TEXHOJIO- rpaMMHO€E oOecrieueHne B
THif; TectupoBanue Bo 2 ce- cepe MHTEIIEKTyalbHBIX CriocobeH NpUMEHATh
- HCIOJIb30BATh MHTEIJICK- MecTpe TEXHOJIOTHH, a TaK ke Hc- HHTEJUIEKTyaJIbHbIE
TyaJIbHbIE CUCTEMBI IS pe- MOJIb30BAaTh UHTEIICKTY- TEXHOJIOTHH AJ1s 00pa-
IIEHUS 3a/1a4 FeOMapKeTUH- | YCTHBIN ompoc B 3 ce- albHbIE CHCTEMBI JJIS pemie- | OOTKH U 3aIlUTHI Teo-
ra. MecTpe HUS 337124 T€OMapKETHHTA. JTAaHHBIX

Brnaners:

- HaBBIKAMH BEIOOpa MHTEI-
JIEKTYaJIbHBIX TEXHOJIOTHH 1
CHEIHATH3UPOBAHHOTO TIPO-
TPaMMHOTO O0ecTieueHust
JUTsI pelieHns 3a1a4 oopa-
OOTKH M 3aIUTHI T€0JaH-
HBIX;

- HaBbIKAMH [IPUMEHECHHUS
WHTEIJIEKTYallbHbIE TEXHO-
Joruii At 00paboTKH U
3alIUTHI T€OIaHHBIX B TIPO-
(heccroHaNBHOM EATSITHFHO-
CTH

CTyIeHT JeMOHCTPHPYET
BJIaJICHUE HABBIKAMU BBIOO-
pa MHTEJUIEKTYaIbHBIX TeX-
HOJIOTHHI U CIICIIUATU3UPO-
BAaHHOT'O IPOTrpaMMHOI0
oOecrieueHns AT peIeHHs
3a/1a4 00pabOTKH U 3aIIUTHI
T'COOAHHBIX; BJIaJICHUC
HaBbIKaM¥ ITPUMEHCHUA
HMHTEJJICKTYaJIbHbIE TEXHO-
JOTHHA A7t 00paboTKY U
3aIIUTHI T€O/IaHHBIX B MPO-
(heccnoHaNbHOM JesATebHO-
CTH.

Buabl CpeaACTB OLICHMBAHHUS, MIPUMCEHACMBIX IIPH MPOBCACHUU TEKYHICT0 KOHTPOJHA H
HIKAJbl OHCHKHU YPOBHSA 3HaHI/Iﬁ, yMeHHﬁ H HABBIKOB IIPU BBINMOJHEHUHA OTACJTBbHBIX q)OpM TE-

KYIIEro KOHTpoJIs

Cpedcmeo oyeHuganus — mecmuposanue
Ikana oneHKN YPOBHA 3HAHMI, YMEHHMIi M1 HABBIKOB NPHU PellIEcHUN TECTOBBIX 3aaHNH

Kputepun oueHku

OIICHKA

BBITIIOJIHCHO BEPHO 3a,[[aHHI7[

«5», ecim (90 —100)% mpaBHIBLHBIX OTBETOB

«4», ecim (70 — 89)% MpaBUIILHBIX OTBETOB

«3», eci (50 — 69)% MpaBMIILHBIX OTBETOB

«2», eciin MmeHee 50% MpaBUIBHBIX OTBETOB

Kpurepum u mkaja oneHUBaHUS OCBOEHUS ITANOB KOMIIETEHUMA HA POMEKYTOYHOM aTTe-
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[Topsiaok, KpUTEpUU U IIKaJIa OLICHUBAHUSI OCBOCHUS HTANlOB KOMIIETEHIIMN Ha MPOMEKYTOU-
HOM aTTecTalluy ONpEIeseTcsl B COOTBETCTBUM C [loN0KeHreM O MPOBEACHUN TEKYIIETO KOHTPOJIS
YCIIEBACMOCTH U MPOMEKYTOYHOW aTTECTAIlMK OOy4YaroUIUuXcs MO 00pa30BaTEIbHBIM MPOTrpaMMaM
BBICIIIEr0 00pa3oBaHus — IporpaMMaM OakaiaBpuara, IporpaMMaM MarucTpaTyphbl, peaau3yeMbIM O
denepanbHBIM TOCYIaPCTBEHHBIM 00pa3oBarenbHbiM cTanaapTam B DI'bOY BO «PTYTUC».

Buabl CpeaAcCTB OUCHUBAHUN, IPUMECHACMbBIX IIPH NPOBECACHUMN NPOMEKYTOUHOM _aTTe-
CTAIlMU H IIKAJbI OHCHKH YPOBHSA 3HaHI/Il7[, yMeHI/Iﬁ H HABBIKOB IIPH UX BbINNOJHCHUH

Ixzamen. Cpeocmeo oyenusanusi — YCMHuIU ONPOC
IlkaJjia OlleHKU YPOBHSI 3HAHMI, YMEHUH ¥ HABBIKOB IIPM YCTHOM OTBeETe

OneHka

Kputepum onieHuBaHus

Tloxa3zaTean oneHNBAHUS

«5»

- MOJHO PACKPBITO COACpPKAHUE
Marepuaa;

- MaTteprall U3JIOKEH T'PaMOTHO,
B OIPEIEICHHOM JIOTMYECKOM IMOocea0Ba-
TEILHOCTH;

- MPOJAEMOHCTPHUPOBAHO cHu-
CTEMHOE U TIy0OKO€ 3HAaHHE MPOrPaMMHOTO
MaTepuaa;

- TOYHO MCHOJB3YETC TEPMH-
HOJIOTHS;

- MOKa3aHO YMEHHUE WJUIKOCTPHU-
pOBaTh TEOPETUYECKUE TOJIOKEHUS KOHKPET-
HBIMU TPUMEPAMH, NMPUMEHSTh MX B HOBOM
CUTYallHH;

- MPOJAEMOHCTPUPOBAHO  YCBOE-
HHUE pPaHEE W3YUYCHHBIX CONMYTCTBYIOIIMX BO-
MPOCOB, CHOPMUPOBAHHOCTh U YCTOUUUBOCTH
KOMIIETECHIIUN, YMEHUN U HABBIKOB;

- OTBET TPO3BYyYaJ CaMOCTOSI-
TENbHO, 0€3 HABO/ISIINX BOIIPOCOB;

- MPOJAEMOHCTPUPOBAHA CIio-
COOHOCTb TBOPYECKHU MPUMEHSITH 3HAHHUE TEO-
pHUH K perieHuIo MpopeCcCHOHANIBHBIX 3a/1a4;

- MPOAEMOHCTPUPOBAHO 3HAHUE
COBpEMEHHOM yuyeOHON M Hay4yHOU JHuTepaTy-
PBL;

- JIONYIIIEHbl OJHA — JIBE€ HETOY-
HOCTH TPU OCBEHICHHH BTOPOCTENEHHBIX BO-
MPOCOB, KOTOPBIE HCIPABISAIOTCSA IO 3aMeya-
HHIO

—  OOyuaroluiicss  MOKa3bIBaeT
BCECTOPOHHHUE U TIYOOKHE 3HAHUS
IPOrpaMMHOr0 MaTepuaia,

—  3HaHWe OCHOBHOH U JOMOIHU-
TEJIbHOM JINTEpPaTypHI;

—  MOCJIeOBATENBbHO U YETKO OT-
BEYaeT Ha BOMPOCHI OWjeTra u AOMOJI-
HUTEJIbHBIE BOIIPOCHI;

—  YBEpPEHHO OpHUEHTHPYETCS B
IpOOJIEMHBIX CUTYAIUsIX;

—  JIGMOHCTPUPYET CIIOCOOHOCTH
MPUMEHITh TEOPETUYECKUE 3HAHUS
JUIs aHalnM3a TPaKTHYECKUX CUTya-
Ui, JenaTh TpaBUIbHBIE BBIBOJIHI,
HpPOSIBIIIET TBOPYECKHE CHOCOOHOCTH
B MIOHMMAaHUU, U3JI0)KEHUU U HCIIOJNb-
30BaHUM MIPOrPAMMHOI0 MaTepuaa;

—  TOATBEPXkAAET IMOJHOE OCBOE-
HUE KOMIIETEHIUH, MpPeIyCMOTPEH-
HBIX ITPOrpaMMOi

- BONPOCHl U3JArarTcs CHUCTEMAaTHU3H-
POBAHO U TMOCJIEI0BATENHHO;

- MIPOJICMOHCTPHPOBAHO YMCHHE aHAIH-
3UpOBATh MaTEPHaJ, OJTHAKO HE BCE BBIBOIBI
HOCSIT apryMEHTHpPOBAaHHBIA U JIOKa3aTelb-

— oOydJaromuiics MOKa3bIBaeT MOJ-
HOE 3HaHue

— IpPOrpaMMHOr0 Marepuana,
HOBHOW U

— JIOTIOJIHUTEJIbHOM JINTEPATYPHI;

oC-
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«“»

HBIW XapakTep;

- MPOJICMOHCTPUPOBAHO YCBOGHUE OC-
HOBHOM JINTEPATYPHI.

- OTBET YJOBJIETBOPSIET B OCHOBHOM
TpeOOBaHUSM Ha OIEHKY «5», HO MPU ITOM
UMEET OJMH U3 HEJIOCTATKOB:

- a) B WBJIOKEHUHU JIONMYIICHBI HEOOJb-
e npoOesbl, He UCKa3HUBIIME COACpKAHHE
OTBETA;

- 0) momymieHbl OAWMH — JBa HeJoYeTa
MIPU OCBEILIEHUU OCHOBHOTO COJIEpPXKaHHUS OT-
BETa, UCIPABIICHHBIC 1O 3aMEYaHHUIO TIPEIo-
JaBaTerns;

- B) JOMNyIIeHbl ommOKa wuian Ooiee
JIBYX HEJOYETOB IPHU OCBEUICHHH BTOPOCTE-
MIEHHBIX BOIIPOCOB, KOTOPHIE JIETKO HCIPAaB-
JISIFOTCS 10 3aMEUaHUIO0 MpenoaBaTens

— JaeT IIOJIHBIE OTBETHl HA TeOpe-
TUYECKHE BOINPOCHl OmileTa M JIOMOJI-
HUTEIIBHBIE BOIIPOCHI, AOIYCKasi HEKO-
TOpBIE HETOUYHOCTH;

— INPAaBWIBHO INPUMEHSAET TEOPETH-
YECKHE IOJIOKEHUS K OLIEHKE IPAKTH-
YECKUX CUTYyalluid;

— JIEMOHCTPUpPYET XOpOUIMH ypo-
BEHb OCBOCHMS MaTepHalla U B LIEJIIOM
IOJATBEPXKJAET OCBOCHUE KOMIIETEH-
LU, IPELYCMOTPEHHBIX IPOrPaMMON

«3»

- HEIOJIHO WJIM  HEIOCIIE0BaTEIbHO
PACKpBITO COJEpKaHUE Marepuaia, HO ITOKa-
3aHO O0lllee MOHMMAaHHUE BOMpOCcAa U TpOoje-
MOHCTPUPOBAHBI YMEHUS, NOCTATOYHBIE IS
JAIbHENIIEr0 YCBOCHHS MaTepHana;

- YCBOEHBl OCHOBHBIE KAaTE€rOpHUH 10
paccMaTpuBaeMOMYy U JIOIIOJIHUTEIBHBIM BO-
pocam;

- MMEJUCh 3aTPYAHEHUS WU JAOIyIle-
Hbl OIIMOKKM B OIpENelIeHUM MOHSTUH, HC-
MOJIb30BAHUH TEPMHUHOJIOTUH, UCIIPABIICHHbBIE
IIOCJIE HECKOJIBKMX HABOJSAIINUX BOIIPOCOB;

- IIPU HEINIOJIHOM 3HAHUU TEOPETUYECKO-
ro Marepuana BbIABICHA HEIOCTATOYHAs
c(hOpMUPOBAHHOCTHh KOMITETEHIINM, YMEHUMN U
HAaBBIKOB, CTYACHT HE MOXET IPUMEHUTH
TEOPHIO B HOBOM CUTYallHH;

- IIPOJIEMOHCTPUPOBAHO YCBOCHHUE OC-
HOBHOM JINTEPATYPHI

— oOywaromuics MOKa3bIBACT
3HAHHUE OCHOBHOT'O

— Marepuaia B o0bemMe, He00XO0-
JTUMOM TSl TIpencrosmieit mpodeccu-
OHAJILHOH JIeSATCILHOCTH,

— IIpU OTBETE Ha BOMPOCHI OMIe-
Ta W JOTOJHUTENbHBIE BOMPOCHI HE
JIOTIYCKaeT IpyObIX OLIMOOK, HO HC-
IBITHIBACT 3aTPYIHEHUSI B TIOCTIEI0BA-
TEJILHOCTH MX HU3JIOKCHUS;

— HE B IIOJIHOW Mepe IEMOHCTPHU-
pYyeT CIoCOOHOCTh MPUMEHSATH TeOope-
TUYECKHE 3HAHUS JJIs aHajIu3a Ipak-
TUYECKUX CUTYaIUit;

— TOATBEPKIIA€T OCBOCHUE KOM-
METEHINI, MPETYCMOTPSHHBIX IPO-
rpaMMOil Ha MHUHUMAaIbHO JOIMYCTH-
MOM YpOBHE

«2»

— HE PACKPBITO OCHOBHOE COJACpKAHHE
y4eOHOTo MaTepuana;

- 00Hapy)XeHO HE3HAHWE WJIU HEMOHU-
MaHue OOoJbINeH WM HanboJsiee Ba)KHOW da-
CTH Y4eOHOTO MaTepHana;

- JOMYIICHBI OIIMOKU B OMnpeaACICHNN
HOHHTHﬁ, Ipru HCIOJB30BaAHUHU TCEPMHUHOJIO-
T, KOTOphIE HE WCIpaBICHBI TOCIE He-
CKOJIBKHMX HaBOAAIIHUX BOITPOCOB.

— He Cc(hOpPMUPOBAHBI  KOMIIETEHIIHUH,
YMEHUS ¥ HaBBIKH.

—  oOyyaromuiics HuMeeT cyle-
CTBEHHBIC TPOOETBI B 3HAHUSIX OCHOB-
HOTO y4eOHOTO MaTrepuaia Mo JUCIIH-
TUTHHE;

—  HE cnoco0eH apryMeHTHPOBa-
HO ¥ TIOCJIEJIOBATEIIEHO €r0 HM3J1ararhb,
JIOMyCKaeT TpyOble OmUOKH B OTBe-
TaX, HEMPAaBHJIBHO OTBEYAeT Ha 3a/1a-
BaeMbI€ BOMPOCHI WIIH 3aTPYIHSIETCS C
OTBETOM;

— He TOATBEPXKIAeT OCBOEHHE
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Sreoss DENEPAJIBHOE TOCYOAPCTBEHHOE BIOI’)KETHOE OBPA30OBATEJIbHOE CMK
_ YYPEXJIEHVE BBICIIIETO OBPA3OBAHVISI PTYTUC
«POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
oyl TYPU3MA V1 CEPBUCA»
Aucm 14
KOMIIETEHIINH, PEAYCMOTPEHHBIX
IIPOrpaMMOn
OueHoYHAsA IIKAJIA YCTHOTO 0TBETA
IIpoueHTHBIA MHTEPBAJ OLlEHKA
OLIEHKH
menee 50% 2
51% - 70% 3
71% - 85% 4
86% - 100% 5

7.3. TunoBble KOHTPOJIbHbIE 32/IaHUSI UJIM UHbIE MaTepuaJibl, He0OX0AUMbIe JIf OLleHKU 3Ha-
HHUH, YMEHNH, HABBIKOB H (WJIM) ONbITA AeSITEJIbHOCTH, XaPAKTEPHU3YIIUX 3Tanbl ¢GopMupoBa-
HHSI KOMIIETEHIHIi B Mpollecce 0CBOEHUsI 00Pa30BaTeJbHON NPOrpamMMBbl.

Pa3zgen qucuuninHeL,
00eCIeYNBaIOIIMIA
(dhopMuUpoBaHUE KOM-
NETEeHIUK (KK e Ja-
CTH)

Howmep nenenu
ceMecTpa

Bun u conepxanue KoH-
TPOJIBHOTO 33/IaHUS

TpC6OBaHI/IH K BBIIIOJIHCHHUIO KOHTPOJIbHO-
T'o 3aJaHud U CpOKaM Caavdu

bnox 1 u Bnoxk 2.
1 | KonmponvHole

Tecm na evisiénenue yposHs.
0CBOEHUSL MEOPEeMUUECKUX
3HaHutl no 610Ky «3aumTa

10 sapuanmos mecmogwvix 3a0aHutl
B xaosicoom 3a0anuu — 5 sonpocos, ¢ 5 sa-
puarmamu omeema, NpasUIbHbLL OMEem

2 mouxu 3,4

3HaHull no 610Ky «3anmTa
CEPBEPHBIX ONEPAIIMOHHBIX
CUCTEM» U «3allnTa ceTer u
KaHaJIOBY

mouku 1,2 WHTEPHET PECYPCOBY» U «3a- N

mmTa 6a3 JaHHBIX) oount
bnok 3 u bnok 4. Tecm na svisignenue yposns 10 eapuanmoe mecmogulx 3a0aHul
KOHMPOJIbHble 0CB0EHUSL MeopemuUYecKux B kaosicoom 3a0anuu — 5 éonpocos, ¢ 5 6a-

puarmamu omeema, NpAasUIbHbLI OMEem
00UH

Brox 5. Kou-
MpobHble MOYKU

3 112

Tecm Ha evisgeHUe YPOBHSL
0CBOCHUSI MEOPEMUYECKUX
3HaHull no 610Ky «3anmTa
KIIMEHTCKUX OMEPAMOHHBIX
CHCTEM»

10 sapuanmos mecmoguvlx 3a0anull

B kaosicoom 3a0anuu — 5 éonpocos, ¢ 5 6a-
puanmamu omeema, NPpasUIbHbLL OMEem
ooun

Bnox 6. Kon-
MpOobHble MOYKU

3,4

Tecm Ha eviséeHUE YPOBHSL
0CB0€HUS MEOPEeMUUECKUX
3HaHUll no 610Ky «3aIuTa
reonH()OPMAIIMOHHBIX CETEN »

10 6apuanmog mecmoguvlx 3a0aHull

B kascoom 3a0anuu — 5 éonpocos, ¢ 5 6a-
puarmamu omeema, NpasUIbHbIL OMeem
00UH

BJIOK ITEPBBII «3ammuTa HHTEpHET pecypcoBy
1-s1 konmponvnas mouka: Bug KOHTPOJIBHOTO 3aJaHUs - TECTUPOBAHUE.
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_ YUPEXIEHME BbICIIET'O OBPA3OBAHVI PIYTVC
«POCCUNCKNUN TOCYOAPCTBEHHbBIV YHUBEPCUTET

&%ﬂ OEJEPAJIbBHOE TOCYOJAPCTBEHHOE BIO/IKETHOE OBPA3OBATEJIBHOE CMK
(11
W

TYPU3SMA 1 CEPBVICA»

PryTHC Aucm 15

1. Jlns oTmpaBKH IIMPOKOBEIIATENIBHBIX COOOIICHUN B JaHHBINA CETEBOM CErMEHT
HCIIOJIB3YEeTCS aipec ...

192.32.64.255

255.255.255.255

255.255.255.0

0.0.0.0

JFoe

Cetb c aapecom 190.25.32.0 npuHaJIEKUT K KI1accy ...
A
B
C

O I = Y

w

. Komanna nporokora SMTP, xoTopast CIIy»UT JJIs YKa3aHUS ajpeca Morydare-
JIs1 COOOIIEHUS, — ...
HELO
RCPTTO
SEND
POST

g% o

. HeBepHno, uto azpec ... sBusercs KoppekTHeiIM MAC-agpecom
00457FEBT 77
FFFFFFFFFFFF
FE6794C76890

@ o N

o1

. ITpoTokou ... peanu3yer KpunTorpapuuecKyro 3aliuTy Ha KaHAJIBHOM YPOBHE
SSL
SSH
TCP
PPTP

g% o

6. ITone 3aronoBka IP-gaTarpamMMmebl, KOTOPOE MOKA3bIBAET KOJIUYECTBO MPEO0Ie-
BaEeMbIX MapIIPyTU3aTOPOB, — ...

a. ldentification

0. Flags

B. IHL

r. Time to Live

7. CoobuieHue «...» oTHOCUTCA K npoTokoiy |ICMP
a. Network unreachable

6. RCVD WILL STATUS

B. Transfer complete

r. PORT command successful
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oo OEJEPAJIbBHOE TOCYOJAPCTBEHHOE BIO/IKETHOE OBPA3OBATEJIBHOE CMK
YYPEXIEHME BBICIIETO OBPA30BAHVIA PIyTUC

«POCCUVUCKUW TOCYTAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA 1 CEPBVICA»

PrYTHC Aucm 16

8. Ilaker ¢ ycTaHOBJIEHHBIM (PJIarOM ... B 3aroJIOBKE MEPBBIM MOCHUIACTCS MPU
YCTaHOBJICHUH CBsi3U 110 nipoTokoy TCP

a. SYN

0. FYN

B. ACK

9. Opaun u3 ypoBHel cteka npotokosoB TCP/IP — ...
buzngecKuit

KaHaJIbHBIN

TpaHCHOPTHEIH (transport)

CEaHCOBBIN

Jw o

10.ABTOpH3aIUs — 3TO MPOLEIypa MPEAOCTABICHUS CYOBEKTY ...
a. OIPENEIICHHBIX TOJIHOMOYHN U PECYPCOB B JAHHOU CUCTEME
0. OIpeAeNeHHOoro naeHTu(duKaTopa
B. OIPEACIECHHOMN KIFOUYEBOU Mapbl

BJIOK BTOPOWU «3auwuma 6a3 oannvix»
2-51 KOHMPOLHAL MOYKa. BUI KOHTPOIBHOTO 33JJaHUS - TECTHPOBAHHE.
TecTsr:

1.Haubosnee yacThlil ciayyail HapylieHUs 0€30MacHOCTH MHMOPMALMOHHON CHUCTe-
MBI — 3TO ...

a. aTaKy U3BHE
0. OOMXEHHBIE COTPYIHUKH
B. OIIMOKH MepcoHaia
I. BUPYCHI

2.AyTeHTH(dHUKAIIAS — 3TO TPOIIeaypa IPOBEPKH ...
a. TOJJIMHHOCTHU 3asiBIEHHOTO TOJ30BaTelIs, IPOIIecca Ul yCTPOICTBA
0. MOJB30BATENS MO €T0 UACHTUPUKATOPY

B. TIIOJIB30BAaTCIA 110 €TI0 UMCHU

3.S/Key — 310 ipoTOKOJT ayTeHTH()HUKAIIMK HA OCHOBE ...
MHOTI'Opa30BbIX NapoJIen

PIN-konma

B. OJIHOPA30BBbIX NapoJIeH

ov e

4. HeBepHo, uto k nipotokomny IP oTHOcHTCs Takast hyHKIMS, KAk ...
dbparmeHTanys

MapHIpyTH3aIUs

B. JIOCTOBEPHOCTH NEpEeAauu

o e
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oo OEJEPAJIbBHOE TOCYOJAPCTBEHHOE BIO/IKETHOE OBPA3OBATEJIBHOE CMK
YYPEXIEHME BBICIIETO OBPA30BAHVIA PIyTUC

«POCCUVUCKUW TOCYTAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA 1 CEPBVICA»

PrYTHC Aucm 17

5.1514 3amuThl OT MPOCITYIINBAaHUS TpaduKa MpU MOMOIIM CETEBOrO aHaIM3aTopa
MOJKET UCTIOIh30BATHCH ...

bunbTpanus Tpadpuka

mudpoBaHue nepeaaBacMoi HHGOpMaIuu

B. JIOTIOJHUTEIbHAS ayTeHTU(PUKAIINS

o ®

6.CeTeBoil amanrtep, pabOTAIONINI B CEJICKTUBHOM PEKHUME, UTHOPUPYET ...

¢bpeiiMbl, HEe coieprKalie B MOJE «aJpec MOIydaTels» aJpec JaHHOTO y3i1a

HIMPOKOBEIATEIbHbIE (PpEeMbI

B. (peliMbl, HE COJIEpIKaIIHE B MOJIE «aIpec MOIydaTess aapec JaHHOTO y3Ia, ’
HIMPOKOBEIATEIbHbIE PpEeMbI

ov e

7.YT00BI yCUIUTH 3aIIUTy OECIIPOBOIHOM CETH, CIEAYET ...
a. M3MEHMTH 3aBojcKoi SSID
0. TIOBBICUTH YPOBEHbB CIIOKHOCTHU IapoJieh MOJIb30BaTEIeH
B. 3alIUTUTH MPOTOKOT SSNP

8.Tpaduk Mexy KIMEHTaMH M CEpBEpaMU BO BHYTPEHHEH CETH JIydllle BCETO 3a-
IUIIATh MPU TTOMOIITH ...

a. SAP

6. SSL

B. TPC

9.MapuipyTsl THTIA «...» TIPOCMATPUBAIOTCA B TaOJIMIIE B TIEPBYIO OUepeb
MapIIpyTU3aLus

MapIpyT K CETH

MapLIpyT MO YMOJTYAHHUIO

MapIpyT K Y311y

g% oe

10.YnpaBneHue 10CTymom — 370 ...

a. 3aIuTa IepcoHaja U pecypcoB

0. pearnpoBaHHUE Ha MOIBITKA HECAHKITMOHMPOBAHHOTO JOCTYIIa

B. CIIOCOO 3amTUThl HHGOPMAIIMH ITyTEM PEryJIUPOBAHUS HCIIOIb30BaHHS PECYPCOB
(TOKYMEHTOB, TEXHHUECKHX U MTPOTrPAMMHBIX CPEJICTB, dJICMEHTOB 0a3 TaHHBIX )

BJIOK TPETHMU «3amunra cepBepHBIX ONEPALIMOHHBIX CUCTEM»
3-s KoHmponvHble mouxka. Bua KOHTPOIBHOTO 3a/1aHHS - TECTHPOBAHHUE.

TecTsr:
1. Amnanu3 puUCKOB BKJIFOYAeT B ceO4 ...
a. HAOOp aJIEKBaTHBIX KOHTPMEP, OCYIIECTBIISEMBIN B X0OJI¢ YIIPABJICHUS PUCKAMHU
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oo OEJEPAJIbBHOE TOCYOJAPCTBEHHOE BIO/IKETHOE OBPA3OBATEJIBHOE CMK
YYPEXIEHME BBICIIETO OBPA30BAHVIA PIyTUC

«POCCUVUCKUW TOCYTAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA 1 CEPBVICA»

PTYTHC

Aucm 18

0. aHanu3 NpUYMHEHUS yiepda U BeIMYUHBI yiiepoa, HaHocumoro pecypcam VC,
B CJIy4ae OCYUIECTBJICHUS yrpo3bl 0€3011aCHOCTH

B. BBISIBJICHHE CYIIECCTBYIOUIUX PUCKOB U OLEHKY UX BEJIMYUHbI

r. MepompusaTHs 1o oocienoBanuto de3omnacHoctu UC, ¢ einbio onpeneneHus To-
ro, Kakue pecypchl M OT KaKUX yrpo3 Ha/I0 3alUIIaTh, @ TAKKE B KAKOW CTENEHU
T€ WM UHBIE PECYPCHI HYKIAIOTCS B 3aIlUTE

2. Undopmanus — 310 ...

a. CBEJICHMs O JHIaX, MpeaMeTax, haKkTax, COOBITHSIX, SBICHHUIX U MPOIIeccax
HE3aBHCHUMO OT ()OPMBI UX TPECTABICHUS

0. COBOKYITHOCTH 3HaHHIA, HAKOTUICHHAS YEJIOBEYECTBOM

COBOKYITHOCTb MTPUHITUIIOB, METOJIOB U (hOPM YITpaBICHUS

I. COBOKYITHOCTB peIeKCUN MEXIy Ujeel U MaTepueil Ha Makpo- U MUKPOYPOB-
HSIX

=

3. Undopmanronnas 6€301MacHOCTb, 10 3aKOHOAATENbCTBY PD, — 3710 ...

a. METOJOJIOTUYECKHM MOX0]] K 00ecreueHnto 0e30IacHOCTH

0. CcBOJl HOPM, COOJIIOJIEHHE KOTOPHIX MPU3BAHO 3AITUTUTH KOMIBIOTEPHI U CETh OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTa

B. COCTOSTHUE 3aIMIIEHHOCTH HAllMOHAJIBHBIX HHTEpecOB PD B MHPpOpMALIMOHHON
cdepe, onpeAeAIONUXCS COBOKYITHOCTHIO COATaHCUPOBAHHBIX HHTEPECOB JTNY-
HOCTH, 00I1I€CTBA U TOCYJapCTBA

I. COCTOSIHUE 3aIlUIIEHHOCTH UH(OPMAIMOHHON Cpeibl 00IIecTBa, 0OecneunBa-
fomiee ee (hopMupoBaHKE, UCMOIBF30BaHNE U PA3BUTHE B MHTEPECaX TpakaaH,
Opra"u3alun, rocyaapcraa

JI. MapKETUHT

4. HeBepHO, 4TO ... OTHOCAT K HCTOYHUKAM yrpo3 HHPOpMAIIMOHHOM 6e30macHoO-
CTH

a. 4eroBedecKuil pakTop

0. mpaBoBbIe acnieKThl pyHKITMOHUpoBanus MC

B. CTUXWIHBIE OCCTBUS

. anmnaparHeie cOou

1. OLIMOKU MPOEKTUpOoBaHUs U pa3padboTku UC

5. Cucrema 3amuTthl HHPOPMALTUHU — 3TO ...

a. KOMIUIEKCHasi COBOKYITHOCTh IIPOTPaMMHO-TEXHHUECKUX CPEACTB, 0OecreunBa-

I0I1ast 3aIUTY HGOPMAIIHH
0. COBOKYITHOCTH OPTaHOB W/WJIM UCIIOJTHUTEIIEH, a TAaK)KE UCTIOJIb3yeMasi UMH TE€X-
HUKa 3aIUThl HHOOPMAITIH
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oo OEJEPAJIbBHOE TOCYOJAPCTBEHHOE BIO/IKETHOE OBPA3OBATEJIBHOE CMK
YYPEXIEHME BBICIIETO OBPA30BAHVIA PIyTUC

«POCCUVUCKUW TOCYTAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA 1 CEPBVICA»

PTYTHC

Aucm 19

B. 001acTh MHPOPMALIMOHHBIX TEXHOJIOTUNA
r. pa3paboTKa CTpATEeTUH 3alUThl OM3HECa KOMIIAaHUHN

6. Ilonw3oBatensp, (MoTpeduTeNb) HHGOPMAIIUN — 3TO ...

a. (upma — pa3pabOTIMK IPOrPaMMHOTO MPOTYKTa, KOTOPAst 3aHUMAETCS €€ JINC-
TpUOBIOITUEH

0. MOJB30BATENh, HCTIOIB3YIOMINNA COBOKYITHOCTh MPOTPAMMHO-TEXHUIECKUX
CpEICTB

B. CYOBEKT, MONB3yIonuiics nHGopMaImeid, B COOTBETCTBUH C PETIaMEHTOM J0-
cTyna

r. Biaaenel (GUPMbI I TIPEATPUSTHS

1. BCE CITyXKaIl¥e MPeTpUsITHS

7. IlpaBo goctyna kK uHOpMAIUU — 3TO ...

a. COBOKYITHOCTh MPaBHJI JOCTYIA K HH(GOPMAIMU, YCTAHOBIECHHBIX TTPaBOBBIMU
JIOKYMEHTaMH WK COOCTBEHHUKOM JIMOO BiaaeiblieM HHDOpMaIuu

0. COBOKYIMHOCTH MPaBUJI, PETJIAMEHTUPYIOUTUX MOPSIOK U YCIOBUSI IOCTyMa
cyOBeKTa K uH(DOpMAIlUU U €€ HOCUTEIISIM

B. BO3MOKHOCTb JJOCTyNa K MH(POpMAIIH, HE HApYIIaloIIas yCTaHOBJICHHBIE Mpa-

BUJIA pa3TPaHUYCHUS JTOCTYTA

HapyIIeHNe YCTAaHOBICHHBIX MPABUJI pA3TPaHUUCHUS JOCTYIa

1. JIUIO WUITU TMPOIECC, OCYIIECTBISIONINE HECAHKITMOHNUPOBAHHBIN TOCTYT K MH-
dbopmanuu

=

Ha xoMIproTepax MOKeT MPUMEHSATHCS JIOKaIbHas MOJIMTHKA O€30MMacHOCTH ...
MOJICTAHOBKH

raMMUPOBaHUS

napameTpoB 6€30MacHOCTH

CUMMETPUYHBIX KPUITOrpaduIeCcKux Mpeodpa3zoBaHui

JF e ©

K ocHOBHBIM BUIaM CHCTEM OOHAPYKEHUS BTOPKEHUI OTHOCSTCS ... CUCTEMBbI
AKTUBHBIE U TTACCUBHBIC

JIOKaJIbHbBIE

MEKCETEBBIC

CUHXPOHHBIE

g o o

10.YTUAHUTBI CKPBITOTO YIPABJICHUS MO3BOJISIOT ...
a. TIEPEHMEHOBBIBATH (PAMIIbI U UX PACIIUPEHHUSI

0. BBOJUTH HOBYIO HH(OPMAIIHIO

B. Iepe3arpy’kaTh KOMIbIOTED
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SrE0XEg DEIEPAJIBHOE TOCYIAPCTBEHHOE BIOJI’)KETHOE OBPA30OBATEJIbBHOE CMK
R VLIPIE)KHEHVIE BBICIIIETO OBPA30]§AHI/IH PIyTHUC
«POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
N TYPU3MA VI CEPBVICA»
Aucm 20

BJIOK YETBEPTBIN
«3amuma cemeﬁ U KAHA/106)
4-}1 KOHMpOJZbHaﬂ mouka. BI/III KOHTpOJILHOI‘O 3aaHusd - TGCTHpOBaHI/Ie.

1. Beigensior ... ypoBeHb cTeka nmpotokosioB TCP/IP
a) pU3UYECKUIA
0) KaHaJbHBIN
B) cereBoii (internet)
I') CCaHCOBBIN

2. Hambonee gyacThlil citydaii HapymieHus 0e30MmacHOCTH MH(POPMAIIMOHHOM CHCTe-
MBI — ...
a) aTaKu U3BHE
0) OOMKEHHBIE COTPYIHUKHU
B) OIIMOKH MepcoHasa
') KOMIIBIOTEPHBIE BUPYCHI

3. ABTOpH3amms — 3TO MPOIIEAYPa MPEIOCTABICHUSI CYOBEKTY ...
a) OIpe/IeNIEHHBIX MOJHOMOYMI 1 PECYpCOB B JAaHHOM cUCTEME
0) omnpeaeIeHHOTo UIeHTU(UKATOpA
B) ONIPEICIICHHON KITI0OUEBOM Mapbl

4. AyreHTu(ukanus — 3T0 IpoLeaypa MPOBEPKH ...
a) MOJJTMHHOCTH 3asBJICHHOTO IOJIb30BATEJIs, MPOIIecca WA yCTPOUCTBA
0) moap30BaTENs 1O €r0 UASHTU(PUKATOPY
B) TIOJIH30BATEIIS IO €0 UMEH

5. HesepHo, uto k mpotokomny IP oTHOCHUTCS Takas GyHKIMS, KaK ...
a) pparmMeHTanus
0) MapIIpyTH3aIus
B) JIOCTOBEPHOCTH NEpeaaun

6. CpencrBa TeIEKOMMYHUKAIIHH — ATO ...
a) COBOKYITHOCTh CPEJICTB CBsI3U, 00€CIICUNBAIOIINX TIepeaady NaHHbIX MexX1y OBM u
WH(OPMAITMOHHBIMUA CHCTEMaMH, YAAJICHHBIMU APYT OT APyra Ha 3HAYUTEIbHBIE pac-
CTOSIHHUS;
0) KOMIUTEKC TEXHUYECKUX CPEJICTB Mepeaaun nupopmauu
B) MPOBOJIHOE, ONITHKO-BOJIOKOHHOE U OECTIPOBOTHOE COETMHEHNE OOBEKTOB
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Sreoss DENEPAJIBHOE TOCYOAPCTBEHHOE BIOI’)KETHOE OBPA30OBATEJIbHOE CMK
R VLIPIE)KHEHVIE BBICIIIETO OBPA30]§AHI/IH PIyTHUC
«POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
N TYPU3MA VI CEPBVICA»
Aucm 21
7. HeBepHO, qTo I[O63BJ'I$I€TC§I |P'38IOJ'IOBOK K IIaKCTy IIPOTOKOJA ... U3 CTCKaA
TCP/IP
a) ICMP
6) DHCP
B) ARP

8. K cpenctBam TeXHMUYECKOH 3aIUTHI HHPOPMAIIH OTHOCATCS ...
a) arnmapaTHble U IPOrPaMMHBIE CPEICTBA 3AIUTHI
0) TeXHUYECKUE CPEJCTBA, MpEIHA3HAUYCHHBIC IS MPEIOTBPAIICHUS YTeUKU UHOOP-
MAaIiH 0 OJJHOMY HJIM HECKOJIBKUM TEXHUYECKIM KaHaJlaM
B) MEXCETEBbIE SKPaHbI

9. HeBepHO, 4ToO ... ABJECTCA COCTOAHUCM COCAMHCHUA I10 ITIPOTOKOIY TCP
a) LISTEN
6) SYN-SENT
B) WAIT
r) LAST-ACK

10.Cnyx60it TELNET 06b14H0 ucmionb3yercs mopt Ne ...
a) 20
0) 21
B) 22
r) 23

BJIOK ITATBIN 3amuTa KIMEHTCKUX OMEPALIMOHHBIX CHCTEM)
1 u 2 konmponvusie mouxa: Bum KOHTPOIBHOTO 3a7aHUs - TECTUPOBAHUE.

11.0OnepanmonHas cucrema HU(PPOBOK BEIYUCIUTEIBLHON CUCTEMBI TPEIHA3HAYEHA
JUIsT OOECIIEYeHUS . ..

a. OmpeaesICeHHOro YpoBHs 3 (HEKTUBHOCTH IIU(POBON BEIYUCIUTEILHON CUCTEMBI
3a CYEeT aBTOMAaTU3UPOBAHHOTO YIIPABJICHHUS €€ padoTOl U MPEeI0CTaBISIEMOTO
MOJIB30BATENSIM HAabopa yciayr

0. ymoOHOI paboThl MOIB30BATEIS

B. COBMEILEHUS Pa3InYHbIX HHTEPPeEiicoB

12.CoBpeMenHnyto opranuzaiuio BM npennoxur ...
a. Hopbept Bunep

0. xon don Heliman

B. Yapinb3 bebOumK
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PTYTHC

oo OEJEPAJIbBHOE TOCYOJAPCTBEHHOE BIO/IKETHOE OBPA3OBATEJIBHOE CMK

_ YLIP]E)KHEHVIE BBICIIETO OEPA30]§AHI/IH PIyTUC
«POCCUMNCKNN TOCYOAPCTBEHHbBIVI YHVBEPCUTET
TYPU3SMA 1 CEPBVICA»

Aucm 22

13.B cucremHoe nporpaMmMHoOe 00eCTieUeHUE BXOJIAT ...

a.

SA3BIKU IIPOTrpaMMHPOBAHUS

0. OIICPAIIMOHHBIC CUCTCMBbI
B.
r
A

rpaguueckue pe1akTopsbl
KOMITbIOTEPHBIE UTPBI

. TEKCTOBBIE PEAAKTOPbI

14. AHanu3 puCKOB BKJIIOYAET B ceO4 ...

a.
0.

Ha0Op aJeKBATHBIX KOHTPMEP, OCYLIECTBISIEMBIN B XO/I€ YIIPABIEHUS PUCKAMHU
aHaJIU3 IPUYMHEHHs yiiepOa U BeIU4YuHbI yiiepoa, HaHocuMoro pecypcam UC
B CJIy4ae OCYLIECTBJIEHHS yTPO3bl OE30MIACHOCTH

BBISIBJICHUE CYIIECTBYIOIINUX PUCKOB U OLICHKY WX BEJIUYHHBI

MeponpusiTus 1o oocnenoBanuio 0ezonacHoctu MC ¢ nenbio onpeneiaeHus Toro,
KAaKHe PECYPChI U OT KaKMX yTrpo3 HAJ0 3allHIIATh, @ TAKXKE B KAKOU CTEIICHH
T€ WIM UHBIE PECYPCHI HYKIAKOTCS B 3alLNATE

15.Uudopmarus — 310 ...
a. CBEJICHUS O JIMIIAX, IpeIMeTax, akTax, COOBITHIX, SBICHUAX U TPOIleccax

0.
B.
T.

HE3aBUCUMO OT (hOPMBI UX MPECTABICHUS

COBOKYITHOCTb 3HAHH, HAKOIUUIEHHAS YEJI0BEYECTBOM

COBOKYMHOCTb NPUHIUIIOB, METOJIOB U (hOpM yIpaBICHUS

COBOKYMHOCTb pe(ieKcHil MEXIy UJleel 1 MaTeprel Ha MaKpO- U MUKPOYpPOB-
HSIX

16.Uudopmarmonnas cdepa — 310 ...

a.

0.

II.

COBOKYITHOCTh BCEX HAKOIUICHHBIX ()aKTOPOB B MHPOPMAITUOHHOH JIeATEITHHO-
CTH JIIOAEU

cdepa IesTeIbHOCTH YeI0BEKO-MAIIMHHOTO KOMILIEKCa B ITPOIIECCE TIPOU3BO/I-
cTBa uHMOpMAIU

COBOKYMHOCTh HH(OpMAIIUU U CyOBEKTOB, OCYIIECTBIAIONINX cOOp, HOpMHPO-
BaHWE, paCIIPOCTPAHEHUE W HCITOJIb30BaHUE HH(POPMAITUN

CBEJICHHMS O JIMIIAX, peaMeTax, (pakTax, COOBITHX, SBICHUSIX U IpoIeccax
HE3aBHCHUMO OT ()OPMBI HX TPEACTABICHHUS

cdepa, B KOTOPOI MPOU3BOIUTCS M PACHPOCTPAHACTCS HHPOPMAITUS

17.HeBepHo, UTO ... OTHOCST K HICTOUHHKAM yrpo3 HH()OPMaIIMOHHON 0e30macHo-

CTH

a. 4yeJoBeUYeCKui (haKTop

0.

B.

MpaBOBbIC aCTIEKThI PyHKITMOHUpOoBaHus MC
CTUXUIHBIE OE€ICTBUSA
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Aucm 23

I. anmnapaTHbie cOou
J. OIMOKHU MpoeKTUpoBaHus U pazpadborku MC

18.Cucrema 3amuthl ”HGOPMAIIUKA — 3TO ...

a. KOMIUICKCHAsI COBOKYITHOCTh IPOTPAMMHO-TEXHHUYECKUX CPEICTB, 00eCIeunBa-
IOIIUX 3alTUTy HHPOpMaIUn

0. COBOKYITHOCTH OPTaHOB W/WJIM MCTIOJHUTENCH, a TAK)KE UCIIOIb3yeMasi UMU TEX-
HUKa 3aIUThl HH)OPMAITIH

B. 001acTh HH(POPMALIMOHHBIX TEXHOJIOT Ut

I. pa3paboTKa CTpaTeTuy 3alluThl OM3HECA KOMIIaHUH

19.TTonp30BaTens (MOTpeduTeNs) HHGOPMAITIH — ITO ...

a. pupma — pazpaboTUHK TPOrPaAaMMHOTO MPOAYKTa, KOTOpasi 3aHUMAETCSI €€ JTUC-
TpUObIOLINEH

0. TOJIb30BaTEllb, UCIIOJB3YIOIINI COBOKYITHOCTh MTPOTPAMMHO-TEXHUYECKHUX
CpEICTB

B. CYOBEKT, NOJB3YIOMIUICS HHPOpMaIKeil B COOTBETCTBUU C PETJIAMEHTOM J10-

cTyna

BJajiesen] GUpMbI WA NPEIIPUITUS

1. BCE CITy’KaIllie MPEAMPUITHS

=

20.ITpaBo noctyna k HHPOPMAIUH — ITO ...

a. COBOKYITHOCTh MPaBUJI JIOCTYyIa K HHPOpMAIIUK, YCTAHOBICHHBIX MPABOBBIMU
JIOKYMEHTaMH UJIU COOCTBEHHUKOM JIMOO BJaJeNIblleM UHPOpPMaIIUU

0. COBOKYIHOCTH MPaBUJI, PETIIAMEHTUPYIOIIUX MOPSIIOK U YCJIOBUS JOCTYyIA CyOh-
eKTa K HHpOpMAIIUHM U €€ HOCUTEIISIM

B. BO3MOJKHOCTbH J0CTyIIa K HH(pOpMaIiu, He HapylIaromas yCTaHOBJICHHBIC TIpa-

BHJIA pa3rpaHUYCHUS JOCTYyTa

HapyIIeHNEe YCTAaHOBICHHBIX MPABHII pa3TpaHUUYCHUS JOCTYyIIa

JI. JIMLIO WJIA TPOIIECC, OCYIIECTRIISAIONIME HECAHKIIMOHUPOBAHHOIO JOCTYyIIA K
uHpopManuu

=

Baok mecroii «3amuTa reonHPOPMALIMOHHBIX CETEH»
3 u 4 xoumponvHvle mouka: BuJ KOHTPOJIBHOTO 33/I1aHUSI - TECTUPOBAHUE.

1.CaHKIIMOHUPOBAHHBIN JOCTYN K HH(DOPMAITUU — 3TO ...
a. COBOKYIHOCTH MPABUJI IOCTyNa K MHPOPMAIINH, YCTAHOBJICHHBIX MTPABOBHIMU
JOKYMEHTaMH WJIH COOCTBEHHUKOM JIMOO BiIaesblieM HH(OpMaInu
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0. COBOKYITHOCTb IPaBHJI, PETJIAMEHTUPYIOIIUX MOPSAIOK U YCIOBHSI JOCTYMA CyOb-
eKTa K MH(popMaluy U ee HOCUTEIIM

B. JIOCTYI K MH(OpMaIMY, He HapyIIAIOINi yCTaHOBJICHHbIE MPaBUjla pa3rpaHu-

YEeHUS JOCTyIa

HapylIeHHE YCTAaHOBJICHHBIX IIPABUII pa3TpaHUUuEHUs JOCTYIIa

. JIAILIO WJIH MPOIECC, OCYIIECTBIAIONNE HECAHKIITMOHUPOBAHHOTO IOCTYIIA K
uH(pOpMaIIH

=

2.HecankunoHupoBaHHBIN JOCTYI K HH(OpMALIUK — 3TO ...

a. COBOKYITHOCTB MPABUJI IOCTyTa K MHPOPMAINH, YCTAHOBJICHHBIX MTPABOBBIMH
JIOKYMEHTaMH UM COOCTBEHHUKOM JIMOO BiaJeNiblleM HHPOpMaIuu

0. COBOKYIHOCTh MPaBUJI, PETIIAMEHTUPYIOIIUX MOPSIIOK U YCJIOBUS JOCTyNa CyOh-
eKTa K HHpOpMAaIlUHM U €€ HOCUTEIISIM

B. JIOCTYII K MH(OpMAaIINK, HE HapYIIAIOIINK yCTaHOBJICHHBIE ITpaBUia pa3rpaHu-
YEHHUsI TOCTYIIa, KOTOPBIE CYKaT JUIsSI perjiaMeHTaIlUuM IIpaBa JOCTyIa K KOM-
ITIOHEHTaM CHUCTEMBI

I. HapyIIeHHE YCTAaHOBJICHHBIX MPaBUJ pa3rpaHUYCHUS JOCTyTa

J. JIUIIO0 WJIHA TIPOIIECC, OCYIIECTBISIONINE HECAHKITMOHUPOBAHHBIN JOCTYH K HH-
dbopmaruu

3.Unentuduxanus cyobekTa — 3710 ...

MpoIeaypa pacro3HaBaHus CyObeKTa Mo ero uaeHTuGuKaTopy
MPOBEPKA MOJJIMHHOCTU CYOBEKTA C JAHHBIM UICHTU(HUKATOPOM
YCTaHOBJICHHE TOTO, SIBJSICTCS JIU CYOBEKT UMEHHO TEM, KEM OH ce0sl 00 bSIBUIT
npoleaypa NpeaoCTaBICHUsI 3aKOHHOMY CYOBEKTY COOTBETCTBYIOIIUX TOJIHO-
MOYHM U TOCTYIHBIX PECYPCOB CUCTEMBI
Jl. YCTaHOBJICHUE JIMII U TIPOIECCOB, OCYIIECTBIISIIOIINX HECAaHKIIMOHUPOBaH-

HBIN JOCTYI K HH(popMaIuu

Jr o

4.Ayrentudukanus cyobekTa — 37O ...

npoleIypa paclio3HaBaHUus CyObEeKTa MO €ro UICHTU(PUKATOPY
MPOBEpKa MOJIMHHOCTH CYObEKTa C TAaHHBIM UACHTHU(PUKATOPOM
YCTaHOBJIEHUE TOTO, SABJISIETCS JIU CYOBEKT UMEHHO TEM, KEM OH ce0sl 00BSIBIII
npoiieaypa npeaocTaBICHUsI 3aKOHHOMY CYOBEKTY COOTBETCTBYIOIIUX MOJHO-
MOYHH U IOCTYITHBIX PECYPCOB CHCTEMBI
JI. YCTaHOBJICHHE JIUI] UM MPOIIECCOB, OCYIIECTBIISIIONINX HECAHKIIMOHUPOBAH-

HBIN T0CTYI K HHGOpMAIUn

Jr o

5.ABTOpHU3aLMs CyOBEKTa — 3TO ...
a. Tpoleypa pacro3HaBaHUs CYObEKTa MO €Tr0 HICHTU(PUKATOPY
0. TIpoBepKa MOJUTMHHOCTU CyObEKTa C IaHHBIM UACHTH(UKATOPOM
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B. YCTAHOBIIEHHUE TOTO, SIBJISETCS JIU CYOBEKT UMEHHO TeM, KEM OH ce0sl 00BSIBUII

. Tpolieypa NPeA0CTaBICHUS 3aKOHHOMY CYOBEKTY COOTBETCTBYIOIIUX MOJTHO-
MOYMI U TOCTYITHBIX PECYPCOB CUCTEMBI

JI. YCTAHOBJICHUE JIUI] UM MPOIECCOB, OCYIIECTBIISIONUX HECAHKIIMOHUPOBAH-
HBII A0CTYI K HH(GOpMaIUu

6.HeBepHo, 4TO ... JOHKHBI OBITH TOCTYITHB B HOPMAJILHON pabOTe MOJb-
30BaTeIs

CUCTEMHBIC YTUIUTHI U CUCTEMHBIE PEIAKTOPHI

CpeICTBa 3aIUThl, CHCTEMHBIC YTHUIIUTHI

CpeACTBa pa3pabOTKH, YTUIUTHI

CpEeICTBA 3aIUTHI

Jw o

7.ITo cyiecTByIOIUM MpaBUiiaM pa3padaTbiBaTh, MPOU3BOAUTH 3AIUTHI
uH(OPMAITUU MOXKET TOJIBKO MPEAIPUITHE, UMEIOIIEE ...

JTUTEH3UIO

cepTudukar

HaYaJbHBIA KaluTaT

aKKpeIUTAIUIO

g% o

8.B crangapTHOIi moMMTHKE OE30MMaCHOCTH YCTAHOBKA MPOTPAMMHBIX MTPO-
JYKTOB HEMOCPEJICTBEHHO MOJIb30BaTENIeM KOPIIOPATUBHOM paboyeli cTaH-
1N ...

paspelnieHa

paspenieHa, 3a UICKJIIOUYEHUEM KOMITbIOTEPHBIX UTP

paspenieHa, Ho TOJIBKO € yCTHOrO coryiacusi corpyanuka UT-ornena

3amnpenieHa

g% o

9.ITox noctynmHOCTHIO HHGOPMAIIMH TIOHUMACTCA . ..
a. BO3MOXKHOCTbH 3a MPUEMIIEMOE BPEMsI TIOTYUUTh TpeOyeMyto HH(POPMAITUOHHYIO
yCIyTY
0. aKTyalbHOCTh U HEMPOTHUBOPEUYUBOCTHh MH(POPMAINH, €€ 3alTUIIICHHOCTh OT pa3-
PYIICHUS ¥ HECAHKITMOHMPOBAHHOTO U3MCHCHUS
B. 3allWTa OT HECAaHKIIMOHUPOBAHHOTO JIOCTYyMa K HH(OPMAITHH

10.Hapymenue yciaoBuil, NpeyCMOTPEHHBIX JUIEH3UENW Ha OCYLIECTBICHUE
NEATEeIIbBHOCTH B 00JIaCTH 3alIUThl HHGOpMAaIIUU (32 UCKIIIOUeHUEM UHPOP-
MalllH, COCTABJISIONICH TOCYyIapCTBEHHYIO TalHY) ...

BJICYET BO BCEX CIYYasiX YrOJOBHYIO OTBETCTBEHHOCTh

BJICUET TOJBKO HAJIOKEHUE aJIMUHUCTPATUBHOTO Tpada

B. HE BJIEYET 3a COOOM YyrojIOBHOW OTBETCTBEHHOCTH

o e
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PrYTHC Aucm 26

r'. BJICYCT YT'OJIOBHYIO OTBCTCTBCHHOCTHb H HAJIOKCHHUC AAMHUHHUCTPATUBHOI'O IITpAa-

ba
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TecTnl Kk 3a4eTy (2 ceMecTp)
11.JIns oTpaBKM MIMPOKOBEHIATENBHBIX COOOIICHUN B JIAHHBIM CETEBOM CErMEHT
UCIIOIB3YETCs alIpec ...
a. 192.32.64.255
0. 255.255.255.255
B. 255.255.255.0
r. 0.0.0.0

12.Cetb ¢ agpecom 190.25.32.0 npuHAIIEKHUT K KIACCy ...
a. A
0. B
B. C

13.Komanna npotokosia SMTP, xoTopast CIIyuT I YKa3aHUS ajpeca Mojryqare-
JISI COOOIICHUS, — ...

a. HELO

6. RCPTTO

B. SEND

r. POST

14.HeBepHo, uTo aapec ... sBisgeTcs KoppekTHIM MAC-anpecom
a. 00457FEBT777
0. FFFFFFFFFFFF
B. FE6794C76890

15.1TpoToko ... peanusyeT KpunTorpahuyecKyro 3alluTy Ha KaHAJIbHOM YPOBHE
a. SSL

6. SSH

B. TCP

r. PPTP

16.TTone 3aromoBka IP-matarpaMmbl, KOTOpOE TOKA3bIBa€T KOJIMYECTBO MPEOI0IIC-
BaeMbIX MapIIpyTU3aTOPOB, — ...

a. ldentification

0. Flags

B. IHL

r. Timeto Live

17.Coobmienue «...» oTHocuTcs K mpotokoiry ICMP
a. Network unreachable

6. RCVD WILL STATUS

B. Transfer complete
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r. PORT command successful

18.ITakeT ¢ yCTaHOBJICHHBIM (hJIarOM ... B 3aroJIOBKE IMEPBBIM IMOCBLIACTCS MPHU
YCTaHOBJICHHH CBS3H 110 TipoTokory TCP

a. SYN

6. FYN

B. ACK

19.0nun u3 ypoBHeii creka npotokonoB TCP/IP — ...
buznyeckuit

KaHaJIbHBIN

TpaHCHOPTHEIH (transport)

CCaHCOBbIN

Jm o

20. ABTOpH3aNMs — 3TO MPOIIEAYPa MPEIOCTABICHHUSI CYOBEKTY ...
ONPEICIICHHBIX TTOJIHOMOYUI U PECYPCOB B JAHHOM CUCTEME
OMpEIeICHHOTO UACHTU(UKATOPA

B. OIPEACIECHHOM KIFOUYEBOU Mapbl

ov e

21.Haubonee yacThlii ciiydail HapyiieHus Oe3omacHOCTH WHGOPMAIIMOHHOW CH-
CTEMBI — 3TO ...

a. aTakd U3BHE
0. OOMXEHHBIE COTPYIHUKH
B. OIIMOKHU MepcoHasa
I. BHUPYCHI

22.AyTteHnTruduKaIms — 3To Iporeaypa MPOBEPKH ...
a. TOMJIMHHOCTHU 3asBJICHHOTO MOJIb30BATENs, MPOIecca WM YCTPOilcTBa
0. Moyb30BaTENs MO €ro UACHTU(UKATOPY

B. TIIOJIB30BaTCJIA 110 €TI0 HMCHU

23.S/Key — 3T0 pOTOKOJ ayTeHTU()HUKAIIMN Ha OCHOBE ...
MHOT'OPa30BbIX NapoJIei

PIN-kona

B. OJIHOPA30BBbIX NApoOJIEH

o e

24. HeBepHo, uto k ipotokoiy |IP otHocuTes Takast pyHKIMS, Kax ...
dbparmeHTanus

MapuipyTH3alus

B. JIOCTOBEPHOCTH IEepeaadu

ov e
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Aucm 29

o ®

N

25.J171 3aIUTHI OT MPOCTYIITUBAHUS TpaduKa MPH MOMOIIX CETEBOTO aHAIM3aTOPA
MOJKET UCTIOIB30BAThCH ...

bunbTpanus Tpadpuka

mudpoBaHue nepeaaBacMoit HGOpMaIUu

JIOTIOJTHUTEIbHAS Ay TCHTH(PUKAIUS

26.CeTteBoii amanrtep, pabOTAIOMNINI B CEJICKTUBHOM PEKHUME, UTHOPUPYET ...
¢bpeiiMbl, He coIeprKalie B MOJE «aJpec MOoIydaTems aapec JaHHOTO y3a
HIMPOKOBEIIATEIbHBIE (PEHMbI

¢bpeiiMbl, He coIeprKalUe B TIOJIE «aJApec MOIydaTels» aapec JaHHOTO y3ia, U
HIMPOKOBEIATEIbHbIE (PpEMbI

27.YT00BI yCUIUTH 3aIIUTY OCCITPOBOJTHOM CETH, CISAYET ...
a. M3MEHMTH 3aBojcKoi SSID

0. TIOBBICUTH YPOBEHbB CIIOKHOCTHU IapOJIeh MOJIb30BaTEICH
B. 3alIUTUTH MPOTOKOIT SSNP

28.Tpaduk Mexay KIMEHTaMH M CEpBEpaMU BO BHYTPEHHEH CETH JIydIlle BCEro
3aIUIIATh IPU TTOMOIIIH ...

a. SAP

6. SSL

B. TPC

29.MapuipyTsl TUTIA «...» IPOCMATPUBAIOTCA B TAOIHUIIE B TIEPBYIO OUepelb
MapIIpyTU3aLus

MapupyT K CETH

MapLIpyT MO YMOJTYAHUIO

MapuIpyT K Y31y

g% o

30.YmpaBneHnue A0CTYIIOM — 3TO ...

a. 3aluTa IepcoHaia U pecypcoB

0. pearnpoBaHUE Ha MOIBITKA HECAHKITMOHUPOBAHHOTO JOCTYIIa

B. CIOCOO 3amTUThl HHGOPMAIIMH ITyTEM PEryJIUPOBAHUS HCIIOIL30BaHUS PECYPCOB
(TOKYMEHTOB, TEXHHUECKHX W TTPOTrPAMMHBIX CPEJICTB, dJICMEHTOB 0a3 TaHHBIX )

31.Peakuus OC Windows na FIN-ckanupoBaH#e B ciiydae 3aKpbITOTO MOPTa — ...
a. mocbUIKa nakera ¢ pnaramu RST+ACK

0. MoslyaHue

B. mochUika naketa ¢ guaramu SYN+ACK

32.Komanna ... sBisieTcss KoMaH0i nmpoTtokosya FTP
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a. RNTO
6. DIR

B. LS
r. GET

33.MapuipyT ... IpoCMaTpUBAETCs B TAOJIUIE MapIIPYTU3AI[MU B TIEPBYIO OUEPE/Ih

a. K CeTH
0. MO YMOJIYaHUIO
B. K y31Iy

34.HeBepHO, 4TO... ABISIETCS XapaKTepucTukou mporokora UDP

a. HaJIMJHE B 3arojioBke mojist «KoHTpobHas cyMMay
0. paborta 0e3 yCTaHOBJICHHUS COSTUHCHHS
B. TCXHHKA IIJIaBAIOIIET0 OKHA

35.Habop nmaHHBIX, MO3BOJISIONIMNA TOCTABUTh OTKPBITHIN KIIOY C 0OBEKTOM, UMe-

OIIUM COOTBGTCTBYIOHII/H?I BaKpBITBIﬁ KJIIO4Y, HOCUT HAa3BaAHHUC «...»

a. MOJYJIb JIOCTyTIa
0. mudpoBoii cepTuduxat
B. KOHCTPYKTHUBHBIA CepTH(PHKAT

36.Koraa monp3oBaTes BXOAUT B JIOMEH, BBOAS PEKBU3UTHI CBOSH YUETHOM 3aITu-

CH, TIPOUCXOJIUT ...
a. uaeHTUUKaIus
0. ayreHTUPUKaLUS
B. TEPMHUHAIM3ALMS

37. 111 eHTpaITu30BaHHON ayTeHTU(UKAIIMYA MOKHO HCIIONIH30BATh ...

a. RADIUS
0. RETAIL
B. CONNECT

38.Bo3MorkHa aTaka ... Ha DNS
footprinting

IP spoofing

B. fishing

o e

39.1P-3aroyioBok He 100aBJISIETCS K MaKeTy mpoTokoia ... u3 creka TCP/IP

a. ICMP
0. DHCP
B. ARP
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40.HeBepHo, 4TO ... ABJISETCS COCTOSTHUEM cOeTMHEeHHUs 110 poTokoiny TCP
a. LISTEN

0. SYN-SENT

B. WAIT

r. LAST-ACK

41.BpIIensioT ... ypoBeHb cTeka npotokoaoB TCP/IP
a) pU3UYECKUIA
0) KaHAJIbHBIN
B) cereBoii (internet)
I') CCaHCOBBII

42 .Haubonee gacTelii ciydail HapymieHus Oe30macHOCTH HH(POPMAIMOHHOW CH-
CTEMBI — ...
a) aTaKu U3BHE
0) OOM>KEHHBIE COTPYIHUKHU
B) OIITMOKH IepCoOHaja
') KOMITBIOTEPHBIEC BUPYCHI

43.ABTOpU3AIMS — ATO MPOIEAYypa MPEIOCTABICHUS CYyOBEKTY ...
a) OIpe/IeNIEHHBIX MOJHOMOYMI 1 PECypCOB B JAaHHOM cUCTEME
0) omnpeaeIeHHOTO UIeHTU(UKATOPA
B) ONIPEICIICHHON KITI0OUEBOM Mapbl

44.AyrenTudukanus — 3T0 IpoLeaypa MPOBEPKH ...
a) MOJJIMHHOCTH 3asBJICHHOTO ITOJIB30BATEJIs, MPOIIeCcca WM YyCTPOMCTBA
0) moap30BaTENs 1O €r0 UASHTU(PUKATOPY
B) TIOJI30BATEIIS IO €0 UMEH

45.HeBepHo, 4TO K MpoTokoiy |P oTHOCUTCS Takas PyHKITHS, KaK ...
a) pparmMeHTanus
0) MapIIpyTH3aIus
B) JOCTOBEPHOCTh NIEpeaaun

46.CpenctBa TEIIEKOMMYHUKAITUU — 3TO ...
a) COBOKYITHOCTh CPEJICTB CBsI3U, 00€CTICUNBAIOIINX TIepeaady NaHHbIX MeX1y OBM u
nH(OPMAITMOHHBIMUA CHCTEMaMH, YIAJICHHBIMU APYT OT JAPyra Ha 3HAYUTETbHBIC pac-
CTOSIHHUS;
0) KOMIUTEKC TEXHUYECKUX CPEJICTB Nepeaaun nupopmauu
B) IPOBOJTHOE, ONITHKO-BOJIOKOHHOE U OE€CTIPOBOTHOE COCTMHEHHE 0OHEKTOB
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47.HeBepHo, uto goOaBisercsi |P-3aronoBok Kk makeTy IpOTOKOJIA ... U3 CTEKa
TCP/IP
a) ICMP
6) DHCP
B) ARP

48.K cpeacTBaM TEXHHUECKOH 3aIUTHI HHPOPMAIIMH OTHOCATCS ...
a) arnmapaTHble U IPOrPaMMHBIE CPEICTBA 3AIUTHI
0) TeXHUYECKHE CPEJCTBA, MPEIHA3HAYCHHBIC JJIA MPEIOTBPAIICHUS YTeuku WHMOP-
MAaIiH 0 OJJHOMY HJIM HECKOJIBKUM TEXHUYECKIM KaHaJlaM
B) MEXCETEBbIE SKPaHbI

49.HeBepHo, YTO ... ABJIAETCS COCTOSTHUEM COeIMHEHHUs 110 TTpoTokory TCP
a) LISTEN
0) SYN-SENT
B) WAIT
r) LAST-ACK

50.Cayx060ti TELNET 06b14n0 Hcmonas3yercs mopt No ...
a) 20
0) 21
B) 22
r) 23

21.0OnepannonHas cucteMa UG poBOil BEIYUCIUTEIBHON CHCTEMBI PEAHa3HauYeHa
JUIsT 0O0ECIIEYEHUS . ..

a. ONpENeNICHHOTO YPOBHA (P PEKTUBHOCTU ITU(DPOBOI BRIUUCIUTEIBHON CUCTEMBI
3a CYeT aBTOMATU3MPOBAHHOTO YIIPaBJICHUS €€ paboTOl U MPEeI0CTaBISIEMOTO
M0JIb30BATENSIM Habopa yciayr

0. ymoOHOM paboTHI MOIH30BATEIS

B. COBMEILEHUS Pa3InYHbIX HUHTEP(eEiicoB

22.CoBpeMeHHYI0 opranu3aiiio DBM npeaioxmu ...
a. HopOept Bunep

6. JIxon ¢on Heitman

B. Yapnn3 beboumx

23.B cuctemHoe nporpaMMHOE 00ecrieYeHUe BXOJIAT ...
a. SI3bIKM MIPOrPaAaMMUPOBAHMS

0. omeparuoOHHbBIE CHCTEMBI

B. Tpaduueckue peqakTopbl
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T.
II.

KOMIIBIOTCPHBIC UI'PbI
TCKCTOBLIC PCAAKTOPLI

24.Ananu3 pucKOB BKJIIOYAET B ¢eO4 ...

a.
0.

HA0Op aJICKBATHBIX KOHTPMED, OCYIIECTBIISIEMbIN B XO/I€ YIIPAaBICHUS pUCKAMU
aHaJIN3 IPUYUHEHUS yiiepOa U BeTUYUHbI yiiepoa, HaHocuMoro pecypcam UC
B CJIy4ae OCYLIECTBJICHUS YTPO3bl OE30MACHOCTH

BBISIBJICHHE CYIIECTBYIOIIMX PUCKOB U OLICHKY MX BEJIMYUHBI

MeporpusTHs 1o oocnenoBanuio O6e3onacHoctu UC ¢ nenbio onpeneiaeHus Toro,
KAaKH€ PECYPChI U OT KaKMX yrpo3 HAJ0 3allUIIATh, @ TAKXKE B KAKOU CTEIICHH
T€ WM UHBIE PECYPCHI HYKIAIOTCS B 3aIlIUTE

25.Uudopmarnus — 3710 ...
a. CBEJICHUS O JIMIIAX, peIMeTax, aKkTax, COOBITHIX, SBICHUAX U TPOIleccax

0.
B.
T.

HE3aBUCUMO OT (POPMBI UX MPEICTABICHUS

COBOKYITHOCTb 3HAHUW, HAKOTUICHHAS YEJI0BEYECTBOM

COBOKYIHOCTb MPUHITUIIOB, METOJIOB U (hOpM yIIPaBICHUS

COBOKYMHOCTb pedeKcHii MeXy UJieel 1 MaTepuel Ha MaKpo- U MUKPOYpPOB-
HSIX

26.Undopmanmonnas chepa — 370 ...

a.

0.

.

COBOKYITHOCTH BCEX HAKOIUICHHBIX ()aKTOPOB B MH(POPMAIIHOHHOM JIeATEIBHO-
CTHU II0JICH

cdepa IeATeIBHOCTH YeJI0BEKO-MAITHHHOTO KOMIUIEKCa B TIPOIIeCcCe TPOHU3BO/I-
cTBa UH(poOpMaIu

COBOKYMHOCTh HH(OpPMAIIUU U CyOBEKTOB, OCYIIECTBIAIONINX cOOp, HOpMHPO-
BaHWE, paCIIPOCTPaHEHUE W HCITOJIb30BaHUE WH(POPMAITUU

CBEJCHHMS O JINIAX, TpeaMeTax, (hakTax, COOBITUSX, SBIICHUSIX U TpoIeccax
HE3aBHCHUMO OT ()OPMBI HX TIPECTABJICHUS

cdepa, B KOTOPOId MPOU3BOUTCS B PACIIPOCTPAHACTCS HHPOPMAITUS

27.HeBepHO, 4TO ... OTHOCAT K UCTOYHUKAM yTp03 HH)OPMAITMOHHON O€30MacHO-

HO® Qv

CTH

. yenoBevyecKkui (hakTop

npaBoBbI€ acnekThl PpyHkronupoBanus UC
CTUXUIHEIE OEICTBUSA

anmnaparHble coou

OIIUOKH MpoeKTUpoBaHus U pa3padotku UC

28.Cucrema 3amuThl “HQOpPMAIUU — 3TO ...
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a. KOMIUIEKCHAasi COBOKYITHOCTh IPOrPaMMHO-TEXHUYECKUX CPECTB, 00ecreynBa-
IOIIUX 3alUTy UHPOpMaIUU

0. COBOKYIMHOCTb OPTaHOB W/WJIM UCIIOJHUTENCH, a TAK)KE UCIIOIb3yeMasi UMHU TeX-
HUKa 32U Thl HH(OPMALIIH

B. 00J1aCTh HH()OPMAIMOHHBIX TEXHOJIOTUI

r. pa3paboTka cTpaTeruu 3aliuThl OM3HEeCa KOMITAHUMA

29.1Tonw30Batens (MOTpedUTENh) HHPOPMAITUN — 3TO ...

a. (upma — pa3pabOTYUK MTPOrPAMMHOTO MPOIYKTA, KOTOPAst 3aHUMAETCS €€ IUC-
TpUOBIOLKEN

0. MOJB30BATEINb, UCTIOIB3YIOMINNA COBOKYITHOCTh MMPOTPAMMHO-TEXHUYECKUX
CpEICTB

B. CYOBEKT, NOJIb3YIOUIUICSA HH(OpMAIIEN B COOTBETCTBUU C PETJIAMEHTOM J0-
cTyna

r. Biajenel GUpMbI WIH NPEATPUITUSL

JI. BCE CITy’Kalllie MPeANPUITUS

30.IIpaBo goctyna kK uHGOpMAIUU — ITO ...

a. COBOKYITHOCTH MPABHUJI JIOCTyIa K HH(POpMAIIUH, YCTAaHOBJIECHHBIX MTPABOBBIMU
JOKYMEHTaMH UM COOCTBEHHUKOM JIMOO BJaJeNIblleM HHPOPMALIUU

0. COBOKYIHOCTH MPABUJI, PETIAMEHTUPYIOIIUX MOPSIIOK U YCIOBUS OCTyNa CyO'h-
€KTa K MHPOpMaIlUU U €€ HOCUTEISIM

B. BO3MOXKHOCTbH J0CTyIa K MH(pOpMaIuu, He HapylIaroilas yCTaHOBJICHHBIE TIpa-
BIJIA pa3rpaHUuCHUs JOCTYyMa

I. HapyIIeHWE YCTAaHOBJICHHBIX MPaBUJ pa3rpaHUYEHUS JOCTyMa

JI. JIMILIO WJIA TPOIIECC, OCYIIECTRISIONINE HECAHKIIMOHUPOBAHHOI'O JOCTYTA K
uHpopManuu

Bonpocsl k 3x3ameny (3 cemecTp)
[TonsiTrie 06 apXUTEKType anmnapaTHbIX CPEICTB
Knaccudukanus nporpaMMHBIX CPEICTB.
[TpuHIMIIBI paOOTHI BHIYUCIUTEIBHON CUCTEMBI
Knaccudukaius onepanmoHHbIX CUCTEM
VYrpo3sl 6e3onacHOoCTH HHPOPMAITUU B HH(OOPMAITMOHHO-BBIYUCTUTEIIBHBIX CH-
cTemMax
CrpykTypu3zaiusi METo1I0B obecrneueHrst UHPOpMalMOHHOM 0€30MacHOCTH.
TpeOGoBanus npoQuiIst 3aUThI
3amura reonpacTpaHCTBEHHBIX 0a3 JaHHBIX
. 3aluTa KJIMEHTCKON 4acTH MHPOPMALIMOHHBIX CUCTEM
10 Bunbl mm@poBanus mpocTpaHCTBEHHOM HHPOpMaLUn
11.Crenorpadus

SRl A

©oOoN®
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12.Vcnionb30BaHUE TEXHOJIOTUHN LEMOYKHU OJIOKOB ISl 3aIMThI T€OMPOCTPAHCTBEH-
HBIX JTAHHBIX

13.TToax0/ab! K MOCTPOEHUIO HAJIEKHON HH(POPMALIMOHHOMN CUCTEMBI

14 . MexceTeBoil 5KpaH — MHCTPYMEHT peain3aliui MOJUTUKHU 0€30MacHOCTH.

15.TexHrueckue acieKThl ooecrnedeHus: 6e30macHOCTU

16.ITporpammHuoe obecrieueHre U KOHPUTYpaus

17.Pa3paboTKa U KOPPEKIUs MPaBUI MOJUTUKH 0€30MaCHOCTH

18.IIpobnema nrpopmalmonHoit 6ezonacHoctu Internet

19.TTpaBOBBIC OCHOBHI IEATEILHOCTH TIO 3aIIATE WH(POPMAITUK OT HECAHKITMOHUPO-
BaHHOTO JIOCTYIIA

20.Pexumbl 3amuThl HHGOPMAITUU

21.KoMmmbploTepHBIC aTaKu. 3aluTa OT aTak

22 . Knaccudukaiyss KOMIBIOTEPHBIX aTak

23.3amuTa OT KOMIIBIOTEPHBIX aTak

24 .bezonacunocts TCP/IP

25.lHcTpyMeHTaNbHBIE CPEICTBA U3YUCHHUS 3AIUIIIEHHOCTH WH()OPMAITMOHHBIX
CUCTEM

26.CymiHocTh 6e301acHOCTH 0a3 TaHHBIX

27.3agaun obecrnieueHust ”HPOPMAIIMOHHOM 0€30MacHOCTH 0a3 JaHHBIX.

28.Kputepun kadecTBa 0a3 TaHHBIX

29.¥Yrpo3sl nHPOpMAITMOHHONW 0€30TTacCHOCTH 0633 TaHHBIX

30.UcTounuku yrpo3 uadopmanuu 6a3 JaHHBIX

31.Knmaccudukamnms yrpo3 HHPOpMAIMOHHOW 0€30MMacHOCTH 0a3 JaHHBIX

32.Knmaccudukamnusi CHCTEM 3aIIUThl TPOrPAMMHOTO 00eCTICUCHUS.

33.JI0CTOMHCTBA U HEIOCTATKU OCHOBHBIX CHCTEM 3aIUTHI.

34.CucteMbl 3alTUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

35.[IporpaMMHO-anmapaTHbie CPEACTBA 3AITUTHI C MIEKTPOHHBIMU KITIOUYaMHU.

36.1Tokazarenu 3pheKTUBHOCTH CUCTEM 3aIUTHI

37.CepBepHble ONepalluOHHbBIE CUCTEMbI BEYIIUX TPOU3BOAUTEIIEH

38.11pobreMbr nHGOPMAIIMOHHOM 0€30MMaCHOCTH ceTel

39.AHanu3 yrpo3 ceTeBor 0€30MacHOCTH.

40.06ecmeuenne nHGOPMAITMOHHON OS30ITACHOCTH CeTei

41.YTpo3sl U YI3BUMOCTH IPOBOJTHBIX KOPITIOPATHBHBIX CETEH

42.YTpo3bl U yI3BUMOCTH OECIIPOBOJIHBIX CEeTEn

43.AyrenTudukanus, aBTopu3alus 1 aAMUHUCTPUPOBAHNUE JEHCTBUN MOJIb30BATE-
JIEH.

44 Metonapl ayTeHTU(PUKAITUY, UCTIONb3YIomue napoiu u PIN koapl.

45.Ctporas ayTeHTU(DUKALIHS.

46.buomMerpuueckas ayTeHTU(UKALMS TT0JIb30BATEIIS.

47.®Oynkunn MO.

48.0cob6enHocT GyHKITMOHUPOBaHKS M3 Ha pa3nuuHbIX ypoBHIX Mozenu OSI.
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49.CxeMbI CeTeBOM 3allUThI Ha Oa3ze MD.

50.1Tpobsembl 6e30macHocTH MO.

51.KoHntenmus mocTpOCHHUS BUPTYaIbHbIX 3alTUIIIEHHBIX ceTeil VPN,

52.VPN pernieHust i MOCTPOSHUS 3aIUIIICHHBIX CETEH.

53.JloctonHcTBa mpuMeHeHus TexHoJoruil VPN.

54.11IpoToKoJbl (POPMUPOBAHUS 3AMIMIIEHHBIX KAHAJIOB HA KAHAJIbHOM YPOBHE.
55.1TpoToKoIBI GOpMUPOBAHUS 3AMUITICHHBIX KAHAJIOB HA CEAHCOBOM YPOBHE.
56.3amuTa 6eCIIpOBOIHBIX CETEH

S7.Apxutektypa cpeacts O6e3onacHoctu [PSec.

58.3ammTa mepegaBaeMbIX TaHHBIX ¢ TOMOIIBIO MpoTokoioB AH n ESP.
59.1IpoTokon ynpaBnenus kpuntokaodamu [KE.

60.0OcobennocTr peanusanuu cpeacts [PSec.

61.CymHocTh 6e301acHOCTH 0a3 TaHHBIX

62.3agaun obecrnieueHust ”HGOPMAIMOHHOM Oe30macHOCTH 0a3 TaHHBIX.
63.Kputepuu kauectBa 0a3 TaHHBIX

64.Yrpo3sl nHpOpMaIMOHHOM 0€301acHOCTH 06a3 JaHHBIX

65.Uctounuku yrpo3 undopmaiuu 6a3 JaHHBIX

66.Knaccudukanus yrpo3 uHPopMalmoHHOM 0e30MacHOCTH 06a3 JaHHBIX

7.4. Conep:xanue 3aHATHH CEMUHAPCKOIO THIIA.
Tunosble NpakTHYeCKUE 32 JaHUS
MPAKTUYECKAS PABOTA Ne 1

Bup npaktuueckoro 3ansatus: [Ipaktuueckas padoTa.
Tewma u coneprxanue 3austust: OLIEHKA ySI3BUMOCTEN aKTUBOB
Llenp 3anaTus:
1.0O3HaKOMHTBCSA C OCHOBHBIMU YSI3BUMOCTSIMU MH(OPMAIIMOHHBIX aKTHBOB.
2. VI3y4uTh METOABI JIeNIeHUsT UH(OPMAIUH 0 YSI3BUMOCTSIM
3. OcBouTb METOAMKY U MPUOOPECTH UCCIEN0BATEIbCKUE HABBIKM IO OLEHKE ySI3BUMOCTEH MHPOP-
MallMOHHBIX aKTUBOB.
IIpakTHueckye HaBBIKU:
B nanHOM nyHKTe HEOOXOIMMO MPOBECTU HAECHTU(UKALMIO YSI3BUMOCTEN OKpyXKaromieu

Cpenbl, OpraHn3anuy, Mpoueayp, NEPCOHANA, MEHEIPKMEHTA, aIMUHUCTPALINY, alllapaTHbIX CPEACTB,
IPOTPaMMHOTO 00ECHEUEHHUs] WM ammaparypbl CBA3HM, KOTOpbIE MOIJH Obl OBITh HCIIOJIB30BaHBI
UCTOYHHUKOM YTpO3 JUIs HaHECeHus yuiepba akTUBAM M JIEJIOBOM JEATENIbHOCTH OpraHU3allHH,
OCYIIECTBIISIEMOM C MX UCIIOJIb30BAHUEM.

OneHka A0KHA TPOBOAUTHCA IS aKTUBOB, ONpeAeNeHHbIX B LI (e) m.1.2.1.

[Ipn mpoBeneHUM OIEHKM PEKOMEHAYETCS PYKOBOJICTBOBATHCA TPEeOOBaHMSIMH CTaHAapTa
'OCT P UCO/MDBK TO 13335-3-2007 (ITpunoxenue D).

IIVHKT J02KE€H coaep:KaTh:
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a) Onucanue mpoueaypsl OLUEHKH YS3BUMOCTH aKTHUBOB, IIPU 3TOM JIOJDKHO OBITH OTPa’KEHO,
YTO SBJIAETCS OCHOBAHHMEM JJIs NPOBEACHUS TaKOM OLIEHKHM, KaK 4acTO IPOBOAMTCSA OLIEHKA, KTO
IPOBOJIUT OLIEHKY, Kakue IpU 3TOM MCHOJB3YIOTCA METOJIUKH, B Kakol (opme NpeacTaBisioTCs
pe3yJbTaThl OLIEHKH.

6) IlepeueHb ysI3BUMOCTEH C YyKa3aHMEM OIEHKM CTENEHH BEPOSTHOCTH BO3MOXKHOMN
pean3aluy OTMEUYEHHBIX YSI3BUMOCTEH, Hanpumep "Beicokasd", "cpennsis" nnm "Huskas", cBeIeHHBIN
B TaOIHILy 5

Crnenyer oOpaTuTh BHUMaHHE Ha TO YTO, B YKa3aHHOM TaOiuLe YySI3BUMOCTH CIPYHNIIUPOBAHbI
1o 00JIaCTSIM CYIIECTBOBAHMUS/BOZHUKHOBEHUs. OIMH M TOT e MH()OPMAIMOHHBIA aKTUB MOXKET

MNpUCYTCTBOBAaTb B HECCKOJIBKUX pasjaciax Ta6J'II/IIII)I. Nuapivu cjJloBaMHu, OAJIHMH MW TOT XK€

PIH(l)OpMaI_II/IOHHHﬁ AKTHB MOXCT UMCTb HCCKOJIBKO YHSBHMOCTeﬁ.

© PI'YTHUC



ool OENEPAJIBHOE TOCYIIAPCTBEHHOE BIOIKETHOE OBPA3OBATEJIbHOE CMK
i R YqP}:DK):[EHV[E BBICIIIETO OBPABOliAHVIH PTYTUC
N «POCCUNCKNUN TOCYOAPCTBEHHbBIV YHUBEPCUTET
oy TYPU3SMA "1 CEPBUCA»
Aucm 38
Tabmuna 5
Pe3ynbpTaThl OIEHKN YSI3BUMOCTH AKTHBOB
T'pynna ysispumocrei AxtusB Nel AxTus Ne2 AxtuB Ne3 Axtus Ne4 AxTHB Ne5 AxTuB Ne6 Axtus Ne7
CopeprkaHre ya3BUMOCTH
1. Cpena n nndpacTpykTypa
Va3sumocTts 1.1. HHU3Kasl
BbICOKAS
Vs3BumocTs 1.0
2. AninapaTtHoe obecnevyeHue
VsssumocTs 2.1.
Y s13BUMOCTB 2.N cpenHss

3. IIporpamMHoe obecnieyeHue

VsazsumocTts 3.1.

Va3BuMocCTh 3.Nn

4. KomMyHukanum

VassumocTh 4.1.

Va3sumocTs 4.n

5

. JJokyMeHTBI (1I0KYMeHT0000pPOT)

VassumocTh 5.1.

Va3BuUMOCTE 5.n

6.Ilepcon

ajl

Va3BumocTh 6.1.

Va3BuMoCTh 6.N

7. O01ue ysa3BUMbIe MeCTa

Vaszsumocts 7.1.

Va3BuMocTh 7.n
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IMPAKTUYECKAS PABOTA Ne 2
Bua npaktuueckoro 3anarus: [Ipaktuyeckas padora.
Tema u coneprkanue 3anatus: OLEHKA yIpo3 aKTUBAM.
Lens 3auaTus:
1.ITomyuuTh HABBIKH OIEHKH YTPO3 HH(POPMAIIMOHHBIM aKTUBAM
[IpakTrHueckrie HaBBIKU:
[lepen HauaaoM BBIMOJIHEHHS JAHHOTO MYHKTa HEOOXOIUMO YSICHHTH, YTO YIrpo3a — 3TO

NOTEHIMATIbHAS IPUYUHA WHIMIEHTA, KOTOPBII MOXKET HAaHECTH yIiepO CUCTeMe WIM OpraHU3aluH, a
MHUUACHT, (MHIMAECHT HH(OpPMAalMOHHOH 0e30MacHOCTH) — 3TO JI000€ HENPEABUACHHOE WIH
HEKeNaTeIbHOE COOBITHE, KOTOPOE€ MOXET HapyIIMTh JAESITeNbHOCTh OpraHuU3alld WU
MH(OPMALIMOHHYIO O€30MaCHOCTb.

B ocHOBe yrpo3 MOXeET JiexaTb Kak NMPUPOJIHBINA, TaK M YEIOBEYEeCKUN (PaKTOp; OHU MOTYT
peaIn30BbIBATHCS CIIYYaliHO WM IPEIHAMEPEHHO.

B xone BbINOJIHEHUSI MyHKTa UCTOYHUKU KaK CIy4YalHBIX, TaK U IMPEJHAMEPEHHBIX Yrpo3
JOJIKHBI OBITh UIEHTU(UIIUPOBAHEI, 8 BEPOATHOCTh UX PeaTn3aliy - OI[CHEHA.

Crnenyet yuecTh, YTO, C OJJHOW CTOPOHBI, BXKHO HE YIIYCTUTb U3 BUAY HU OJAHON BO3MOYKHOMU
yrpo3bl, TaK KaK B pe3yJbTaTe€ BO3MOXKHO HapylIleHHWE (YHKIMOHUPOBAHUS WM TIOSBIICHHE
ySI3BUMOCTEH cHCTeMbl o0ecrieueHus: 0e30MacHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHIA, a ¢ APYro He
AKLIEHTUPOBATh BHUMAHUE HA 3aBEOMO MAJIOBEPOSITHBIX YIpO3ax.

HcxonHple naHHbIE IS OLEHKU YIPO3 CIEAYET NOJydaTh OT BIAJEIbLEB WU MOJIB30BATEIEH
aKTHUBOB, CIyXKallUX OTAENOB KaJpoB, CHEIUAINCTOB IO pa3paboTke o00OpydoBaHMS U
MH(OPMALIMOHHBIM TEXHOJIOTHSAM, a TaKXe JIMI], OTBEYAIOLIMX 33 PEaJU3al{I0 3alIUTHBIX MEpP B
OpraHH3aliHy.

IIpu ¢dopmMHupoBaHMM TMEpeyHs YIpo3 PEKOMEHAYETCS PYKOBOJCTBOBATHCS TPEeOOBAHUSAMHU
cragmapta [OCT P UCO/MDK TO 13335-3-2007 (ITpunoxenue C).

Taxke MOJe3HO MCIONb30BAaHHE KaTaJIOTOB yrpo3 (Hanbojiee COOTBETCTBYIOIIMX HYXAaM
KOHKPETHOW OpraHU3ally WK BUAY €€ JAETOBOH e TeNIbHOCTH).

[Tocne uneHTH(UKALUU UCTOUHUKA YTPo3 (KTO U YTO SBJISETCS NPUUIMHOMN yrpo3bl) U 0ObeKTa
yrpo3sl (Kakoi W3 3JIEMEHTOB CHCTEMBI MOXKET MOABEPrHYTHCS BO3JIEHCTBUIO YTPO3bl) HEOOXOIUMO
OLICHUTh BEPOATHOCTH peasin3aluu yrpo3sl. [Ipu aToM cieyer yuuThIBaTh:

- YaCTOTY MOSIBIEHUS Yrpo3bl (KaK 4acTO OHA MO>KET BO3HHUKAaTh COIVIACHO CTaTUCTHYECKUM,
ONBITHBIM M JPYTMM JaHHBIM), €CIIH HMMEITCS COOTBETCTBYIOLIME CTAaTUCTHUUYECKHE W ApYyrue
MaTepuabl;

- MOTHBallUIO, BOBMOKXHOCTU U PECYPCHI, H€O6XO)II/IMI)Ie MOTCHIHAJIBHOMY HApYUIUTCIIIO H,
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BO3MOYKHO, UMEIOIIMECS B €r0 PACHOPSKEHNUHU; CTEIIEHb IIPUBJIEKATEIbHOCTH U YA3BUMOCTU aKTHBOB
CHCTEMbI MH(POPMAIIMOHHBIX TEXHOJIOTHUI C TOYKM 3PEHUS BO3MOXKHOTO HApPYIIUTENS U MCTOYHHUKA
YMBILUIEHHOHN YIpO3Bl;

- reorpaduueckue (akToppl - TakMe Kak Hajluuue IOOJU30CTH XUMMUYECKUX WIN
HedTenepepadaTHIBAIOIINX MPEINPUATHI, BO3SMOXKHOCTh BOSHUKHOBEHHS SKCTPEMAJIbHBIX MOTOAHBIX
YCIIOBHH, a TakkKe (paKTOpPOB, KOTOPHIE MOTYT BBI3BAaTh OIIMOKM Y TMEPCOHANA, BBIXOA M3 CTPOS
000pyIOBaHUS U MOCITYXUTh IPUUMHOHN pean3aliy CIIy4aiiHOW yrpo3sl.

Ilocne 3aBepiieHMs] OLIGHKM YIpO3 COCTABISIOT IEpPEeYeHb HACHTU(GHUIMPOBAHHBIX YIpoO3,
AKTMBOB HWJIM TPYIIl aKTUBOB, IOJBEPKEHHBIX 3ITHUM YIpO3aM, a TaKK€ OIPEHCISIIOT CTEIECHb
BEPOSTHOCTH PEATH3AIMU YTrPpo3 C pa30MBKOW Ha IPYIIIIBI BRICOKOH, CPEHEN U HU3KOW BEPOSTHOCTH.

IIyHKT nOJKEH COnepIKaTh:

a) ONUCaHHE HPOLeTyphbl OLIEHKU Yrpo3 aKTUBaM, IPU 3TOM JOJDKHO OBITH OTPaXEHO, 4TO
ABJIIETCSL OCHOBAHUEM JUUISl IPOBEACHMSI TAKOU OLIEHKH, KaK 4acTO MPOBOJUTCS OLEHKA, KTO POBOJUT
OLICHKY, KaKue MPH ITOM HCHOJIB3YIOTCS METOIUKH, B KaKOW (hopMe MPEACTABISIFOTCS PE3yJIbTaThl

OLICHKH.
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Tabmuma 6
PCSYJ'ILTaTBI OICHKH YI'PO3 aKTHUBAM
ggi:;;a{lrnpeo;rpm AxTuB Nel AxTuB Ne2 AxTuB Ne3 AxTuB Ned AJI\E?B AJI\;;HB AJI\E;I i
1. ¥rpo3sl, 00ycJI0BJIeHHBIE TPEeAHAMEPEHHBIMH e CTBUAMH
Yrpoza 1.1. cpeaHss
BbICOKaf
Yrposza 1.n
2. ¥Yrpo3bl, 00yCJIOBJIEHHbIE CJIYYAHHBIMH Al CTBUSIMHA
Yrposa 2.1.
Yrposa 2.n BbICOKAA
3. ¥rpo3bl, 00yc/10BJIeHHbIE €CTeCTBEHHbIMU NPUYMHAMM (IPUPOAHBIE, TEXHOTeHHbIE (aKTOPbI)
VYrposa 3.1.
Yrposza 3.n

MNPAKTUYECKAS PABOTA Ne 3
Bun npaktuueckoro 3ansatus [Ipaktuueckas paboTa.

Tema u COACPIKAHUC! Onenka CYHICCTBYIOIIUX U INIAHUPYCMBIX CPCACTB 3allUThI

Llenp 3anaTus:
1. [Tony4ynTh HaBBIKM OLIEHKH CYIIECTBYIOIIUX U IUIAHUPYEMBIX CPEICTB 3aLUTHI
IIpakTHyecKye HaBBIKU:

Jlnst 3aUThl THPOPMALIMHU, COCTABIIAIONIEH KOMMEPUYECKYIO TallHy, €€ Bajienel co3aaeT

COOCTBEHHYIO CHCTEMY 3alllUThl MHpOpMaLUU. 3aKOHOJATEIbHO CTPYKTYpa TaKOM CHCTEMBbl He
3aKperieHa.

3ajauu mo 3amurte uHGOpPMAIUH, B 3aBUCUMOCTH OT BO3MOXKHOCTEH W MacmTaboB opra-
HU3AIMH, MOKET BBIOJIHATH KaK MPO(QUIbHOE CTPYKTYpHOE IMOJIpa3/ielieHne, BXOAsIIee B ITaT-
HYIO CTPYKTYpY NPEeANpHUATHS (U1 KPYITHBIX KOMIAHUMN), TaK U COTPYIHUKHU, YITOJTHOMOUYEHHbIE
PYKOBOJCTBOM JJIsl IPOBEACHUS MEPOIPUATHHN 1O 3aIlUTe HHPOpMALMK HapajyielbHO C BBINOJI-
HEHUEM OCHOBHBIX (PYHKIIMOHAIbHBIX 00s13aHHOCTEH.

3ammra HHGOPMAIIMHM MOXKET OCYILECTBIISATHCS TaKKe B paMKaX a0OHEHTCKOT0 00CTyXH-
BaHUS.

BHe 3aBucuMoCTH OT TOT0, Ha KOTO BO3JIO’KE€HBI OPraHU3allMsl U BHIIIOJHEHHE MEpOIpHUsi-

TUH 10 3a1uTe UHPOPMALIMOHHBIX AKTUBOB, AAHHDIH NYHKT JI0JKEH COePKATH:

a) TaHHbIE O MOJPA3/IeNeHUH (JIOJPKHOCTHBIX JIMIIAX ), HA KOTOPIX BO3JI0XKEHBI 3a/1a4H 110
3anUTe MHQOpMAIMK: OPraHU3AlMOHHYIO CTPYKTYpY nojapaszaeneHus u ¢pyHkuunonan. Mudop-
Manus JT0JKHA JeTaTu3upoBaTh AaHHble 1o 1.1.1.1. ¢ Touku 3peHus obecreyeHust nHGOpMaIu-

OHHOI1 0€30ITaCHOCTH..
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0) TEXHHUYECKYIO apXUTEKTYpy — COCTaB M B3aWMOJICHCTBHE ammapaTHBIX CPEICTB, HC-

MOJIb3YEMBIX (JIaXKe YaCTUYHO) AJisT 00paOboTKH HH(POPMAIIMOHHBIX aKTUBOB, TIOJJICIKAIIMX 3aIllH-

te. Cxemy (Puc.2) u Tabnuiy onucanusi TEXHUYECKUX XapaKTEPUCTUK;

B) IPOrPaMMHYIO apXUTEKTYpy — MPOrpaMMHOE OOecrieueHue, UCIoib3yeMoe (Jaxe Ja-

CTUYHO) sl 00paboTKu WHPOPMAIIMOHHBIX PECypcoB, mojyiexammux 3amute Cxemy (Puc.3) u

Ta6JII/II_[y OMUCAaHUA TEXHUYCCKUX XAPAKTCPUCTHUK;,

r) OIMHMCAHUEC KaK MHUHUMYM O,Z[HOP'I N3 IIOACUCTEM HMHXKCHCPHO-TEXHHUYCCKUX CPEACTB 3a-

HINTHBI I/IH(bopMaI_lI/II/IZ CHUCTCMBbI BI/I,HGOH3.6J'IIO,I[6HI/IH, CHUCTCMBbI KOHTPOJISL U YIIPABJICHUA JOCTYIIOM,

CUCTEMBI TIEPUMETPOBON OXpaHbI, BHEJAPCHUE W/WIM MOJCPHHU3ANMS KOTOPOH MPETyCMOTPEHO

TeMOoM quIuioMHoro npoekra. Cxemsl (Puc.4-7) u tabnuily onucaHusi TEXHUYECKUX XapaKTepH-

CTHK.
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6)
Uy

CucTtema sawumThl
(mopenb)

CoTtoBasi ceTb
/ Corosas ceTb TexHonorus AocTyna

Mogem (TexHonorus)
(moaenb)
MapuwpyTtusatop
(mopenb)

Internet

CmapTdOoHbI COTPYAHUKOB

(mopenb)

YnanéHHble CoTpyaHUKN

Cuctema 3awuThbl
(mogenb)

Otpen «HassaHue» nu6o
OTaenkl «<Ha3BaHue rpynnbi»

MaTy nanenb

—— =] MapwpyTu3artop

Cepsep «Ha3sBaHue»
hmo,qenb)

MCKOBbIN MaccuBe
(Mozenb, 06bEM)

MBI (Mogens)

CepBepHasi KOMHaTa

Ortpen «HasBsanue» nu6o
OTAens! «Ha3BaHue rpynnbi»

(mopenb)

Pa6ouve craHuum
(mopenb)

Cepeep «Ha3ssaHue» ~ MaplupyTusaTop
(Mogenb) (mopenb)

@

WiFi Touka goctyna
(mogenb)

Puc.2. [Ipumep TeXHUUYECKON apXUTEKTYpPHI NPEAIPUITHS
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CepBep «Ha3BaHue»
Paboyas cTtaHuma coTpyaHuka (oB)
CepsepHoe 1O ApoToron
MpoTokon H
CYB[ «riasaanuey I MporpammHoe MporpammHoe
Oracle 10g o6ecneueHune 1 o6ecneuenue 2
10.2.0.1 Mpotokon «HasBaHue» «Hassanne»
CneuvnanbHoe MO Npotokon
«HasBaHue» MporpammHoe
CEEEIERHIE 8 NokanbHoe cainosoe
«HasBaHue» XpaHunuue
|
CepBep «HasBaHue» MpoTokon
Pa6oyas ctaHuus coTpyaHuka (oB)
CepsepHoe MO Cepsep
«HasBaHue» TepmuHanos —'I
«HasBaHue» MpoTokon TepmuHansH
KNUEHT
«HasBaHue»
Mopcuctema
1«Ha WHTepHeT
Moacucrema
2«HasBanue» SRR
MporpamMmmHoe MporpammHoe
obecneueHune 5 obecneuerue 4
«HasBaHue» «HasBanue»
HTTP\HTTPS
RAID maccus unu Ceresoe ceTb HTepHeT
hannosoe xpaHunuuie

Be6 cepBep Apache

MpoTokon

oTOoKON

Mopayne PHP
Bepcus

Dainnsl ¢ I
AaHHBIMYW

CepBep XOCTUHI NnpoBangepa

Puc.3. [Ipumep nporpaMMHOMN apXUTEKTYpbl MPEANPUATHS
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CepBepHas

Oxpana

Ce, Byxrantepus i
peepHan e TnasHbiit Gyxrantep Mpremnan, CekpeTapckan

OxpaHa

[eHepanbHbIli
[HvpexTop
[naBHbIn WiHxeHep 3am. [eHepanbHoro [iupekTopa
WreHepol, MTO, CMeT4mnkn

Puc.5. PacnonosxeHue TaTYUKOB IBHKEHUS
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230 m

—
OBDbeKT 3aLunThl o
=
MHoronyyeBsle nHdpakpacHble amuun/‘
MpoeogHOBONHOBAA cUCTEMA
m—— [lepyMeTp KOHTPONUPYEMOW 30HbI
Puc. 6. PacnonoxeHnue cucreM KOHTpOJIs iepumeTpa (BapuaHT 1)
,\30 Pagvony4yesas cuctema «lpoTeax»
3
%

200

RLS-3060 optex

Y

' 256

BubpaumoHHo-4yBCTBUTENbHAS
cuctema TREZOR-V

Puc. 7 PacnionoxeHnue cCucTeM KOHTPOJIS IepuMeTpa (BapuaHT 2)
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') pe3yJIbTaThl OIEHKH JICHCTBYIOMIECH CUCTEMBI 0€30MacHOCTH MH(POPMAIIUH, OTPaKa0-

mKre, HACKOJIBKO ITOJIHO BBITIOJIHAIOTCA OJHOTHUIIHBIC 00BEKTHUBHEIE (byHKI_II/II/I Ipu pClICHHUU 3a-

Jad obecreyeHus 3allINThI PIH(bOpMaI_[I/II/I. Ecmmu HEKOTOPLIC 3aa4r pC€UIarOTCsA HE B IIOJITHOM 005-

EeME, CIICAYCT yKa3aTb, KaK MPCAYCMOTPECHHBIC MEPOIIPUATHUSA BBIIIOJIHAOTCA B HeﬁCTBHTCHBHO-

ctu. Pe3ynbTarhl o6cnenoBanus Buecty B Tabnuity 7.

Tabmuma 7

AHanu3 BBIMOJIHCHNS OCHOBHBIX 33184
1o obecreyeHno NHPOPMAITMOHHOHN 0€301acHOCTH

OcHoBHBIE 321a4M 110 o0ecnieYeHN 0 MHPOpMa-
LHIMOHHOI 0e30I1aCHOCTH

CreneHb BBINOJHEHUS

obOecrieueHre  OE30IACHOCTH  MPOU3BOJICTBEHHO-
TOPrOBOM JEATCIILHOCTH, 3amuTa WHOOpMAIUUd U
CBEJICHUH, SIBJISIIOIIUXCSI KOMMEPUYECKOM TaliHOM;

opraHuzanus padboThl IO PABOBOM, OPraHU3aIMOH-
HOM M MH)XEHEepPHO-TeXHUYeckou ((pusmueckou, arm-
rapaTHOM, MPOrPaMMHOM M MAaTEMAaTUUYECKOMN) 3alllH-
T€ KOMMEPYECKOW TalHBbI;

OpraHu3alys CHEUHAIBHOTO  JAEJONPOU3BOICTBA,
HCKJIIOYAIOIIEr0 HECAHKIIMOHUPOBAHHOE IOJIYyYECHUE
CBEJICHUH, SIBJISIFOIIUXCSI KOMMEPUYECKON TalHOW;

NpeJOTBpallleHhe HEOOOCHOBAaHHOI'O JIOMyCKa U OT-
KpBITOTO JIOCTYyTa K CBEJACHUAM U paboTam, cOCTaB-
JSIOIUM KOMMEPYECKYIO TaliHY;

BBISIBJICHME M JIOKAJU3allis BO3MOXHBIX KaHAaJOB
yTE€UKH KOH(UAECHIHATbHOW HH(OpManuu B Mpo-
1[ecce TOBCEIHEBHOM NPOU3BOACTBEHHOHN JeATeNb-
HOCTH M B 3KCTpPEMalbHbIX (aBapus, Moxkap U Jp.)
CUTYaIUsIX;

obOecrieueHrne pexuMa O€30MacHOCTH TIPH  OCY-
IIECTBIICHUU TaKUX BUAOB JESATEILHOCTH, KaK pas-
JIUYHBIC BCTPEUH, IMIEPETOBOPHI, COBEIIAHMS, 3ace/a-
HUS U IPYTHE MEPOIPHSITHS, CBI3aHHBIE C JIEIIOBBIM
COTPYAHUYCCTBOM Ha HAOWOHAJIBHOM W MCXKIYyHa-
POJTHOM YPOBHE;

o0ecrieueHrne OXpaHbl TEPPUTOPHUM, 3AAHUNA TOMe-
IIEHUH, ¢ 3amuaeMoi napopmanuei.

INPAKTUYECKASA PABOTA Ne 4

Bun npaktuueckoro 3ansartus: [Ipaktudeckas padora.

Tema u conepxxkanue: OLeHKa pUCKOB
Lens 3ausaTus:
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1. O3HaKOMHUTBCS ¢ METOJAMH OLIEHKH PUCKOB
IIpakTHueckue HaBbIKU:
Ha 3axrounTesbHOM 3Talle aHajln3a PUCKa J0JDKHA ObITh MPOBEJCHA CyMMapHas OLIEHKa

pucKa. AKTUBBI, HIMEIOIINE [IEHHOCTh U XapaKTEPU3YIOIINECS OMPEICICHHON CTETICHBIO ySI3BH-
MOCTH, BCAKHM pa3 MOJIBEPTalOTCs PUCKY B IPUCYTCTBUU YTPO3.
Onenka pucka npeacrapisieT co00il OLIEHKY COOTHOIICHHS TOTEHIUATbHBIX HETaTUBHBIX
BO3/ICHCTBUI Ha JIEJIOBYIO JCSITEIHLHOCTD B CIlydae HEXKENATeIbHBIX HHIUICHTOB U YPOBHS OIle-
HEHHBIX YIPO3 M YSI3BUMBIX MECT. PHCK (paKTUUECKH SBIISICTCS MEPOU HE3AIMUICHHOCTH CHCTE-
MBI U CBS3aHHOM C HeW opraHu3anuu. BennunHa pucka 3aBUCHUT OT:
® I[ICHHOCTH aKTHBOB;
® yIpo3 U CBSI3aHHOW C HUMHU BEPOSITHOCTH BO3HUKHOBEHUS OIACHOTO JJIsST aKTHBOB CO-
OBITHS;

® JISTKOCTH pealM3allfH YIPO3 B YSI3BUMBIX MECTaX C OKa3aHUEM HEXEJIaTeIIbHOTO BO3-
JIEHCTBHS,

® CYIIECTBYIONIMX HJIU TUTAHUPYEMBIX CPEJICTB 3aIMTHI, CHIDKAIOIMINX CTEIICHb YSI3BU-
MOCTH, YTPO3 U HEXKENATEIbHBIX BO3/ICHCTBUI.

3aaya aHamM3a pUCKa COCTOUT B OIPENICTICHUH U OIEHKE PUCKOB, KOTOPBIM MOABEPracT-
csl cucteMa MH(POPMAITMOHHBIX TEXHOJOTHI M €€ aKTHBBI, C IEJIbI0 ONpeIeTIiCHUs W BRIOOpA IIe-
necoo0pa3HbIX 1 000OCHOBAaHHBIX CpeACTB obecneueHus 6e3omacHocTu. [Ipu orieHke pucKoB pac-
CMaTPUBAIOT HECKOJIKO Pa3IMYHBIX €r0 acleKTOB, BKIIOYas BO3JIEHCTBUE OMACHOTO COOBITUS U
€ro BEPOSTHOCTb.

MHorue MeTopl IpeIararoT UCIIOIb30BaHUE TAOJIUIl M Pa3IMYHBIX KOMOMHAIINN CYyOh-
€KTUBHBIX U AMIUPHUYECKUX Mep. B HacTosImiee BpeMs HeJlb3sl TOBOPUTH O MPABUIBLHOM WA HE-
MPaBUJILHOM METOJIE aHalu3a pucka. BakHo, 4TOOBI OpraHu3anus MOJb30BAaCh Hambosee
yIOOHBIM W BHYIIAIOUIUM JOBEPHE METOAOM, MPHUHOCSIIMM BOCIHPOU3BOJUMBIC PE3YIbTATHI.

Hioxe IMPUBCACHBI HECKOJIBKO IMPUMEPOB METOJJ0B, OCHOBAHHBIX Ha IPUMCHCHHHU Ta6J'II/II_[Z

IIpumep 1

CYTB moAxoJa 3aKjIro4acTCs B OIIPCACICHUN HanOoJIee KPUTHYHBIX daKTHUBOB B OpraHu3a-
U ¢ TOYKHU 3PpCHUS PUCKOB Hb no ((IJ_ITpa(I)HBIM Oaam». OI.[CHI/IBaHI/IC PHUCKOB ITPOU3BOAUTCA
SKCHCPTHBIM MYTEM Ha OCHOBC aHA/JIM3a HCHHOCTU aKTUBOB, BOSMOXXHOCTU p€ain3allii YIpO3 U

HCITIOJIBb30BaHHUA YﬂSBHMOCTeﬁ, OIMPCACIICHHBIX B NPCABIAYIIUX ITYHKTax. JIJ'IS[ OLCHHUBAaHUA IIPEI-
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Jaraercs, HampuMmep, TaOnuia ¢ 3apaHee MPEOoINpeeICHHBIMU «IUTPaQHBIMU OaiaMu» s

KKI0W KOMOWHAIIMY IICHHOCTH aKTHUBOB, YPOBHS yIpo3 U ysI3BUMOCTEH (Tab. §).

Tabnuua 8
YpoBHu Huskaa | Cpepgnss | Bbicokas
yrposbi
VPOBH“HCBHCBHCB
YASBEUMOCTH
m 1 o|1|2|1|2|3|2]|3]|4
=
E 2 1/2|3|2(3|4|3|4|5
-]
2 3 23|43 |4|5|4 5|6
(=
Q
2 a4 3|4|5|4|5|6|5]|6]|7
=)
5 4 | 5|6 |5 |6|7|6|7]|8

B cjIydac OmnpcCACICHUA YPOBHA YA3BUMOCTH U3 PE3YJIbTATOB ayJAuTa HIIM CaMOOLCHKH

AJId pa3JIMYHBIX IMPOLECCOB U NMPHU HAIWYUHK ISKCIICPTHBIX OHCHOK YPOBHA COOTBCTCTBYIOIIUX

YIpO3 ¥ EHHOCTH aKTUBOB MOHO MOJIY4uTh Mepy pucka b mmsa kaxaoro mpouecca.

O,Z[HaKO TaKoOH MOJXOJ HE MNPUBOAUT K UHTCPIIPETAIUN PE3YJIbTATOB ayAuTa WUJIU CaMO-

ouenku b, opuenTrpoBaHHO Ha OM3HEC, Ha OM3HEC-TIPOLIECCHI.

Ecnu octaBuTh 3a rpaHuliell aHajiM3a yrpo3bl, c1abo MoAJalouIecs YIpaBiIeHHIo CO CTOo-

ponbl cucteMbl o0ecnieueHus b, u olleHUTh pUCKH N0 CTENEHU BIMSHUS YSI3BUMOCTEHN Ha OU3-

HEC-TIIPOLECChI, TO MOKHO ITOJYUUTH OLUCHKHU PHUCKOB 6H3HGC'HpOHeCCOB Ha OCHOBC OLICHCHHOI'O

po¢uIIs MPOLIECCOB.

Ipumep 2

JIy1st TaKOTO OIEHWBAHMS MOXKET OBITh TpUMeHeHa Tabymiia, (Tabmmima 9)B KoTOpoii CcTpo-

ypOBEHbl
YA3BUMOCTM
CreneHb BNuAHUA Bbicokun | CpegHun | Manbin Oqem:
ys1I3BUMOCTU Ha 6u3Hec- Manbiv
npouecchbl
e Bbicokan 64 32 16 8
© REYTITE Cpeanss 22 o o 7
Manas 16 8 4 2
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KaMU SIBJISIFOTCS YPOBHM CTETICHU BIUSIHHS YSI3BUMOCTH Ha OW3HEC-TIPOLIECCHI , CTOJIOIAMU —
YPOBHU YSI3BUMOCTEM.
Tabmauma 9

To ectb ypoBeHb ysA3BUMOCTH OM3HEC-IIpOLEcca [TOKa3bIBaeT (0TOOpaXKaeT) CTENEHb BIIM-
SHUS Ha KOHKPETHBIA OM3HEC-IIPOLIECC OpraHU3aluy YsI3BUMOCTH, @ YPOBEHb YSA3BUMOCTH OTpa-
KaeT BEJIMYMHY OTKIOHEHHS OLIEHEHHOTO MPO(UIIS OT pEeKOMEHJ0BAHHOTO (1I€JIEBOT0 MPOQHIIS).

Taxkum obOpazom, ctonber; B Tabnuue 9 ecTb XapakTepucTHUKa OU3Heca, a CTpOKa — Xa-
pPaKTepUCTHKA ySI3BUMOCTH. UeM Ooublie OLeHEHHBIH MpoQmiIb OTIMYAeTCS OT PEKOMEHI0BaH-
HOT0, TeM OO0JIbIIIe BeTMYMHA (YPOBEHB) YA3BUMOCTH.

[Ipenomnpenenenupie «rpadHble OamIb» MEphl pUcKa OW3HEC-TPOLIECCOB MOTYT OTpa-
’aTb UCTOPUIO MHIU/IEHTOB, CBA3aHHBIX ¢ OM3HEC-TPOLleCCaMH, M UX IOCIEACTBUSA, €CIIU TaKo-
Bas ucropus umeercs. C Ipyroil CTOpoHsbI, 6aIbl MOTYT ObITh BHECEHBI B TAOJIUIY SKCIIEPTHBIM
CIocoooM.

Jlanee nisl OLEHKHM PUCKOB Ka)KJbl peau3yeMblii B OpraHu3alu Ou3Hec-IpoLecc pac-
CMaTPHUBAETCS IKCIIEPTAMH U OTHOCHTCSI UMH K OJJHOMY U3 4 KiaccoB (cTonoen Tadi. 9). PaxTu-
YECKU IIPU ITOM OLICHUBAETCs cTeneHb BiausiHusA Vb Ha KaXablil KOHKpETHBIH OU3HEC-TIpolecce.

IToHATHO, YTO €CIIM MPOLIECC UMEET CHIIBHYIO CTOXACTUYECKYIO COCTABIISAIONLYIO, CBA3aH-
HYIO C €ro MpUpoJol (HampuMep, HEBO3BPAT KPEAUTa, Kypc BAJIOT U T.A.), To BiausHue b Ha
ATOT IPOLECC CYIIECTBEHHO MEHbIIIE, YeM Ha JE€TEPMUHUPOBAHHBIN MpOIlEcC, B KOTOPOM MOTEPU
B OCHOBHOM BO3HHUKAIOT IpHU (pabCUPHUKAIIMY U MAHUITYTMPOBAHUU UH(OpMAIIHEH.

Kaxnplii OuzHec-mporecc MoKeT KJIacCU(pHUIMPOBATHCS B IIEJIOM MO MPOopUII0 JUO0 1Mo
KaxaoMy nokasateinto npoduid. (Ilpoduns — HanMeHOBaHNE COBOKYITHOCTH MH(GOPMALIMOHHOTO
aKTHBA, YSI3BUMOCTH, YIpO3, COCTOSIHUSI CPEJICTB 3allluThl MHpopManun). B nocnennem cinyuae
Oyzer nmosyueHa Oosiee TouHas oleHka. Ecim OusHec-nporecchl KiaccuUIMpPOBaHbl SKCIepTa-
MU TI0 KaXXJI0MY [TOKa3aTesto Npoduiis, TO OH MOJIydaeT napy KOOpAMHAT B Tabauie 9 u 1js He-
IO MOXET OBITh ONPEIETICHO KOJNYECTBO «ILUTPAPHBIX OAIJIOB» MyTEM UX BBIOOPKH U3 TaOIUIIBI
¥ CYMMHUPOBaHHS.

Ecnu 6usHec-nporiecchl KJIacCH(PUIMPOBAHBI B 11€J0M MO MpoduiIro, To HET He0OXOoau-
MOCTH paccMaTpHBaTh Jlajiee Kaxabli TMoKa3aresib Npoduist B OTAETBHOCTH — JOCTaTOYHO
B3STh PA3HUILY MEXKIY 3HaYCHHEM PEKOMEHOBAHHOTO MPO(UIIS U CPeTHUM 3HAUYEHUEM OLICHEH-
Horo npodwis. [1o ee BenmumnHe OymeT BIOpaH OJWH U3 CTOIOIOB TaOIHIIB 9, Kaxa0My OH3HEC-

mporeccy OyaeT MpUcBOeH «aTpadHO 0amy U3 COOTBETCTBYIOIUIEH AJS HETO CTETICHU BIHS-
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HUS 3TOTO cronbma. Jlanee «mrpadHbie 6aIb» BceX OM3HEC-TIPOIECCOB OPraHU3AIMN CyMMH-
PYIOTCSl U TIOJY4aeTCsl MHTETpajibHas OI[EHKA B «IITpadHBIX Oaiax» s OpraHu3aIim.

Ilocne 3TOro BBIUMCIAIOTCS 3HAUEHMs ABYX XapaKTEPUCTUYECKMX TOUYEK JUIsl OM3HeC-
IPOLIECCOB OPraHU3alMU Ha OCU «IITpapHBIX OAJIOBY.

[lepBast xapakTepuCTHUECKasi TOUKA OTOOpakaeT COCTOSIHUE, KOTa OICHEHHBINH MPOpHIIb
COBIIAJIAET C PEKOMEHIOBAaHHBIM, T.€. COOTBETCTBYET CTOJIOLY «04eHb Manblit» Tabmuusl 10. [Ipu
9TOM OKaXETCs, YTO Jake MPH MOJIHOW peanu3allii peKOMEHJO0BAHHOrO npoduis OyaeT HeHy-
JeBOe KOJUYECTBO «UTpaHbIX OanaoB». DTa BEIMYMHA OTOOpakaeT OCTATOYHBIM PUCK, U OH
Oyzner TeM OoibIie, yeM OoJIbIle OM3HEC-TIPOLIECCOB OTHECEHO K BHICOKOMY YPOBHIO 3aBHCHMO-
ctu ot Ub.

Bropas xapakTtepucTudeckas TOUKa ONpEAEseTcs HNPU YCIOBUUM MaKCUMAaJIbHOI'O OT-
KJIOHEHHsI OLIEHEHHOT'0 U PEKOMEHJA0BAaHHOIO NMPOpUIIsl, TO €CTh JJIs €€ MOJCUETa HUCIOIb3yeTCs
cToI0€e1l «BBICOKUID Ta0IULIBI 9.

Kak pa3memaroTcst 3T TOUYKH Ha OCH «IITpadHBIX OaJUIOBY, TOKa3aHO Ha pucyHke 8. Kak
BUIHO M3 PUCYHKA , HA OCH 00pa30BajioCh TPU MHTEPBAJa:

e [0; 1-1 xapakTepucTUUecKas To4Kal;

e [1-1 xapakTepucTHYECKasl TOYKA; MHTETPAIbHAS OIICHKA];

e [uHTerpajbHas OLEHKa; 2-5 XapaKTepUCTHUYECKasi TOYKa)].

Kpome Toro, npencrasisitoT Takke uHTepec uHTepBaisbl [0; uHTErpanpHas oueHkal u [0;
2-51 XapaKTePUCTUIECKast TOUYKA)].

Cyxnaenue o BenuunHe pucka Vb ams opranu3annu BBIHOCUTCS HA OCHOBE COIOCTAaBJIe-
HUS JUIMH yKa3aHHbIX MHTEpBajoB. OHU K€ MCIOIb3YIOTCA M AJIS MPOrHO3a COCTOSIHUS UH(OP-
MaIMOHHON 0e30MaCHOCTH, KOTOPOE M3MEHSETCS BCIIEACTBUE W3MEHYHUBOCTH CTPYKTYPHI aKTH-
BOB U OM3HEC-TIPOLIECCOB OPTraHU3AIMH U €€ JeSITeTLHOCTH M0 COBEPIICHCTBOBAHHIO 3alTUTHBIX

MCEp, YTO NPUBOAUT K USMCHCHUIO YKA3aHHBIX TOYCK Ha OCHU <<H1Tpa(1)HBIX 0aJIoBY.

- Puck Puck
OCTaTOYHbIA _
YMeHbllaeTCca yBenuyueaetca NMaKcUManbHbIA
pUCK pHCK
Ocb
wTpatHbIX
oannos
0 1-A XapaKTepucTMYeCKan WHTerpansHas 2-1 XapaKTepucTHuyecKan
TOYKa oLeHKa TOYKa
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Puc. 8. Pa3menienne xapakTepuCTHYECKUX TOUEK Ha OCH MITpaHBIX OaIoB

Ha pucynke 9 mpencraBieHa B3auMOCBSI3b OCHOBHBIX MOHSATHI MH(GOpMalMOHHON Oe3-
OMACHOCTH: «BIIAJICNICI», «AKTUBY, «YI'PO3ay», «ySI3BUMOCTb» U, HAKOHEI «pUCK». FIMEeHHO Benu-
YMHA PUCKA SIBJISIETCS TEM MHTETPUPOBAHHBIM MOKA3aTEIEM, KOTOPBIA MO3BOJISIET BIAACIIbILY aK-
THBA MPUHSTH aICKBATHOE PEILICHUE JIJIsl ONPEICICHUIO MEPEYHsI MEp IO YMEHbBIIICHUIO YSI3BUMO-

CTEl aKTHUBOB.

" QUEHWEEHT

Brgmanslisl |
d XOTHT MAHUMHA3UEOBATE \
NAETNBAHNMEHTT

Yokl YMEHELLIMTE

KDHTPMSPSI \

KOTOPEIS
KOTDRLIE MOTYT HENPEANEHE HE
\ BT YMBHBLIBHS!
- YRABMMOCTH l
MOrYT IHETE f
Y
KOTODAIE MCNONE3YHET BOOyLIMA K puck ]
KOTORbIE Ong Y
MUESILLERST
CTQUHWMKY yraca f-Cagli-t] ]
(HapywwTann}
NOpo#OEHT
ons

yrpba

XOTHT 3nSynaTPEGEUTE Wianu MAaryT HEHECTW ywapd

Puc.9. OcnoBuble moHsTHS HHGOPMAIIMOHHON O€30ITaCHOCTH M MX B3aUMOCBSI3h

JIAHHBIA NVHKT J0JZK€H BKJIIOYATh

a) 000CHOBaHME BHIOOPA METOIUKH OIEHKU PHUCKA,

0) omrcaHue MPOBECHHUSI MPOIIETYPhI OIIEHKH PUCKOB, C YKa3aHUEM:
® JTOMKHOCTHBIX JIUII, yYAaCTBYIOIIUX B OI[EHKE;

e crnoco6oB (popM) mpencTaBIeHNs] HCXOTHOW HH(POPMAIINH;

e crnocoOoB (popM) mpencTaBIeHHs pe3yIbTaTOB OIICHKUA PUCKOB
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B) pE3yJIbTAThI IPOBEACHHMSI OIICHKH PHCKa, TPOBEACHHBIE C YI€TOM IIEHHOCTH HH(]OpMa-
IMOHHBIX akTUBOB (11.1.2.1.), Hanuuus ysa3Bumocten (11.1.2.2.), crenenu yrpo3 (m.1.2.3) u cocto-
SIHHS ICUCTBYIOIIECH B OPraHU3allMd CUCTEMBI 3aIUThl HHGopMaruu (1m.1.2.4.).

T') onpeaeNuTs (Mpy HAIMYNH) IPHEMIIEMbIe PUCKU, 000CHOBATh IaHHOE PEIICHHUE.

PesynbpTaThl mpoBeneHHS OIICHKH 1€IeCO00pa3HO CBECTH B TaONMIly, KOTOpas JOJDKHA

coJiepKaTh PUCKU HauOojee IIeHHbBIM HWH(POPMALMOHHBIM aKTUBAM, PAaHXHPOBAHHBIC B MOPSIKE

yOBIBaHMSI.
Tab6muma 10
Pe3ynbTarhl O1ieHKH prCKOB HH()OPMAIIMOHHBIM aKTHBAM OpPTaHH3aIIU
Panr
Puck AKTHB
pucka

Crnenyer oOpatuth 0co00€¢ BHHMaHHE HA TO, YTO UMEHHO PE3yJIbTaThl OLICHKUA PUCKOB
SIBIISTIOTCSI OCHOBAHHEM JIJIS:
e BbIOOpa U (HOPMYIHPOBKHU 3a/1a4 10 OOecreueHUI0 HH(POPMAIIMOHHON OE30MacCHOCTH
npennpusatus (m.1.3.);

e BbIOOpa 3aUTHBIX Mep (11.1.4.);

CI/ITyaIlI/IOHHbIe 3ala4M K 3a4Y€Ty 3a 2 ceMecTp
3ananue 1.
IIpoBecTn ananu3 cepBepa ayrentupukanuu Kerberos u orBeTuTh Ha Cieayroimue
BONPOCHI:
Ot dero 3amuiaeT u ot yero He 3amuiiaet Kerberos.
Bosmoxknoctu Kerberos.
dopmartsl 1aHHBIX B cucteme Kerberos.
Tunsl nepecbl1aeMbIX COOOIIEHUH.
OOMeH ¢ cepBepoM HayanbHOU ayTeHTU(UKALINN
OO6meH ¢ cepBepoM BbIZIauH OUIIETOB
AyTeHTH(UKAIIMOHHBIN 0OMEH KIIMEHT/cepBep
3anuieHHpe COOOIMEHNS
Konduaenmmanpabie cooOIeHNs
[Tepechiika yioctoBepeHn

......:b'oo!\)!—\

5. Basza mausbix Kerberos

3aganue 2.
IMpoBecTu ananu3 onepanmonnoii cucremnl Windows Server 2016 u oTBeTHTH Ha

cJIeyIoIIHe BOMPOCHI:
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1. Onumure ocHoBHBIE Mexanu3mbl noBbiteHus 0ezonacHoctu OC Windows Server
2016 — macTep HacTpoiiku 6e3onacuoctu (Security Configuration Wizard, SCW) u rpynmnoByo
noymTuKy Active Directory.

2. OnummTe napameTpsl madJI0HOB 0€30MaCHOCTH U IOTIOJIHUTEIbHBIE MEPHI JIJIS TTOJIH-
TUK YPOBHS JIOMEHA B TpeX cpejax

3. Ommmmrte 6a30BYIO MOJUTHKY JJIs1 HCTIONIb3YeMbIX cepBepoB (MSBP) miist cepBepHbIX
poJieit,

4. OnwumuTte posb (HailIoBOro cepsepa AJisi MOBBIICHUS 0€30MTaCHOCTH KOMITBIOTEPOB.

5. Onuimre posib cepBepa nevaTH (Kak MOBBICUTH 0€3011aCHOCTh cepBepa MevyaTu o
ynpasinenuem Windows Server 2016.

6. Onuimre posib BeO-cepBepa. [louemy i1t obecrieueHus: BceCTOpOHHEH 0€30macHoCTH
Be0-Y3JI0B M IPUIIOKEHHUN TpeOyeTcs 3auTuTh Bech cepiep 1IS (B ToMm umncie kaxapiii BeO-y3en
U TIPUIIOKEHHUE, KOTOpOoe HaxoAuTcs Ha cepBepe 1IS) oT KIMEHTCKUX KOMIIbIOTEPOB B Cpejie.

7. Onumwure poib cepBepa IAS (cepBepsl mpoBepku noanuHHocTy B MHTepHeTe (Internet
Authentication Server, 1AS))

8. OmmmmTe posib cepBepa st CIIyKO cepTU(UKATUH

9. OnuimTe poJsib TPaHUYHOIO CEpBEpa

3aganue 3.

IIpoBecTn anaiu3 onepannonHoii cucreMbl LINUX u oTBeTHTB Ha ciiegyomme Bo-
NMPOCHI:

1. Yro npencrapiser coooit OC Linux u ASPLinux B yactHocTH. HazoBrTe OCHOBHBIC
XapaKTEPUCTUKU U OTIIMYUTEIbHBIE OCOOCHHOCTU OT HCClielyeMbIX Bamu panee onepanmoHHbIX
CHUCTEM.

2. Kak n uyem obecnieunBaetcst 6e3omacHocth B OC Linux, mepeyrcinTe OCHOBHBIC Me-
XaHU3MBI U cpenicTBa odecnieuenus 6ezomacHocty OC Linux.

3. Kak ocymecTBisieTcst yrpapiieHUe YISTHBIMU 3aITUCSIMU TIOJIb30BATENICH U yIIpaBJie-
HUe ydeTHbIMU 3anucsmu rpynm B OC Linux.

4. Kak ocymiecTBistoTcs ACHTUGUKaIMS U ayTeHTUduKanus nonb3osaresneii B OC
Linux.

5. Kak ocymectBinsiercs peructpaiiusi COOBITHI 10CTyma K 00beKTaM (PaiIoBOM CUCTEMBI
OC Linux.

6. Uro mpexacrapiseT coboii pezepeHoe konupoBanue OC Linux, mepeyucimTe MeTO b
XpaHeHus n30BITOUHBIX Konuii JanHbIX B OC Linux.

7. Yro npexacrasnseT codoi 3amumienHas ooonouka SSH OC Linux.

3ananmne 4.
Bri6path OIEPalIOHHYIO CUCTEMY OTBEYAIOIIYI0 HHTEPECAM KOMIIaHHH.
(OBOCHYUTE)

OcyiecTBUTh MOAO0P MPOTPAMMHOTO 0OECTICUCHHU ST BEIYUCTUTENBHBIX CUCTEM.
obmee (cucremHoe) mporpammuoe odecrneuenue (OI10);

cnenuansHoe nporpammuoe oodecrneuenue (CI1O).

(OBOCHYMTE)

OcymecTBUTh 000D MPUKIAIHBIX MPOTPaMM OOIIETO Ha3HAYEHHUS, OOCITYKHBAIOIINE
(cepBUCHBIC) IPOTPAMMBI (YTUITUTHI)

MIPOrpPaMMbI-YIaKOBIIUKHU (apXUBATOPHI);
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aHTUBUPYCHBIE IPOIPAMMBI;

porpamMmsbl pe3CpBUPOBAHMS,

ImporpaMmbl JUArHOCTHKHU KOMIIBIOTEPA;
HpOFpaMMBI onTuMHui3lalvu JUCKOB,
ImporpaMmbl JUHAMHUYCCKOI'O CXaTHA AUCKOB.
(OBOCHVYUTE)

Ocy1iecTBUTH MOI00P UHCTPYMEHTAIBHBIX POTPAMMHBIX CPEJICTB.
KOMITUJIATOPBI U UHTCPIIPETATOPHI;

aBTOHOMHBIE OTIaTYMKH (1ebarepsl, oT aHri. Debug «ynaneHne HaCEKOMBIX»);
HUHTCI'PUPOBAHHLIC 060J‘IO‘IKI/I;

CPEZICTBA CO3/IaHMs IPUIIOKEHUM TUIIA KIMEHT-CEPBEP U T. 1.

(OBOCHYUTE)

Paspa6orats I[IOJIMTUKY BE30OITACHOCTHU xommanuu ucxops u3 BelOpaHHBIX Bamu
OTIEPALIMOHHON CUCTEMBI M IIPOTPAMMHO-AIIAPaTHBIX CPEJICTB

[IpencraBuTh MOJIENb MOMUTUKH 0€30MACHOCTH KOMITAHHH.

[IpencraBuTh HopMy TEXHUKO-I3KOHOMHYECKOTO OOOCHOBAHUS CO3JaHMs U pa3BUTH Oe3-
OIACHOCTH MH()OPMAIIMOHHOM CUCTEMBI, a TAK)KE TUTAHA TTPOBEICHUS MEPOTIPHUSITHHA.

BapunaHTbl KOMITaHU:

1. Komnanus umeet 5 mpecTaBUTENbCTB, BCE IIATh B pa3HbIX cTpaHax. Mmeer 5 npen-
CTaBUTENHCTB B KaxaA0M OT 50-100 ven. 'onosuas komnanus 1000 yen B Poccuun. Otaen npo-
JIa’K B PErHOHAJIbHOE MPEACTaBUTENBCTBO, aIMUHUCTPATUBHBIN OTAEN U OT/Ie)l 00pabOTKU AaH-
HbIX. HanpaBieHue nesTelbHOCTH KOMITaHNUU - TPAaHCHALIMOHAJIbHBIE TPY30BbIE IEPEBO3KHU.

2. KommaHus UMeeT 0/IHO MPeJICTaBUTENbCTBO B Poccun, KoTopoe sBsieTcs KOMITaHUEH,
KYIUIEHHOH rojioM paHee, 3aHumatonieecs pazpadotkoit I10. 'onosnast komnanus 10 500 yern.
[TpencraButenbetBo - 10 300 ven. (Pasubie Openabl). 2 TomeHa — 2 OpeHaa

3. Kommanus umeet rojoBHoi oduc co mratom 300 gen. 3aHnMaeTcs Mpoaaxei coTo-
BbIX TenedoHoB. [To Beeit Poccun 2000-3000 mpencTaBuTeNbCTB — Mara3uHax, ectb ymnp. Mene-
JOKEp (JTOKATBHBIA OT/. MPOJAXK) U TapU(PHBIN OTACN U OT/. JOTUCTUKH.

4. Kommnanus — 100 gen. Cdepa aesTeIbHOCTH ayTCOPCHHT, YCIYTH aIMUHUCTPUPOBA-
Hus. Knventel B OosbIIMHCTBE cTpad Mupa. KoMnanus obecrieunBaeT MOJIHYIO MOJAEPKKY UH-
bpacTpyKTyphl KIHEHTA.

5. Komnanus cocrout u3 3-x ¢punuanos Ha repputopuu PO. I1O B Mockse. Uucnen-
HocTh 11O 100 yen., B punnanax 20 yen. 3aHMMaeTcs IPOU3BOICTBOM U pa3pabOTKOM CpesicTB
ayreHTu¢ukanuu. [IpouszBoactso B ¢punmnanax, [{O BbIMOIHSAET TONBKO aAMUHUCTPATUBHBIE
JIEHCTBHS.

6. Komrmanus - XOJIUHT ¢ IEeHTpaIbHBIM opricoM B T. MockBe. 3aHUMAETCs CO3TaHHEM U
pa3paboOTKOM HHTEPHET CATOB U B HEE€ BXOIUT eml€ 4 KOMIIaHUHU, HaxoJsmuecs B 4 cTpaHax
Mupa. B kaxoi komnanuu 10 50 4enoBexk.

CI/ITyaHI/IOHHLIe 3ala9i K IK3aMCHY 3a 3 CEMECTP
3. IlpuBeaure Hanbosee nomysipHele B Poccuu aHTUBUPYCHBIE TPOrpaMMbl M UX KJac-
cudukanuto. Crenaiire CpaBHUTEIbHBIA aHAIN3 AHTUBUPYCHBIX MTPOJYKTOB, OTMEYasl pa3iuy-
HbI€ aCIIeKTHI (ONEPaTUBHOCTh, PECYPCOEMKOCTD, 3PPEKTUBHOCTD H T.JI.).
4. JlaiiTe XapaKTEpUCTHKY U OLICHKY CJIETYIOIIUM T€XHOJIOTHM 3aIIUThI OT MPOrpamMmm-
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IIITMOHOB M BUPYCOB TpeajiaraeMbIXx KoMItanuei Microsoft:
e Bamutauk Windows (Windows Defender).
Windows Live Safety Center.
CpenctBo ynanenus BpeaoHOCHBIX mporpamm (Malicious Software Removal Tool).
Windows Live OneCare.
Microsoft Client Protection.

! OTBeThI 000CHOBATH U NMPEACTABUTH [0 YCTAHOBIEHHOM popme
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8. IlepeyeHb OCHOBHOI M JONMOJHHMTEJbLHOW Y4eOHOW JIMTEpPATypbl; NepevYeHb PecypcoB
HH(OPMANMOHHO-TEJIEKOMMYHUKAIIMOHHOH ceTn «HTepHeT», mepeyeHb WH(OPMAIMOH-
HBIX TEXHOJIOTHH, MCNOJb3yeMbIX NPH OCYIIeCTBJEHHH 00pPa30BaTeJIbHOIO Mpolecca Mo
AUCHUILINHE (MOIYJII0), BKJIIOYAs NMepevyeHb MPOrPaMMHOro odecrnieueHusi 1 uHGpopmanu-
OHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOAMMOCTH)

8.1.0cHoBHas iMTEpPaTYpa
1. ®enorona, E. JI. UadopmarnimoHHbie TEXHOJIOTHH U CUCTEMBI : yueOHoe ocodue / E.JI. deno-
ToBa. — MockBa : ®OPYM : UHOPA-M, 2023. — 352 ¢. — (Bsicmiee oOpa3oBanue: baka-
naspuat). - ISBN  978-5-8199-0927-0. - Tekcr : onektponnberi. -  URL:
https://znanium.ru/catalog/document?pid=1913829
bapanoga, E. K. Undopmarnmonnas 6e30macHOCTb U 3amniuTa HHGOpManuu : yueoHoe mocodue /
E.K. bapanoBa, A.B. ba6amt. — 4-¢ u3x., nepepad. u gon. — Mocksa : PUOP : UH®PA-M,
2025. — 336 ¢. — (Beicmiee obpaszosanue). — DOI: https://doi.org/10.29039/1761-6. - ISBN
978-5-369-01761-6. - Tekcr : anextponnbii. - URL: https://znanium.ru/catalog/product/2178344
5.'onmuupina, O. JI. MHbOpManimoHHbIe CHCTEMBI U TeXHOJIOTHH : yueOHoe nocodue / O.JL. ['o-
muneiaa, H.B. Makcumos, U.1. ITormoB. — Mocksa : DOPYM : UHOPA-M, 2023. — 400 ¢c. —
(Cpennee npodeccuonanbaoe odpazobanue). - ISBN 978-5-00091-592-9. - Tekcr : anekTpoH-
He1it. - URL: https://znanium.ru/catalog/document?pid=2013719
6. 3arouckuii, A. B. UHpopManmoHHbie TEXHOIOTHH: pa3paboTka HHPOPMAITHOHHBIX
Mojelel U cucteM : yaeOHoe nocobue / A.B. 3atonckuii. — Mocksa : PUOP : UTH®PA-M,
2023. — 344 c. + Jlomn. marepuainsl [ DaexkTpoHHslii pecype]. — (Cpeanee npodeccrnoHaabHOe
obpasoBanue). — DOI: https://doi.org/10.12737/15092. - ISBN 978-5-369-01823-1. - Tekcr :
anexktpoHHbId. - URL: https://znanium.ru/catalog/document?pid=1902847

8.2./lonostHUTEILHASI JUTEpPATypa
1. I'Bo3neBa, B. A. MHTemnekTyanbHble TEXHOJIOTHH B OSCIIMIOTHBIX cUcTeMax : yueOHuk / B.A.
I'Bo3meBa. — 2-e u3x., norm. — MockBa : MTH®OPA-M, 2025. — 197 ¢. — (Bricmiee o6pa3oBa-
nue). — DOI 10.12737/1876535. - ISBN 978-5-16-019615-2. - Tekcr : snekrponnbiit. - URL:
https://znanium.ru/catalog/product/2169775
2. binnosckas, S. FO. Beenenue B reonHpopMalMoHHble cucTeMbl @ yueoHoe nocodue / S.1O.
bmunosckas, J1.C. 3agos. — 2-e uza. — Mocksa : ®OPYM : UHOPA-M, 2023. — 112 ¢. —
(Beiciee obOpazoBanue: bakanaBpuar). - ISBN 978-5-00091-115-0. - Tekct : 31eKTpOHHBIN. -
URL: https://znanium.ru/catalog/product/1917599
3. Yukypos, H. I'. MogenupoBaHnue cuctem u mporeccoB : yuedHoe mocodue / H. I'. Hukypos.
— Mockga : PUOP : UHOPA-M, 2022. — 398 c. — (Bricmiee obpazoBanue: bakamnaspuar). -
ISBN 978-5-369-01167-6. - Tekcr : JJIEKTPOHHBIN. - URL:
https://znanium.ru/catalog/product/1225064
4. Bnagumupos, B.M. [luctannnonHoe 30HAUpPOBaHHE 3eMIH [DIEKTPOHHBIN pecypc] : yuel.
nocobue / B. M. Bragumupos, . . Amutpues, O. A. Jlyoposckas [u np.] ; pea. B. M. Bnanu-
MupoB. - Kpacnosipck : Cub. denep. yH-1, 2014. - 196 c. - ISBN 978-5-7638-3084-2. - Tekcr :
anextponHsbiid. - URL: https://znanium.ru/catalog/product/506009
5. ®opMHUpOBaHUE COBPEMEHHON MEKIYHApOJIHO-IIPABOBOM KOHIEMIIUU HCCIEIOBAHUS U HC-
MOJIb30BAHUS KOCMUYECKOro MpocTpaHcTBa : MoHorpadus / A.Sl. Kamycrun, B.P. ABxanees,
A.A. T'onosuHa [u 1p.] ; otB. pen. A.fl. Kanyctun. — Mocksa : MHCTUTYT 3aKOHOJATENbCTBA U
cpaBHUTENBHOTO mpaBoBeneHus npu IIpaBurensctBe Poccuiickoit ®eneparuun : UHOPA-M,
2024. — 264 c.— DOI 10.12737/1241334. - ISBN 978-5-16-016815-9. - TekcT : 3JIeKTPOHHBIH.
- URL: https://znanium.ru/catalog/product/2084488
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6. 3apamenckux, E. I1. Untepuer Bemieil. MccnenoBanus u 061acth NpuMeHeHus : MoHorpadus /
E.Il. 3apamenckux, U.E. AprembeB. — Mockpa : UHOPA-M, 2024. — 188 c¢. — (Hayunas
mbiciib). — DOI 10.12737/13342. - ISBN 978-5-16-019914-6. - Tekct : anekrponHsiid. - URL:
https://znanium.ru/catalog/product/2144319

7. Jlebenes, C. B. IIpoctpanctBennoe [ MC-MoaennpoBaHne re03K0JIOTHIeCKMX 0OBEKTOB B
ArcGIS : yue6nux / C. B. Jlebenes, E. M. Hecrepos. - Cankr-IlerepOypr : U3a-Bo PITIY um. A.
. I'epuena, 2018. - 260 c. - ISBN 978-5-8064-2486-1. - Tekcr : anektponHsIit. - URL:
https://znanium.ru/catalog/product/1172148

8. I'puropsesa, U. 0. I'eoskomnorust : yuebHoe ocodue / M.YO. I'puropseBa. — 2-¢ uza., ucnp.
— Mocksa : UH®PA-M, 2024. — 273 c. + Jlon. marepuansl [DIEKTPOHHBIN pecypc]. —
(Beiciree obpasoBanme). — DOI 10.12737/1969527. - ISBN 978-5-16-006314-0. - Tekcr : smek-
tpounsid. - URL: https://znanium.ru/catalog/product/2135405

9. Ky3nenos, O. ®. OcHOBBI Teoie3uu U Tomorpadus MECTHOCTH : yueOHoe mocobue / O. O.
Ky3Hernos. - 3-¢ u3j., ucnp. u jgon. - Mocksa ; Bosorna : Undpa-Umxenepus, 2020. - 286 c. -
ISBN 978-5-9729-0514-0. - Tekcr: 3JICKTPOHHBIN. - URL:
https://znanium.ru/catalog/product/1168496

8.3. Ilepeuennb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTU «HTepHET»

1. Teoundopmannonnsiii nopran ['MC-Accounanus [MHPOpMAIIMOHHO-CIIPaBOYHAs cUCTEMA]:
http://www.gisa.ru/

2. DnekTpoHHBIN atiac MockBbl [MH(pOpMalmoHHO-cripaBodHas cucremal: http://atlas.mos.ru
3. Kaprorpaduueckuii cripaBOYHUK OpraHM3alMii C BO3MOXXHOCTBIO TOWCKA, MPOKJIAJKH
Mapiipyra,  HaBuranpd  (MHGQOpPMALMOHHO-CIIPABOYHAs ~ CHUCTeMa).  PexuM  J10OCTy-
na: https://2gis.ru/ JJoctymn cBoOOIHBIH

4. [Ty6onuunas kagactpoBas kapta. Pesxum moctyma https://pkk.rosreestr.ru/. (uadopmariu-
OHHO-CIIpaBo4Hast cucrema) JlocTym cBOOOAHBIH

8.4. Ilepevyenb nMporpaMMHOro odecre4eHusi, COBPEMEHHbIX NPO(PeCcCHOHAIBHBIX 0a3 JaH-
HbIX U MHGOPMAIMOHHBIX CIIPABOYHBIX CHCTEMaM

Microsoft Windows

Microsoft Office

[TocTpoenue nmpocTpaHCTBEHHBIX Mojenelt Teppuropuii u 00bexToB (PEKO/[-Monens).

CBoboaHas reorpadudeckas HHGOPMAIIMOHHASL CUCTEMA C OTKPBHITHIM kKogoM QGIS 2.18

I'eomopran PockocMoca [mpodeccuonanbhas 06a3a ganusix |: https:/gptl.ru/

CoobmectBo crnenuanuctoB B obnactu ['MC u 133 [mpodeccuonanbHast 6a3a JaHHbBIX]:

http://gis-lab.info/

7. depepanpHas rocynapcTBeHHas WH(POPMAIMOHHAS CHCTEMa TEPPUTOPUAIBHOTO IUIaHU-
pPOBaHUS (npodeccronanbHast Oaza JAaHHBIX ). Pexum JIOCTyTIA:
https://fgistp.economy.gov.ru/ JToctyn cBoOoIHBI#

8. CnpaBouHo-nipaBoBas cuctema Koncynpsrant + http://www.consultant.ru

ook wdE

9. MeToauyecKue yKa3aHus 1Jisl 00y4aIOMMXCSI 10 OCBOEHUIO THCIHUIJIHHBI

[Tpouiecc n3yyeHus NUCUUIUIMHBI MpeycMaTpUBaeT KOHTAKTHYIO paboTy ¢ IperojaaBare-
neM (paboTa Ha JEKIUAX U MPAKTUYECKUX 3aHATHIX) U CaMOCTOSTENbHYIO (CaMOIMOATOTOBKA K
JIEKIHAM U TIPAKTHYECKUM 3aHATHSIM) paboTy 00ydaromerocs.

B kauecTBe OCHOBHBIX (hOpM OpraHu3alMK y4eOHOTO Mmporecca Mo AUCHUILTHHE «3aluTa
MPOCTPAHCTBEHHOW WH(MOPMAIUU» TI0 MpejIaraéMoi METOJANKE OOYYEeHHS BBICTYNAIOT JICKIIH-
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OHHbIE U MPAKTUYECKHE 3aHATHUS (C UCIOIb30BAaHUEM MHTEPAKTUBHBIX TEXHOJOTUI 00yueHus), a
TaK)Ke CaMOCTOSITeNIbHAsI paboTa 00yJaroImuxcsl.

Teopernueckue 3aHATHS (JIGKIIMM) OPraHU3YIOTCS MO MoToKaM. Ha jexknusx u3mararorcs
TEMBbl JUCLHUIUIMHBI, MPEIyCMOTPEHHBIE pabo4yeil MmporpaMMoii, akIEHTHPYETCsS BHUMaHHE Ha
Haubosee MPUHIMIKAIBHBIX U CIOXKHBIX BONPOCaX AUCIMILIAHBI, YCTAHABIMBAIOTCS BOIIPOCHI
JUISL CAMOCTOATENBHOM npopabotku. [Ipu npoBeeHnn NeKIUi TUIaHUPYETCS UCIIOIb30BaHUE WH-
TEPaKTUBHBIX (JOPM M3JIOKEHHS MaTepHajia B BHJE MPOOJIEMHBIX JIEKUHUH C HCHOJIb30BaHUEM
MYJIbTUMEAMUHBIX TEXHOJIOTUH B BUAE Ipe3eHTauuid. KoHCnekT nekiuii sBisercs 06a3oi mpu
MOJIFOTOBKE K MPAKTUUYECKUM 3aHATHUSAM, K 3K3aMeHaM, a TaK)Ke CaMOCTOSITeIbHON HAay4YHOU Jes-
TEJIbHOCTH.

- Tpaouyuonnas nexyusi ¢ npezenmayueti - TOJPa3yMeBaeT TPAJAULMOHHOE U3JI0KEHUE
yueOHOro MaTepuaja IMOCPEJCTBOM aKLEHTYallud OCHOBHBIX CMBICIIOBBIX JIOMUHAHT; JIEKIUS
COTIPOBOXKAAETCA MPe3eHTAIINEH;

[IpakTUyeckue 3aHATUS IO AUCHUTUINHE «3alIUTa MPOCTPAHCTBEHHOW WH(POPMAIIUN TIPO-
BOAATCS B (hOpME BBIMIOJIHEHUS MPAKTUYECKUX PabOT ¢ LENbI0 MPHOOPETEHUs! MPaKTUYECKUX
HaBBIKOB B PELICHUU 3a]1a4 10 CTaHJAPTU3ALUU U YIPABICHUIO KaueCTBOM B cdepe rocymaap-
CTBEHHOT'O MYHHUIIUIAIBHOTO YIIPABIICHUS.

[TpakTideckue 3aHATHS CHOCOOCTBYIOT Oojiee TTyOOKOMY MOHUMAHHUIO TEOPETHYECKOIO
Marepuaia y4eOHOro Kypca, a TakKe pa3BUTHIO, (POPMHUPOBAHUIO M CTAHOBIICHHIO PAa3JIMYHBIX
YPOBHEHN COCTABIAIOMINX MTPO(HECCHOHATFHON KOMIETEHTHOCTH CTY/IEHTOB.

Llenpro camocTOSATENHHON (BHEAYIUTOPHOU) pabOThl OO0ydYaIOIMIUXCS SBISIETCS 00ydeHUE
HaBbIKaM pabOThl C HAYYHO-TEOPETUUYECKOM, MEPUOANUECKOM, HAyYHO-TEXHUUECKON JTUTepaTy-
PO M TEXHUYECKOH JOKyMEHTAIMel, HEOOXOIUMBIMH ISl YTITyOJIEHHOTO U3YyUSHHSI AUCUIUTUIH-
HBI «3aluTa MPOCTPAHCTBEHHONW HH(POPMAIIHHY, a TAKXKE PA3BUTHE Y HUX YCTOMUUBBIX CIOCO0-
HOCTEH K CaMOCTOSITEIbHOMY M3YYEHHIO M U3JI0KEHUIO MOTYY€HHON HHPOpMAaIIIH.

OCHOBHBIMH 331a4aMH CaMOCTOSTEIIbHOM pabOThl 00YJarOLINXCS SBISIOTCA:

—  oBjajaeHue QyH/IaMEHTaIbHBIMU 3HAHUSIMU;

—  HapaboTka npo(ecCHOHATBHBIX HABBIKOB;

—  mpuoOpeTeHue OombITa TBOPYECKOM U UCCIIEA0BATENLCKOM 1eITEbHOCTH;

—  pa3BUTHE TBOPYECKOM WHUIIMATHUBBI, CAMOCTOSATEIBHOCTH U OTBETCTBEHHOCTH CTY-
JICHTOB.

CamocTosTenbHas paboTa CTYJAEHTOB 0 aucuuIuinHe «TeopeTnueckne 0OCHOBBI pabodnX
IPOIIECCOB 0OBEKTOB MPO(PECCHOHATILHON AEATEIbHOCTH» 00ECIIeUnBACT:

—  3aKperuieHue 3HaHWM, NOJyYEHHBIX CTYJIEHTaMH B MPOLECCE JEKIUOHHBIX U MPaKTH-
YEeCKUX 3aHATHH;

—  (QopmupoBaHuE HABBIKOB PAOOTHI C MEPHOJUYECKON, HAYYHO-TEXHUUYECKON NUTepa-
TYPOU U TEXHUYECKOW TOKYMEHTALIN;

CamocrosiTenbHas padboTa SBISIETCS 0053aTebHON TSl KaXA0T0 00y4JaroIerocs.

10. MarepuajbHO-TeXHHYECKas 0a3a, HEOOX0AMMAas VISl OCYLIIECTBJIEHUS 00pPa30BaTeIbHO-
ro npouecca 1no JUCHUIINHE (MOIYJII0):

VY4eOHble 3aHATHSA TO AUCHUUIUIMHE «3aIlUTa MPOCTPAHCTBEHHOW MHGOpMAIUu» IMPOBO-
JSITCS B CIIEAYIOIIMX 000PYAOBAaHHBIX YU4eOHBIX KaOMHETaXx:
HaumenoBanue 060pya0BaHHbBIX yUeOHBIX KAOMHETOB, 0OHEKTOB
JUIsL IPOBEICHUS IPAKTHUECKUX 3aHATHH C TIepeuHEM OCHOBHOTO

000pyIOBaHUs

3aHsTHS TEKIUOHHOTO yueOHas ayJUTOpHs, clieluaiu3upoBaHHas yueOHas Mebelnb
Tuna, rpynnosbie ¥ uHAU-| TCO: BUa€ONpOEKIMOHHOE 000py10BaHNE/IEPEHOCHOE BHUJIEONPO-

Bun yueOHbIX 3aHATHI 110
JUCLUIIIINHE
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BH/yaJIbHbIE KOHCYJIbTA-
11U, TEKYILUH KOHTPOIIb,
IIPOMEXKYTOUYHAs aTTeCTa-
s

EKIIMOHHOE 000pY0BaHUE
JIocKa

3aHATHuA CCMHHApPCKOIo
THIIA

HNuHoBaioHHO- 00pa30oBaTeNbHbIM LEHTP KOCMUYECKHX YCIyT
Crienmanu3upoBaHHas yueOHas Mebenb
TCO: BuaeonpoekunonHoe obopynoBaHue
WutepaktuBHbiii cton Creority Touch ans ucnons3oBaHus € Mpo-
rpamMHbIM KoMiuiekcom PEKOJI-MOJIEJIb (pa3pabotuuk - OAO
"Hayuno-npou3BojcTBeHHas Kopropanus "Pekon'), paboune craH-
uun, PEKO/I-Mogenb - mocTpoeHue MpOCTPAaHCTBEHHBIX MOJIEeH
TEPPUTOPUI u 00BEKTOB
JluneH3snoHHoe mporpaMMHOe oOecreueHne: B COOTBETCTBUU C pa-
0oueil mporpaMmMoit

CamocTtosTenbHas paboTta
0o0yJaronmxcs

MOMEILEHUE JIJIS1 CAMOCTOSITENILHON paboThlI,

cnenuanusupoBaHHas ydyeOHas medenb, TCO: BUAEONPOEKIIMOHHOE
o0opysoBaHue, aBTOMAaTU3UpPOBaHHbIE paboure MecTa CTYICHTOB C
BO3MOXKHOCTBIO BBIXOJIA B UH(POPMAIIMOHHO-
TEJIEKOMMYHUKAILIMOHHYIO ceTh "MHTepHeT", nocKa;

[Tomemnienne st CaMOCTOSITENIBHOM pPaOOThl B YUTAIBHOM 3aJi€
Hayuno-TexHuueckoit OHMOIMOTEKM YHUBEPCHUTETA, CHEIHATU3HPO-
BaHHas yueOHast MeOelb aBTOMAaTU3UPOBaHHBIE paboune MecTa CTy-
JIEHTOB  C BO3MOXXHOCTBIO  BbIXOJa  MH(OPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHYIO0 ceTh «/HTepHeT», HHTEepaKTUBHAS JIOCKA|
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