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1.0BIIASI XAPAKTEPUCTUKA PABOYEM ITPOI'PAMMBI TV CIHUILIVHBI
«MHdopMannoHHas 0e30MACHOCTLY

1.1 MecTo THCHUILIAHBI B CTPYKTYpPe OCHOBHOI 00pa30BaTe/IbHOIi MPOrpaMMBbl:

VYueOnass aucuuiuiiHa «HHpopManmoHnHas 0e30MacHOCTY SIBISIETCS  BapHaTUBHON
YacThI0 00IIenpodeccHoOHAIbHOTO KA OCHOBHOW MpodeccCHOoHANBLHOW 00pa3oBaTenbHON
nporpammsbl B cooTBeTcTBHH ¢ PI'OC mo cnerumanpHocTr 09.02.07 MHbOpMaIIMOHHBIE CHCTEMBI
U TIPOTpaMMHUPOBAHUE.

1.2 Heqm w 3agauym JMCHUIUVIMHBI — TpPe0OBaHMSI K Ppe3yJbTaTaM OCBOEHHS
AUCHUTLIMHBI:

OcBauBaeMble KOMIIETEHITUN

Kon HauMenoBanue 00X KOMIETEHIIMIA

OK 01 Br16upath ciocoObI perieHus 3a1a4 npodecCHoHaIbHOM IESITCIIBHOCTH,
MPUMEHUTEIBHO K Pa3JIMYHBIM KOHTEKCTaM

OK 02 Hcnonp30BaTh COBPEMEHHBIE CPENICTBA IIOUCKA, AHAIN3a U UHTEPIIPETALIUN
uHpOpMaru 1 HHPOPMALIMOHHBIE TEXHOJIOTHH JUIS BBITOJIHEHHS 33124
npodecCuOHAIBHON 1S TEIbHOCTH

OK 04 O} dexTuBHO B3auMOICHCTBOBATh U PabOTAaTh B KOJUIEKTHBE U KOMaH/IE;

OK 05 OcCymiecTBIATh YCTHYIO U MUCbMEHHYIO KOMMYHHUKAIIMIO HAa TOCYJapCTBEHHOM
s3bike Poccuiickoit denepanuu ¢ y4eroM OCOOEHHOCTEH COLMAIBHOIO U
KYJIBTYPHOI'O KOHTEKCTa;

OK 09 [Tonp30BaThCst MPOPECCHOHANBHON TOKYMEHTAIIMEH Ha TOCY/IapCTBEHHOM U
WHOCTPAHHOM SI3BIKaX

B pe3yJsibTare 0cBOeHUSsI AUCHUILINHBI 00y4aOIIMIics 10KEH YMeTh:

- NPUMEHSATH METObl U CUCTEMBI 3aIIUTHI UHPOPMALINH;

- obecreurBaTh 3alUTy U COXPAaHHOCTb JAHHBIX B CETH,

- CBOEBPEMEHHO pearupoBaTh Ha BUPYCHBIE YTPO3bl M KHOepaTaku

- IPUHUMATh Y4acTUe B SKCIUTyaTal[MH MOJCUCTEM YyIIpaBJieHHs] HHPOPMAIIMOHHON Oe30MmacHo-
CTBIO pa3IMYHBIX 0OBEKTOB HH(POPMATU3ALINY;

- aJIMUHHUCTPHUPOBATh MOJICUCTEMBbI MH(OPMAIIMOHHON O€30MaCHOCTH Pa3IUYHBIX OOBEKTOB
UHpOpMaTU3aIUH;
B pe3ysbTare 0cBOeHUSs AUCHUILIMHBI 00y4aIOLIUIICA J0/IKEH 3HATh:
- CYUIHOCTb, €M ¥ IPUHLIUITBI HHPOPMAIMOHHON 0€30MacHOCTH, 3aKOHOIaTeNIbHbIE OCHOBBI €€
peanuzaiuy;
- WH(POPMAIIMOHHO-TIPABOBbIE ACHEKThl OE30MACHOCTH WH(OPMAIIMOHHBIX PECYpPCOB, MPUHIUITHI
U CIIOCOOBI OXpaHbl HHTEIUIEKTYaIbHOM COOCTBEHHOCTH;
- HampaBJIEHUS U METo/bl obecrieueHus: 6e30MacHOCTH WH(POPMAIIMOHHBIX PECYpPCOB, BEIEHUS
aHAJTUTMYECKOW pabOThl MO BBIABJICHUIO YIpo3 HECAaHKIMOHMPOBAHHOTO JOCTyHa K
uHOpMaInH, €€ yTPaThl;
- METOAMKY 3aIIUTHl MH(POPMALIUHU B I€ATEILHOCTH OpraHU3aluu
- (yHKIMOHAIbHBIE BO3MOKHOCTH M MPEANOCHUTKA 3()(PEKTUBHOTO HCIIONB30BAHUS PA3TUYHBIX
TUIIOB TEXHOJOIMYECKHX CHUCTEM M CIIOCOO0B 00pabOTKM W XpaHEHHs TPAAMLUOHHBIX W
AIIEKTPOHHBIX KOH(UIEHIINAIBHBIX JOKYMEHTOB.
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2.CTPYKTYPA M COJAEP)KAHUE YYEFHOM JUCHUILIAHBI

2.1. O6bem yueOHOH TUCHMILIMHBI M BUIbI Y4e0HOIT padoThI

Buna yueOHoii padoThl

O0BeM B yacax

O0beM 00pa3oBaTeIbHON MPOrpaMMbl Y4eOHOM JUCIUNIMHBI 88
6 m.u. 6 hopme npaxmuyeckoi NOO20MOBKU (eciu npedycmMompeno) -
BT. U.:

TEOPETUIECKOE 00yIeHNE 34
MIPaKTUYECKHE U JJAOOPATOPHBIC 3AHITHS (eciu npedyCMOmMpPeHo) 36
CamocTtosTenbpHas paborta 4
Koncynpranumn 2
IIpomexyTounas arrectauus (DK3aMeH B 6 cemecTpe) 12
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2.2. TemaTHu4yecKHi NJIAH U coJep:kaHue ydeOHOH TucuuInHbl «AHdopMannoHHasi 6€30IACHOCTh»

HaumeHoBaHue Conep:xanue yueOHoro marepuaJa, lipakruyeckue padoTbl M NPAKTUYECKUE 3AHATHS, Oo0bem Koabi
CaMoCTOsITe/IbHAS PatoTa 00y4arIIUXCH 4acoB KOMIIeTeH Ui,
¢popmupoBanmnio
pa3/iesioB U TeM
KOTOPBIX
CrocoocTByeT
3J1eMeHT
MPOrpaMMbl
Tema 1. JleKIIHOHHBbIE 3aHATHS: OK 01
Konnemmmu u v v OK 02
ACTICKTLL 1. ToHsTHS SKOHOMHYECKOW ¥ HH(POPMAIIMOHHON 0€301TacCHOCTH. 6 OK 04
- OK 05
P T —— 2. KiroueBbie BOIPOCH HHPOPMAIIMOHHOM 0€30MaCHOCTH OK 09
nH(}OpMaITMOHHOM
0€30MacCHOCTH
Tema 2. Bujsl JleKunoHHbIE 3AHATHS OK 01
OK 02
03 =
ﬁﬁp JS— 3. Bunsl yrpo3 uHpopMannoHHO# 6€30MacHOCTH 6 OK 04
4. OCHOBHBIE BHJIBI 3alMIIAEMOI HH(DOpMAIHH OK 05
0€30MacHOCTH OK 09
IMpakTuyeckoe 3ansaTue 1
OcHOBBI 3aKOHOIATENHCTBA B 0071aCTH o0OecreueHruss UHPOPMAIIMOHHON 0€30MacCHOCTH 8
Pa3paboTka MeTo/1a ¥ MOJENIN CUCTEMBI 3alUThl HTHPOPMAIUH.
AJNTOPHUTM TIPOBEICHUS aHATN3a U OIIEHKH yTPO3.
Tema 3. JleKIMOHHbIE 3AHATHHA 6 OK 01
= OK 02
Hoctpoenust 5. OcHOBHBIE aCIEKTHI IIOCTPOEHHSI CHCTEMBI HH(POPMAITHOHHON GE30ITaCHOCTH OK 04
CUCTEMBI .
. | 6. AHanu3 M ynpaBJICHUE PUCKAMHU MIPH Pear3alii HHPOPMAIIMOHHOM O€30MaCHOCTH OK 05
UH(POPMAIIMOHHOM OK 09
OesomacHocTH IMpakTyeckoe 3aHsTHE 2 6

AnantusHas mozens C3U Ha 6aze HEHPOHHBIX CETEH.
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Cxema pa6OTBI TCHCTUYCCKOI'O aJiropuT™Ma

Tema 4. amuta | JIeKUHOHHbIE 3AHATHS: OK 01
OK 02
HH(OPMAIIIH B 7. 3amura “HGOPMAUK B MHPOPMAIIMOHHBIX CHCTEMAaX M KOMIIBIOTEPHBIX CETSX. OK 04
UH()OPMAIIMOHHBIX =
8. MeToa010THsI aHAIN3a 3alIMIICHHOCTH HHPOPMAIHOHHOM CHCTEMBI. OK 05
CHCTEMAX W OK 09
KOMIIBIOTCPHBIX IMpakTuyeckoe 3ansTHE 3
ceTix TpéxypoBHeBasi MOJIENb TAPAMETPOB OleHKH 3anminenHocta UC.
Moienii CHCTEMBI 3aIUTHI.
Tema 5. JleKunoHHbBIE 3AHATHS OK 01
OK 02
Obecneuenne 9. Tpebosanus k apxurekrype UC st obecrieuenus 6e30MacHOCTH e OK 04
6ezonacHoctu UC ) YHKLOHUPOBAHHSL. OK 05
10. Texnonoruu kpunrorpaduueckoi 3amutsl HHGopmaiuu. CoBpeMeHHbIE CPECTBA OK 09
OMOMETPUYECKON UAECHTU(DHUKALMH.
IMpakTuyeckoe 3anaTue 4
3amura uHpOpManuu B pactpeaenernoi UC.
[Iupposanue u aemudpoBanue gaHHbIx. Tadbmuia Bukunepa
Tema 6. JleKIMOHHbIE 3AHATHS OK 01
o = OK 02
O6GCH€‘-I€HI/IGV 11. OOGecrieuenre HHTErpaIbHON 6E30MIACHOCTH HH(DOPMAIMOHHBIX CHCTEM H CETEN OK 04
MHTETPATBHOM N
12. TexHOMOrHU KPUNTOrpadhUuecKO 3aiThl HHOPMAIIHH. OK 05
6e3omacnoctu 1IC OK 09

IIpakTH4eckoe 3aHsATHE S
Pacnipenenennas nadopmarmonHas cucrema.
TexXHOJIOrNH TOKEHOB

KomMnonoBka VPN Ha ocHOBe MCKIAYHAPOAHBIX CTAHAAPTOB U IPOTOKOJIOB.

CamocrosiTesbHas padora 5

Cucremarudeckasi mpopadOTKa KOHCIIEKTOB 3aHSATHN, y4eOHOM U CICIIMAIbHON TEXHUYECKOM

JIMTCPATYPHI 110 TCMaM:
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[IpuHUUMIIBI OpraHu3aluy pa3HOYPOBHEBOTO JIOCTYNAa B aBTOMaTU3UPOBAHHBIX
MH()OPMAIIMOHHBIX CHCTEMAaX.

[loHsATHE HECAaHKIMOHUPOBAHHOI'O JJOCTYIIA U 3aIIATA OT HETO.

YrpaiieHue J0CTYIIOM B HHPOPMAITMOHHBIX cucTeMax. OCHOBHBIC MMOHATHS: KIHEHT, TIPABO
1 00BEKT JAOCTYIIA, TPYIIIbI, POJIH, MOJIUTHKA 0€30IacCHOCTH.

JuckpennoHHas mozelb nocrymna. [IpenmyiecTBa u HEIOCTATKH.

ManatHas Mozelnb foctyna. [IpeuMyiiecTBa 1 HETOCTAaTKH.

Koncyabranumn 2
[Ipomexyrounas arrectanus (3K3aMeH B 6 ceMecTpe) 12
Bcero 88

Jlis XapaKTepUCTUKU YPOBHS OCBOCHMSI yUeOHOr0 MaTepualla UCIOJIb3YIOTCS CIelyIoIue 0003HaueHus:

1. — o3HaKOMHTENBbHBIH (Y3HaBaHUE paHEe U3YUYECHHBIX 00BEKTOB, CBOHCTB);

2. — penpOAYKTHUBHBIHN (BBIIOIHEHUE IEATELHOCTH 110 00pa3Ily, MHCTPYKIIUHU UJIH 10T PYKOBOACTBOM)

3. — IPOAYKTUBHBIH (TUTAHWPOBAHUE U CAMOCTOSITETIFHOE BBITTOITHEHHE JICATEIIEHOCTH, pEIIeHHe MTPOOJIEMHBIX 3a71a4)
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3. MeTtoauyeckue yKa3aHusl 10 NPOBeIEHUIO MPAKTHYECKUX 3aHATHII/JIA00PATOPHBIX
padoT/ceMUHAPOB, 3aHATHI B (hopMe MPAKTHYECKOW MOATOTOBKYU (IIPH HAJIMYMH),
CaMOCTOSITEJIbHOM padoTe

[TpakTHdeckue 3aHSATUS 3aKIIOYAIOTCS B BBINOJHEHUHM CTYACHTAMH, IOJ PYKOBOJICTBOM
mperoiaBaTelisi, KOMIUICKCa Yy4YeOHBIX 3allaHWii HAlpaBICHHBIX Ha YCBOGHHUE HAy4HO-
TEOPETUYECKUX OCHOB yUeOHON TUCIUILINHBI, MPUOOPETCHHUE MPAKTUICCKUX HABBIKOB OBJIAICHUS
METOJaMU TPAKTUYECKOH pabOThl C NPUMEHEHHEM COBPEMEHHBIX CPEICTB KOMITBIOTEPHOM
rpaduku, MyJIbTUMEINA, KOMMYHUKAITMOHHBIX TEXHOIOTHA.

[lpakTuyeckue 3aHATHS CIIOCOOCTBYIOT Oosiee TIYyOOKOMY IMOHHUMAHHUIO TEOPETHUECKOTO
MaTtepuaga y4yeOHOTO Kypca, a TakKe Pa3BUTHIO, (JOPMUPOBAHUIO M CTAHOBJIICHUIO PA3IUYHBIX
YPOBHEH  COCTaBJISIOMIMX NPOPECCHOHATIBHONH KOMIIETEHTHOCTH CTyIeHTOB. Hapsny ¢
(dbopMHUpOBaHHEM YMCHHIA W HAaBBIKOB B IMPOIECCE TPAKTHUYSCKUX 3aHATHH 0000maroTcs,
CHUCTEMATH3UPYIOTCS,  YIIyONSIOTCS W KOHKPETH3UPYIOTCS ~ TCOPETUYECKHE  3HaHWUS,
BBIpa0aTHIBACTCS CIIOCOOHOCTHP M TOTOBHOCTH HCIIOJIB30BAaTh JTH HABBIKM Ha TIPAKTHKE,
Pa3BUBAIOTCS MHTEIICKTYAJIbHBIC YMEHUSI.

[IpakTudeckue 3aHATHS MPOBOJATCS B (hOpME MPAKTHUSCKUX PadoOT.

3.1. TemaTuka u coepkaHue NMPAKTHYECKUX 3aHATHIA

Tema 2. Buasl yrpo3 unpopmaninoHHON 0€3011acHOCTH
[IpakTuueckoe 3ansarue 1.
«OCHOBBI 3aKOHOJIATEIILCTBA B 001acTn obecrieueHusI HH)OPMAIIMOHHOW O€30ITaCHOCTH.
[IpakTuueckoe 3anarue 2.
«Pa3paboTka MEeTO/1a U MOJIENIA CUCTEMBI 3alTUThl UHPOPMALITUN.
[IpakTuueckoe 3anarue 3.
«AJTOPUTM TIPOBEACHUS aHAIN3a U OIICHKU YTPO3».
Tewma 3. [TocTpoenus cucreMbl HHPOPMAITMOHHOW 0€30MaCHOCTH
[IpaxTnueckoe 3anstue 1.
«AnantuHas mojenb C3U Ha 6a3e HEUPOHHBIX CETEM.
[IpakTuueckoe 3ansarue 2.
«CxeMa pabOThI TEHETUYECKOTO aITOPUTMAa.
Tema 4. 3amura uapopManuu B THPOPMAITMOHHBIX CUCTEMAX U KOMITBIOTEPHBIX CETSIX
[IpakTuueckoe 3ansarue 1.
«AnantuHas mozaenb C3U Ha 6aze HEUPOHHBIX CETEM».
[IpakTuueckoe 3anarue 2.
«CxemMa paboThl TEHETUYECKOTO aITOPUTMAay.
Tema 5. O06ecnieuenue 6e3omnacHocti NC
[IpaxkTnueckoe 3ansaTue 1.
«3amura nHbopMaIuu B pacupeneneHnoi MCy».
[IpakTrueckoe 3ansTue 2.
«lIudposanue u nemmdpoBanue nanHbx. Tabnuna Bikunepay.
Tewma 6. OGecrnieuenne uHTerpabHON 6e3onacHoctn MC
[IpakTuueckoe 3ansarue 1.
«PacnpenenenHas H”HQOpPMAIIOHHAS CUCTEMAY.
[IpakTuueckoe 3ansarue 2.
«TexHOIOTUU TOKEHOBY.
[IpakTuueckoe 3ansarue 3.
«KomnonoBka VPN Ha 0CHOBE MEXIyHapOIHBIX CTAHIAPTOB U MPOTOKOJIOB.
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3.2. TemaTuka u cojiep:KaHue CAMOCTOSITEIbHOH PadoThI

CamocTosTenbHas paboTa sBJIsIeTCS HEOThEMJIEMO YacThio 00pa30BaTeIbHOIO Mpolecca,
CBSI3aHHOTO C (pOPMUPOBAHNEM KOMIETEHIINI 00yJaIOMIUXCSl.

[{enbto caMOCTOATEIBHON (BHEAYTUTOPHOI) paOOTHI CTYACHTOB SIBJISETCS 00yUeHHE
HaBbIKaM pa0OThI C HAYYHO-TEOPETUUYECKOM, IEPUOANUECKON, HAYYHO-TEXHUYECKOU
JUTEPaTypO U TEXHUYECKOM TOKyMEHTalMel, HEOOXOAUMBIMH JIJIsl YIITyOJIEHHOTO N3YYEeHHUS
JTMCLUIUIAHBL, @ TAKXKE Pa3BUTHE Y HUX YCTOWYMBBIX CIIOCOOHOCTEN K CAMOCTOSTEILHOMY
M3YYCHUIO U U3JI0KEHUIO MOJIyYeHHON HHPOpMAIIIH.

@opMbl (BHIbI) CAMOCTOSATEILHOM PadoThI

CamocTtosTenbHas paboTa BhINONHIETCA B (hopMe MpopabOTKU KOHCIIEKTOB 3aHATHIH,
y4eOHOM U CHIEIMATBHON TEXHUYECKOH JINTEPaTypHI (110 BOIPOcaM K maparpadam, riiaBam
y4eOHBIX TOCOOUM, COCTAaBICHHBIM MPEINOoaBaTeeM) U MOATOTOBKU K MPAKTUYECKUM paboTam ¢
MCTIOJIH30BAHUEM METOUYECKUX PEKOMEHIALNH MPeToaaBaTesis; 0pOpMICHHE TPAKTUIECKUX
paboT; OTYETOB U MOJTOTOBKA K UX 3aILIUTE.

TemaTuka u cogepxanue
[IpumepHbIE TEMBI T1OKIAA0B

1) OcHOBHBIE TEPMUHBI U OTIpeeTeHUs 0€30MaCHOCTH U 3alIUThl HHPOPMAIUU

2) CyImHOCTh ¥ MOHATUE UHPOPMAIIMOHHOM 0€30MacHOCTH U 3alllUThl HH(OpMaLUn

3) Lemn u KOHIENTYyaJlbHBIE OCHOBBI HH(POPMAIIMOHHOW OE30MAaCHOCTH M 3aIIUTHI
uHpOpMaIu

4) I[IpyHIMI UCTOPUYHOCTH B cCHCTeMax 0€30MacHOCTH M 3alIUThI HH(POpMAIHH

5) Kondunenumanbuas wuHbopMmaiusa. Kraccubukanus 1o BUAAM H  CTENECHIM
KOH(UIEHIIMATEHOCTH

6) Hocurenu 3amuniaemoit uHGpopMauu

7) TloTeHumanbHBIE YTPO3bl  3amuIiaeMod  uHGopManuu. Buasl w0  MeTOAbBI
JeCTaOUITM3UPYIOILETro BO3ICHCTBHS Ha 3allUIIAeMYI0 HHPOPMALIUIO.

8) DnemeHTapHast © MHOTO3BEHHAs MOJIETh 3alUTHl HHGOpMAIIUU

9) Monenb MHOTOYpOBHEBOM 3aIIUTHI

10) KommnniekcHast BEpOATHOCTHAsI MOZEIb 3alUThl UHOpMauu

11) PacueT Hafie’)KHOCTH 3aIIUTH HHGOPMAITUU

12) 3akoHOMaTeNbHBIE CPEICTBA 3AIUTH HH(DOpMAITUN

13) Opranu3aimoHHO-3aKOHOJaTeNIbHBIE CPEICTBA 3aIUTHI HH(OpMAaLIUN

14) ®uznueckue cpeacTBa 3alUThl HHPOPMAIHH

15) AnmapaTHbie cpeAcTBa 3alUTh HHGOPMAITIH

16) Ilporpammubie U Kpuntorpadpuyeckue cpeacTBa 3aluThl HHGOpMALUN

17) Tlopsgok ompeneneHus: KOMIUIEKCA CPEICTB 3aliuThl HMHGOPMAIUK T O0OBEKTa
nH(popMaTU3AINH

18) OcHoBHble monoxkeHus: kpunrorpaduu. TeopeTnueckas M MpaKTHYECKask CTOHKOCTb
undpos. Jonymenus [llennona

19) Meroas! kpunrorpagpuyeckoro npeoOpa3zoBaHus 1aHHBIX. [lepecTaHOBKa.

20) Metoas! kpunTorpaduyeckoro npeoOpa3zoBaHus JaHHBIX. [ aMMupoBaHue.

21) Meroasl kpuntorpadu4eckoro IMpeoOpa3oBaHUs  JAHHBIX. AHAJIUTHYECKUE
npeoOpa3oBaHusl.
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22) OCHOBHEBIE IMOJIOKCHUA  ITOCTPOCHUA CUMMCTPHUYHBIX u HECCUMMETPHUYHBIX
KPUIITOCUCTEM

23) OgHoHanpasieHHbIe GYHKIUU

24) Ilpaktuueckoe nmpumenenue mudpon. Tabnuna Biwkunepa.

25) Ilpaktuueckoe mpumeHenue mudpo. Tadaua Metox RSA.

26) Bunp! u cynHocTh KpunToananmsa. [Ipasmio Kupkxodda

27) IloHsiTve 1 OCHOBHBIE MOJOKEHUS IIUPPOBOI cTeranorpaduu

28) IlpuHUMNBI OpraHU3alMK PA3HOYPOBHEBOTO JOCTYMa B aBTOMAaTHU3MPOBAHHBIX
WH()OPMAIIMOHHBIX CHCTEMAaX.

29) IloHATHEe HECAaHKITMOHUPOBAHHOT'O JOCTYIIA U 3aIIUTa OT HETO.

30) YmpaBieHue AOCTYNOM B HHPOPMAIIMOHHBIX cucTeMax. OCHOBHBIC OHATHS: KIIUEHT,
MPaBO M OOBEKT JIOCTYIIA, TPYIIIBI, POJIH, TOJUTHKA OE30MACHOCTH.

31) duckpermonHast Mmojaens gocryna. [IpenmyiiecTBa u HEIOCTaTKHU.

32) Manpgatnas mozens gocryna. [Ipenmyinectsa U HETOCTaTKHU.

33) CymHocts u nposiBnerne PIIC (KOMIIBbIOTEpHBIX BUPYCOB).

34) Knaccudukaiuss KOMIbIOTEPHBIX BUPYCOB.

35) OcHOBHBIE BUABI BUPYCOB M CXEMBI UX (DYHKIIHOHUPOBAHHUS.

36) IIporpammbl OOHAPYKEHUS ¥ 3AIMUTHI OT BUPYCOB, OCOOCHHOCTH MX PaOOTEHI.

4. ®oHJ OLEHOYHBIX CPEICTB JUCIUIINHBI
4.1. Pe3yabTaThbl 0CBOEHUS Y4eOHOH IMCUMILIMHBI, MO/JIeKAIIHE TPOBEPKe

@DOpMBI IPOMEKYTOYHOM aTTECTALMH IO CEMECTPaM:

Ne cemectpa dopma KOHTpOJIS

6 JK3aMeH

B pesynapTate mpomMeKyTOUHOM aTTecTaluy MO Y4eOHOM IUCHMIUIMHE OCYIIECTBISETCS
KOMILIEKCHAsl IPOBEPKaA CIECAYIOIUX YMEHUN U 3HAHUM!

Pe3yabTaTsl
o0yueHus:
yMeHMsl, 3HAHUS U
o0ume KOMNeTeHI U

IToxa3aTeu oleHKH
pe3yjabrara

(I)opMa KOHTPOJIA U OCHUBAHUSA

YMmenus

V1. npumeHsATs METOABI U
CHUCTEMBI 3aIUTHI
uH(pOopMaLnu;

[IpaBunbHOE U afekBaTHOE
IIPUMEHEHHUE METOJ0B U
CUCTEM 3aIUTHI
uHpopMaIuu.

Jlna mexyweeco Koumpons:

OLICHKA PE3YJIbTATOB MPAKTUYECKUX
3aHATHM;

s npomedxcymounou ammecmayuu:
JK3aMEH

VY2. obecrieunBaTh 3aIUTy
U COXPaHHOCTH JITAaHHBIX B
CETH;

O0ecrieyeHue 3alIUThI U
COXpaHHOCTI/I JAHHBIX B
CETH.

s mexywezco konmpona.

OIICHKA PE3YJIHTATOB MPAKTHIECKUX
3aHATHH;

Jlna npomedxcymounou ammecmayuu.:
9K3aMEH

V3. CBOEBPEMEHHO
pearupoBatb Ha BUPYCHBIE
YIpO3bl M KHOEpaTaKy;

3HaHUE COBPEMEHHBIX
CUCTEM 3alllUTHI.

Jlna mexyweeo Koumpons:
OLICHKA PE3YJIbTATOB MPAKTUYECKUX
3aHSITHM;
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Jlna npomedxcymounou ammecmayuu:
9K3aMeH

V4. npunumarh yyactue B
SKCIUTyaTalliu TMOACUCTEM
yIpaBiIeHUS

OKcIuTyatanus NOJCUCTEM
yTipaByieHUs] HH()OpMaIOH-
HOM 6€30I1aCHOCTBIO

Il mekyweeo KOHMpos.
OIICHKA PE3YJIbTATOB MPAKTUYECKUX
3aHATHH;

uH(HOPMAITMOHHON pa3NUYHBIX 00BEKTOB s npomedxcymounoti ammecmayuu:
0€30MacHOCThIO nHpopMaTU3auu JK3aMEH

Pa3IUYHBIX 00BEKTOB

nH(pOpMaTU3ALINN;

V5.  agMUHUCTpPUPOBAThH | YMEHHE aJIMUHUCTPUPOBATH | /{18 meKyue2co KOHmpous:
MOICUCTEMBI MOJCUCTEMBI OILICHKA PE3YJIbTATOB MPAKTUYECKUX
WH(OPMATMOHHON WH()OPMATMOHHON 3aHSTUH;

0€30MaCHOCTH Pa3IUYHBIX
00BEKTOB

0€30MacHOCTH Pa3IHYHBIX
00BEKTOB MHPOpMATU3ALUU

,ZZJZ}Z npOMeofcymquOZZ ammecmayuu.
9K3aMCH

nH(OpMAaTHU3ALINH.

3uanus
31. cyumHOCTh, WENH W | - aKTUBHOE HCIIONBb30BaHUE | [ meKyujeco KOHmpos:
TIPUHITHAITBI Pa3IMYHBIX UCTOYHUKOB IS | YCTHBIN OMPOC.
nH(pOpMaITMOHHOM peleHus ns npomedsxcymounou ammecmayuu:
0e30MmacHOCTH, npodeccCHOHANBHBIX 337a49; | YK3aMEH

3aKOHOJIATEJIbHBIC OCHOBBI
ee pean3aliu;

32. UH(POPMALIMOHHO- | - OCBOE€HUE UH(DOpMALMU U | [na meKywe2o KOHmpoJis:

IIPaBOBbIE aCreKThl | MporpamMmm, HeoOXO0IMMBIX YCTHBII OIpoc.

0e30macHOCTH U1 IpOoQeCcCHOHATBHOI s npomedcymounoti ammecmayuu:
MH(}OPMaLIMOHHBIX NeSITeNIbHOCTH; 9K3aMeH

pECYPCOB, TPUHIUIBI H

CIoco0bI OXpaHbl

MHTEJJIEKTYaJIbHOU

COOCTBEHHOCTH;

33. HAaMpaBJICHUSA U | - aKTUBHOE UCIIOJb30BaHuE | /{11 meKywe2co KOHmpons:

METO/IbI oOecrnieyeHus | B yueOHOI J1eATeNbHOCTH YCTHBII OIpoc.

0e30macHOCTH MH(POPMAIMOHHBIX U s npomedxcymounoti ammecmayuu:
MH(}OPMaLIMOHHBIX KOMMYHHKAI[MOHHBIX 9K3aMeH

pecypcoB, BEJICHUS | PECYPCOB;

AQHAIUTUYECKON  paboThI

[0  BBIABICHUIO  YIPO3

HECaHKIMOHUPOBAHHOTO
Joctyna K uH(popmarm,
€e yTpaTsl;

34. METOAMKY 3alUThl | - OCBOEHUE MPOTPaMM, Jna mexywezo koumponsi:
uHpopMauu B | HEOOXOIUMBIX JUIS YCTHBII onpoc.

JEATEITbHOCTH npodeccroHanbHOM s npomedcymounou ammecmayuu:
OpraHu3aluy; NESTENBHOCTH; 9K3aMeEH

35. (GyHKIMOHATIBHBIE | - COOTBETCTBUE CIIOCOOOB Lna mexywezco koumpona:
BO3MOXKHOCTH U | JOCTHKEHHUS LIEJIH, YCTHBIH OIpoc.

IPEIITOCHUIKI crnoco0aM omnpenieNeHHbIM | J[na npomedcymodHot ammecmayui.
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B(b(beKTI/IBHOFO PYKOBOJUTCIIEM U DK3aMEH
HUCITIOJIB30BaHUA AOKYMCHTAaMMU,
pa3InYHbIX THIIOB

TEXHOJIOTHYECKHX CHCTEM
U CrocoO0OB 00pabOTKU M
XpaHEHUs TPaJAULMOHHBIX
u AJNEKTPOHHBIX
KOH(UICHITHATEHBIX

JOKYMCHTOB,

CDOpMI/IpyeMBIe KOMIICTCHII WU :

Kon
(popmupyemoii
KOMIIeTEeHI[UH

HaumeHoBaHue KOMIIeTEHIIUH

@®opMBbI M MeTObI KOHTPOJISI U OLIEHKH
pe3yJibTaToB 00y4eHHs

OK 1.

Breibuparp  crocoObl  perieHus
3a1a4 npoeCCUOHATIBLHOMN
JESTSIIbHOCTH TPUMEHHUTEIBHO K
Pa3ITUYHBIM KOHTEKCTAM;

Lna mexkyweco KOHMponA:

OLIEHKa pabOThl Ha MPAKTUYECKUX
3aHATHUAX, YCTHBIM OIIPOC.

Lna npomesicymounoti ammecmayuu:
JK3aMEH

OK 2.

Hcnons3oBars COBPEMEHHBIE
CpelICcTBa TIIOMCKa, aHaiu3a M
UHTEpIpeTaluy UHPOpMauu Hu
MH(OPMALIMOHHBIE  TEXHOJIOTMH
IS BBITTOJIHEHUS 3a1a4
npodeccuoHaNbHOM
NesITebHOCTH;

s mexyweco KOHMpos:

OIIEHKA pa0dOThl Ha MPAKTHUYECKUX
3aHATHAX, YCTHBIN OIIPOC.

s npomedxcymounou ammecmayuu:
9K3aMEH

OK 4.

[InanupoBaTh ¥ peaTM30BHIBATH
cOOCTBEHHOE TpodecCHOHANbHOE
U JMYHOCTHOE pa3BUTHE,
peANPUHIMATENbCKYIO
JeSITeTHHOCTD B
npodeccuoHanbHOM cepe,
UCTIONIb30BATh 3HAHUS o
(¢uHAHCOBOMH  IpaMOTHOCTH B
Pa3ITUYHBIX KH3HEHHBIX
CHUTYaIHSIX;

Lna mexkyweco KOHMponA:

OLIEHKa pabOThl Ha MPAKTHYECKUX
3aHATHUSAX, YCTHBIN OIIPOC.

Lna npomesicymounoti ammecmayuu:
HK3aMEH

OK5S.

OcCy1IecTBIATh YCTHYIO U
NUCbMEHHYIO KOMMYHHUKAIIUIO HA
rOCyJapCTBEHHOM SI3BIKE
Poccuiickoit denepanuu ¢

Lna mexkyweco KOHMpoA:

OLIEHKa pabOThI Ha MPAKTHYECKUX
3aHATUAX, YCTHBIN OIpOC.

Lna npomesicymounoti ammecmayuu.
HK3aMEH
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y4eToM 0coOeHHOCTEN
COLMAILHOTO ¥ KYJIbTYPHOTO
KOHTEKCTA.
JIna mexywe2o KoHmpons:
Tonb3oBathes 5 OIICHKA PE3yJIbTATOB PAKTHYECKUX
OK 09, npoq)eccyIOHam:Hon 3aHATHM, YCTHBIHA OIpoc.
AOKYMCHTallMen Ha 115 npOMEdICymoYHOT ammecmayuu.:
roCyIapCTBEHHOM H SK3AMEH
MHOCTPAHHOM SI3BIKE.

4.2. MeToanka NpuMeHeHNs] KOHTPOJIbHO-U3MePUTEIbHbBIX MaTepHaJIOB
KoHnTposnb 3HaHMi 00y4aromuxcsi BKIOYAeT:

—  Texymuii KOHTPOJIb MPOXOIUT B POPME TECTUPOBAHUS
— IIpomexxyTouHyIO aTTeCTaIUIO IPOXOIUT B opMe IK3aMeHa

4.3. KoHTPOJIbHO-U3MepHUTeIbHbIe MAaTEePHAJIbl BKJIIOYAKOT:
4.3.1. TunoBsble 3a1aHNUs I OLEHKH 3HAHUI M YMeHHI TeKylero KOHTPOJIsi

KoHTposb 1 olieHKa pe3yabTaToOB OCBOCHUS TEMbl OCYILIECTBISETCS MIPENOIaBaTelIeM B MPOLECcCe
BBITIOJIHEHUSI OOYYAIOIIUMHKCS WHJMBUAYAIbHBIX 3aJaHU B BHJAE TeCTOBBIX 3aJaHMi,
NPAKTHYECKUX PadoT, yCTHOrO onmpoca.

TecToBbIC 3a1aHUA

OK 01 Bpioupars cnoco0bl pemeHusi 3a4a4  NPogecCHOHANBHON esiTeIbHOCTH,
NPUMEHUTEIbHO K Pa3JIHYHbIM KOHTEKCTaM

3agaHus 3aKPBITOT0 THNIA HA YCTAHOBJIEHHE COOTBETCTBUSI
Saganue 1

Y cTaHOBHUTE COOTBETCTBUE MEX/ly TUIIAMH YTPO3 HHPOPMALIMOHHOW O€30MaCHOCTH U CIIOcO0aMu
UX IPEIOTBPALLICHUS:

a) DummHT a) YCTaHOBKa aHTHBUPYCHOTO IPOrPAMMHOTO 00ECIICUCHHUS
b) DDoS-araka 0) OOy4eHue COTPYTHUKOB MPaBUIaM KHOCPTHUTHECHBI
C) VYTeuka AaHHBIX B) HacTpoiika cicteM MOHUTOPUHTA CETEBOTO Tpaduka
d) Bpenonocuoe I10 r) HIudpoBanre KOHGUACHIUATEHBIX JAHHBIX
3aganue 2

Y cTaHOBHUTE COOTBETCTBUE MEKIY dTarmaMu 00paOOTKH MHIIUICHTOB WH(GOPMAITMOHHON
0€30IMaCHOCTH U JIEHCTBHUSIMHU:

a) Wnentudukanus HHIUICHTA a) OnpeneneHne UCTOYHNUKA aTaKu
b) Amnanu3 uHIMICHTA 0) BoccTaHoBneHNe TaHHBIX U3 PE3EPBHBIX KOMUI
C) YcrpaHeHHe OCIEACTBHIA B) OGHOBJICHUE TIOJUTHUK 0€30MMaCHOCTH

d) Ilpodmnakruka r) OOHapyXxeHne aHOMaJIbHON aKTUBHOCTH B CETH




OENEPAJIBHOE TOCYOAPCTBEHHOE BIOIKETHOE OBPA3OBATEJIbBHOE CMK
~ y‘—[PE)Iﬁ(HEHV[E BBICIIET'O OBPA3QBAHVI$I PIYTUC
«POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA 1 CEPBUCA»
Aucm 14

3anaﬂvm 3aKPbITOro THIA HA YCTAHOBJICHHUE IMMOCTICI0BATECJIbHOCTH

3aganue 1
YcraHoBUTE MTPaBUIILHYIO TTOCIIEIOBATEILHOCTD ICUCTBUI IIPU pEaripOBaHUM HA YTEUKY JaHHBIX:

a) biokupoBka focrymna Kk compromised-cucreMam
b) CO6op u aHa/IM3 AaHHBIX 00 UHIUICHTE

C) VBenoMIIEHHE 3aUHTEPECOBAHHBIX CTOPOH

d) BoccraHnoBieHne JaHHBIX M CHCTEM

e) IlpoBenenue ayaura 6€30MaCHOCTH

3aganue 2
Y cTaHOBHTE MTPABIIIBHYIO TIOCIIEIOBATEIIBHOCTD 3TAINIOB Pa3pa0O0TKH MOJIUTUKHA HH(POPMAITMOHHON
0€30I1aCHOCTH:

a) AHaiu3 pHUCKOB

b) Onpenenenue nene u 3a1a4 MOJTUTHKH
c) PaspabGoTka mMep 3amuThI

d) BHueapeHnue MOIUTHKH

e) OOyueHHe COTPYAHUKOB

3agaHusi KOMOMHUPOBAHHOIO TUIIA C BLIODOPOM 0JHOTO BEPHOI0 OTBETA U3 YeThIpex
NpeaJioKeHHbIX 1 000CHOBAHUEM BbIOOpa

3aganue 1
Kakoiit 13 nepeuncieHHbIX METOAOB SABJIsIeTCS Hanbosee 3PPEKTUBHBIM JUISl TPETOTBPAILCHHS
aTakK COLMaIbHOU MHKXEHEPUU?

a) YcraHOBKa aHTUBHpYyCa

0) PerynspHoe oOyueHue coTpyJHUKOB
B) lcnonbp3oBaHue CoKHBIX aposien
r) Hactpoiika 6pannmayspa

3ananue 2
Kaxoit u3 nepeuniciieHHbIX cioco00B Hanboee 3 dexTrBeH s 3amuThl or DDoS-arax?

a) Ucnonb3oBanue CAPTCHA

6) Hactpoiika cucrem punprpanuu tpaduxa
B) [lIndpoBanue naHHbIX

r) Perynsapuoe o6nosienue 10

3aganust KOMOMHMPOBAHHOIO THUIIA ¢ BLIDOPOM HECKOJBLKHX BAPDUAHTOB 0TBETA U3
NPpeIJI0KeHHBIX U Pa3BePHYTHIM 000CHOBaHHEM BbIOOpa

3ananme 1
Kaxkue 13 nepeuncieHHpIX Mep MOMOTYT MPEAOTBPATUTD YTEUKY KOH(MUIECHITUATBHBIX JTaHHBIX?
(Bp1OepuTe HECKOIBKO BApHAHTOB)
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a) [lludpoBanne qaHHBIX

0) PerynsipHoe pe3epBHOE KOMUPOBaHHE
B) OrpanuveHue J10CTyna K JaHHBIM

r) Ucnons3oBanue VPN

3aganue 2
Kakue u3 nepedncieHHbIX IeWCTBUN HEOOXOUMBI it 00ecreueHrust 0€30MacCHOCTH MOOMIIBHBIX
ycTporicTtB? (BriOepuTe HECKOIBKO BApUAHTOR)

a) YcranoBka antuBupycHoro [10

0) Perynspuoe oonoBienune OC

B) Hcnonb3zoBanue myonuunsix Wi-Fi ceteit

r) Hacrpoiika nByxdakropHoii ayreHTH)HUKAINN

33}18HI/IH OTKPBLITOI'0 THIIA C PAa3BEPHYTHIM OTBETOM

3apanmne 1

Onummre, Kakue Mepbl HEOOXOAMMO TIPEIIPHHSTD JUIS 3aIIUTHI KOPIIOPATHBHOW CETH OT aTak
tuna "4denosek nmocepeaune” (Man-in-the-Middle). Ykaxute He MeHee Tpex Mep U 0OOCHYHTE UX
3¢ (HEKTHBHOCTS.

3aganue 2

[IpemioxxuTe MaH JSMCTBUH ISl OPTaHU3ALUY B CITy4ae OOHAPYKEHHS YTCUKU
KOHq)I/IIIGHHI/IaHI)HI)IX JTAHHBIX. BKJ’II-O‘-II/ITG 3Tallbl OT I/I)ICHTI/I(i)I/IKaIII/H/I HUHIIUACHTA 10
Mpo(UITAKTUKH MOBTOPHBIX CITyYaeB.

OK 2 Ucnosb30BaTh COBpeMEHHbIE CPEICTBA MOUCKA, AHAJIN3a U HHTEePIpeTalun
uHopManu 1 HHPOPMANMOHHBbIE TEXHOJIOTHM /IVISl BHITIOJIHEHHUS 3a/1a4
npodeccuoHAIbLHOM 1eATeJTbHOCTH

33}18HI/IH 3aKPbITOro THIIA HA YCTAHOBJICHUE COOTBETCTBUSA

Saganue 1
YcTaHOBHUTE COOTBETCTBUE MEXKIY MHCTPYMEHTAMH aHaJIN3a JaHHBIX U MX Ha3HAYCHHEM:

SIEM-cucremsl

Ckanepsl ys13BUMOCTEN

CereBble aHAIU3aTOPBI

IIporpaMMsI 115 aHanM3a XKypHAJIOB

el oA

a) OOHapyXeHue ysSI3BUMOCTE! B CETEBBIX YCTPOMCTBaX

6) MOHUTOpPUHT U aHAIU3 COOBITUI OE30MIaCHOCTH B PEaIbHOM BpEMEHU
B) AHaiM3 ceTeBoro Tpapuka

r) OOpaboTKa 1 HHTEpIpETAIUs JOT-(HAIITOB

3aganue 2
YcTaHOBHUTE COOTBETCTBUE MEXKIY dTallaMH aHAIH3a JaHHBIX U HHCTPYMEHTaMU, KOTOPbhIE
MCIIOJIB3YIOTCS Ha KaXKJIOM JTalle:
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COop maHHBIX

O0paboTka JTaHHBIX
AHanus3 JaHHBIX
Busyanusauus pe3yibTaToB

PonbRE

a) [Iporpammel U1 TocTpOEHUS TPadUKOB U JHarpaMm

0) CereBble ananu3aropsl (Hanpumep, Wireshark)

B) MHCTpYyMEHTHI JyUTsl MalIMHHOTO 00y4ueHus (Harpumep, Python, R)
r) ba3el JaHHBIX U CUCTEMBI XpAaHEHHUS JIOTOB

3aganus 3aKPbITOro THIIA HA YCTAHOBJICHUE IMMOCTECA0BATECIBHOCTH

3aganue 1
YcTaHoOBHUTE MPABUIIBHYIO TOCIIEI0BATEILHOCTD 3TANIOB aHATN3a CETEBOro TpaduKa:

a) Coop cereBoro Tpaduka

b) ®unbTpanys JaHHBIX

C) AHaIu3 MMakeToB

d) Wurepmperanus pe3yabTaToB
e) CocraBieHHe OTYCTA

3aganue 2
YcTaHoBUTE MPABUIIBHYIO MOCIEI0BATEILHOCTH 3TanoB padboTsl ¢ SIEM-cuctemoii:

a) Hactpoiika mpaBuiI KOppesun
b) CO6op maHHBIX ¢ HCTOYHHKOB

C) Amnanu3 coObITHIT 6€30MacCHOCTH
d) Tenepamuus oT4eToB

e) PearupoBaHue HA HHIIAICHTHI

3agaHusl KOMOMHHPOBAHHOIO THUIIA ¢ BHIOOPOM OIHOT0 BEPHOI'0 0TBETAa M3 YeThIpex
NPeIJI0KEHHBIX 1 000CHOBaHHMEM BbIOOPA

3aganme 1
Kakoii nuncTpymeHT Hanbosnee 3pPpeKTUBEH AJi aHAJIM3a CETEBOro TpaduKa B peaibHOM BpeMeH!?

a) Wireshark
0) Nmap
B) Metasploit
r) Nessus

Samanue 2
Kakoii u3 nepednciaeHHbIX HHCTPYMEHTOB HCIIOJIb3YETCs /ATl aBTOMATU3aIMK cOoOpa 1 aHaIu3a
JIOroB?

a) Splunk
6) Nmap
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B) Burp Suite
r) John the Ripper

3ajanusi KOMOMHMPOBAHHOIO THUIIA C BLIOOPOM HECKOJIbKHUX BAPUAHTOB OTBETA U3
Npe10KeHHBIX U Pa3BePHYTHIM 000CHOBAHHEM BbIOOpa

3ananmue 1
Kakue u3 nepedncieHHbIX HHCTPYMEHTOB UCIOJIb3YIOTCS M aHanu3a ys3Bumocteit? (Beibepure
HECKOJIbKO BApUAHTOB)

a) Nessus

6) Wireshark
B) OpenVAS
r) Metasploit

3ananne 2
Kakue u3 nepeuncieHHbIX HHCTPYMEHTOB MOJIXOST JJIs aHAJIM3a )KyPHAJIOB COOBITUI?
(Br1OepuTe HECKOJIBKO BapUAHTOB)

a) Splunk

6) ELK Stack (Elasticsearch, Logstash, Kibana)
B) Nmap

r) Burp Suite

3agaHus OTKPBITOTO THIA C PA3BEPHYTHIM OTBETOM

Saganue 1

Onummure, Kak MO>KHO UCTIONBb30BaTh SIEM-crcTeMy 1715 BBISIBICHUS aHOMAITbHOW aKTUBHOCTH B
KOPIHOPaTUBHOMN CETH. YKa)KUTE 3Tarbl paboThl U MPUMEPHI aHATU3UPYEMBIX TaHHBIX.

Saganue 2

[IpennoxxuTe miaH UCTIOIH30BAHUS HHCTPYMEHTOB aHANM3a JaHHBIX JUIsl paccieoBaHus

MHIUACHTA, CBA3aHHOTO C YTeUKOW HH(pOpMalnu. YKaxXHUTe, KaKMe HHCTPYMEHTBI U METObI
OyAyT UCIOTB30BATHCS HAa KAXKAOM JTarle.

OK 4. I pexTrBHO B3aMOAeHCTBOBATH U PA00TATH B KOJJIEKTUBE H KOMaH/Ie

3aaHus 3aKPbITOr0 THIA HA YCTAHOBJIEHHE COOTBETCTBHUSA

3ananue 1

YcTaHoBUTE COOTBETCTBUE MEXKTY dTaaMu MPOPECCHOHATIEHOTO PAa3BUTHS U JICHCTBUSMU:
1. ITocraHoBKa IieiIeit

2. TlmanupoBaHue
3. Peanuzanusa
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4. OrmeHka pe3yinbTaToB

a) CocraBieHue maHa 00y4eHus! U pa3BUTHS
0) AHanu3 TOCTUTHYTHIX PE3yJIbTATOB U KOPPEKTUPOBKA TJIAHOB
B) Onpenenenre KapbepHbIX U JIMYHBIX LIeJIeH
r) BeimoaHeHne 3amiaHupoBaHHBIX JEHCTBUN

3aganue 2
YcTaHOBUTE COOTBETCTBUE MEXKAY MOHATUSAMH (PMHAHCOBOM IPaMOTHOCTH U UX OIMCAHHEM:

1. BromxerupoBanue
2. HuBectupoBaHue
3. CrpaxoBanue

4. KpenutoBaHue

a) Pacnipeenenne 10X010B ¥ pacxo/10B

0) BiioskeHue cpencTB ¢ LeNbo MOIYYeHHS J0X01a
B) 3amuTa OT ()MHAHCOBBIX PHUCKOB

r) [losnyueHune 3aeMHBIX CPEICTB

3agaHus 3aKPHITOr0 THIIA HA YCTAHOBJIEHHE MOCJIe10BATEIbHOCTH
Saganue 1
YcTaHOBHTE TTPABIIIEHYIO TIOCIIEIOBATEIIEHOCTD 3TANIOB CO3/IaHUs OM3HEC-TIIaHa:

AHanu3 peIHKa

[TocranoBka neneu

Pazpabotka puHaHcOBOrO riana
Peanuzamus npoekra

Orenka pe3ysbTaToB

ko

3aganue 2
YcTaHOBHUTE MPABUIIBHYIO MOCIEI0BATENILHOCTD 3TANOB TMYHOTO (PMHAHCOBOTO TUTAHUPOBAHMS:

a) Ompenenenre GUHAHCOBBIX IIEICH

b) Amamu3 10X070B U pacxo/0B

¢) Co3ganue Or0KeTa

d) HusectupoBanue cOepexeHUit

e) PeryssipHbIii MOHUTOPHUHT B KOPPEKTHPOBKA
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3ajanusi KOMOMHMPOBAHHOIO THUIIA C BLIODOPOM OJIHOI'0 BEPHOI'0 OTBETA M3 YeThbIpex
Npe110:KeHHbIX U 000CHOBAaHUEM BbIOOpa

3aganue 1

Kakoii 13 rnepeurcieHHbIX HHCTPYMEHTOB HanOoJee 3(hGEeKTHBEH JIIS MIIAHUPOBAHUS JIMYHOTO
Oromxera?

a) Ta6muer Excel

6) MoOubHBIE IPUIIOKEHHS I y4eTa (PUHAHCOB
B) ByMakHbI# OJIOKHOT

r) Kanekynsrop

3aganue 2

Kakoit 3 nepeuncieHHbIX crioco0oB Hanbosee 3(peKkTuBeH A CHUKEHUST (PUHAHCOBBIX
pUCKOB?

a) MluBecTupoBaHue B aKIMu
6) CtpaxoBaHue UMyIIECTBa
B) [Tokyrika KpUIITOBATFOTHI

r) XpaHeHHe JICHET JoMa

3agaHusl KOMOMHHPOBAHHOIO TUIIA ¢ BLIOOPOM HECKOJIbKMX BADUAHTOB 0TBETA U3
NPeNJI0KEHHBIX M Pa3BEePHYTHIM 000CHOBaHHEM BbIOOpa

Saganue 1

Kaxkue n3 nepeuncieHHsIx AeMCTBUN crTOCOOCTBYIOT npodeccuoHanbHOMY pa3Buthio? (Beibepute
HECKOJIbKO BapUAHTOB)

a) [Tocemienne KypcoB NOBBIIIEHHS KBAJIU(UKALIIH
0) Urenue npodeccuoHaIbHOM TUTEepaTyph

B) Yuactue B KOH(epeHIUsIX

r) UrHOoprpoBaHue HOBBIX TEXHOJIOTHM

3aganue 2

Kakue u3 nepeunciieHHbIX JeHCTBUN OMOTYT YIy4IIUTh (pUHAHCOBYIO rpaMoTHOCTh? (BrIGepuTe
HECKOJIbKO BApUAHTOB)

a) M3ydeHne 0CHOB WHBECTUPOBAHUS

0) CocraBiieHHE TMYHOTO OFOKETa

B) UrHopupoBanue prHaHCOBBIX HOBOCTEM

r) Ucnonb3oBanue KpeAUTOB O6€3 aHaM3a YCIOBUI
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3agaHus OTKPBHITOIO THIIA C PA3BEPHYTHIM 0TBETOM

3aganue 1

Onwuimre, Kak Bl IUTAHUPYETE CBOE MPOQeCcCHOHATBHOE pa3BUTHE B 00JaCTH HH(POPMAITMOHHON
6e30macHOCTH Ha Omkaifime 5 neT. YKaXuTe KOHKPETHBIE IIard U PECypCHl.

3aganue 2

[IpennoxuTe miaH ASWCTBUN AJs CO3AaHUS COOCTBEHHOTO OM3Heca B cepe nHPpOpPMAITMOHHOM
0€30MacHOCTH. YKaXHTE KIIFOUYEBbIC 3TAIbl U PECYPCHI.

OK 5. OcymiecTBJISITh YCTHYIO M NMCBbMEHHYI0 KOMMYHHKALNHMIO HA FOCY1apCTBEHHOM SI3bIKE
Poccuiickoii @enepannu ¢ y4eToM 0CO0EHHOCTEH COUAIBHOIO M KYJIbTYPHOI0 KOHTEKCTA
3agaHusA 3aKPHITOr0 THIIA HA YCTAHOBJIEHHE COOTBETCTBUS

3aganue 1
yCTaHOBI/ITC COOTBECTCTBHC Memz[y BHUIaMU KOMMYHI/IKaLII/II/I U UX XapaKTepI/ICTI/IKaMI/II

VYcTHas KOMMyYHUKaNus
[TucpbmMeHHast KOMMYHUKAITUS
HesepbanbHas KOMMYHUKALIUS
OdunmanbHass KOMMYyHUKAIIAS

PoNbdRE

a) Mcnonp30BaHue )X€CTOB U MUMHKHU

0) [IpoBenenue npe3eHTaIUil ¥ BHICTYIIIICHHUH
B) Hamucanue oT4eToB 1 nmucem

r) CoburoieHre HOpM JIeJIOBOT0 ATHKETa

3aganue 2

Y cTaHOBHUTE COOTBETCTBUE MEKY JIEMEHTAMU JIEIOBOTO MHMChMa U MX OMHUCAHUEM:
3aroJIoBOK

OCHOBHOH TEKCT

ITonmuce
[Ipunoxenue

el oA

a) Coiep’XuT OCHOBHYIO HH(OPMAIIHIO

0) Yka3bIBaeT Ha HaJM4Ke JAOMOJHUTENbHBIX MaTEPUAJIOB
B) BrumrouaeT uMs M TOIDKHOCTD OTIIPABUTEIS

r) OTpaxkaer TeMy nucbma
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3anaﬂvm 3aKPbITOro THIA HA YCTAHOBJICHHUE IMMOCTICI0BATECJIbHOCTH

3aganue 1

YcranoBute MMPaBUJIbHYIO MMOCJICAOBATCIIbHOCTD 3TAIIOB NOATOTOBKHU K HyGHI/I‘-IHOMy
BBICTYIIJICHUIO:

a) OmpeneneHue eI BBICTYILICHHS
b) C6op urdopmaruu

c) CocraBiieHHE IIaHA BBICTYILICHUS
d) Penerunus

e) BeicTyruieHue

3aganue 2
YcTaHOBHTE MPABWIIBHYIO TIOCTICIOBATEIIBHOCTh HAMMCAHUS JCJIOBOTO IMACHMA!

a) DopMyIHPOBKA TEMBI

b) Hammcanue OCHOBHOIO TEKCTa
c) IIposepka opdorpaduu u CTHISA
d) oGaBieHue moamnucu

e) OrtmnpaBka nucbMa

3agaHus KOMOMHHPOBAHHOIO THUIIA ¢ BLIOOPOM 0JHOT0 BEPHOI'0 0TBETA M3 YeThIpex
NPeNJI0KEHHBIX H 000CHOBaHHMEM BbIOOPA

3ananmne 1
Kakoii n3 nepeuncieHHbIX 31€MEHTOB HarloJiee BaXKeH JUIsl YCIEIHON YCTHOM KOMMYHHMKAIUHU?

a) 'pamoTtHast peub
0) Hcnonb30BaHue CI0KHBIX TEPMUHOB
B) MUHMMaIbHBIN 3pUTENbHBIA KOHTAKT
r) OTcyrcTBUE Nay3

3aganue 2

Kaxkoit u3 nepednciieHHbIX CTHIIEH HanboJiee MOAXOAUT JIsi HAllMCAaHUsI IETIOBOTO TMHChMa?
a) OdunransHO-1ETOBOM

6) PasroBopHbIit

B) Xy105KE€CTBEHHBIH
r) Hayunsrii
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3ananusi KOMOMHMPOBAHHOIO THUIIA C BLIODOPOM HECKOJIbKHUX BAPUAHTOB O0TBETA U3
NpeI0KeHHBIX U Pa3BePHYTHIM 000CHOBaHHEM BbIOOpa

3aganue 1

Kakue u3 nepeurcieHHbIX 3JIEMEHTOB JOJKHBI ObITh BKJIIOYEHBI B ies0Boe TuchMo? (Bribepute
HECKOJIbKO BApUAHTOB)

a) 3aroJIoBOK

0) OCHOBHOM TEKCT
B) [Toanuce

r) CMaiIuku

3aganue 2

Kakwne u3 nepeuncieHHbIX IeHCTBUI CIOCOOCTBYIOT 3(pPEeKTHBHOIN YCTHON KOMMYHUKAITUH?
(BpiOepuTe HECKOJIBKO BapUAHTOB)

a) [lognepsxanue 3pUTEIILHOIO KOHTAKTA

0) Mcnonbp3oBanue npohecCHoHaIbHOTO KaproHa
B) UeTkoe NpoU3HOILIEHUE CIIOB

r) OTcyTcTBUE TTAY3

33}18HI/IH OTKPBLITOI0 THUIIA C PAa3BEPHYTHIM OTBETOM

3aganue 1

Onuimure, Kak Bbl IOJITOTOBUTECH K MyOJIMYHOMY BBICTYIJICHHIO HAa KOH(EPEHLIUH 110
MH(OPMALIMOHHON 0€30MaCHOCTU. Y KaXUTE KIIIOUEBbIE STAIIbI.

3aganue 2

Hanummre npumep 1€10BOro NuchkMa ¢ 3alpoCcOM Ha MPeoCTaBiIeHHe HH(POPMALIUK O HOBBIX
TEXHOJIOTUSX B 00J1aCTH UH(POPMAIIMOHHOW O€301MaCHOCTH.

OK 9. Noab3oBaThes MpogeccHOHATbHO JOKYMEHTalield Ha rocy1apCTBEHHOM H
HHOCTPAHHOM SI3bIKe.
3alaHMA 3aKPbITOr0 THIIA HA YCTAHOBJICHHE COOTBETCTBHUS

Samanue 1
YCTaHOBI/ITe COOTBETCTBHC Me>1<)1y BUIaMun HpO(l)eCCI/IOHaJ'IBHOI\/’I JIOKYMGHTaHI/II/I " UX OIIMCAHUECM.

TexHuueckue CTaHIapThl
PykoBozacTBa nosb3oBarens
PermameHTs!

OTtuyernl

el A
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a) Onucanue NpaBuil U MPoOLEIyp

0) MHCTpYKLIUH 110 HCTIOIB30BaHNUI0 000pYIOBAHUS

B) JIOKyMeHTBI, coZieprKaIlye pe3yabTaThl padoThl

r) HopmaTtuBHBIE JOKYMEHTBI, yCTAHABIMBAIOIINE TPEOOBAHHS

3aganue 2

YcTaHOBUTE COOTBETCTBUE MEXKITY TUITAMH IOKYMEHTOB M MX Ha3HAYCHHUEM:
ITonutuka 0e30mMacHOCTH

NHcTpyKuus 1o 3KCIIyaTanuu

TexHnueckoe 3aanue
AKT npoBepKH

el A

a) Onucanue TpeOOBaHUN K cUCTEME 0€30MaCHOCTH
0) PykoBOJICTBO 11O MCTIOIB30BAHUIO O0OPYIOBAHUS
B) JIokyMeHT, (GUKCUPYIOIIHI PE3yJIbTaThl IIPOBEPKU
r) Onucanue 3a1a4 U TpeOOBaHUMN K IPOEKTY

3az1a}mﬂ 3aKPBITOI0 TUIIA HA YCTAHOBJCHHUE MMOCTIECA0OBATCIBbHOCTH

3aganue 1
YcTaHoBHTE MPABUIIBHYIO TIOCIIEI0OBATENBHOCTH 3TAMOB PadOThI ¢ TEXHUUYECKOM IOKyMEHTAaIIUEeH:

a) H3ydenue qOKyMEHTAIIUU

b) Amnanus TpeGoBaHuit

c) IlpumeneHue Ha MPAKTHKE

d) OreHka pe3ynbTaToB

e) KoppekTupoBka TOKyMEHTAIUN

Saganue 2

VYcTaHoBHUTE IPABUIIbHYIO MOCIEI0BATEILHOCTD 3TANIOB MepeBo1a NpodheccunoHaNIbHOM
JOKYMEHTAIUU:

a) YTeHue U MOHMMaHKUE UCXOJIHOTO TEKCTA

b) IlepeBon Tekcra

c) IlpoBepka mepeBoja Ha COOTBETCTBUE TEPMUHOIOTUH
d) PenaktupoBanue u opopmieHue

e) Cnaua nepeBoja
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3a,C[aHl/lH KOMﬁl/IHHpOBaHHOFO THIIA C BBIﬁOpOM OJTHOI'0O BEPHOT0 OTBETA U3 YE€THIPEX
NPEAJIOKCHHbIX U 000CHOBaHHEM BbIﬁOpa

3aganue 1

Kaxkoii 13 nepeunciieHHbIX TOKYMEHTOB SIBIISICTCS] 0053aTEIbHBIM JJIsl COOJIFOICHUS B 00JIaCTH
nH(POPMAIIMOHHOH 6e30macHOCTH?

a) TexHuueckoe 3a1aHne

0) [TonuTrka 6€301aCHOCTH

B) PyKOBOJICTBO IOJIB30BATEIS
') AKT IPOBEPKU

3aganue 2

Kakoii 13 rnepeuncieHHbBIX S3bIKOB HAN00JIee YaCTO UCTIONB3YETCS B MK IYHAPOTHOM
npodecCHOHATEHOM TOKYMEHTAIIMU 110 WH()OPMAIIMOHHON 0€301MacHOCTH?

a) Pycckuit

0) AHIITUHCKHMA
B) Hemenxuit
r) Kurarickwuii

SaAaHl/lﬂ KOMﬁl/IHHpOBaHHOFO THIIA C BblﬁOpOM HECKOJBbKHUX BAPDUAHTOB 0TBETA U3
NMPECAJIOKCHHBIX U Pa3BEPHYTHIM 000CHOBaHHEM BblﬁOpa

3aganmne 1

Kakue u3 nepeuncieHHbIX JOKYMEHTOB OTHOCATCS] K HOPMaTUBHOM TOKyMEHTALlUU B 00J1aCTH
nHpopmanroHHo 6e3onacHocTu? (BpiOeprTe HECKOIBKO BApUAHTOB)

a) OCT P 50922-2006

6) PyxoBocTBO 1o Hactpoiike firewall

B) [TonuTtuka 6e30nacHOCTH OpraHU3aIUH

r) Texunueckoe 3amanue Ha pazpadbotky [10

3ananue 2

Kaxkue n3 nepeuncieHHbIX AeHCTBUN HEOOXOAMMBI JIsl KOPPEKTHOTO TIEPEBO1a
npodeccroHanbHoOM noKkyMeHTanuu? (Beidepute HECKOIBKO BapUAHTOB)

a) Mcnonp3oBanue npodeccnoHaabHON TEPMUHOIOTUN
6) JlocnoBHbI epeBo 6e3 yuera KOHTEKCTa

B) [IpoBepka mepeBojia Ha COOTBETCTBHE CTaHIAPTaM
r) UrHopupoBaHue CTPYKTYpbI TOKyMEHTa
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3agaHus OTKPBITOIO THIIA C PA3BEPHYTHIM 0TBETOM

3aganue 1

Onummre, Kak BBl Oyere paboTaTh ¢ TEXHUYECKOW TOKYMEHTAI[MEH HA HHOCTPAHHOM SI3BIKE MPU
BHEJPEHUU HOBOTO MTPOTPAMMHOTO O0ECTICUCHUS JJIs 3alUThI JAaHHBIX. Y KaXKUTE KITFOUEBHIC
JTaIlbl.

3aganue 2

Hanummre npumep ¢pparmMeHTa TEXHUUECKOM JOKYMEHTAIMKM HA aHIJIMHCKOM SI3bIKE C IIEPEBOIOM
Ha PYCCKUH S3BIK.

Ilepeyenn TeopeTHUeCKMX BONPOCOB:

1 ['maBHast nenb Mep, IPEANPHHUMAEMBIX Ha aIMIHACTPATHBHOM YPOBHE:

2 Kakue yrpo3sl SBISIOTCS CaMbIMU OIIACHBIMU?

3 KakoBa m1aBHas 3ajaua Mep aAMUHUCTPATUBHOIO YPOBHSI?

4 Kakyto pyHKIMIO BBIMOTHSIET SKpaH?

5) Meps! nHGOPMAITMOHHOI O€30MAaCHOCTH HAIPABJICHBI HA 3aIIUTY OT:

6 HazoBute Buabl Mep 6e30macHOCTH

7 Hazosure miaBubie yrposst Ub

8 Hasosute meTtoas! npouenypHoro ypoHs 3auutsl b

9 Ha3zoBute cambiMe onacHble HCTOUHUKU BHYTPEHHHUX yIpo3

10 HasoBute Tpu rmaBHbIE 1IENH peakiuy Ha HapylleHue pexuma b

11 HazoBute uetsipe yposus b

12 HazoBure stamnsl )xu3Hennoro nukna UC

13 HazoBure 3Tamnsl nporiecca miaHUPOBaHN BOCCTAHOBUTEIBHBIX PaboT

14 [TepBolii mIar B aHaau3€e yrpos - 3To:

15 [lepeuncnure NPUHIMITBI APXUTEKTYPHOU OE€30MIaCHOCTH

16 [lepeuncnure cepBHUCH 0€30MIACHOCTU TPOTPAMMHO-TEXHUYECKOTO YPOBHS

17 [TpuHIMn ycuneHus camoro ciaboro 3BeHa MOXKHO nepe(opMynupoBaTh Kak:

18 Puck siBnsercs pyHKIMEH:

19 C dero HaunHaeTcs pa3paboTKa MOJUTUKH U POTrpaMMBbl 6€30MaCHOCTH?

20 CamMBIMU OTTACHBIMH HCTOYHUKAMH YTPO3aMH SIBIISTFOTCS:

21 CornacHo 3akoHy "O JHMLIEH3UPOBaHUM OTIEIbHBIX BUJIOB AE€ATEIBHOCTH", TULIEH3NUS -
3TO:

22 Cornacno 3akony "O6 nndpopmanmu, HHGOPMATU3aLUHU U 3a1UTe HHPOpMaru'",
MepCOHAIbHBIE IaHHBIE - ATO:

23 VYkaxxuTe Hanbosee CylecTBEHHbIE ¢ TOUKH 3peHHsI 0€3011aCHOCTH 0COOCHHOCTH
coBpeMeHHBIX poccuiickux NC:

24 Lenb MeponpusTHii B 0051aCTH HHPOPMALTMOHHOM O€30MaCHOCTH

25 Yem nzmepsiercs 3pPpexkTHBHOCTh HH(POPMALIMOHHOTO cepBuca’?

26 YeM XOpoII CTaTUCTUUECKUN METO]] BBISIBJICHUS aTak?

27 Uto HE0OX0MMMO OIIEHUTH TTOCIe UHIe(PUKAIIUN YTPO3bI?

28 Yro oTpakaeT MOJUTHKA O€30MaCHOCTH

29 Uto moHumaeTcs o MH(GOpPMAITMOHHOM 0€30MTaCHOCTHIO?

30 Uro comepxut 1udpoBoit ceptudukar?
31 UYro Takoe 3amnura nHGopMaIuu?
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32 Yrto Takoe IIPOTrpaMMHO-TCXHHUYCCKHUEC Mepbl?

4.3.2. TunoBble 3aJaHNUs /ISl OLEHKU 3HAHMI M YMEHUH NPOMeKYTOYHOI aTTecTallNU

[lepedenn TeM 115t IPOBEICHUS SK3aMEHa
o «MHpopmaimonHoi 0€30MacHOCTHY

Tema 1. Konuenuum u acnekTbl o0ecniedeHus1 HHGOPMALMOHHOK 0e301aACHOCTH

Kakne KOMIIOHEHTBI H B KAKOM NOPs/IKe BXOAAT B 001yt ctpykrypy UB?

boprba ¢ BpemonocusiM [10

Wudpactpykrypa 6e3onacHocTu

Kpunrorpaduueckas 3ammura

Y1pasieHne puckamu

YrpasieHue yrposamu

ynpaBJ’IeHI/Ie YA3BUMOCTSAMU

N

N

i

CocraB nHPPACTPYKTYPHbI 0€30IACHOCTH

AHTHBHpYCHas 3allluTa

W nenTudukanys u ayTeHTuGUKaus

Kpunrorpadguueckas 3ammura

Pasrpannuenue gocrymna

YnpasieHue yrpozamu

praBJIeHI/IC YA3BUMOCTSAMU

TpeGoBanus no odecneyeHn o 6€30I1ACHOCTH B PA3JIMYHBIX ACIEKTaX
HH(OPMALIMOHHOM NeATEJHbHOCTH BCer1a HANPABJICHbI HA JOCTHKEHHUE

CJIEeAYIOUIUX TPEX OCHOBHBIX COCTABJIAIIINX HH(pOPMALMOHHOI 0€30aCHOCTH:

JocTynHoCTh

3aImIeHHOC T

KondunennmansHoCTh

Heys3zsumocTb
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LlenocTHOCTD

JesiTeIbHOCTD 1O 00ecneYeHU 0 HHPOPMALIMOHHOK 0e30ITACHOCTH HANPpaBJIeHa
Ha TO, YTOObI HEe JONYCTUTh, MPEAOTBPATHTH UJIH HEHTPAJIN30BATh:

MCKa)KEHUE, YACTUYHYIO HJIU MOJIHYIO YTpaTy KOH(pUISHIMATBHON HH(pOpMAINH;

HCBBITIOJTHCHUC TIJIaHa ITPOJaK

HECaHKIIMOHUPOBAHHBIN 10CTyM K nH(popMannoHHbIM pecypcam (HC/I, Unauthorized
Access — UAA);

Hea(pexTuBHYyIO paboTy nepcoHana

OTKa3bl M cOOU B pabOTE MPOrpaMMHO-AIAPATHOTO M TEIEKOMMYHUKAITUOHHOTO
obecrieueHus.

LeJIeHaNpaBJIeHHbIE IEHCTBHS (aTaKK) IO Pa3pyLICHUIO LEIOCTHOCTH IPOTrPAMMHBIX
KOMILUIEKCOB, CUCTEM JJAHHBIX U MH(QOPMAIIMOHHBIX CTPYKTYD;

KiroueBbie Bonpocbl MHPOPMANTMOHHON 0€3011aCHOCTH

BO 4YTO 00oHeTcst pa3paboTKa, BHEAPEHHE, IKCIUTyaTalHs, COIPOBOXKACHUE U
pa3BUTHE CUCTEM 3aIllUThI?

KaK HaJ0 3allHUIaThC?

KOT'Ja HaIO 3aIUIIaThCs?

HaO0 JIM 3alIUIIaThCA U YTO CICAYCT 3aHII/IHIaTI)?

OT KOI'O Haa0 SaIHHHlaTbCSI?

OT Yero HaJo 3aIlumarsbeg?

oYeMy HaJI0 3aluIaTbes?

4yTo 0becneduT 3pPEeKTUBHOCTD 3aIUTHI?

Cucrema Ub Bri04aeT He00X0AMMBIH KOMILJIEKC MEPONIPUATHI M TEXHHYECKUX
pelIeHUi 1Mo 3aImTe:

OT BHCAPCHH S HOBBIX KOPIIOPATUBHBIX I/IHq)OpMaI_II/IOHHI)IX CUCTEM

OT BHEJIPEHHUs IPOTPAMMHBIX "BUPYCOB" U "3aKyaiok" B IPOrpaMMHBIE IPOIYKTHI U
TEXHUYECKHE CPECTBA.

OT HapylIeHHs] QYHKIIMOHUPOBaHUS HH(OPMAIIMOHHOTO IPOCTPAHCTBA ITyTEM
UCKJIIOUEHHsI BO3JICHCTBUS Ha MH(GOPMAIIMOHHbBIE KaHAJIBI U PECYPCHI;

OT HCCAHKITMOHUPOBAHHOI'O AOCTYTIIAa K I/IH(I)OpMaI_II/II/I MyTeM 06Hapy>KCHI/I}I n
JIMKBUJAIUHU ITOIIBITOK UCITIOJB30BaHUA PECYPCOB I/IH(l)OpMaHI/IOHHOFO IMpOCTPAHCTBA,
MMPUBOJAIINX K HAPYIICHUIO €TI0 HEJIOCTHOCTH,

OT IMOT'OJHBIX YCJ'IOBI/Iﬁ

OT pa3pylLIeHHs] BCTPAUBAEMBIX CPECTB 3aIIUThI C BO3MOKHOCTBIO JOKA3aTeIbCTBA
HEMPaBOMOYHOCTH JICHCTBHH MOJIb30BaTENeH U 00CITYKUBAIOIIET0 ePCOHANA;

Pansxxkupyiite UT-yrpo3sl 110 cTeneHy onacHOCTH

Auem 27
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[{e0CTHOCTh MPHUITOKEHUH/ TAHHBIX

LlexocTHOCTH CceTH

HGHOCTHOCTB CHUCTCMBI

Tema 2. Buabl yrpo3 nHopManoHHOH 0e30acHOCTH

Henouka anaau3a npodaem Ub ¢ yueTom B3anMOCBSI3H IKOHOMHYECKUX
NPOTHBOPEYHIi, yTPO3 U NOTEPh, K KOTOPHIM MOKeT NIPUBOJAUTH Peaiu3aius

yYrpos.

BO3MOXKHOCTH €€ peanu3anu (PearnoChUIK, 00BEKT, clioco0 ASHCTBHSI, CKOPOCTh U
BPEMEHHON WHTEPBaJ ICHCTBUS)

30Ha pUCKa (cepa IKOHOMUYECKOHN AEATEILHOCTH MPEATIPUATHS, CIIOCOOBI €€
peanu3alyy, MaTepuagbHble 1 HHPOPMALMOHHBIE PECYPCHI)

WCTOYHUK yrpo3bl (BHEUIHSIS W/WIM BHYTPEHHSAS CpeJia IPEIIPUsITHS)

HocaeACTBH (MaTepHaIbHbIN yiiepO, MOpabHBIN Bpea, pa3Mep yiuepOa u Bpesa,
BO3MO>KHOCTh KOMIIEHCAIUN)

yrpo3sa (BUJ, BeIMYNHA, HAITPABJICHUE)

dakTop (CTeneHpb ysI3BUMOCTH JIAHHBIX, HHPOPMAIIMH, TPOrPaMMHOT0 00ecreueHus,
KOMITHIOTEPHBIX U TEJIEKOMMYHUKAITMOHHBIX YCTPONCTB, MaTEPHUAIBHBIX U
(MHAHCOBBIX PECYPCOB, NEPCOHANA)

Kpurtepun kaaccupuxkanum yrpos

110 BYKHEUIIIMM COCTABIISFONTINM WH(POPMAIIMOHHOM 0€301MacHOCTH (JOCTYITHOCTH,
LIEJIOCTHOCTh, KOH(UACHIIMAIBHOCTE), IPOTUB KOTOPBIX HANPABJIEHbI YTPO3HI B
NEPBYIO OYEpe/ib;

oo KBaJ'II/I(l)I/IKaLII/II/I 3JIOYMBIIIJICHHUKOB

10 KOMIIOHEHTaM MH(OPMAIIMOHHBIX CUCTEM M TEXHOJIOTUH (JIaHHBIE, TPOTPAMMHO-
anmapaTHble KOMIUIEKCHI, CETH, MOAIEPKUBaoIIas HHGPACTPYKTypa), Ha KOTOPbIE
YIPO3bl HENOCPEACTBEHHO HAIIEJIEHBI,

0 JIOKQJIM3AIMHA UCTOYHUKA yrpo3 (BHE WIIH BHYTPH HHGOPMAITMOHHON TEXHOJIOTHN
WU CUCTEMBI).

0 CIOCO0Y OCYIIECTBIICHUS (ClydaifHbIe UITH MPeTHAMEPEHHBIE IEUCTBUS, COOBITHS
TEXHOTEHHOT'O WJTU IPUPOJHOTO MaciTada);

M0 CTOMMOCTHU HAHECEHHOTO yIiepoa

OO0bIYHO MO0JIH30BATEH MOTYT OBITh HCTOYHHKAMU CJIEYIOIIHX YIPo3:

ciy4yanHas

Aucm 29
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HaMepeHHas (BCTpauBaHUE JIOTHUECKOi O0MObI, KOTOpast CO BPEMEHEM Pa3pyIIUT
MIPOTrpaMMHOE SIAPO WIIH MPUIIOKEHHUS ) WU HENPeIHAMEpPEHHAs MOTeps WK
HCKa)XEHHUE TaHHBIX ¥ UH(popManuu, "B370M" CUCTEMbI aIMUHUCTPUPOBAHUS, Kpaxa
JIAHHBIX U MapoJiel, epegada uX MOCTOPOHHUM JIMIAM U T.J.;

HEBO3MOXXHOCTb PabOTaTh C CHCTEMOW B CHITy OTCYTCTBHUSI COOTBETCTBYIOLICH
HOJrOTOBKH (HEIOCTAaTOK OOIIel KOMIIbIOTEPHOI IPaMOTHOCTH, HEYMEHUE
UHTEPIPETHPOBATH AUATHOCTUYECKHE COOOIICHNUs, HEyMEHUE paboTaTh ¢
JOKYMEHTAIMEH U T. I1.).

HE)KEJIaHue TOJIb30BaTellsl paboTaTh ¢ HHPOPMAITMOHHOW CHCTEMOH (4ale BCero
MPOSIBIISIETCS MPU HEOOXOAMMOCTH OCBAUBATh HOBBIE BO3MOKHOCTH WITU TPU
PacXOXKACHUU MEXIY 3alpOCaMU MOJIb30BaTeNel U (PaKTHIECKUMHU BO3MOKHOCTSIMU
U TEXHUYECKUMH XapaKTEePUCTUKAMHU) M HAMEPEHHBIN BBIBOJ U3 CTPOS €€
IPOTPaMMHO-aNNapaTHBIX YCTPOICTB;

PEIUTHO3HBIC YOSIKICHHUS

Ha0op noJnTuk no peajusanuu BHyTpeHHel MHGOPMAIMOHHON 0€30MaCHOCTH:

MOJINTUKA HH(HOPMAITMOHHOHN 0€3011aCHOCTH;

MOJINTHKA UCIOJb30BaHus Internet/Intranet;

IMOJIMTHKA UCITOJIb30BaAHUA SHCKTpOHHOﬁ ITOYTEHI;

MOJIMTHUKA TPCAOCTABJICHUSA TTPpaB JOCTYIId K BHYTPCHHUM U YAAJICHHBIM pECypCaM;

MOPAJOK MHBCHTApHU3allUN I/IH(l)OpMaI_II/IOHHLIX PECYypCOB;

MOPSJIOK MpueMa Ha paboTy HOBBIX COTPYJHUKOB

IpaBuiIa MPOTHUBONOXKAPHONW 6E30MaCHOCTH

COIVIAIIEHUE O Hepa3IJallleHuH JaHHBIX U MH(OpPMAIMH, COCTABIISIOLINX
KOMMEPUECKYIO TallHy U UMeroIux rpudsl "kKoHpuAeHIMaIbHO" U "1 ci1ykeOHOTo
110JIb30BaHus".

Tema 3. IlocTpoeHust cucrteMbl HHPOPMALMOHHOM 0€30aCHOCTH

IIporpamma Ub noJikHa coep:kath cieyoniue riiaBHble Heau:

KOHTPOJIb JCATCIbHOCTH B obmactu b

KOOPJMHAIMSA JeSITeIbHOCTH B 00JIaCTH HH(GOPMAIIMOHHOM 0€30MacHOCTH: BBIOOD
3¢ (PeKTUBHBIX CPEACTB 3alUTHI, UX MPHOOPETEHNE WK pa3padoTKa, BHEIPEHUE,
HKCIUTyaTaIysl, MOMOJIHEHHE U pacpeie]IeHHe PecypcoB, 00ydeHHe epcoHaa

OIICHKA PUCKOB M YIPABJICHHE PUCKAMHU

noBbleHNe 3((HEeKTUBHOCTH paboThI MoApa3eeHU 1 MoJIb30BaTeNei

pa3pabOTKy U WCIIOTHEHUE TOJUTUKH B oOnactu b

CHUXCHHUC HAKJIAJITHBIX PACXOI0B

Aucm 30
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CTpaTernyecKoe MIaHuPOBaHUE B 00J1aCTH Pa3BUTHS HHPOPMAITMOHHON
0€e30I1aCHOCTH

IIpu mocTpoeHuu TeopeTHYECKHUX Mojesieii cucteM 3ammThl uHGopmanuu (C3HU)
U MH(OPMAIMOHHBIX PECyPCOB HE00X0AMMO ONMPATHCS HA CJIeYI0LIHe
Ba)KHeH e 00CTOSATEIbLCTBA:

BBIOOp MAaTEMaTUYECKHU CTPOTUX KPUTEPHUEB ISl OLIEHKH ONTUMAJIBHOCTU CUCTEMBI
3amuThl HTHGOPMAITUH T JaHHOH apxuTekTypsl C;

YyeTKas MaTeMaTuieckas (PopMyIHpOBKa 3a1aun moctpoeHust moaenu C3U,
YUUTBIBAIOIIAS 33aJJaHHbIE TPEOOBAHUS K CUCTEME 3aLUThI U MO3BOJISAIOIIAs
noctpoutb C3U B COOTBETCTBUM € ITUMH KPUTEPHUSIMHU.

IMPAaBOBBIC K 3aKOHOJATCIIbHBIC HOPMbI

TCXHUYCCKUC XaPAKTCPUCTHUKHU O60py,Z[OBaHI/I$[

Tunu4YHbIEe BONIPOCHI IPH CJIeI0BAHUYU NOJTUTHKHU 0€30MACHOCTH HUKHET0
YPOBHS:

KaK OpraHu30BaH y,[[aJ'IeHHLIﬁ HAOCTYII K CCpBI/ICY?

KaK IIOCTPOCHA JIOKAaJIbHAA CCThb HpeI[HpI/IHTI/IH?

KTO MMCCT IMPAaBO JOCTYyIla K 06"I>GKT3,M, MMOAACPIKUBACMBIM CepBI/ICOM?

KTO UMEET IPaBO MOJIEPHU3UPOBATH CEPBUC?

KTO PYKOBOJIUT CEPBUCOM?

IIPU KaKUX YCJIOBUSAX MOXKHO YMTATh U MOAU(UIIMPOBATH JaHHbIE?

IIpu oneHke ypoBHSI pUCKOB KaK ''onpaBAaHHbIA" HCIOJB3YIOTCH CJEAYyIOIHE
THIIBI KOHTPMeP 10 CHUKEHHIO YPOBHS NOTePb:

ITepenaya

IIpunstue

CMsiruenue

VYkinoueHue

B uTepanMoHHOM npouecce yNpaBJieHUs] PpUCKAMM 3Tall AIMUHHCTPUPOBAHHE
COCTOMT M3 CJIeAYIOIIMX NYHKTOB

AYINT CUCTEMBI YIIPaBICHUS

Peanu3anus nporpaMMsl yripaBJieHUs] pUCKaMH

Pecypcel

CTpyKTypa, CBSI3U U OTBETCTBEHHOCTD

YrpasineHue JOKyMeHTaIen

Tema 4. 3amura nHpopmanun B HHGOPMALMOHHBIX CHCTEMAaX H KOMIIbIOTEPHBIX
CeTHAX

Mo:KHO BBIACJIUTH PS/A 0COOCHHOCTEN, KOTOPBIE AeJAKT CeTH YA3BUMBIMH, a
HApyWIHTeIeH — NPAKTHYECKH HEYJIOBHMBIMH:
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BO3MOXXHOCTb I[CFICTBHSI HapyHJI/ITeHGﬁ Ha pacCTOSAHUHA B COYCTAHUU C BO3MOKHOCTBIO
COKPBITHUA CBOUX MCTHHHBIX IECPCOHAJIBHBIX JaHHBIX

BO3MOXHOCTb MHOI'OKPAaTHOT'O ITIOBTOPCHUSA aTAKYIOIINX CCTh BO3[[€I>'ICTBI/II>'I

BO3MOXKHOCTH TPOTAaranbl ¥ paclpoOCTPAHECHUS CPEIICTB HAPYIICHUS CETEBOM
0€e30I1aCHOCTH

BBICOKAsl CKOPOCTb MHTCPHCT-COCAUHCHU A

TEXHUYECKasl YBOIIIOIHSI MOOMIILHBIX YCTPOUCTB

Ouenka ypoBHs 3ammmeHHocTHd UT/MC 00b1YHO TIPOU3BOAUTCS 1O CJIEIYHOLIHMM
0a30BBIM IpyninamM KpuTepuen

beszomacHocTh

bezoTkazHOCTE

Hcnonuenue

Cucrema neiei

CpenctBa

Cyl[lECTBy}OT caeayrumme Moaejan CUCTEMbI 3alIUThI

a0COJIIOTHO HEys3BUMas

a0COJIIOTHO ysI3BUMast

C ITOJIHBIM IICPCKPBITHEM

coJiepxariasi ya3BUMOCTH

Tema 5. Ooecnneuenue 0ezonacuoctu UC

Anaun3 6esonacHoctu UC npu oTcyTCTBHH 3/10yMBIILIEHHBIX (PAKTOPOB
0asupyercsl Ha MOJeJIM B3auMo/ielicTBUsA OCHOBHBIX KoMnoHeHT UC. B kauecTBe
00bEKTOB YSI3BUMOCTH PACCMATPHUBAIOTCH:

JAaHHBIC 1 I/IH(I)OpMaI_II/IH, HaKOIUICHHAs B 0a3ax JaHHBIX,

JTUHAMHYECKHUI BBIYMCIUTENBHBIN Mpoliecc 00pabOTKH JaHHBIX,
ABTOMATHU3UPOBAHHON MMOATOTOBKH PEIIEHUH U BBIPAOOTKHU YIIPaBIISIFOIINX
BO3/ICHCTBUH;

JKCCTKHUC JUCKHU IIEPCOHAJIBHBIX KOMITBIOTCPOB

I/IH(I)OpMaI_II/ISI, BbIJaBacMas HOTpC6I/ITeHHM 1 Ha UCITOJTHUTCIIBHBIC MCXaHU3MBI.

JIOKAJIbHBIC BBIYHMCIINTCIBHBIC CCTH

00BEKTHBIN KOJ MPOTrpamMM, UCIIOJIHAEMbIX BBIYUCIUTEIbHBIMU CPEICTBAMU B
nporecce pyHkuuonuposanus UC;

BHyTpeHHHMMHU 1ecTa0WIM3MPYIOIIMMH (AKTOPaMH M YIPo3aMHu 0€30IaCHOCTH
CHCTEMBI IIPH OTCYTCTBUH 3JIOYMBIILICHHBIX YIPO3 ABJIAIOTCH

VckaxxeHust nHGopMaIim B KaHanax

HeJIOCTaTO'-IHOG Ka4C€CTBO CPCACTB 3allIUTHI

Aucm 32
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(0)1117 (971 AJITOPUTMHU3AlMU 3a/1a1

OmumbKu nepcoHasa npy SKCIUTyaTaluu

OmumbKu MporpaMMUpPOBAHUS

(0)1117 (971 IIPOCKTUPOBAHMS ITPU IMTOCTAHOBKEC 3a1a4

BHemHuMn neCTaﬁnnnsnpylomnMn (])aKTopaMn H yrpozamMmu 0e30macHOCTH
CHCTEMBbI IIPH OTCYTCTBHMU 3JIOYMBINVICHHBIX YIPO3 SABJIAIOTCHA

V3MeHeHHns KOHPHUTypaliy CUCTEMBI

VckaxeHust nHpopMaIuy B KaHaiax

HenocraTounoe kauecTBO CpCACTB 3alllUThI

(0)1117 ()97 INEpCOHAJIa IIpH SKCILTyaTallun

OmmbKM MporpaMMUpPOBAHHS

COou 1 OTKa3bl anmapaTypbl

KpHTepI/IﬂMI/I AACKBATHOCTH CPECACTB 3aAIIUTHI ABJAIOTCH:

Kpurepun ObicTpoIeiicTBHS

Kpurepun 3ammimeHHocTi

Kputepuu koppekTHOCTH

Kpurepuu s dextuBHOCTH

TexHosornu kpunrorpagum No3BoJISAIOT PeajM30BaTh Cielyolye Npouecchl
HH(GOPMANMOHHOM 3aAUTHI:

ayreHTHduKaius (MpoBepKa MOJIMHHOCTH) 00BEKTa WK CYyOBEKTa CeTH

AOCTYITHOCTb MHTCPHCT-CCPBHUCOB

uaeHTuUKaIus (0TOXKASCTBICHHE) 00bEKTa WIH CYOBEKTa CETH UITU
MH(OPMaIMOHHON CHCTEMBbI

KOHTPOJIb/pa3rpaHUUYEHHUE IOCTYTA K pecypcaM JIOKAIbHOW CETH WU BHECETEBBIM
cepBUCaM

obecrieueHue U KOHTPOJIb HCJTOCTHOCTU NAaHHBIX.

obecrieueHne IeKTPo0e30MaCHOCTH 0OBEKTOB CETH

DOYHKIMOHAIbHbIE BO3MOKHOCTH MEKCETEBBIX IKPAHOB 0XBATHIBAKOT
cJeyoIue pa3iesibl peaju3anni HHGOPMAINMOHHOI 0€30NaCHOCTH:

AIMUHHUCTPUPOBAHUC JOCTYIIA BO BHYTPCHHUC CCTU

BEJICHUE KYPHAJIOB U y4eT

MH(OPMaLMOHHYIO TOJIJIEPKKY MOJIb30BaTeNIel

HACTPOWKY MpaBJl GHIBTPALUU

CpE/CTBA CETEBOM ayTeHTHU(HUKAIIMU

GuIbTpaUIO HA MPUKIATHOM YPOBHE

(GUIBTPALIMIO HA CETEBOM YPOBHE

DIIEKTPOHHBIN JTOKYMEHTO000POT
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ITo cxeMe MOAKJIIOYEHHSI MesKCeTEBbIE IKPaAHbI MOYKHO pa3sa¢JIMTh Ha:

cxeMa "3Be3ma"

cxeMa "Koapo"

CXeMa €IUHOU 3allUThl CETU

CX€Ma C 3aKPbITBIM U HE 3alllUIIIaCMBbIM OTKPBITBIM CETMCHTaAMU CCTU

cX€Ma C pa3I[eJIBHOﬁ 3aIUTOMN 3aKPBITOTO U OTKPBITOT'O CCTMCHTOB CCTU

Tema 6. O6ecneuenue nHTEerpagabHoi 6esonacioctu UC

Tpu 0CHOBHBIX MOJX0/1a OCYlIeCTBJIeHHs HH(OPMALMOHHON 0€30I1aCHOCTH:

WHTerpanbHbIi

KommiiekcHbin

DuHaHCOBLIN

YacTHbIN

D¢ dexTuBHBIN

OCHOBHBIM 3JIEMEHTOM JIEKTPOHHOI0 KJII04Ya-KeTOHA (TOKeHAa) sIBJISIeTCsI

MHKPOKOHTPOJLIEP

IporpaMMHoOe o0ecreyeHHne

uHTepdeiic

KOHTAKTHBIC IIJIOIIa KN

I/IHTeraﬂbHaﬂ 0e30macHOCTh ]/IHq)OpMaIII/IOHHbIX CHCTEM BKJIIOUYAET B cedsl
CIeaAyromme COCTaBJAAIIME:

0e30MmacHOCTh JaHHBIX — obecrneucHue KOH(l)I/II[CHI_[I/IaJIBHOCTI/I, OCJIOCTHOCTHU U
JOCTYITHOCTHU JAaHHBIX.

0e30MacHOCTh ceTel U TeIEKOMMYHUKAIIMOHHBIX YCTPONCTB — 3allllTa KaHAJIOB
CBSI3U OT BO3JICHCTBUH JTFOO0TO poa;

0€30I1aCHOCTh CUCTEMHOT'0 U MPUKJIAJHOTO IPOrPaMMHOI0 00ecreueHus] — 3aluTa
OT BUPYCOB, JIOTUYECKUX "MUH", HECAHKIIMOHUPOBAHHOT'O U3MEHEHUSI KOHPUTYpaluu

CHUCTCM U IIPOIrPaAMMHOI'0 KOJIa,

WHTEJUICKTyaJIbHasi 0€30MMaCHOCTb - 3alllMTa aBTOPCKUX M CMEXHBIX TipaB Ha [10

du3ngeckas 6€30MacHOCTh — 3aIllUTa 3IaHUH, TOMEIICHUH, TIOJIBH)KHBIX CPEJICTB,

JIOJIeH, a TaKXkKe armnapaTHbIX CPeACTB (KOMIBIOTEPOB, HOCHUTENEeH HH(OPMALIUH,
CETEeBOT0 000pyI0BaHMsI, KaOETBbHOI0 X034HCTBA, IOIEPKUBAIOIIECH

MH(QPaCTPYKTYpPHI);
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4
PacnosioskuTe coBpeMeHHbIE 3JIEKTPOHHbIE CPeCTBA, HCIO0JIb3YyeMbIX LI
KOHTPOJIA I0CTYIA, 10 MOPSAKY pocTa dpPexkTuBHOCTH
buomerpus
KapTsl 1 XeTOHBI
Kop + kapra
Kon + kapra + 6uomeTpust
Ko10BbIi1 3aMOK
TecToBbIe 3aJaHNS:
1. K HeraTuBHBIM MOCJIEACTBUSAM Pa3BUTUSI COBPEMEHHBIX MH()OPMAIIMOHHBIX U

KOMMYHHUKAITHOHHBIX TEXHOJIOTHII MOKHO OTHECTH:

A) (dhopMHpOBaHKE €IMHOT0 NHPOPMALMOHHOTO MPOCTPAHCTBA

b) pabota ¢ uHopMalel CTAaHOBUTCS IJIaBHBIM COAEp)KaHUEM
poecCHOHATBHOM IEeATEIIBHOCTH

B) OpraHM3alio CBOOOIHOIO I0CTYIIA KaX/10T0 YEJI0BEKa K
MH(GOPMALMOHHBIM pecypcaM YeJIoBeYeCKOM LIMBUIM3AUN

I [IMPOKOE MCIIOJIb30BaHHE HHPOPMALIMOHHBIX TEXHOJIOTHUI BO BCeX cepax
YeJI0BEYECKOH J1eATeIbHOCTH

D) JOCTYIHOCTh JIMYHOM nH(pOopManuu A 00IIeCTBa U roCy1apCTBa,
BTOp)KeHHE HH(DPOPMAITMOHHBIX TEXHOJIOTHI B YACTHYIO KHU3HbB JIFOJICH

2. Tepmun «HOpMaTH3aMs 001IeCTBa» 0003HAYALT:

A) LeJIeHanpaBieHHoe U 3¢ peKkTrBHOE nCnoIb30BaHNe HUH(OPMAIIH BO BCEX
00JTaCTSIX YEeTIOBEYECKOH IeATEIIbHOCTH Ha OCHOBE COBPEMEHHBIX
MH(OPMAIMOHHBIX 1 KOMMYHUKAIIMOHHBIX TEXHOJIOTUI

b) yBeJIU4eHUe U30bITOUHON HHPOPMALIUK, LUPKYIUPYIOLIeH B o011ecTBe

B) yBEIMYEHHUE POJIH CPEJICTB MacCOBOI MH(DOpMaIu

I) BBEJICHUE H3yueHUsI THPOPMATHKU BO BCE yU€OHBIE 3aBE/ICHUS CTPAHBI

) OpraHU3aIMI0 CBOOOTHOTO AOCTYMA KaXX0T0 YeTOBEKa K
MH(POPMALMOHHBIM pecypcaM YeJIOBEUECKOM IUBUIIN3ALIUT

3. Pa3BuTHIii ppIHOK HH(GOPMALIMOHHBIX IPOJYKTOB U YCIIYT, U3MEHEHHUE B CTPYKTYpe

HYKOHOMHKH, MACCOBOE MCIOIh30BaHNE HH(POPMAITMOHHBIX 1 KOMMYHHKAIIHOHHBIX

TEXHOJIOTUH SIBJIIOTCS] IPU3HAKAMMU:

A) MH(OPMALIMOHHON KYJIBTYPhI

b) BBICILICH CTENIEHU PA3BUTHS IIUBHIIN3ALINHI

B) MH(POPMAIMOHHOTO KpU3uca

I MH(OPMAIIMOHHOTO 00IIECTBA

) MH(POPMAIIMOHHOM 3aBHCUMOCTH

4, MeTtost obecriedeHrst HHPOPMAIIMOHHON 0€30MaCHOCTH JIeTATCs (yKa3aTh

HENPaBUIbHbIE OTBET):

A) IIPaBOBbIE

b) OpraHU3aIMOHHO-TEXHUYECKUE

B) MOJIMTHYECKHE

I) SKOHOMUYECKHE
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D) | BCE [1€PEUUCIICHHBIE BBIIIIE

5. Obecneuenue 3auUThl UHHOPMALIMK IPOBOIUTCS KOHCTPYKTOPAaMH U
pa3paboTYnKaMy IPOrPaMMHOTO 00ECTIEYeHHS B CIICAYIOUINX HAMPaBICHUIX
(yka3aTbh HETIPaBUJIbLHBIN OTBET):

A) 3anmTa ot c6oeB paboThl 000PYIOBAHHS

b) 3alMTa OT CIy4aifHO# nmoTepu nHpopMauu

B) 3alUTa OT MPEeAHAMEPEHHOI0 UCKa)KEHUS

I pa3zpaboTka mpaBoBOM 0a3bl 111 OOPHOBI ¢ MPECTYIICHUSAMH B cepe
MH(POPMAIIMOHHBIX TEXHOJIOTHIA

D) 3aluTa OT HECAHKIIMOHUPOBAHHOTI'O JI0CTYIa K MH(pOpMaLuu

6. KomnbroTepHbie BUPYCHI — 3TO:

A) BPEJIOHOCHBIE ITPOrPaMMBbl, KOTOPbIE BO3HUKAIOT B CBSA3U CO COOSIMU B
anmapaTHbIX CPEICTBAX KOMIIBIOTEpA

b) MPOTPaMMBbI, KOTOPBIE MUALTYTCS XaKepaMH CIICIUAILHO 11 HAHECCHHS
yiiep6a nonps3oBatensm 11K

B) IIPOrPaMMBbl, SBJISIOIINECS CIEJCTBUEM OLUIMOOK B ONEPALIMOHHOM CHCTEME

I NyHKTH A) 1 B)

) BUPYCHI, CXOJTHBIE TI0 TIPUPO/IE C OMOJIOTHUECKUMH BUPYCaAMH

7. OTAMYUTENBEHBIMUA OCOOEHHOCTSIMUA KOMITBIOTEPHOT'O BUPYCa SIBJISIFOTCSI:

A) 3HAYUTENIbHbIH 00BEM TPOrPaMMHOI0 KOJa

b) CIOCOOHOCTh K CAaMOCTOSITEIbHOMY 3aIlyCKy U MHOTOKPAaTHOMY
KOITMPOBAHUIO KO/Ia

B) CIOCOOHOCTH K CO3/JaHHIO TOMEX KOPPEKTHON paboTe KOMIBIOTEpa

I JIETKOCTb paclio3HaBaHUs

) [TynxTel B) u B)

8. Kakoit 13 HOpMaTHBHO-TIPAaBOBBIX JOKYMEHTOB ONpEAEIsIeT NepedeHb 00BEKTOB
WH(POPMAIIMOHHOHN 0€30MacHOCTH JIMYHOCTH, OOIIECTBA ¥ TOCYIapCTBA M METOIBI
ee obecrieueHus ?

A) YronoBHBIN KoJEeKC PD

b) I'paxxmanckuit kogexkc PO

B) JlokTpuHa nHpOpMalmoHHOM 6e3omacHocTH PO
I ITocranosnenus IlpaBurenscTBa

D) Va3 [Ipesunenta PO

9. Yro He OTHOCUTCS K 00BeKTaM HH(pOpMAIIMOHHOH Oe30macHocTH Poccuiickoit

denepanun?

A) PUPOJHBIE U IHEPTETHUECKUE PECYPCHI

b) MH(pOPMaIMOHHbIE PECYpChl BCEX BUIIOB

B) MH(OPMAIMOHHbBIE CUCTEMBI Pa3JINYHOTO KJIacca U Ha3HaueHUs,
WH(POPMAIIMOHHBIE TEXHOJIOTUU

I cucremMa (opMUpOBaHUS OOIIIECTBEHHOTO CO3HAHUS

D) IpaBa Tpak/JaH, IOPUINUYECKUX JIUI] U TOCYAapCTBA Ha MOJIyueHHeE,

pacnpocTpaHeHHEe, UCIIOJIb30BAHNE U 3alIUTY HHPOPMAIUHU U
MHTEJUIEKTYaJIbHOH COOCTBEHHOCTH
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10. Kaxkue netictBust B YronmoBHOM Kojiekce PO kinaccubuuupyroTcs: Kak
MPECTYIUICHUs] B KOMITBIOTEPHOM nH(popManmoHHoii chepe?
A) HenpaBoMepHBIif TOCTYyI K KOMITBIOTEPHON WH(OpMaIun
b) Coznanue, UCMOJIb30BaHKE U PAaCIPOCTPAHEHHE BPEIOHOCHBIX TPOrpaMm
st OBM
B) VY MBIlLUIEHHOE HapyllIeHUe IpaBuil 3KcIutyarauuu 9BM u ux cereit
I Bce nepeuncnennoe Bhiiiie
) [Tynktel b) u B)
11. | Kakoii 3akOHOJIaTENIbHBII aKT perjiaMeHTHPYEeT OTHOUICHHS B 00JIaCTH 3aIIUThI
ABTOPCKHUX M MMYIIIECTBCHHBIX MIPaB B 00JIACTH MHPOPMATH3AIUH?
A) JlokTpuHa nHGOPMAIIMOHHON Oe30macHOCTH PD
b) 3akoH «O npaBoBoii oxpaHe nporpamm st DBM u 0a3 maHHBIX»
B) Paznen «lIpectymiienus B cepe KOMIBIOTEPHOU HHDOPMALIUK»
VYronoBHOro Kojekca PO
I) Vka3 [Ipesunenra PO
) 3akoH «O0 uHbopMaluu, HHPOPMATHIAIUH U 3aIUTE HHPOPMALIHI)
12. | Kakoii 3aKkOHOJJaTENIbHBIN aKT PEryJIUpyeT OTHOIICHUS B 00JACTH 3aIlUTHI
MH()OPMAMOHHBIX PECYPCOB (JIMUHBIX U OOIIECTBEHHBIX ) OT UCKAKCHHSI, TOPUIH U
YHUUTOXKEHUsA?
A) 3akon «O06 nHopmanyu, HHGOPMATHU3AINN U 3AIUTE HHHOPMAITHI
b) 3akon «O mpaBoBoii oxpaHe mporpamm st OBM u 6a3 TaHHBIX)»
B) Paznen «IIpectrymiienus B cepe KOMIBIOTEPHOU HHDOPMALIUN»
YronosHoro koaekca PO
I [Tynkter A) u B)
D) Vka3 [Ipesunenra PO
13. | Kakoii 3aK0H COAEpKUT TapaHTUH HEJOMyIIeHNs cOopa, XpaHEeHUs,
WCIOJIb30BAaHUS U PACIIPOCTPAHEHUS WH(OPMAIIUY O YACTHOM KM3HU TPaKIaH:
A) VYka3 [lpesunenra PO
b) 3akon «O06 nndopmanuu, THGOPMATHU3AINH U 3aITUTE HHHOPMAITHI
B) 3akon «O mpaBoBo# oxpane rporpamm it OBM u 6a3 1aHHBIX»
I) Paznen «IIpectrymiienus B cepe KOMIBbIOTEPHOU HHDOPMALIUN»
VYronosHoro koaekca PO
) JlokTpuHa HaIlMOHAILHON Oe30macHOCTH PO
14. Jl1st HanmucaHusl CaMOCTOSITENIbHOU paboThl Bel ckonupoBanu u3 MHTEpHET
MOJIHBIA TEKCT HOPMATUBHO-TIpaBoBoro akta. Hapymunu i Bel ipu 3TOM
aBTOPCKOE MpaBo?
A) J1a, HApyIIEHO aBTOPCKOE MPaBo BiIaJIeblia caiTa
b) HET, TaK KaK HOpMaTHUBHO-TIPABOBBIE aKThI HE SBJISIOTCS O0BHEKTOM
aBTOPCKOT'O IIpaBa
B) HET, €CJIA €CTh pa3pelICHNE BIaAeNbla CalTa
I) J1a, HApYIIEHO aBTOPCKOE MpaBo aBTOpa JOKyMEHTa
D) HET, €CJIM UCTEK CPOK JIEUCTBUSI aBTOPCKOTO IIpaBa
15. | MoxHO 11 pa3MecTUTh Ha CBOEM caiite B IHTepHeT onmyOInKOBaHHYIO B TIEUaTH

CTaThIO KaKOro-HUOYIh aBTOpa?
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A) MOJKHO, C YKa3aHHEM UMEHH aBTOpa U MCTOYHUKA 3aMMCTBOBaHUS
b) MO’KHO, C pa3pelleHus U aBTopa CTaThH, U U3/1aTeNs
B) MOYKHO, HO UCKJIFOUYMTEIBHO C BEIOMA aBTOPA U C BBIIIATON EMY
aBTOPCKOT'O BO3HATPAXKICHUS
I) MO>KHO, TIOCKOJIbKY OITYOJINKOBAHHBIE CTaThU HE OXPAHSIOTCS aBTOPCKUM
IpaBoOM
) MOJKHO, C pa3pelIeHus U3AaTeNs, U3aBIIETO JAaHHYIO CTaThIO, MM aBTOpa
CTaTbu
16. | Uto HeoOX0auMO yKa3aTh MPU LUTUPOBAHUU CTATbU, Pa3MEIIEHHON Ha YbeM-TO
caiire?
A) UMs aBTOpa, Ha3BaHHE CTaThH, aJpec caiiTa, C KOTOPOro 3aMMCTBOBaHA
CTaThs
b) aJipec caiita u UMs ero BIJIaJielblia
B) MMs aBTOpa M Ha3BaHUE CTAThU
I) ANEKTPOHHBIN a/Ipec caiiTa, C KOTOPOro 3aMMCTBOBAHA CTAThA
) Ha3BaHME CTaThbHU U HAa3BaHME caiiTa
17. | MoOXHO 1 UCIIOJIb30BaTh CTAaThbH U3 PA3HBIX KYPHAJIOB U Ta3eT Ha MOJUTUYECKUE,
YKOHOMHYECKHE, PEITUTUO3HBIC UITH COITUAIBHBIC TEMBbI JUISl ITOATOTOBKH C UX
HCIOJIb30BaHUEM y4yeOHOro maTepuana?
A) HET
b) 7, OJIy4MB COTJIacue rpaBooliiagaTeneit
B) 114, YKa3aB HCTOYHUKH 3aTMCTBOBAHHUS
I) 7la, He CIpalInBas coryiacus mpaBoodiaaaTesneil, Ho ¢ 00s3aTeNbHBIM
YKa3aHHEeM NCTOYHUKA 3aMMCTBOBAHUS U IMCH aBTOPOB
) na, ykazaB @O aBTOpoB 1 Ha3BaHUE CTaTeH
18. Cuuraercs U cTaThs, oOHapooBaHHAs B MIHTEpHET, 00BEKTOM aBTOPCKOTO MpaBa?
A) HET, €CJIM CTaThs BIIepBbIe 0OHapooBaHa B ceTu MHTepHeT
b) 1, TIPU YCJIOBUH, YTO 3Ta K€ CTaThs B TeueHue 1 roga Oyaer onmyOIMKoBaHa
B II€YaTH
B) 7a, Tak Kak J1100as CTaThs sBIsIeTCS 00BbEKTOM aBTOPCKOTO MpaBa Kak
MIPOM3BE/ICHNE HAYKH WU JINTEPATYPHI
I J1a, €CJIM YKa3aH roj MepBoro onyoJInKoBaHUs
D) 714, €CITU aBTOP UCIIONB3YeT 3HAK OXPaHbl aBTOPCKOTO MpaBa
19. | B xakux cirydasx npu oOMeHe CBOMMH KOMITBIOTEPHBIMU UTPaMU C IPYTUMHU
JIOJBMU, He OYyT HapyIIaThcs aBTOPCKHE mpaBa’?
A) €CJIH DK3EMIUTAPBI THX KOMIBIOTEPHBIX UTP OBLIH BBITYIIECHBI B CBET U
BBEJICHBI B TPYXKIAHCKUI 000POT C COTNIacusi aBTopa
b) ecnu o0yanaren 0OMEHUBAEMBIX SK3EMILIIPOB KOMITBIOTEPHBIX UTP
MIPUOOPEITH UX TI0 JJOTOBOPY KYIUTH-TTPOIAKH/MCHBI
B) €CJIM OJTHOBPEMEHHO COOJIIO/ICHBI YCIIOBUS, yKa3aHHBIC B MMyHKTaX A) u b)
I €CIIM OHH PACIPOCTPAHSIOTCS MyTEM CAauu B IPOKAT
) €CJIM aBTOPY BBITIJIAUMBAETCS aBTOPCKOE BO3ZHATPaXKICHUE
20. | B xakux ciydasix mpaBOMEpPHO UCHIONB3YIOTCS GoTorpaduu U3 KOJIEKIIUHA OJTHOTO

n3 HTepHeT-CalTOB ISl MILUTFOCTPUPOBAHMS CBOETO MaTepuaia,
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IIOAroTaBJIMBACMOI'O B O6paSOBaTCJ'II)HI>IX HCJ’IHX?

A)

€CJIM TCMaTHuKa (bOTO-CIO)KeTOB COOTBCTCTBYCT TEMC BCCI'O MaTCpuraia

b)

B II000OM citydae, T.K. ¢pakT pazmerieHus gororpaduu B IHTEpHET 03HAYAET
corjiace aBTopa Ha ee JalibHeillee cBOOOIHOE HCII0JIb30BaHHE

B)

€CJIM TaKOE€ HUCIIO0JBb30BaHUEC ITPAMO pa3pCUICHO ITpaBUJIaMH I/IHTepHeT'CaﬁTa

D)

ecnu (oTorpaduu pazmernieHsl Ha caiite IHTepHET ¢ corjacusi UX aBTOPOB

1y,

Ecnu cobmonarores yenosus B) u I')

4.4. Kputepuu ¥ mOKa3aTeJIu OLeHNBAHUS
Jliis1 TeKyiero KOHTPOJIst

Ouenka | Popma Kpurepumn oueHuBaHust Iloka3aresn oueHNBaHUS
KOHTPOJISA
«5» YCTHBIN OTBET MOJHOTA W MPABUJIBHOCTbH | OTBET MOJIHBIM M IPABUJIbHBIN Ha
OTBETA, CTEINEHb | OCHOBAHUU H3YYEHHBIX TEOPHIl;
OCO3HAHHOCTH, TOHUMAHUS | MaTepHal HU3JI0KCH B
W3y4EHHOTO  Marepuana, | OnpeaeIeHHOU JIOTHYECKOH
YETKOCTh W T'PaMOTHOCTH | MOCJIEIOBATENBHOCTH,
peun. JUTEPATYPHBIM  SI3BIKOM: OTBET
CaMOCTOSTCIbHBIN,
«d» YCTHBIM OTBET MOJHOTA W MPaBUIBLHOCTH | OTBET MOJIHBIM M MPaBUJIbHBIN Ha
OTBETA, CTEIEHb | OCHOBAHUU W3YYEHHBIX TEOPHIL;
OCO3HAHHOCTH, TOHUMAHMS | MaTepHUal H3JI0KCH B
W3YYEHHOTO  MaTrepualia, | ONpeeIeHHOM JIOTHYECKON
YETKOCTb U T'PaMOTHOCTH | IOCIIEOBATEIILHOCTH, IIPH ITOM
peun. JIOTYIIIEHbI JIBE-TPH
HECYILIECTBEHHBIE OLINOKH,
HCIIpaBJIEHHbIE 10 TpeOOBaHUIO
YUUTEIA.
«3» YCTHBIN OTBET MOJHOTAa W TMPABUIBHOCTH | OTBET IMOJHBIA, HO NPH 3TOM
OTBETA, CTEIIEHb | TONYIIEHA CYLIECTBEHHAs
OCO3HAHHOCTH, IIOHUMAHUsS | OIINOKA, HIIH HETIOJIHBIH,
W3YYEHHOTO  MaTepualia, | HECBS3HBIN.
YETKOCTh W TI'PaMOTHOCTb
peun.
«2» YCTHBIN OTBET MOJHOTAa W MPABUIBHOCTH | IPHU OTBETE 00HApYKEHO
OTBETA, CTEIICHb | HEIIOHUMAaHUE y4aluMmces
OCO3HAHHOCTH, ITOHUMAaHHS | OCHOBHOT'O coaepKaHus
W3YYeHHOTO  MaTepuana, | yaeOHOro Marepuana 10)071
YETKOCTh W T'PaMOTHOCTH | IOMYIIEHBI CYIIECTBEHHBIE
peun. OIIMOKHU, KOTOpBIC ydalluics He
CMOT HCTIPAaBUTh MPU HABOIAIINX
BOIIPOCAX YUMTEIS.
Ouenka | @opma Kpurepumn oueHuBanust IMoka3aTenu oeHUBAHUSA
KOHTPOJIsA
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«5» IpaKTHYECKast MOJHOTa W TPABWIBHOCTH | pab0Ta BBIIOJIHEHA TOJHOCTHIO U
pabota BBITIOJTHEHUS pabOThI NPaBUIBHO; CJICTIAHbI
HPaBHJIbHBIC BBIBOJIBI.
«@» paKTHYECKast MOJTHOTA ¥ IPAaBWIILHOCTh | paboTa BBIMOJIHEHA TIPABIIIBHO C
pabota BBINIOJIHEHUS Pa0OTHI y4eToM 2-3 HeCcylIeCTBEHHBIX
OIMOOK, UCIIPABICHHBIX
CaMOCTOSITENILHO 110 TPEOOBAHUIO
IpenoaaBaTelsl.
«3» IpaKTHYeCKast MOJHOTA ¥ IPAaBWIIBHOCTE | paboTa BHIMOJIHCHA TIPABHIILHO
pabora BBINIOJTHEHUS pa0OTHI HE MCHEE YeM Ha MOJIOBUHY HIIH
JIOMYII[CHA CYLIeCTBEHHAS
omuoKa
2» IpaKTHYECKast MOJIHOTA U MIPaBUIBHOCTh | JOMYILEHBI ABe (U Oosee)
pabota BBINIOJTHEHUS pabOThI CYIIECTBEHHbIE OIIMOKU B XO/IC

paboThl, KOTOpBIE O0yUarOIIUHCS
HE MOXET HCIIPaBUTH JIaXKe 110
TpeOOBAHUIO NIPENOIABATEIISL.

Ouenka | @opMa KOHTPOJIsI Kpurtepun onnennBanus IToxa3aTenn oneHUBaHUS
«5» CaMOCTOSITEIIbHAS MOJIHOTAa ¥ TPABHIBHOCTH | pab0Ta BBITIOJHEHA MTOJTHOCTHIO
paboTa BBITIOJTHCHHS paOOThI Y TIPABHJILHO; CJICTaHbI
MIPABWJIBHBIC BBIBOJIBI.
«4» CaMOCTOSITeIIbHAS MOJIHOTA U TIPABMIILHOCTH paboTa BBITIOJIHEHA MPABHIIBHO C
paborta BBITIOJIHEHUS pa0OTHI Y4eTOM 2-3 HeCYIIeCTBCHHBIX
OIMOOK, UCTIPABIEHHBIX
CaMOCTOSITEIIBHO TIO
TpeOOBaHUIO MPEToAaBaTers.
«3» CaMOCTOSITEIIbHAS MOJIHOTA U IPABUIILHOCTD paboTa BBITIOJIHEHA TIPABHIIBLHO
paboTta BBITIOJTHEHHS paOOTHI HE MCHCC YCM Ha IIOJIOBUHY WJIN
JIOTTYIIICHA CYIECTBESHHAS
ommOKa
«2» CaMOCTOSITeIIbHAS MOJIHOTA U IPABUIILHOCTD JIOTTYIICHEI J1Be (M Oostee)
paboTta BBITIOJTHEHHS paOOTHI CYILLECTBEHHbIC OIIMOKU B X0OJ1€

paboThl, KOTOpBIE
0o0yJaromuics He MOXKeT
HCIIPAaBUTH AAXC I10
TpeOOBaHHUIO TIPETOIaBATEIS.

Jist mpoMeKyTOYHOM aTTecTaluu

Ounenka

DopMa KOHTPOJIA

Kpurepun onenuBanus

IHoka3zaTeau
OIICHUBAHUA

«5»

TECCTOBOC 3aJaHUC

MMPpaBUJIbBHOCTH OTBETA

86-100% npaBUIBHBIX
OTBETOB Ha BOITPOCHI

«“4»

TECCTOBOC 3aJaHUC

MMpaBUJIBHOCTH OTBETA

71-85% mpaBUIIBHBIX
OTBETOB Ha BOIPOCHI

«3»

TECCTOBOC 3aJaHUC

MMpaBUJIBHOCTH OTBETA

51-70% npaBUIBHBIX
OTBETOB Ha BOIPOCHI




GENEPAJIBHOE TOCYJAPCTBEHHOE BIOJIXETHOE OBPA3OBATEJIbHOE CMK

",@ ~ Y‘—IPE)Iﬁ(}:[EHV[E BBICILIETO OBPA3QBAHVI$I PIYTUC
\ «POCCUMNCKNN TOCYOJAPCTBEHHBIVI YHUBEPCUTET
TYPU3SMA 1 CEPBUCA»
PryTuC Aucm 41
«2» TECTOBOC 3a1aHUC IMPaBUJIBHOCTH OTBETA 0-50% IMpaBUJIbHBIX

OTBCTOB Ha BOIIPOCHL

5.YCJIOBUSA PEAJIM3ALIUU ITPOTI'PAMMBI IMCHUIIJIMHBI

5.1. JIns peanu3zanyiyi mporpaMMbl Yy4eOHOH TUCIHMILIMHBI JOJDKHBI OBITH MPETyCMOTPEHBI
CIIeyIOIIKE CIEeIHAIbHbIE TOMEIICHHUS:

JlabopaTopus «Opranuzanuu U NPUHIUIIOB MOCTPOEHNS NHPOPMALMOHHBIX

CUCTEM):
, OCHALLIEHHbIE B COOTBETCTBUM C II. 6.1.2.1. [IprmepHOIi porpamMmbl IO CHELMATIBHOCTH:
—ABTOMaTH3UPOBaHHbIE pabourie MecTa Ha 12-15 obyuaromuxcs (nmpoueccop He Hike Core 13,
orepaTHBHas NaMsITh 00beMoM He MeHee 8 ['0) win ananory;
- ABTOMaTH3MPOBaHHOE paboyee MecTo npenoaaBatens (mpoueccop He Huxke Core 13,
orepaTHBHas NaMsiITb 00beMoM He MeHee 8 ['0) win ananory;
- [IpoexTop u sKpaH;
- MapkepHast 1ocka;
- [Iporpammuoe oGecrnieuenue o0mIero u npodeccnoHaIbHOTO Ha3HAUCHUS, B TOM YHCIIE
BKItovarotee B ceds cienyromiee [10: Eclipse IDE for Java EE Developers, .NETFrameworkJDK
8, Microsoft SQL Server Express Edition,
Microsoft Visio Professional, Microsoft Visual Studio,
MySQL Installer for Windows, Net Beans, SQL Server Management Studio,

Microsoft SQL Server Java Connector, Android Studio, IntelliJIDEA.

6.MndopmanuonHoe odecrnevyeHue peasTu3aniuu MPorpaMmbl

Jna peanuzanuui OporpamMmbl  OMOMMOTEUHBIM (QOHI 00pa30BaTENbHON OpraHU3aAIUH
JOJKEH MMETh NeYaTHbIE W/WIM 3JEKTPOHHBIE 00pa3oBaTelbHble U MH(OPMAIMOHHBIE PECYPCHI,
pexomennoBanueile OYMO, nns wucmonb3oBaHHA B oOpaszoBarenbHOM mporecce. [lpu
dhopmupoBannn OnbIHOTEYHOTrO (PoHIAa 00pa30BaTENHLHON OpraHu3alvel BbIOMpAeTCs HE MEHee
OJTHOTO M3/aHUS U3 TIEPEUUCICHHBIX HI)KE MEYaTHBIX U3JaHUH U (WIK) SJEKTPOHHBIX M3IaHUN B
Ka4ue€CTBC OCHOBHOTI'O, ITPU 3TOM CIIMCOK, MOKET OBITH JOITIOJIHEH HOBBIMU U3JAaHUAMMU.

6.1. OcHOBHbIE H31aHUSA
1. Menbnukos, B. I1., Undopmanmonnas 6e3onacHocts. : yue6Huk / B. [I. MenbHukos, A. 1.

Kynpusiaos, ; mon pen. B. I1. MensaukoBa. — Mocksa : KauoPyc, 2025. — 267 c. — ISBN 978-5-
406-13756-7. — URL.: https://book.ru/book/955528
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