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®EIEPAJIBHOE TOCYJAPCTBEHHOE BIOI>)KETHOE OBPA30BATEJTbHOE CK PTYTUC
@’@ _ VYPEX[IEHVE BBICIIIETO OBPA3OBAHVISI
\ «POCCNUNCKUN TOCYOJAPCTBEHHbBIVI YHUBEPCUTET
- TYPU3MA V1 CEPBUCA» Aucm 2 uz 57

1. AHHoTanus padoyeii NPporpaMMbl AU CHUIITUHBI

JucuuiuimHa «3anmra TpOCTPAHCTBEHHONW HH(OpMAIUKy HPOTrpaMMbl MarucCTpaTyphl
43.04.01 «Cepsuc» npoduis «I eonH(DOPMAITHOHHBIA CEPBUC» OTHOCUTCS K 4acTH, GpopmMupye-
MO y4acTHUKaMHU 00pa30BaTeIbHBIX OTHOIICHHH.

JlucuuiuiiHa HanpaBieHa Ha pOpMUPOBaHUE CIICAYIONIMX KOMIIETCHIIMN BBITYCKHHUKA:

[1K-3 - CnocobeH nmpuMEeHSTh HHTEIIEKTyaJIbHbIe TEXHOJIOTHH 1Ji1 00pabOTKU U 3alllu-
ThI T€OJJAHHBIX; B YaCTH MHIUKATOPOB nocTikenus komnereniun [1K-3.1. (OcymecTisieT BbI-
00p MHTEIJIEKTYAJIbHBIX TEXHOJIOTUN U CIIEHUAIM3UPOBAHHOTO IPOTPAMMHOTO 00eCTIeueHus TS
pemieHus 3aga4 oOpaboTKu M 3amuThl reonannbix), [1K-3.2. (ITpumeHseT MHTEICKTyaaIbHbIE
TEXHOJIOTUH JUIE 00paOOTKH U 3aIIUTHI T€OJaHHBIX B MPOPECCHOHATBHON NEATEIBHOCTH).

CopepxaHue TUCHUIUIMHBI OXBAaTHIBAET KPYT BOIIPOCOB, CBA3AHHBIX C (POPMUPOBAHUEM U
Pa3BUTHEM TEXHOJIOTUYECKUX HABBIKOB K OOOCHOBAaHUIO U pa3pabOTKe TEXHOJIOI'MH, BHIOOpY pe-
CypCOB U TEXHUYECKHX CPEACTB JJIA peaju3alMiu IpoLecca 3allUTbhl €ONpPOCTPAHCTBEHHBIX
JAHHBIX.

JlucuunnuHa BKIIIOYAET WeCcTh pa3aenos. [lepBolil paznen «3amura UHTEPHET PECYPCOBY»
3HAKOMUT CTYJCHTOB C OCHOBHBIMH HAIIPABICHUSIMU JCATEIBHOCTH 110 00ECTIEYeHUI0 HHPOpMa-
[IMOHHOM 0€301acHOCTH U 3aiuTe nHopmanuu B rnobdanabHO ceTH. PaccMoTprBaroTCs acrek-
Thl HOPMAaTHUBHO-TIPABOBOM 0a3bl, perJaMEeHTUPYIOIIEH JaHHYIO AESITEbHOCTb, 33/1a4l PYKOBO-
JUTEIeH, CIeMaIICTOB MO0 COXPAaHHOCTH MH(OPMAIIMOHHBIX PECYPCOB, CPEJICTB U MEXAHU3MOB,
B TOM YHCJIE allllapaTHO-IIPOTrPAMMHBIX, UCIIOJb3YEMBIX JIJISl 3TUX LieJIed U, KOHEYHO, METO/I0B
UX IPUMEHEHUSI.

Bo BTopom paznene «3amura 6a3 JaHHBIX» paccCMaTPUBAIOTCS TaKKE BOIIPOCHI KaK yrpo-
361 6€30MacHOCTH 0a3 JaHHBIX, MOJUTHKA O€30MaCHOCTH, BOCCTAHOBJICHHUE 0a3bl TaHHBIX.

Tperuii paznen «3amuTa cepBEpHBIX ONEPaLUii» BKIOYAET BOIPOCH! CUCTEMBI 3aLIUTHI
MIPOrPaMMHOTO O00eCTIeueHus!, CEpBEPHBIE ONEePAIIHOHHBIE CUCTEMBI U MX 3al[UTa, 3allUTa BHYT-
PEHHEN CeTH OT aTak.

UeTBepThlii pa3aen «3aluTa CeTe U KaHAJIOB» PacCMaTPUBAET CCTPATErUU 3aIUThI MH-
dbopmarimoHHBIX cucTeM npu padote B MUutepuer. 3amura Uutepuer cepBepa. Obecrieuenue
6e3onacHoct WEB-cepBepoB. OcoO€HHOCTH MCIIOB30BaHUS U HACTOWKH CTaHJApTHBIX KapTo-
rpaduueckux cepBepoB. AHaIN3 BapUaHTOB peanu3aluu kaprorpapuieckoro MuTepHer cepse-
pa. Bompocs! peanuszanuu MHTEpHET cepBepa ¢ MOMOIIbI0 6a30Boi TeoOMH(OPMAIIMOHHON CH-
creMbl. Metozsl 3ammTel C, ucmons3yeMoit 11 perieHus: KOprnopaTUBHBIX 3a1a4. PazpaboTka
TEXHUYECKHUX CPEJICTB I10 3alUTE JaHHBIX B CETEBOM reoMH(pOpPMallMOHHOM cucteme. Bo3zmoxk-
HOCTH IIM(POBaHUS TAKETOB HA Pa3IMUHBIX CETEBBIX YPOBHAX. OOOCHOBAHME NEPEUHS OpraHu-
3aIIMOHHBIX MEPOTPUATHH MO 3alIUTE JAHHBIX B CETEBON reOMH(POPMAIMOHHON CHCTEME.

[Iateiii paznmen «3ammTa KIMEHTCKHX OINEpalnuil» MOCBALIEH 3aluTe HH(OpMalnuud B
nepcoHanbHoii MC MaccoBoro ucCmosib30BaHusl, 3amure WHGOpMAlMU B TMEPCOHAIBHON
HactosnpHOU MC, kxkpunTorpadudeckoi 3amure XpaHUMbIX U 00pabaTeiBaeMbIX naHHbIX B WIC,
BBIOOPY KpUNTOTpaUIECKOro anropuT™Ma Ui 3aUThl epcoHanbHbIX VC.

[ecroit pazmen «3ammTa TeonHGOPMAIIMOHHBIX CETEH» paccMaTPUBAET OCOOCHHOCTH
3aIIUTHl PACHPEEICHHBIX Te€OMPOCTPAHCTBEHHBIX JaHHBIX: MPOCTPAHCTBEHHON 0a3bl MaHHBIX,
MPOCTPAHCTBEHHOM KIIMEHTCKOM 4acTH, n(pPOBaHUE TPOCTPAHCTBEHHBIX JAHHBIX.

OO0mast TpyJ0eMKOCTh OCBOCHHS JHCIHILIMHBI cOCTaBisseT 14 3adeTHhIX enuHuI], 504

qacCoB.
Hpeno;[aB AHUEC TUCHUIIIMHBI BEACTCA:
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Ha 3aounoit popme oOyuenust 1 - 2 kypcax, ¢ 1 mo 3 cemecTpsl, U mpeaycMaTpPUBAET
NpOBE/ICHUE YUCOHBIX 3aHATUH CIICAYIOIIMX BUIOB: Jiekiuu (14 1), B TOM YucIie, TpaJaulliOHHBIC
JICKIIMU C TIPE3CHTAIMCH, PAKTHUECKUE 3aHATHUS B (OpPME BBIMOJHEHUS MPAKTHYECKHX padoT
(24 4.), camocrosTenbHas paboTa oOyuaromuxcs (456 49.), TpynmoBbIe M HHIUBUAyaJbHBIC
koHcynbTaruu (12 4), npomMexyrouHas arrectanus (4 4.).

[Tporpammoii mperycMOTpEHBI CIEAYIOIINE BUIbI KOHTPOJIS:

Ha 3aounoii ¢opme oOyueHHs] TEKyIIMH KOHTPOJIb YCIIEBAEMOCTH B (OpME 3alluThl
NPaKTUYECKUX pPa0OT, TECTUPOBAHMS, IMPOMEXKYTOUYHAs arTectanus B (opme 3adyera BO 2
CeMecTpe U 9K3aMeHa B 3 ceMecTpe.

2. Hepeqeﬂb NJIAHUPYEMBIX pe3yJbTaTOB oﬁyqemm o JMCIMIIJINHE, COOTHECECHHbIE C I1J1a-
HUPYEMBLIMHU pe3yJibTaTaMH OCBOCHUS 06pa30BaTeJ’lLHOﬁ IMporpaMmmbl

Ne Wupekce [Tnanupyemsble pe3ysbTaThl 00y4eHUS
oo | KOMICTCH- (KOMIIETEHIINH, HHIUKATOPA)
[[UU, UHTUK
aTtopa
1 [1K-3 Cnoco0OeH MpUMEHSATh MUHTEIEKTyallbHbIE TEXHOJIOTUHU Ui 00pabOTKH U

3aIIUTHI T€0JAaHHBIX
[1K-3.1. OcymiecTBisier BBIOOP HMHTEIIEKTYAJIbHBIX TEXHOJOIMH MU
CTIEIUAITM3UPOBAHHOTO TPOTPAMMHOTO OOECTeueHHs Uil PELICHUs
3a7a4 00paOOTKY M 3aIIUTHI F€0IaHHBIX
[1K-3.2. [IpuMeHsieT HHTEIUIEKTyaJIbHbIe TEXHOJIOTHH JJIsi 00paboTKH
1 3aIIUTHI T€0/IaHHBIX B MPO(PECCHOHAIBLHOMN 1eATEIbHOCTH

3. Mecto qucuumiannsl (MoayJsi) B ctpykrype OOII:

JucuumimHa «3amuTta NpocTpaHCTBEHHOW MH(OpMaIM» BXOIUT B 4acTb, popMHpYe-
MO y4aCTHUKaMHU 00pa30oBaTeIbHBIX OTHOILICHHH.
6noka b.1 no nampasnenuio 43.03.01 Cepsuc npopuib «I'eonHpopMalnOHHbII cepBUCY.

®opmupoBanue komrereHnmun [1K-3 - CriocoOeH NMpUMEHATh WHTEIUIEKTya bHBIE TEXHOJIOTHH
JUIs 00pabOTKHU M 3aLIUThI T€OJIAaHHBIX HaYyuHaemcs B TUCHMILIMHE «3alUTa MPOCTPaHCTBEHHOM
uHpopmanum» B 1 — 3 cemectpe.

Komnerennust [1K-3 3axanuueaem hopmupoBatbes npu U3y4eHHH AMCUUIUIAH: B 4 ce-

MECTpC ((Hpe,[[):[I/IHJ'IOMHaSI IIpaKTUKa» B 4 CCMECTPC U IIPU BBITIOJIHCHUN BKP.
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OEJEPAJIbBHOE TOCYOJAPCTBEHHOE BIO/IKETHOE OBPA3OBATEJ/IBHOE
YYPEXXIEHME BbICIITETO OBPA30OBAHVIA

«POCCUUCKUW TOCYTAPCTBEHHBIVI YHUBEPCUTET
TYPU3MA 1 CEPBVICA»

CKPIyTmuc

Aucm 4 uz 57

4. O0beM THCHUILTHHBI (MOYJIsI) B 3a4eTHBIX eIMHUIAX C YKa3aHHEM KOJIMYecTBa aKaje-
MHYeCKHMX 4aCOB, BbI/ICJICHHBIX HA KOHTAKTHYI0 pa0oTy 00y4YaroluXxcs ¢ NpenojapareiemM
(10 BMaaM y4eOHBIX 3aHATHI) H HA CAMOCTOSITEIbHYIO Pa0oTy 00y4aroImuxcs
OO0mast TpyA0EMKOCTh AUCHUILTMHBI cocTaBisieT 14 3aueTHbIX eauHuipl/ 504 akaa.qacos.

JL1s1 3204HOi hopMBbI 00YUeHHs:

Bupl yueOHO# nesTeIbHOCTH CemecTpbl
Bcero 1 2 3
KonTakTHas padora o0yuaommuxcsi ¢ npenojgaBa- 48 4 22 22
TejleM
B TOM YHCIIC:
Jlekuun 14 2 6 6
[TpakTHueckue 3aHsATH 24 12 12
Koncynpranumn 6 2 2 2
ITpomexyTouHas aTTecranus 4 2 2
CamocrosiTesibHAs padboTa 456 140 158 158
DopMa NPOMEKYTOYHOH aTTeCTAlUN 3auer IK3.
OO6mas Tpya10eMKOCTh yac 504 144 180 180
e 14 4 5 5
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PrYTuC

GENEPAJIBHOE TOCYJAPCTBEHHOE BIOJIXKETHOE OBPA30OBATEJIbHOE
YUYPEXIEHME BbICHIET'O OBPA30OBAHVIA

«POCCUVICKVV TOCYJAPCTBEHHBIVI YHUBEPCUTET

TYPU3MA V1 CEPBUCA»

CKPIyTucC

Auem 5 u3z 57

5. Coaep:xaHue TUCHUILIUHBI (MOAYJIs1), CTPYKTYPHUPOBAHHOE N0 TeMaM (pa3jesaM) ¢ YKa3aHHeM OTBEJEeHHOI0 HA HUX KOJIUYEeCTBA aKa/JleMHu-
YeCKHMX YacO0B U BUA0B YUeOHbIX 3aHATHI
st 3a04HOM popmbI 00yUeHHs.

HaumenoBanue | HaumeHoBaHue TeM JIEKIIUM, TPAKTUYECKUX pa- | Bujbl yueOHBIX 3aHATHI U GOPMBI UX MPOBEICHUS
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1 1. 3ammra uH- [Toaxonp!l K MOCTPOEHUIO HaIE)KHOUM HH(pOpMa- 05 Tpanwiu- 70 Vsyuenne lomonnoro
19 . Marepuaia. LaMOCTOs-
TEPHET PECYPCOB | IMOHHOU CUCTEMBI OHHas C TeNbHOE N3yUeHHe OT-
1 MexcereBbie SKpaHbI 0.5 IIPE3CHTA- JIeBHBIX TeM 0JI0Ka.
uHeI‘/’I HOI[FOTOBKa K IpaKTH-
1 3amuTa OT aTak YeCKIM 3aHATHAM
1 2. 3amuTa 6a3 Yrpo3bl 6e30nmacHOCTH 0a3 TaHHBIX 0.5 Tpanwiu- 70 Wsysenmne Temontioro
Marepuajia. LaMOCTOs-
1 JaHHBIX ITonuTHka 6€301aCHOCTH 0.5 OHHas € TeTbHOE H3YUEHHE OT-
1 BoccranosiieHne 6a3bl JaHHBIX Tpe3CHTa- ACTLHLIX TeM 6rioka.
e IToaroToBka Kk mpakTu-
YCCKHUM 3aHATUAM
Koncyabranus — 2 yaca
IIpome:xyTOuHasi aTTecTALMA — 3a4eT — 2 yaca
2 3. 3amura cep- CucTeMmsl 3alIUThl IPOrPaMMHOI0 00ecTIedeHUs 1 Tpanuun- 79 sysenne amontioro
Marepuajia. LaMOCTOsI-
2 BEPHBIX OIlepa- CepBepHBbIE ONepalliOHHbIE CHCTEMBI 1 OHHAA C TeJTBHOE H3YYeHNE OT-
2 IIMOHHBIX CUCTEM | 3am[uTa BHYTPCHHEH CETH OT aTak 1 Hpe3CHTa- ZIETBHBIX TeM GI10Ka.
HI/IeI‘/‘I HOI[FOTOBK& K IpaKTH-
YECKHUM 3aHATUAM
2 I13 1. OneHKa ys3BUMOCTEH aKTUBOB 4 Hpakrnue-
ckas paboTa
2 Tectuposanue . (K.1.Nel) 1 TECTUPOBA-
HUC
2 TectupoBanue. (K.1.No2) 1 Tectuposa-
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HaumenoBanne | HamMeHoBaHHE TeM JICKIU, MPAKTHYECCKUX pa- | Bujpl yueOHBIX 3aHATHIA U (DOPMBI MX TIPOBEICHUS
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2 4. 3amura cereir | Texnomoruu ayreHTU(UKALUN 2 Tpaguum- 79 Usy4enne NEKIHOHHOTO
Marepuaia. Camocrosi-
1 KaHaJIOB OHHasd € TEJIbHOE U3Y4YEHHE OT-
2 Co3aHue BUPTYaIbHBIX 3alIMIIEHHBIX CeTEH 1 IIPE3CHTA- AIbHEIX TeM O10Ka.
HHeI‘/’I HOHFOTOBKH K IIpaKTu-
YCCKHUM 3aHATUAM
2 I13 2 OrneHka yrpo3 akTuBam 4 pakruye-
cKast pabora
2 TectupoBanue . (K.1.Ne3) 1 TECTUPOBA-
HHUEC
2 TectupoBanue. (K.1.Ne4) 1 Tectuposa-
HHUC
Koncyabranus — 2 yaca
IIpomexyTouHas aTTecTanus — 3a4eT — 2 yaca
3 5 3amura xinu- Knaccudukanus onepanyioHHbIX CUCTEM 1 Tpaguum- 79 ﬁ;z:;g:;aﬂg‘:h’:;’;‘zzm
3 €HTCKHX omepa- | Yrpo3sl nHpopMaIuu B UHPOPMaIUOHHO- 1 OHHai € TEBHOE H3yHEHHE OT-
UOHHBIX CHCTEM | BBIYHCIHMTEIBHBIX CHCTEMaX Tpe3cHTa- ﬁ?;:)‘j;f;“fg’:;ﬂ
3 Jammra uadopmainu B HHGO MAITUOHHO- 1 nuen YECKHUM 3aHITHIM
111 pMan P
BBIUMCITUTENBHBIX CHCTEMax
3 I13 3: OrneHKa CyniecTBYIOMIUX U TUTAHUPYEMBIX 4 I[IpaxTHde-
CpEACTB 3allUTHI ckas pabora
3 Tectuposanue (K.1.Nel) 1 TECTHPOBa-
HUEC
3 TectupoBanue (K.1.No2) 1 Tectuposa-
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. HaumenoBanue | HamMeHoBaHHe TeM JIEKIUil, MPaKTUYECKUX pa- | Buabl yueOHbIX 3aHATHI U (HOPMBI MX TIPOBEJCHUS
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HHUC
3 6. 3ammura reo- 3ammuTa reonpacTpaHCTBEHHBIX 0a3 TaHHBIX 1 Tpanunu- 79 EZ?:;:;;“%‘;JS;‘Z?O
3 UHQOPMAIMOH- | 3amuTa KIMEHTCKOM 9acTH HH()OPMAIIHOHHBIX 1 OHHasl ¢ TeBHOE WyHeHHE OT-
HBIX CCTGIZ CHUCTEM IIPE3CHTA- NIeJbHBIX TEM OJIOKA.
" HHeI‘/'I HOHFOTOBKH K IIpaKTu-
3 Bunbr mudpoBanus MpocTpaHCTBEHHON HH(OP- 1 4ECKHM 3aHATHSM
MaIu
3 I13 4: Ouenka puckoB 4 [TpakTrye-
ckast paboTa
3 TectupoBanmue. (K.1.Ne3) 1 TECTHPOBa-
HHUC
3 TectupoBanue. (K.1.Ne4) 1 Tectuposa-
HHUEC

Koncyabranus — 2 yaca

IIpoMe:xxyTOUYHAasi aTTEeCTAllUs — IK3aMeH — 2 yaca
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6. IlepeyeHb y4eOHO-METOAMYECKOT0 00eceYeH sl JIS CAMOCTOSATEIbLHOM padoThl 00y4yaro-
IMXCA M0 JMCUUILTHHE (MOTYJIIO0)

Z[J'IH CaMOCTOSITeILHOM pa6OTI>I 110 JUCHUIIIIMHC o6yqa101unec;1 HCIIOJB3YHOT CICAYIOLICC

y4eOHO-METOMYeCcKOe oOecIieueHue:

Ne n/m | Tema, Tpy10eMKOCTH B Y4yeOHO-MeTOIMYECKOE 0ODecneyeHne
aKaj.y.

]_ I/IHTeJ‘U‘IeKTyaJ‘ILHHe HUH- OCHOBHaﬂ HHTepaTypa
(bopmaronHbIe cHCTeMBL. | ®denorora, E. JI. MadopmalimoHHbIE TEXHOJIOTHU M CUCTEMBI :
3aimyTa HHTEPHET pe- yueOHoe mocodue / E.JI. ®denoroBa. — MockBa : ®OPYM
cypcos NH®PA-M, 2023. — 352 c. — (Boicmee obpazopanue: bakxa-
3aounas popma — 70 . .

> C T — J'IaBpI./IaT). - ISBN_ 978-5-8199-0927-0. - TekcT : AIEKTPOHHBIN. -
Jaoumas opwa — 70 URL: https://znanium.com/catalog/product/1913829

3 3aIHTa CCPBEPHBIX 2. T'onmunpina, O. JI. UndopmanmoHHbIe CUCTEMBI : y4eOHOE MOCOo-

oue / O.JI. 'onmuupina, H.B. Makcumos, 1.1. TTonos. — 2-e u3g.

OTICPAIIMOHHBIX CH-
cTeM, — Mockga : DOPYM : UHDPA-M, 2022. — 448 c. : uin. —
3aounas hopma — 79 (Beicmiee oOpazoBanue). - ISBN 978-5-91134-833-5. - Teker :

4 3armTa ceTeil 1 Ka- anexkTpoHHsid. - URL:
HAJIOB, https://znanium.com/catalog/product/1832410
3aoynas hopma — 79 3. 3aronckuii, A. B. MHpopManmoHHbIe TEXHOIOTHH: pa3paboTka

5 3ammra KIIMEHTCKUX I/IH(bOpMaIII/IOHHBIX MOJCICH U CHCTEM : y‘-Ie6HOG rmocobue / A.B.
OIEpalMOHHBIX CH- 3aroHckuii. — Mocksa : PUOP : UH®PA-M, 2023. — 344 ¢c. —
cTeM, (Beicmiee oOpazoBanue: bakanaBpuar). - ISBN 978-5-369-01183-
3aounas popma — 79 6. - Tekcr : anexkTponnsid. - URL:

6 3ammra reounrdopma- | https://znanium.com/catalog/product/1931479

[IAOHHBIX CETEH,
3aounas Gpopma — 79

JlonmoJiHMTENbLHAA JUTEpaTypa
1. I'Bo3neBa, B. A. MndopmaTrka, aBTOMaTH3UpOBaHHbIE HHOP-
MallMOHHBIE TEXHOJIOTUU U CUCTEMHI : yueOHuk / B.A. ['Bo3nesa.
— Mocksa : ®OPYM : UHOPA-M, 2022. — 542 ¢. — (Cpennee
npodeccronanbHoe oopazoBanue). - ISBN 978-5-8199-0856-3. -
TexcT : anexTponHsii. - URL:
https://znanium.com/catalog/product/1858928
2. bnunosckas, S. HO. Beenenue B reonHdopMaliioHHbIE CHCTE-
MBI : ydeOHoe mocooue / S.}O. baunosckas, [.C. 3amos. — 2-e
n3na. — Mocksa : @OPYM : UHOPA-M, 2023. — 112 ¢c. —
(Bricmiee obpazoBanme: bakanaspuat). - ISBN 978-5-00091-115-
0. - Tekcr : 3JEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1917599
3. Hukypos, H. I'. MonenupoBanue cucteM U mporeccoB : yueo-
Hoe nocobue / H. I'. UukypoB. — Mocksa : PUOP : UHOPA-M,
2022. — 398 c¢. — (Bnicmiee oOpa3oBanue: bakanaspuar). - ISBN
978-5-369-01167-6. - Texkct anektpoHHbd. -  URL:
https://znanium.com/catalog/product/1225064
4. Brnagumupo, B.M. JluctaHiimoHHOE 30HIUPOBAHHUE 3EMIIH
[DnexTpoHHbIi pecypc] : yued. mocobue / B. M. Bnangumupos, /1.
. Omutpues, O. A. [lyOposckas [u ap.] ; pea. B. M. Bnagumu-
poB. - Kpacnosipck : Cub. denep. ya-t, 2014. - 196 c. - ISBN 978-
5-7638-3084-2. -  Tekcr anekTpoHHbd. -  URL:
https://znanium.com/catalog/product/506009
5. ®opMupOBaHUE COBPEMEHHOW MeEXIyHapOJHO-TIPaBOBOM KOH-
LENIMKA HCCIEAOBAaHUSI M HCHOJIb30BAHUS KOCMHYECKOIO IPO-
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ctpancTBa : MmoHorpadus / A.fl. Kamyctun, B.P. ABxanees, A.A.
l'onoBuHa [u ap.] ; oTB. pen. A.S. Kanyctun. — Mocksa : Unctu-
TYyT 3aKOHOJATEIbCTBA W CPABHUTEIBHOIO IPABOBEACHUS IPU
[IpaButensctBe Poccuiickoit @enepauuu : UHOPA-M, 2021. —
264 c. — DOI 10 12737/1241334. - ISBN 978-5-16-016815-9. -
Teker JJIEKTPOHHBIN. - URL:
https://znanium. com/catalog/product/1241334

6. 3apamenckux, E. II. MuarepHer Bemei. VccnenoBanus u 00-
nacte npumeHenus : monorpadwus / E.IL. 3apamenckux, U.E. Ap-
TembeB. — Mocksa : UHOPA-M, 2023. — 188 c¢. — (Hayunas
MBICIIB). — DOI 10.12737/13342. - ISBN 978-5-16-011476-7. -
Teker 3JIEKTPOHHBIN. - URL:
https://znanium. com/cataloq/product/1896435

7. Ky3nenos, O. ®. OCHOBBI reoie3uu ¥ TOnorpadus MECTHOCTH :
yuebHoe nocobue / O. @. Ky3nenos. - 3-e u3a., UCIp. U JOIM. -
Mocksa ; Bomorna : Uadpa-Umxenepus, 2020. - 286 c. - ISBN
978-5-9729-0514-0. - Teker : omekrponHbii. - URL:
https://znanium.com/catalog/product/1168496

8. I'puropnesa, 1. FO. I'eoskomnorus : yueObnoe nocodue / Y. 1O.
I'puropseBa. — Mocksa : UHOPA-M, 2021. — 270 ¢. — (Bbic-
mee oOpa3zoBanue: bakanaBpuar). - ISBN 978-5-16-006314-0. -
Texct : anexTponHsblii. - URL:
https://znanium.com/catalog/product/1194144
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7. @OH OLIEHOYHBIX CPEACTB VISl NPOBeeHUs TeKYUIeld U MPOMEeKYTOYHOM aTTeCTAMU 00YYAIOIIMXCS M0 U CHUIINHE (MOYJII0)

7.1. [lepeyeHb KOMIETEHIMI C YKA3aHUEM 3TAaNoOB UX ()OPMHUPOBAHUS B NPOLIECCe OCBOEHHSI 00Pa30BaTeIbHOI MPOrpaMMbl

Ne | Unpexc Coaep:xanue KOMIeTeHIHH, Pa3gen nucuuniunael, | B pe3yabrarte n3ydyenus pasiena IMCHUIUIMHBI, o0ecneunBawomero ¢opMupoBaHue KOMIeTeH-
n/m| KoMme- HHIUKATOPA ol0ecneYnBaOIIUI MM, HHAMKATOPA 00y4aloluiics J0/IKeH:
TeHIUH, (¢hopMupoBanne KoMme- 3HATh yMeThb BJIaJeTh
HHIUKA- TeHIUH, HHIUKATOPA
TOpa
1 IMK-3 | CnocoOeH npuMeHsITh HHTEJUIEKTYaJIbHbIE TEXHOJIOTHH U1 00paOOTKHU M 3alIMTHI I'€0IaHHbBIX
IK-3.1. OcymecTBisieT BEIGOp Bce paznensr 3HaeT OCHOBHblCe TOHATHS U | Mcnomedyer — crnenmanusupo- | [Ipon3Bogur BBIOOp HHTENIEK-

HHTEIICKTYaIbHBIX TEXHOJIOTHH 1
CIICLIHATN3UPOBAHHOTO
MPOrpaMMHOT0 00ECTICYeHHS IS
pelIeHus 3a1a4 00padoTKe U
3alUThI I€OAaHHBIX

[1K-3.2. [Tpumenser
HMHTCIJJICKTYaJIbHbIC TEXHOJIOTHU
JUTst 0OpabOTKH M 3aITUTHI
ICOITaHHBIX B MPO(ECCHOHAIBHO
JIEATETLHOCTH

orpezereHus B cepe UHTEN-
JIEKTYaIbHBIX TEXHOJIOTHH,
3aIIUTEl U 00pabOTKU T'eOdaH-
HBIX

BaHHOE NPOTpaMMHOE obectie-
4yeHHEe B cepe HHTENIeKTY-
AIBHBIX TEXHOJIOTHH

TyalbHBIX TEXHOJOTHI U CIICIH-
ANTU3UPOBAHHOTO MPOIPAMMHOTO
obecrieueHust IS pELICHHs 3a-
Iaq oOpaOOTKHM ¥ 3aIIUTHI T'eo-
JaHHBIX

3HaeT mpuHIMIBI HOPMHUPOBaA-
HUS UHTEJUIEKTYaJbHbIX UH-
(OpPMaIOHHBIX TEXHOJIOTHIA

I/Icnonb3yeT HWHTCJUICKTYaJb-
HBIC CUCTEMBI 11 PCUICHUA
3a7a4 reoMapKeTHHra

[IprMeHsieT WHTeIIeKTyallbHbIe
TEXHOJIOTHH JJIsI OOpabOTKH U
3alUThl TCOMAHHBIX B mpodec-
CHOHAJIbHOM JIeSITEIbHOCTH
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7.2. Onucanue noka3arejed 1 KpuTepueB OLEHUBAHMSI KOMIIeTEHIMA HA Pa3HbIX dTanax ux
(¢hopMupoBaHus, ONIMCAHME IIKAJ OLIEHUBAHUSA

Pe3yabTaT 00y4enus mo

IToka3aTeib oLleHH-

Kpurepuii oneHuBaHus

JTan ocBOEeHNA

AMCIHUIINHE BaHus KOMIIETEeHIIUHU
3HaTh: CrymeHT  JOeMOHCTPHPYET
- OCHOBHBIC TMOHSTHA H TEOpETHUYECKHE 3HAHUS OC-
onpezielIeHUsT B cdepe HH- HOBHBIX IOHATHH M OTIpene-
TEIUIEKTYaIbHBIX ~ TEXHOJIO- JeHus B cepe MHTEIUICKTY-
TUH, 3aI0UTBl U 0OpaOOTKH QIBHBIX TEXHOJIOTHH, 3allu-
T€O/IaHHBIX; TBI ¥ 00paOOTKH I'e0IaHHBIX,
- IpUHIMNB GOPMUPOBAHUS a TaK K€ 3HaHWs MPHUHIIUIIOB
MHTEJUIEKTYaIbHBIX HHPOP- (hopMHpOBaHUS ~ MHTEIIEK-
MAalMOHHBIX TEXHOJIOTHH. TyalbHBIX  WH(OpPMaINOH-

HBIX TEXHOJIOTHI

YMmeTb:
- UCTIONIb30BATh CHELINAIH- CTyneHT IeMOHCTPHPYET
3UPOBaHHOE MTPOTPAMMHOE YMEHHE HCIIOIb30BaTh CIIe-
obecrieueHne B cepe nH- [IMaJIU3UPOBAHHOE IIPO-
TEJUIEKTYaJIbHBIX TEXHOJIO- rpaMMHOE 00ecredeHIe B
THi; cepe MHTEIIEKTyalIbHBIX CriocobeH NpUMEHATh
- UCIOJIb30BATh MHTEIJICK- TEXHOJIOTHH, a TaK ke Hc- UHTEJUIEKTyaJIbHbIe
TyaJIbHbIE CUCTEMBI JUI pe- | TECTUpOBaHHE MOJIb30BATh UHTEIICKTY- TEXHOJIOTHH AJ1s 00pa-

EHUA 3a1a4 rcOMapKCTUH-
ra.

Brnanets:

- HaBBIKAMH BEIOOpa MHTEI-
JIEKTYaJIbHBIX TEXHOJIOTHH 1
CHETHATH3UPOBAHHOTO TIPO-
TPaMMHOTO O0ECTICYCHUS
IUTS pelIeHus 3a1a4 oopa-
OOTKH M 3aIUTHI T€0JaH-
HBIX;

- HaBBIKAMH [TPUMEHEHHUS
MHTEIJIEKTyallbHbIE TEXHO-
JIoTHH A7 00paboTKH n
3aIUTHI T€OJJAaHHBIX B TIPO-
(heccroHaNBHOM EATSITHHO-
CTH

AJIbHBIC CUCTEMBbI JJIA pele-
HU 3aJla4 rCOMapKETUHTIa.

CTyneHT JeMOHCTPHPYET
BJIafICHUE HaBbIKAMHU BBIOO-
pa MHTEJUIEKTyalbHBIX TEX-
HOJIOTHH U CIIEINAIIU3UPO-
BAaHHOTO IIPOTPaMMHOTO
obecrieueHus TSl peICHUS
3ama4 00pabOTKU U 3aIUThI
T'€0JIaHHBIX; BJIaJICHUE
HaBBIKAMU PUMEHEHUsI
MHTEJUIEKTyaIbHbIE TEXHO-
JoTuH A1 06paboTKM U
3alIMUTHI TE0IaHHBIX B MPO-
(heccnoHabHON AEATEIHHO-
CTH.

OOTKH H 3aIIUTEI T€0-
TaHHBIX

KpnTepml M IIKAJIa OLleHUBAHMS OCBOEHHUS 3TANIOB KOMIIETEHIIUIA HA l'[pOMe)KyTO‘IHOﬁ aTTe-
CTanuu

ITopsaoK, KpUTEpUU U ILIKaJIa OLICHUBAHUS OCBOCHUS HTANlOB KOMIIETCHIUN HA IIPOMEXYTOY-
HOM aTTEeCTAlMM OIpeAeIsaeTcss B COOTBETCTBUM € [I00KeHHEM O IIPOBENECHUM TEKYIIErO0 KOHTPOJIS
yCIIEBaEMOCTH U MPOMEKYTOUHOW aTTecTalMi O0yJaroumuxcs Mo oO0pa3oBaTeIbHBIM IMpPOrpaMMaM
BhICIIEro 00pa3oBaHus — IporpaMMam OakajgaBpuaTa, IporpaMMaM MarkucTparyphbl, pealu3yeMbIM 10
(benepanbHBIM rocy1apcTBEHHBIM 00pazoBaTenbHbIM cTanaapTam B ®I'bOY BO «PTYTUCH.

Buabl cpeacTB oueHUBaHUSI, TPUMeEHsIEeMbIX NPHU NMPOBeJeHMH TEKYIIEro KOHTPOJSA U
IIKAJIbl OLleHKH YPOBHSI 3HAHWH, YMEHHIi M HABBIKOB NPH BBINOJHEHUH OTAEJbHBIX GOpM Te-
KYyLLero KOHTPOJisi

Cpe()cmeo OYEeHUBAaArUsA — mecmuposarnue

IIIkana olleHKH YPOBHA 3HAHMI, YMEHHMIi M1 HABBIKOB NPHU PellicHUN TECTOBBIX 3aaHNH

Kpurepun onenku OLICHKA

«5», ecim (90 —100)% mpaBHIBHBIX OTBETOB
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BBITIOJTHCHO BCPHO 3a,I[aHI/Iﬁ

«», ecin (70 — 89)% mpaBUIIBHBIX OTBETOB

«3», ecin (50 — 69)% MpaBUIFHBIX OTBETOB

«2», eciu MmeHee 50% NnpaBUIBLHBIX OTBETOB

BI/IHLI CpeacTB OUCHUBAHUA, MIPUMCHACMbBIX IIPH NMPOBCACHUM NPOMEKYTOUHOM _aTTe-
CTanuy 1 MKaJbl OCHKH YPOBHSA 3HaHHﬁ, yMeHHﬁ U HABBIKOB IIPU UX BBINNOJIHCHUHU

3auem. Cpedcmeo oyenusamnus — mecmuposanue

IllkaJjia oueHKH YPOBHS 3HAHUI, YMEHHIi M1 HABBIKOB NPH PellIeHNH TeCTOBbIX 3aaHMIl

Kputepun onenku

OIICHKA

BBIIIOJIHEHO BEPHO 3aJJaHuH

«5», ecimt (90 —100)% mpaBUIBHBIX OTBETOB

«», ecin (70 — 89)% mpaBUIIBHBIX OTBETOB

«3», ecin (50 — 69)% MpaBUIBLHBIX OTBETOB

«2», eciu MmeHee 50% MpaBUIHLHBIX OTBETOB

Ik3zamen. Cpeocmeo oyenuganusi — YCMHbLU ONPOC
IlxaJjia OeHKU YPOBHS 3HAHMI, YMEHHU M HABBIKOB IIPH YCTHOM OTBeTe

OneHka

Kpurtepun oueHuBanus

Tloxa3zaTen oneHNBAHUSA

«S»

- MOJIHO PACKPBITO COAEPKAHUE
MaTepuaa;

- Marepuan U3JI0KEH I'PaMOTHO,
B OIIPEIEICHHOW JIOTMYECKOM IOCIEA0BA-
TEJIbHOCTH;

- MPOJAEMOHCTPUPOBAHO CH-
CTEMHOE U TIy0OKO€ 3HaHHE MPOrPaMMHOTO
MaTepuaa;

- TOYHO HCIOJIB3YETCA TEPMHU-
HOJIOT U,

- MOKa3aHO YMEHHUE WJUIKOCTPH-
pOBaTh TEOPETUUYECKUE MOJOKEHUSI KOHKPET-
HBIMU TIPUMEpPAMH, MPUMEHATh MX B HOBOH
CUTYALIHH;

- MPOJAEMOHCTPUPOBAHO  YCBOE-
HHE pPaHEE W3YYECHHBIX COMYTCTBYIOIIHMX BO-
MPOCOB, c(HOPMHUPOBAHHOCTH M YCTOHYHBOCTH
KOMIIETECHIIMH, YMEHUI 1 HABBIKOB;

- OTBET ITIPO3BYyYaJ CaMOCTOSI-
TeIbHO, 63 HABOSIINX BOTIPOCOB;

— MPOJAEMOHCTPHUPOBAHA CIO-
COOHOCTH TBOPUYECKH NMPUMEHSATH 3HAHUE TEO-
PHUH K pelIeHHo MpodeCcCHOHATBHBIX 3a/1a4;

- MPOAEMOHCTPUPOBAHO 3HAHUE
COBpEMEHHOM yuyeOHON M Hay4yHOM JuTepaTy-

—  OOyuaromuiicss  TOKa3bIBacT
BCECTOPOHHHE M TJIyOOKHE 3HaHUs
IIPOrpPaMMHOI0 MaTepHaia,

—  3HAaHHWE OCHOBHOU M JOIOJIHU-
TEJIBbHOM JINTEpPaTYpHI;

—  IIOCJIEOBATEIbHO U YETKO OT-
BEYaeT Ha BONpPOCHI OWJIeTa U JIOTMOJI-
HUTEJbHBIE BOIIPOCHI;

—  YBEPEHHO OpHEHTHpYETCi B
NpoOJEMHBIX CUTYalLlUsX;

—  JIEMOHCTPUPYET CIIOCOOHOCTH
IPUMEHATh TEOPETUYECKUE 3HAHUSA
JUIs aHallu3a NPaKTHUYECKUX CHUTya-
UM, JeNaTh IPaBUJIbHBIE BBIBOABI,
MPOSBIIIET TBOPUYECKHUE CIIOCOOHOCTHU
B TIOHMMAaHUH, U3JI0)KEHUU U HCIIOJIb-
30BaHUU IPOrPaMMHOT0 MaTepHana,;

—  TIOATBEPXkAAET IOJIHOE OCBOE-
HUE KOMIIETEHIUH, IpPEIyCMOTPEH-
HBIX IPOTPaMMOM
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phI;

- I[OHYH_IGHBI OJHa — ABC HECTOY-
HOCTHU HpI/I OCBCIICHUU BTOpOCTeHeHHBIX BO-
IIpOCOB, KOTOPLIC HUCIIPABIIAIOTCA I1IO0 3aMCHa-
HUIO

«“»

- BOIIPOCHI M3JIaralOTCsA CHUCTEMAaTH3H-
POBAHO U TOCJIEIOBATEILHO;

- MIPOJICMOHCTPUPOBAHO YMEHUE aHAJIH-
3UpOBAaTh MaTepuas, OJHAKO HE BCE BBHIBOJBI
HOCSIT apryMEHTHPOBAaHHBIA U JIOKA3aTelb-
HBIW XapakTep;

- MPOJICMOHCTPUPOBAHO YCBOGHUE OC-
HOBHOM JINTEPATYPHI.

- OTBET YJOBJICTBOPSET B OCHOBHOM
TpeOOBaHUSAM Ha OICHKY «5», HO MPU ITOM
HMMEET OJIMH U3 HEIOCTATKOB:

- a) B M3JI0KEHUH JOMYIIEHb HEOOIb-
mue mpoOesbl, HE MCKa3WBIIUE COJACPIKAHUE
OTBETA;

- 0) momyieHsl OJWH — JBa HEJOoYeTa
MPU OCBEILICHUH OCHOBHOT'O COJIEpXKAHUS OT-
BETa, UCIPABIICHHBIC 1O 3aMEYaHUIO TIPEIo-
JlaBaTes;

- B) JOMNyIIeHbl ommOKa wuian Ooiee
JIBYX HEJOYETOB IPHU OCBEUICHHH BTOPOCTE-
MIEHHBIX BOIIPOCOB, KOTOPBIC JIETKO HCIIPAaB-
JISTIOTCS TI0 3aMEUAHUIO0 TTPEToaBaTelis

— 0o0yJaromuiicsi TTOKa3bIBaeT IO0JI-
HOE 3HaHHE

— IpOrpaMMHOr0 Marepuana,
HOBHOH U

— JIOIIOJIHUTEIILHOM JINTEPaTyphI;

— JIa€T TOJIHBIE OTBETHI HA TEOpe-
TUYECKHE BONPOCHI OWiieTa W AOMNOJ-
HUTEJIbHBIE BOMPOCHI, OMYCKasi HEKO-
TOPbIE HETOYHOCTH;

— IPaBWIbHO MNPUMEHSET TEOPETHU-
YECKHUE TMOJIOKEHUS K OLICHKE MPaKTH-
YECKUX CUTYyallui;

— JIEMOHCTpPUPYET XOpOUIMil ypo-
BEHb OCBOCHHUS Marepualia U B LIEJIOM
MOATBEPKIAET OCBOCHUE KOMIIETCH-
LU, TPETYCMOTPEHHBIX POrPAMMON

ocC-

«3»

- HEIMOJIHO WJIM  HEIOCIIE0BATEIbHO
PACKpBITO COJEpKaHUE Marepuaia, HO ITOKa-
3aHO oOllee MOHMMaHMWE BOIpOca U TpoJie-
MOHCTPUPOBAHBI YMEHUS, NOCTATOYHBIE IS
JAJIbHENIIETO YCBOCHMS MaTEpHAIa;

- YCBOEHBl OCHOBHBIE KAaTE€rOpHUH 10
paccMaTpuBaeMOMYy U JIOIIOJIHUTEIBHBIM BO-
pocam;

- MMEJUCh 3aTPYAHEHUS WU JAOIyIle-
Hbl OIIMOKM B OIpENelIeHUM MOHSTHUH, HC-
MOJIb30BAHUH TEPMUHOJIOTUH, UCIIPABICHHbBIE
IIOCJIE HECKOJIBKMX HABOJSIIHUX BOIIPOCOB;

- IIPU HETIOJIHOM 3HAHUU TEOPETUYECKO-
ro Marepuaja BBIABIIEHA HENOCTATOYHAs
c(hOpMHUPOBAHHOCTHh KOMITETEHIINA, YMEHUH U
HAaBBIKOB, CTYACHT HE MOXET IIPUMEHUTH
TEOPHIO B HOBOM CUTYallHH;

- IIPOJIEMOHCTPUPOBAHO YCBOEHHUE OC-
HOBHOM JINTEPATYPHI

— oOywaromuics
3HaHUE OCHOBHOTO

— Marepuana B o0beMe, HeoOXo-
JMMOM JUIS TIpeJIcTosAIIe nmpodeccu-
OHAJILHOH JIeSITEILHOCTH,

— TIIpH OTBETE Ha BOIPOCHI OUIIe-
Ta U JONOJHUTENbHbIE BOMPOCHI HE
JIOTIYCKaeT IpyObIX OLIMOOK, HO HC-
IBITHIBAET 3aTPYJHEHUS B TOCIIEOBA-
TEJIIEHOCTH WX M3JI0KEHUS;

— HE B IOJIHOI Mepe JeMOHCTpH-
pyeT COCOOHOCTh MPUMEHSTh Teope-
TUYECKWE 3HAHWS JUI aHallu3a Tpak-
THYECKUX CUTYAIHIA;

— TIOATBEPXKIAET OCBOCHHE KOM-
MEeTeHIINH, TPEeIyCMOTPEHHBIX IPO-
rpaMMOil Ha MHHHMMAJbHO JIONYCTH-
MOM ypOBHE

ITOKa3bIBACT

— HE PACKPBITO OCHOBHOE COJIEep KaHUE
y4eOHOro MaTepuana;

- 00Hapy)XeHO HE3HAHWE WJIU HEMOHU-
MaHue OOoJbINe WM HamboJsiee BaKHOW da-
CTH y4eOHOTO MaTepuana;

—  oOyyarommiics HMMeeT Cylile-
CTBEHHBIC MPOOETbI B 3HAHUSIX OCHOB-
HOTO y4eOHOTO MaTrepuaia Mo JUCIH-
TJTMHE,

—  HE Cnoco0eH apryMeHTHPOBa-
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«2»

- JOTYIIEHbI OIMMOKH B OMpEICICHUN
MOHSATUN, TPU HCIIOIB30BAHUN TEPMHUHOJO-
TUU, KOTOpbIE HE HCIPABICHBI MOCIE He-
CKOJIbKMX HABOJISIIIMX BOIIPOCOB.

HO ¥ TIOCJIEJIOBATEIIFHO €r0 HM3J1ararhb,
JIOMYCKaeT TpyOble OmUOKA B OTBE-
TaX, HEMPAaBHJIBHO OTBEYACT Ha 3aja-
BacMbIC BOITPOCHI UJIN 3aTPYAHACTCA C

- HE c(OpMHUPOBAaHBI KOMIIETEHIMH, | OTBETOM;

YMEHHS U HAaBBIKU. — He IOATBEPXKIAET OCBOCHUE
KOMIIETECHIIUH, [IPEeLyCMOTPEHHBIX

MIPOTrPaMMOit

OlIeHO'lHaﬂ HIKaJIa YCTHOI'0 OTBETa
IIpoueHTHBII HHTEPBAJ OLleHKa
OIICHKH

menee 50% 2

51% - 70% 3

71% - 85% 4

86% - 100% 5

7.3. TunoBble KOHTPOJIbHbIE 32IaHUSI UJIM WHbIE MAaTepHaJIbl, He00X0AUMBbIe 1JIsl OIleHKH 3Ha-
HHUH, YMEHHH, HABBIKOB H (WJIM) ONbITA AeSITEJIbHOCTH, XaPAKTEPHU3YHIIUX 3Tanbl GopMupoBa-
HHSI KOMIIETEHIHIi B Mpollecce 0CBOEHUsI 00Pa30BaTeJbHON NPOrpaMMbl.

=
S
X o Paspen qucuummteL, TpeGoBaHus K BHIIOJTHCHUIO
T o| obecreunBaronuit Gpop- Bun n COACPIKAHUEC KOHTPOJIBHOTO
o KOHTPOJILHOTO 3aJIaHUsI K CPO-
£ S| MHpOBaHHE KOMIETCHIMH 3aaHUS
E 59 (MnM ee 9acTH) KaM cia4un
T
Koumponvnas paboma.
10 6apuanmog mecmogulx 3a0a-
Tecm na 6vis81eHUEe YPOBHS OCBOe- .
bnox 1.konmponvnvie . HULI.
1 HUs meopemuyeckux 3HaHuL no oo-
mouku 1,2 B kasicoom 3a0anuu — 5 6éonpo-
Ky «3aluTa UHTEPHET PECYPCOBY
cos, ¢ 5 sapuanmamu omeema,
NPABUILHYIL OMEem 0OUH
10 sapuanmos mecmogulx 3a0a-
Tecm na 6vis81eHUe YPOBHS OCBOe- HUtl
bnox 2. Konmpono- P .
2 bte MoKy 3.4 HUs meopemuyeckux 3Hanuu no 6no- | B kascoom 3adanuu — 5 éonpo-
’ Ky «3ammura 6a3 JaHHBIX» cos, ¢ 5 eapuanmamu omeema,
NPABUILHYIL OMEen 0OUH
10 6apuanmoe mecmoguix 3a-
Tecm na 6vis81eHUe YPOBHS OCBOe- danui
brok 3. Konmpono- HUsL Meopemu4ecKux 3HaHuti no O.J10-
3 B kasxcoom 3a0anuu — 5 éonpo-
Hvle mouku 1,2 Ky «3alluTa CepBEPHBIX ONEPALIMOH-
co6, ¢ 5 sapuanmamu omeema,
HBIX CHCTEM» y
NPABUILHYILL OMEen 0OUH
bnox 4. koumpono- Tecm na eviAGNeHUe YPOBHS OCBOe- 10 eapuanmog mecmoguix 3a-
Hnote mouku 3,4 HUsL Meopemu4ecKux 3HaHull no o610- | oanu
4 Ky 3aluTa ceTei U KaHaJIOB)» B kascoom 3a0anuu — 5 eonpo-
cos, ¢ 5 sapuanmamu omseema,
NpasuIbHblll Omeenm 0OUuH
broxk 5. Konmpono- Tecm na svisigneHue yposHs oceoe- 10 eapuanmog mecmogulx 3a0a-
S5 | Hete mouku 1,2 HUs meopemuyeckux 3HaHul no o1o- | Huil
Ky «3aIuTa KIMEHTCKUX OTepaIiu- B kaoscoom 3a0anuu — 5 éonpo-
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OHHBIX CUCTEM cos, ¢ 5 sapuanmamu omeema,
» NPAsUIbHBIL OMEen 00UH
bnok 6. Koumpono- Tecm na svisigIeHUE YPOBHA OCBOE- 10 sapuanmos mecmogulx 3a0a-
Hble mouxu 3,4 HUsL MeopemuyecKux 3HaHull no 010~ | Hull
6 Ky «3amuTta reonHGOpMaIMOHHBIX B kascoom 3a0anuu — 5 éonpo-
cereiy coe, ¢ 5 eapuanmamu omeema,
NPABUILHYIL OMEen 0OUH

BJIOK IIEPBBIU «3aruta HHTEPHET PeCypCOB»»
1 u 2 xoumponvnvle mouxka: Bua KOHTPOJIBHOTO 3a/1aHUs - TECTUPOBAHUE.

1.

g% o

w e I I N

g% oe

@ oL N

9% A o;

o e

JIist OTTIpaBKU MIMPOKOBEIIATEIBLHBIX COOOIIEHN B TaHHBIA CETEBOW CETMEHT
UCIIOJIb3YETCS a/IpEC ...

192.32.64.255

255.255.255.255

255.255.255.0

0.0.0.0

. Cetb ¢ agpecom 190.25.32.0 npuHAATIEKUT K KIACCY ...

A
B
C

. Komannma nporokora SMTP, xoTopast CIIy»XUT IJIs YKa3aHUS ajpeca Mmojryqare-

JISI COOOIICHUS, — ...
HELO

RCPTTO

SEND

POST

. HeBepHno, uto azpec ... spusercs kKoppekTHeiM MAC-agpecom

00457FEB7777
FFFFFFFFFFFF
FE6794C76890

. IIpoTokod ... peanu3yeT KpunrorpaguuecKyro 3alUTy Ha KAaHAJIbHOM YPOBHE

SSL
SSH
TCP
PPTP

. Ilone 3aronoBka |P-I[aTanaMMBI, KOTOPOC IMOKAa3bIBACT KOJIMYCCTBO IIPCOOAOJIC-

BaCMbIX MapuUIpyTHU3aTOPOB, — ...
Identification

Flags

IHL
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r. Time to Live

7. Coob1ieHue «...» oTHOcUTCs K nmpoTtokoiy |ICMP
Network unreachable

RCVD WILL STATUS

Transfer complete

PORT command successful

Jw o

8. Ilaker ¢ ycTaHOBIEHHBIM (DJIaroM ... B 3aroJIOBKE MEPBBIM MOCHUIAETCS MPH
YCTaHOBJICHHH CBs3U 110 npoTokoiry TCP

a. SYN

0. FYN

B. ACK

9. OpnuH u3 ypoBHeit creka npotokosnioB TCP/IP — ...
(bU3UIECKUA

KaHAIbHBIN

TpaHCHOPTHEIH (transport)

CEaHCOBBIN

Jw o

10.ABTOpH3aIKsa — 3TO MPOLIEypa MPEAOCTABICHUS CYOBEKTY ...
ONPEAEIICHHBIX ITOJJHOMOYUN U PECYPCOB B JAHHOU CUCTEME
OTIPEJICTICHHOT0 UJIeHTU(UKATOpA

B. OIIPEIEIICHHOM KJIFOUEBOM Naphl

o e

Baok BTopoii «3amnuTa 6a3 JTaHHBIX»
3 u 4 konmponvHbie moyka: BU KOHTPOIBHOIO 3aJJaHus - TECTUPOBAHHUE.
TecTsl:
1.Haubosiee yacThlil ciayyail HapylieHUs 0€30MacHOCTH MH(MOPMALMOHHON CUCTe-

MBI — 9TO ...

a. aTaku U3BHE
0. OOMXEHHBIE COTPYIHUKH
B. OIIMOKH MepcoHaia
I. BUPYCHI

2.AyteHTudUKaAILUS — 3TO TPOLIeaypa IPOBEPKH ...
a. TOMJIMHHOCTH 3asBICHHOTO MOJIH30BATENs, MPOIIecca UITH YCTPOMCTBA
0. TOJB30BATENIS IO €TO UICHTH(PUKATOPY

B. TIIOJIB30BaTcCIA 110 €TI0 UMCHU

3.S/Key — 310 ipoTOKOJI ayTeHTH()HUKAIIMN HA OCHOBE ...
MHOT'OPa30BbIX NapoJIei

PIN-xona

B. OJIHOPA30BBbIX NApOJIEN

o e

© PI'YTHUC



17

4. HeBepHo, 4TO K mpoTOKOJy |IP oTHOCHTCS Takas (hyHKITUS, KaK ...
dbparmeHTanus

MapIIpy T3NS

B. JIOCTOBEPHOCTH Iepeaun

o ®

51751 3aMATBI OT MPOCITYIIMBAHUS TpaduKa MPU MOMOIIM CETEBOTO aHAIIN3aTopa
MOXET HCITOIB30BATHCH ...

a. (umpTpanus Tpaduka

mmdpoBaHue nepenaBaeMor HHPOpMAIUU

B. JONOJHUTEIbHAS ayTCHTU(PHUKAIINS

o

6.CeTeBoil ananrtep, pabOTarONINI B CEJIEKTUBHOM PEKUME, UTHOPUPYET ...

bpeitmMbl, HE coiepKallKe B MOJIE «apec MOoTydyaTes» apec TaHHOTO y3ia

HIMPOKOBEIIATEIbHbIE PPEUMbI

B. (peiiMbl, HE CoIepXkKaIllHe B TIOJIE «aJIpec MOoydaTessy aipec JaHHOTO y37a, U
HIMPOKOBEIIATEIbHbIE PPEHUMbI

o e

7.YT00BI YCUIHUTH 32Ty OECITPOBOJIHOM CETH, CIEAYET ...
a. M3MEHUTH 3aBojickoi SSID
0. TOBBICUTH YPOBEHbB CIIOKHOCTH IapOJIEH MOJIb30BaTENEH
B. 3alIUTHTH MPoTOKOIT SSNP

8.Tpaduk MexIy KIMEHTaMH U CepBEpaMu BO BHYTPEHHEH CETH JIydllle BCEro 3a-
LIMIIATh IPU ITIOMOIILH ...

a. SAP

6. SSL

B. TPC

9.MapuipyThl TUIIA «...» MIPOCMATPUBAIOTCS B TAOJIUIIE B TIEPBYIO OUepEh
MapIIpyTH3AIHS

MapIIpyT K CETH

MapHIpyT MO YMOJTYaHHUTO

MapuipyT K y3i1y

Jr o

10.YnpaBneHnue 10CTYyIOM — 3TO ...

a. 3aluTa IepcoHaIa U PECypcoB

0. pearnpoBaHUE Ha MOIBITKA HECAHKITMOHUPOBAHHOTO JOCTYIIa

B. CIOCOO 3amuThl HHGOPMAIINH ITyTEM PEryJIUPOBAHUS MCTIOIB30BAHUS PECYPCOB
(TOKYMEHTOB, TEXHHUECKHUX U MTPOTPAMMHBIX CPEJICTB, DJIEMEHTOB 0a3 JaHHBIX )

Baok Tpernii «3amuTa cepBEPHBIX ONEPALMOHHBIX CHCTEM
1 u 2 koumponvusvie mouxa: Bus KOHTPOIBHOTO 3aJIaHUS - TECTHPOBAHUE.

Tectrr:
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1. AHaiu3 PUCKOB BKJIIOYAET B CeO ...

Ha0Op aJIeKBaTHBIX KOHTPMEP, OCYIIECTBISIEMBIN B XOJI¢ YIIPABICHUS PUCKAMHU

0. aHanu3 NpUYMHEHUS yiepoa v BeJIMYUHBI yiiep0Oa, HaHocumoro pecypcam VC,
B CJIy4ae OCYIIECTBIICHUS YTPO3bl OE30MMACHOCTH

B. BBISIBJICHHE CYIIECTBYIONTUX PUCKOB M OIEHKY WX BEJTHMYUHBI

r. MepomnpusTus no odcienoBanuio 6ezomacuoct C, ¢ 1enbio onpenencHus To-
ro, KaKre PeCypChl U OT KaKUX yTpo3 HAJ0 3alIHINATh, a TAK)KE B KAKOW CTETICHH
T€ WJIM WHBIC PECYPCHI HYKIAIOTCS B 3AIIUTE

o

2. Undopmanus — 310 ...

a. CBEJIEHUS O JIMIAX, MpeaAMeTax, pakTax, COOBITHIX, IBICHHUIX U MPOLeccax
HE3aBUCHMO OT (OPMBI HX IPEACTABICHUS

0. COBOKYITHOCTb 3HaHM, HAKOIUIEHHAsl YEJIOBEYECTBOM

COBOKYITHOCTb ITPUHIIUIIOB, METOOB U (hOPM yIpaBICHUS

I. COBOKYNHOCTh peeKCuil MeXy uaeeil 1 MaTepuei Ha MaKpo- U MUKPOYpPOB-
HSIX

w

3. Nudopmannonnas 6€30macHOCTh, IO 3aKOHOIATENbCTBY PD, — 3710 ...

a. METOIOJOTMYECKUHN MOIXO0 K 00ECIIEUEHNIO O€30I1aCHOCTH

0. CcBOJ HOPM, COOJIFOJIEHNE KOTOPBIX MPU3BAHO 3AIUTUTH KOMIIBIOTEPHI U CETh OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTa

B. COCTOSTHUE 3aIUIIEHHOCTH HAlIMOHAJIBHBIX HHTEpEecOB PD B MHPpOpMALIMOHHOMN
cdepe, onpeaeNaoIXcs COBOKYITHOCTBIO COATaHCUPOBAHHBIX HHTEPECOB JIHY-
HOCTH, 00IIIECTBa U TOCYJapCTBA

I. COCTOSIHHE 3aIMIICHHOCTH HH(OPMAIMOHHON CPebl 00IIeCTBa, 0OeCIeunBa-
fouiee ee GopMUpOBaHKE, CIIOJIB30BAHNE U PA3BUTHE B MHTEPECAX IPakJIaH,
Opra’u3alun, rocyaapcraa

1. MapKETUHT

4. HeBepHO, YTO ... OTHOCST K UCTOYHUKAM yrpo3 HHPOPMAIMOHHOM 6€301acHO-
CTH

a. 4eJoBeYeCKui akTop

0. mpaBoBbI€ acneKThl PyHKIMOHUpoBanus MC

B. CTUXUMHHbIE O€ICTBUS

. anmnaparHeie cOou

1. OIIUOKU MPOEKTUPOBaHUS U pa3padoTku UC

5. Cucrema 3amuTsl “HQOpPMAIIUU — 3TO ...

a. KOMIUIEKCHasi COBOKYITHOCTh IPOTPaMMHO-TEXHHUUECKUX CPEACTB, 0OecreynBa-

OISt 3aIUTY HHOPMAITHH

0. COBOKYITHOCTH OPTaHOB W/WJIM UCIIOJTHUTEIIEH, a TAaK)KE UCTIOJIb3yeMasi UMH TeX-
HUKa 3aIUThl HH)OPMAaITIH

B. 00acTh HHPOPMAIIMOHHBIX TEXHOJOTHH
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I. pa3paboTKa CTPATETUH 3aIUThI OM3HECa KOMIIAaHUHN

6. Ilonw3oBatensp, (MoTpeduTeNb) HHGOPMAIIUN — 3TO ...

a. (pupma — pazpaboTUHK IPOrPaAMMHOTO MPOAYKTA, KOTOPasi 3aHUMAETCS €€ JTUC-
TPUOBIOIUEH

0. MOJB30BATENh, HCTIOIL3YIOMIUNA COBOKYITHOCTh MPOTPAMMHO-TEXHUIECKUX
CPEICTB

B. CYOBEKT, MOJB3yIonuiics nHGopMaImeid, B COOTBETCTBUH C PETIaMEHTOM J0-

cTyna

BIIaeNeI] (PUPMBI WA PSP TS

JI. BCE CIIyXalllhe MpeIpusIThs

=

7. IlpaBo goctyna k uHMOpMAIUU — 3TO ...

a. COBOKYITHOCTh MPaBHJI JOCTYIA K HH(GOPMAIIUU, YCTAHOBIEHHBIX MPABOBBIMU
JIOKYMEHTaMH WM COOCTBEHHUKOM JIMOO BiiajaeiblieM HHDOpMaIuu

0. COBOKYIMHOCTH MPaBUJI, PETTIAMEHTUPYIOUTUX MOPSIOK U YCIOBUSI IOCTYyTa
cyOBeKTa K uH(DOpMAIlUU U €€ HOCUTEIISIM

B. BO3MOXKHOCTB JIOCTyIa K MH(OpMaIu, He HapyIIamoIas yCTaHOBICHHBIE TTpa-

BUJIA pa3TPaHUYCHUS TOCTYTA

HapYIICHUE YCTAHOBJICHHBIX MPABUII Pa3TpaHUYCHHS JOCTYyIIA

JUI0 WM TIPOIIECC, OCYIIECTRISMIONINE HECAHKITMOHUPOBAHHBIN TOCTYII K MH-

dbopmanuu

= o

Ha xoMmbproTepax MOKeT MPUMEHSATHCS JIOKaJIbHAs OJIUTUKA O€30MMacHOCTH ...
MOJICTAHOBKH

raMMUPOBaHUS

napameTpoB 0€30MacHOCTH

CUMMETPHUYHBIX KPUITOrpaduIeCcKux Mpeodpa3zoBaHuit

g o 0

K ocHOBHBIM BUIaM CHCTEM OOHAPYKEHHUS BTOPKEHUI OTHOCSTCS ... CUCTEMBbI
AKTUBHBIE U TTACCUBHBIC

JIOKaJIbHBIE

MEKCETEBBIC

CUHXPOHHBIE

g o o

10.YTUAHUTBI CKPBITOTO YIPABJICHUS MO3BOJISIOT ...
a. TIEPEHMEHOBBIBATH (PAMIIBI U UX PACILIUPEHUS

0. BBOJUTH HOBYIO WH(OpPMAITUIO

B. Iepe3arpykaTh KOMIbIOTED

BJok yeTBepThIil «3amuTa ceTel U KaHAJIOB»
3 u 4konmponvHvie mouxka: BUJl KOHTPOJIBHOIO 3a/1aHUsI - TECTUPOBAHUE.
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1. Beiaensior ... ypoBeHb cTeka nmpotokosioB TCP/IP
a) GU3UYCCKUIA
0) KaHaJbHBIN
B) cereBoii (internet)
') CEaHCOBBIH

2. Hambonee vacThlil cimydaii HapyiieHus: 0€30MacHOCTH MH(POPMAIIMOHHOM CHCTe-
MBI — ...
a) aTaKu U3BHE
0) OOMIKEHHBIE COTPYIHUKHU
B) OIIMOKY MepcoHaja
I') KOMIIBIOTEPHBIE BUPYCHI

3. ABTOpH3aNMs — 3TO MPOIIEAYPa MPEIOCTABICHUSI CYOBEKTY ...
a) OIpEe/IeJIEHHBIX MOJIHOMOYHI U PECYpCOB B JAHHOM CHCTEME
0) omnpeaeeHHOro UISHTU(UKATOpA
B) ONPEJEICHHON KIIFOUE€BOU Maphbl

4. AyreHTu(UKaIU — 3TO MPOLIETYpa IPOBEPKH ...
a) MOJUTMHHOCTH 3asIBJICHHOTO MOJIh30BaTesl, POIIecca Uil YCTPOMCTBA
0) MmoJIb30BaTENS MO €ro UAECHTU(DUKATOPY
B) TI0JIb30BATEJIS 110 €r0 UMEH

5. HesepHo, uto k nporokomny IP oTHOCHUTCS Takast GyHKIMS, KaK ...
a) ¢pparmeHTanus
0) MappyTH3aLHus
B) JOCTOBEPHOCTb MEpeaaun

6. CpencrBa TeIEKOMMYHUKAIIMH — ATO ...
a) COBOKYITHOCTh CPEJICTB CBSI3U, 00€CTICUMBAIOIINX MTepeaady JaHHbIX Mexay OBM u
UH(OPMAITMOHHBIMUA CHCTEMaMH, YAAJICHHBIMU JAPYT OT JAPyra Ha 3HAUUTEIbHBIE pac-
CTOSIHUS;
0) KOMIUIEKC TEXHUYECKUX CPEJICTB Mepeaaun nHpopmanuu
B) IPOBOJHOE, ONTUKO-BOJIOKOHHOE U OE€CTIPOBOIHOE COEIMHEHHE OOBEKTOB

7. HeBepHo, uto nobamnsiercs |P-3arojioBok K TMakeTy MPOTOKOJa ... U3 CTEKa
TCP/IP
a) ICMP
6) DHCP
B) ARP

8. K cpencrBam TexHUYECKOH 3alTUTHI MH(POPMAITUNA OTHOCSITCS ...
a) anmapaTHbIE ¥ POTPAMMHBIE CPEJICTBA 3AIUTHI
0) TeXHUYECKUE CPEJCTBa, MpeIHA3HAUYCHHBIE JJIA MPEAOTBpAIeHUs] yTeuku UH)Op-
Malliy 10 OJTHOMY WJIM HECKOJIbKUM TEXHUYECKUM KaHaJIaMm
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B) MEXCETEBbIE IKPaHbI

9.

HeBepHO, 4To ... ABJHACTCA COCTOAHUCM COCAMHCHUA I10 ITPOTOKOIY TCP

a) LISTEN

6) SYN-SENT
B) WAIT

r) LAST-ACK

10.Cayx60#t TELNET 006sr4H0 rcmons3yetcst moptT Ne ...

a) 20
0) 21
B) 22
r) 23

BJIOK ITATBIU 3anmra KIMEHTCKUX ONEPallMOHHBIX CUCTEM)
1 u 2 konmponvusvie mouxa: Busi KOHTPOIBHOTO 3a/laHUs - TECTUPOBAHUE.

11.0H€paI_II/IOHHaH CHCTCMa HH(i)pOBOfI BBIYHCJIUTEIILHON CUCTEMBI IMpcaHasHa4dyCHa

0.

B.

U1 O0eCIIeueHus . ..

oTnpeeIeHHOTO YPOBHS 3((HEKTUBHOCTH HU(GPOBON BHIYUCIUTETLHON CUCTEMBI
3a CYET aBTOMATU3UPOBAHHOTO YIIPaBJIEHUs €€ pPaboTOM U MPEA0CTaBIIEMOTO
MOJIH30BaTEISIM HAaOOpa yCIyr

yA00HOM pabOTHI MOJIB30BATEINS

COBMEIIICHUS PA3TMYHBIX HHTEP(HEHCOB

12.CoBpemennyto opranuzanuio IBM npemioxmu ...

a.
0.

B.

HopOepTt Bunep
JIxoH ¢on Heliman
Yapip3 be6ou K

13.B cucrtemHOe porpaMMHOE 00ECTICUeHUE BXOJIST ...

a.

0
B.
r

hi§

SI3BIKU ITPOTPAMMHUPOBAHUS

. OIICPAlIMOHHBIC CUCTCMbI

rpaguvecKue pelakTophI
KOMITBIOTEPHBIC UTPHI

. TEKCTOBBIE PEAAKTOPbI

14. Ananu3 puCKOB BKJIIOYAET B ceO4 ...

a.
0.

HaOOp aJIeKBATHBIX KOHTPMEP, OCYIIECTBISIEMbIN B XO/€ YIIPaBICHUS! pUCKAMU
aHaJIM3 IPUYMHEHHUs yiiepOa U BeNTUYuHbI yiiepoa, HaHocuMoro pecypcam NC
B CJIy4ae OCYLIECTBIICHUS YTPO3bl OE30MACHOCTH

BBISIBJICHHE CYILECTBYIOIIMX PUCKOB U OLICHKY MX BEJIMYUHBI
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r. MCPOIIPUATHUA 110 O6CJ'ICI[0B3HI/II-O oe3onacHoctu VC ¢ L ECJIbIO ONMPCACICHHA TOI'O,
KaKHC PCCYPCHI U OT KaKHUX YI'PO3 HAJO0 3allUIIATh, d TAKIKC B KaKOM CTEeNCHU
TC WJIN UHBIC PCCYPCHI HYKAAIOTCA B 3alIIUTC

15.adopmarus — 310 ...

a. CBEJICHUS O JIUIAaX, MpeIMeTax, (pakTax, COOBITUSIX, SIBICHUSAX U MPOIIECCaX
HE3aBHCHUMO OT (POPMBI UX MPECTABICHUS

0. COBOKYNMHOCTb 3HaHUI, HAKOTUICHHAS YEJIOBEYECTBOM

B. COBOKYITHOCTb IIPUHIIUIIOB, METOAOB U ()OPM YIIpaBICHHUS

I. COBOKYIHOCTb pe(pJIeKCHIl MEXy UIeeil U MaTepuell Ha MaKpO- U MUKPOYpPOB-
HSIX

16.Uudopmarmonnas cdepa — 310 ...

a. COBOKYIHOCTb BCEX HAKOIUICHHBIX (PAKTOPOB B UH(POPMALIMOHHON JESTEIbHO-
CTH JIFOAEH

0. cdepa ASATENLHOCTH YEIOBEKO-MAILIMHHOTO KOMILJIEKCA B IIPOLIECCE TPOU3BOI-
cTBa uHMOpMAaIU

B. COBOKYMHOCTh MH(OPMALIMK U CyOBEKTOB, OCYIIECTBIISIIOIIUX cO0p, PopMUpo-
BaHWE, paCIIPOCTPaHEHUE U UCIIOJIb30BaHNE HHPOPMAIIUU

T. CBEICHHS O JINIAX, peaMeTax, (pakTax, COOBITUSX, ABICHUSIX U MIPOIEccax
HE3aBHCHUMO OT ()OPMBI UX TPECTABICHHUS

n. cepa, B KOTOpOH MPOU3BOAUTCS U pacpocTpaHsieTcs nHpopmanus

17.HeBepHo, UTO ... OTHOCST K HCTOUHHKAM yIpo3 HH(HOPMAIIMOHHON 0e301macHo-
CTH
. 4eNloBeYeCKuii (hakTop
paBoBbIC acnekThl PpyHkonupoBanus UC
CTUXUHHBIEC OCACTBUS
anmapaTHble coou
OIUOKH MPOeKTUpoBaHus U paspadotku UC

HO® Ay

18.Cucrema 3ammTsl HHGOPMAITUH — ITO ...

a. KOMIUIEKCHAas COBOKYITHOCTh MPOTPAMMHO-TEXHUYECKUX CPEICTB, 00ecrevnBa-
IOLLMX 3alIUTy HHQOpMalun

0. COBOKYMHOCTH OPTaHOB W/WJIM UCIIOJHUTEINCH, a TAK)KE UCTIONb3yeMasi HMH TeX-
HUKa 3aIUThl HHQOpPMAIUU

B. 00JyacTh HH()OPMAITMOHHBIX TEXHOJIOTUHI

r. pa3paboTKa CTpaTeruu 3aniuThl OM3HEeCa KOMITAHHMA

19.TTonp3oBaTens (moTpedburens) nHGOPMAITIH — ITO ...

a. gupma — pazpaboTUHK TPOTrPAMMHOTO MPOAYKTa, KOTOpasi 3aHUMAETCSI €€ JTNC-
TpUOBIOIIEH

0. TOJIb30BaTEIb, UCITOJB3YIOIINI COBOKYITHOCTh TPOTPaMMHO-TEXHUYECKHIX
CpEICTB
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CyObEKT, MOJIb3YIOIINICS HH(OpMaLKel B COOTBETCTBUU C PETJIAMEHTOM J10-
cTyna
BJajenen GUpPMbI WA NPEATPUITHS

A. BCC CIyzKallluc MpCaAIpuATUd

20.ITpaBo noctyna k HHPOPMAITUH — 3TO ...

a.

0.

=

COBOKYITHOCTb ITPaBWJI JOCTYyMa K HHGOPMAaIIUU, YCTAHOBIICHHBIX MPAaBOBBIMU
JOKyMEHTaMH HJId COOCTBEHHHKOM JHOO0 BllaJieablieM HHPOpMAITUU
COBOKYITHOCTb ITPABHJI, PETIIAMEHTUPYIOIINX MOPSAIOK U YCIOBHS JOCTyMA CyOb-
eKTa K HH(GOPMALIH U €€ HOCUTEISIM

BO3MOYKHOCTB JIOCTYINa K MH(GOPMAILIMK, HE HapYIIAIOIasi yCTAHOBJIEHHBIE Mpa-
BHJIA pa3rpaHUYECHHUs TOCTyTa

HapyLIEHNUE YCTAHOBJICHHBIX IIPABWII pa3TpaHUYCHUs JOCTYyIIa

A. JIAIOO MK ITPpOonCCC, OCYIICCTBIIAIOINC HCCAHKIMOHUPOBAHHOI'O JOCTYIIA K

uHpopManuu

Baok mecToii «3amuTa reonHPOPMALMOHHBIX CETEH»
3 u 4 konmponvHvle mouka: Bua KOHTPOJIBHOTO 3aJ]aHUs - TECTUPOBAHUE.

=

1.CaHKIIMOHUPOBAHHBIN JOCTYIT K HHOOPMAILIMK — 3TO ...
COBOKYITHOCTb IPABMII IOCTYIA K HH(POpMAIMU, YCTAaHOBJIECHHBIX ITPABOBBIMU
JOKYMEHTaMH WU COOCTBEHHHUKOM JIMOO BiajelblleM HH(pOopMaIiu
COBOKYITHOCTb IPABHJI, PETIIAMEHTHPYIOIIUX MOPSIOK U YCIOBHUS JOCTYyNa CyOh-
eKTa K HHpOpMAIIUH U €€ HOCUTEIISIM
J0CTYT K HHpOpMAITNH, HE HAPYIIAOIINN YCTAaHOBICHHBIC MPaBUia pa3rpaHu-
YEHUS TOCTYTIa
HapyIICHUE YCTAHOBJICHHBIX MPABUJI Pa3TPaHUUYCHHS JOCTYIIA

A. JUIOO UK MPOoUECC, OCYMECCTBIIIIOINEC HCCAHKIIMOHUPOBAHHOTO JOCTYIIA K

uHpopMauu

2.HecankunoHupoBaHHBIN JOCTYI K HH(OpMALIUU — 3TO ...
COBOKYITHOCTb MTPaBWJI JOCTYTA K HH(POPMALIUU, YCTAHOBIEHHBIX TPAaBOBBIMU
JOKYMEHTaMH WJIH COOCTBEHHUKOM JIMOO BiIaiesibIieM HHGOpMaINU
COBOKYITHOCTb ITPABUJI, PETIIAMEHTUPYIOIINX HOPSAIOK U YCIOBHS JOCTyNa CyOb-
eKTa K HH(GOPMAaLIK U €€ HOCUTEISIM
JOCTYI K MH(pOpMallMY, HE HApyIIalOLUi YCTaHOBJIEHHBIE PAaBUJIa pa3rpaHu-
YEHUS JO0CTYIa, KOTOPbIE CIYy’KaT AJI perjJaMeHTalllu IpaBa JoCTyIa K KOM-
MOHEHTaM CHCTEMBI
HapyIleHNe yCTaHOBICHHBIX MTPaBUJI pa3TpaHUUCHHS JOCTYIIA
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1. JIUI0 WJIH TIPOIIECC, OCYIIECTBISIONME HECAHKIIMOHUPOBAHHBIN JOCTYM K WH-
dbopmaruu

3.Unentudukanus cyobekra — 3710 ...

npoLeaypa pacro3HaBaHus CyObeKTa 1Mo ero UIeHTU(PUKATOPY
MPOBEPKa MOJTMHHOCTHA CYObEKTa C TAHHBIM UACHTHU(PUKATOPOM
YCTaHOBJICHHE TOTO, SIBJISICTCS JIU CYyOBEKT MMEHHO TeM, KeM OH ce0s 00BIBUI
MpoIIeIypa MPEA0CTABICHUS 3aKOHHOMY CYOBEKTY COOTBETCTBYIOIINUX TTOJTHO-
MOYHH U TOCTYITHBIX PECYPCOB CHCTEMBI
1. YCTAHOBJICHHE JIUI] WX MPOIIECCOB, OCYIIESCTBIISIIONUX HECAHKITMOHUPOBAH-

HBII T0CTYI K HHGOpPMAaIUn

Jw o

4.Ayrentudukanus cyobekTa — 37O ...

npolielypa paclio3HaBaHUs CyObEKTa MO €ro UICHTUPUKATOPY
pOBepKa MOUTMHHOCTU CYyObEKTa C TaHHBIM UJACHTU(HUKATOPOM
YCTaHOBJICHHUE TOTO, SIBJISIETCS JIM CYOBEKT UMEHHO TeM, KeM OH ce0s 00BsIBUII
npoleaypa Mpea0CTaBICHUs 3aKOHHOMY CYOBEKTY COOTBETCTBYIOIIUX MOJTHO-
MOYHI U TOCTYITHBIX PECYPCOB CHCTEMBI
7. yCTaHOBJICHHUE JIUII HJIA MPOIIECCOB, OCYIIECTBISIONUX HECAHKITMOHUPOBAH-

HBIN TOCTYI K HHGOpMAIUn

g% o

5.ABTOpU3aLHS CYOBEKTA — 3TO ...

MIpoIIeTypa pacro3HaBaHMs CYObEKTa MO €r0 HACHTH(PUKATOPY
IIPOBEPKA MOTMHHOCTH CYOBEKTa ¢ JaHHBIM HJICHTU(PUKATOPOM
YCTaHOBJICHHUE TOTO, SBJISICTCS JIM CYOBEKT HMEHHO TEM, KEM OH ce0s 0O BSBIIT
nporieaypa npeaoCcTaBIeHUs 3aKOHHOMY CYOBEKTY COOTBETCTBYIOIIUX TTOJIHO-
MOYHMH U JOCTYITHBIX PECYPCOB CHCTEMBI
JI. YCTaHOBJICHHE JIUI] UM MPOIIECCOB, OCYIIECTBIISIONINX HECAHKIIMOHUPOBAH-

HBIN JOCTYI K uH(popMaIuu

g% o

6.HeBepHO, 4TO ... JOHKHBI OBITH TOCTYITHB B HOPMAJILHON pabOTe MOJIb-
30BaTEIS

CUCTEMHBIC YTUIUTHI U CHCTEMHBIE PEIaKTOPBI

CpEeICTBa 3aIUThl, CHCTEMHBIC YTUIIUTHI

CpeAcTBa pa3paOOTKH, YTUIUTHI

CpEeICTBA 3aIUTHI

JE o

7.ITo cymecTByIOIMUM MpaBuiiaM pa3padaTbiBaTh, TPOU3BOAUTH 3AITUTHI
nH(pOpMAITU MOKET TOJIBKO MPEANPUITHE, UMEIOIIEE ...

JINIICH3UIO

ceptudukar

HavaJIbHBIM KaluTall

AKKpEIUTALUIO

Jw o
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8.B cranmapTHOI noauTHKE 6€30MaCHOCTH YCTaHOBKA MPOTPAMMHBIX MPO-
JYKTOB HEMOCPEJCTBEHHO T0JIb30BaTelIeM KOPIOPAaTUBHOU paboyelt cTaH-
1N ...

paspenieHa

paspeliieHa, 3a UCKIIIOYEHUEM KOMITBIOTEPHBIX UTP

paspenieHa, Ho TOJIBKO C YCTHOTO coryiacusi corpyanuka UT-otnena

3anpeneHa

9.Ilox nocTymHOCTHIO HH(GOPMALIMK TIOHUMAETCH ...
BO3MOXHOCTb 32 IPHEMJIEMOE BpeMsI MOIYYUTh TpeOyeMyIo HHPOPMALIMOHHYIO
ycayry
aKTyaJIbHOCTh U HEPOTUBOPEUUBOCTh MH(OPMALINH, €€ 3allUIIEHHOCTh OT pas3-
pPYLIEHUS U HECAHKIIMOHUPOBAHHOTO U3MEHEHMUS
3alUTa OT HECAHKIIMOHUPOBAHHOTO I0CTyIa K HH(pOpMauu

10.Hapymienue ycnoBuid, IpeyCMOTPEHHBIX JIMIIEH3UEN Ha OCYIIECTBICHUE
JEeATEIbHOCTH B 00JIACTH 3alMThl HH(OPMALIMH (32 UCKITIOYEHUEM UHpOP-
MalllH, COCTABJISIONICH TOCyIapCTBEHHYIO TalHY) ...

BJIEYET BO BCEX CIyYasix YrOJOBHYIO OTBETCTBEHHOCTh

BJICYET TOJIBKO HAJOXKEHUE aJIMUHUCTPATUBHOTO ITpada

HE BJICYET 32 COOOM YyroJIOBHOI OTBETCTBEHHOCTHU

BJICYET YTOJOBHYIO OTBETCTBEHHOCTh U HAJIOKEHUE aJIMUHUCTPATUBHOTO MITpa-

ba

TecTnI K 3a4eTy (2 cemecTp)

11.Jl51s OTIpaBKH MIMPOKOBEIIATEIHHBIX COOOIIEHUN B JTAaHHBIA CETEBOM CETMEHT

a

0.

B

T.

UCIIOJIB3YETCS aJpec ...
192.32.64.255
255.255.255.255
255.255.255.0
0.0.0.0

12.Cetb ¢ agpecom 190.25.32.0 npuHaaIEKUT K KIaccy ...

a.
0.

B.

A
B
C

13.Komanna npotokosna SMTP, koTopas CyXuT sl yKa3zaHUs ajpeca mojrydare-

a.
0.

B.

JIsI COOOIIEHUS, — ...
HELO

RCPTTO

SEND
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r. POST

14.HeBepHo, uTo aapec ... sBisgeTcss KoppekTHbIM MAC-anpecoM
a. 00457FEB7777
6. FFFFFFFFFFFF
B. FE6794C76890

15.TTpoToko ... peanusyeT KpunTorpaduyuecKyro 3anuTy Ha KaHAJTLHOM YPOBHE
a. SSL

6. SSH

B. TCP

r. PPTP

16.HOJI€ 34aroJIOBKa |P-I[aTaI‘paMMBI, KOTOPOC IMOKAa3bIBACT KOJIMYCCTBO IIPCOOAOJIC-
Ba€MbIX MapUIPyTU3aTOPOB, — ...

a. ldentification

0. Flags

B. IHL

r. Time to Live

17.Coobmienue «...» oTHOCUTCS K mpotokoixy ICMP
a. Network unreachable

6. RCVD WILL STATUS

B. Transfer complete

r. PORT command successful

18.1Taker ¢ ycTaHOBJICHHBIM (P1aroM ... B 3aroJIOBKE TEPBBIM IOCHUIACTCS MPHU
YCTaHOBJIEHHH CBsA3U 110 poTokoiy TCP

a. SYN

6. FYN

B. ACK

19.0nun u3 ypoBHeit creka npotokonoB TCP/IP — ...
buznyeckuit

KaHAJIbHBIN

TpaHCHOPTHBIH (transport)

CEaHCOBBIU

20.ABTOpU3aIKs — ATO MPOIIEAYPa MPEIOCTABICHUS CYOBEKTY ...
ONPEAEIICHHBIX ITIOJJHOMOYUN U PECYPCOB B JAHHON CUCTEME
OTPEEICHHOr0 UIeHTU(HUKATOpA

OIPEIICIIEHHOWN KIIFOUEBOU Maphl

21.Haubonee yacTblil ciydail HapyuieHus Oe30MacHOCTH MH(OPMAIMOHHOW CH-
CTEMBI — 3TO ...
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aTaky U3BHE
OOMIKEHHBIE COTPYIHUKH
OILIMOKH MepcoHalia
BUPYCHI

22.AyTteHTuduKaIms — 3T0 IpoIeaypa MPOBEPKH ...

MOJITMHHOCTH 3asBJICHHOTO TOJIb30BaTENsl, MPOLiecca WM yCTPOUCTBA
MIOJIB30BATEISI TI0 €r0 UACHTU(DUKATOPY

MIOJIB30BATEISI TT0 €T0 UMEHU

23.S/Key — 370 IpoTOKOJI ayTeHTH(HUKAIUH Ha OCHOBE ...
MHOTOPAa30BbIX MapoJIeH

PIN-koma

OJIHOPA30BBIX MapoJieh

24. HeBepHo, uto Kk ipotokoiy IP otHocuTes Takast hyHKIUS, Kax ...
dbparmeHTanus

MapIIpyTH3AIHS

JIOCTOBEPHOCTH Mepeaadn

25.]171 3aIUTHI OT MPOCTYIIUBAHUS TpaduKa MPH MOMOIIY CETEBOTO aHAIM3aTOPa
MO>KET UCIIOIb30BATHCA ...

bunpTpanus Tpaduka

mrdpoBaHue nepegaBaeMon nHopMaIuu

JIOTIOJIHUTENbHAS Ay TeHTU (UKL

26.CeteBoii amanTep, padOTaIOMIUNA B CEJICKTUBHOM PEXKUME, UTHOPUPYET ...
dbpeiitmMbl, HE coiepKallKe B MOJIE «aIpec MOoTydaTess» aapec TaHHOTO y3ia
IIMPOKOBEIIATEIbHbIE PPEHMBbI

bpeitmMbl, HE co/IepKaIIKe B TOJIE «aJIpeC MOoTyJdaTess aipec JaHHOTO y37a, U
HIMPOKOBEIATEIbHbIE PpeMbl

27.Y100BI YCHUIINTD 3aIIUTy OCCIIPOBOIHOM CETH, CIEAYET ...
a. M3MEHUTH 3aBojickoi SSID

0. TOBBICUTH YPOBEHbB CIIOKHOCTHU IapoJiel MOJIb30BaTENeH
B. 3alIUTUTH MpoTokos SSNP

28.Tpaduk Mexny KIMEHTAaMH W CepBEpamMu BO BHYTPEHHEW CETU JIydIlle BCEro
3aIUIIATh TP TIOMOIIIH ...

a. SAP

0. SSL

B. TPC

29.MapupyThl TUIA «...» IPOCMATPUBAIOTCS B TAOJIUIIE B IEPBYIO OUEPED
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MapuIpyTU3aLuUs
MapuIpyT K CETH
MapuIpyT M0 YMOTYAHHUIO

MapuIpyT K Y311y

JFoe

30.YnpaBneHue 10CTYIOM — 3TO ...

a. 3alIMTa MepCcoHaNIa U PecypcoB

0. pearupoBaHKE Ha IMOMBITKA HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

B. CIIOCOO 3alIUTHI MHPOPMAIIUU IyTEM PETYJIHMPOBAHUS HCIIOIB30BAHUS PECYPCOB
(TOKYMEHTOB, TEXHHUYECKUX U TIPOTPAMMHBIX CPEJICTB, JICMEHTOB 0a3 JIaHHBIX )

31.Peaxmus OC Windows na FIN-ckanupoBaHue B ciiydae 3aKphITOTO IOpTa — ...
a. mocbUIKa naketa ¢ pnaramu RST+ACK

0. MoiyaHue

B. mochlika naketa ¢ guaramu SYN+ACK

32.KomaHpa ... siBIsieTcsl KoMaH 101 mpotokoiia FTP
a. RNTO

0. DIR

B. LS

r. GET

33.MapuipyT ... mpocMaTpuBaeTcs B TaOJIUIE MapIIPYTU3AINH B IEPBYIO OYEPETH
a. K ceTu

0. IO YMOJITYaHUIO

B. K Y31y

34.HeBepHo, 4TO... ABJISIETCS XapakTepucTukoi mporokora UDP
a. HAJIMYHE B 3aroJioBke moiist «KoHTposbHAs cCyMMay

0. paborta 0e3 yCTaHOBJICHHUS COSTUHCHHS

B. TEXHHKA IJIaBAIOIIETO OKHA

35.Habop naHHBIX, MO3BOJSIONINI MOCTABUTh OTKPBITHIN KIIIOU C OOBEKTOM, UMe-
IOIMM COOTBETCTBYIOIIMM 3aKPBITHIN KIIFOY, HOCUT HA3BAHUE «...»

a. MOJyJb JIOCTyTa

0. udpoBoii ceptuduxat

B. KOHCTPYKTUBHBIN cepTU(PHUKAT

36.Korna nonb3oBaTenb BXOAUT B JOMEH, BBOJISI PEKBU3UTHI CBOECH YUETHOM 3aIiu-
CH, IPOUCXOIUT ...

a. WICHTU(UKAIUS

0. ayreHTUUKAIIUS

B. TEPMHUHAIA3ALUS

37. 1151 IeHTpanu30BaHHON ayTeHTU(UKAIIMH MOYKHO MCIIOIB30BATh ...
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a. RADIUS
6. RETAIL
B. CONNECT

38.Bo3mMoxkHa aTaka ... Ha DNS
a. footprinting
0. P spoofing
B. fishing

39.1P-3aronoBok He 100aBIIsSIeTCS K TAKeTy MpOoToKoa ... u3 cteka TCP/IP
a. ICMP

6. DHCP

B. ARP

40.HeBepHO, YTO ... SABJISAETCS COCTOSTHUEM COCIMHEHMS 110 TTpoTokoxy TCP
a. LISTEN

6. SYN-SENT

B. WAIT

r. LAST-ACK

41.Bp1iensoT ... ypoBeHb cTeka nmpotokoios TCP/IP
a) pU3NYeCKUid
0) KaHaJbHBIN
B) ceTeBoii (internet)
I') CCAaHCOBBIN

42.Haunbonee yacThlii ciiydail HapyiieHus 0e30macHOCTH WHGOPMAIMOHHOW CH-
CTEMBI — ...
a) aTaku U3BHE
0) OOM>KEHHBIE COTPYIHUKHU
B) OIIMOKH TIEpCOHAA
I') KOMITBIOTEPHBIC BHPYCHI

43.ABTOpU3AIMS — ATO MPOIEAYypa MPEIOCTABICHUS CYyOBEKTY ...
a) OIMpeIETICHHBIX OJHOMOYUN U PECYPCOB B IaHHOM CUCTEME
0) onpeneneHHOT0 UACHTH(PUKATOPA
B) OIpEJICICHHOMN KJIFOUEBOM Maphl

44.AyrenTudukanus — 3To IpoLeaypa MPOBEPKH ...
a) MOATMHHOCTH 3asBJICHHOTO IMOJI30BaTEJsl, MPOIIecca W yCTPOMCTBA
0) MmoJp30BaTENs MO €ro UACHTU(PUKATOPY
B) IOJIb30BATEJIsI IO €70 UMEH

45.HeBepHo, 4TO K nMpoToKoJy |P oTHOCUTCS Takas (yHKIMS, Kak ...
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a) ¢pparmeHTanus
0) MapIIpyTU3ALHS
B) JIOCTOBEPHOCTH TEpeIavn

46.CpencTBa TEIEKOMMYHHUKAIIUU — 3TO ...
a) COBOKYITHOCTb CPE/ICTB CBsI3U, 00ECIIEUNBAIOIIUX NTepeiady JaHHbIX MexXay OBM u
MH(POPMALMOHHBIMU CUCTEMaMH, YJAJIEHHBIMH JIPYT OT JApyra Ha 3HAYUTEIbHbBIE pac-
CTOSIHUS;
0) KOMIUIEKC TEXHUYECKUX CPEJCTB Mepeaadu HHPOopMauu
B) IPOBOJIHOE, OIITUKO-BOJIOKOHHOE U OECTIPOBOJJHOE COEIMHEHUE OOBEKTOB

47.HesepHo, uro mobamisercs: |P-3aroioBok k makeTy MPOTOKOJA ... U3 CTEKa
TCP/IP
a) ICMP
6) DHCP
B) ARP

48.K cpencTBamM TEXHUYECKON 3aIIATHI HHPOPMAIIMHA OTHOCSITCH ...
a) arnmapaTHble ¥ MPOTPAMMHBIE CPEJICTBA 3aIIUThHI
0) TeXHUYECKHE CPEJCTBA, MpeHAa3HAUYCHHbIC /I MPEIOTBPAIICHUS YTeUKU UHDOP-
Malll¥ 110 OJJHOMY WJIM HECKOJIbKUM TEXHUYECKUM KaHalam
B) MEJKCETEBBIE IKPAHBI

49.HeBepHO, YTO ... SBIECTCS COCTOSIHUEM COSIUHEHHMS 110 nmpoTokoay TCP
a) LISTEN
0) SYN-SENT
B) WAIT
r) LAST-ACK

50.Cnyx601i TELNET 00sraH0 ucnionb3yercs mopt Ne ...
a) 20
0) 21
B) 22
r) 23

21.OmnepanronHas cucteMa 1udpoBOil BEIYUCIUTEIBHONW CHCTEMBI MPeTHA3HAYCHA
JUTsT OOECIIeYeHus ...

a. ONpENeICHHOTO YPOBHS (P PEKTUBHOCTU ITU(DPOBOI BRIUNCIUTEIHHONU CHCTEMBI
3a CYET aBTOMATU3UPOBAHHOTO YIPABIICHUS €€ pab0TOM M MPE0CTABISIEMOTO
MOJTL30BATENSIM Habopa yCiIyr

0. ynoOHoM paboThI MMOIB30BATEINS

B. COBMEIICHUS Pa3IUYHBIX HHTEp(PeicoB

22.CoBpeMeHHYI0 opranu3anuio IBM npeanoxui . ..
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Hopbept Bunep
JlxoH don Hetiman
Yapip3 be6Ou K

23.B cucreMHO€ MPOrpaMMHOE 00EeCTIeUeHUE BXOMSIT ...

a

S3BIKA IIPOIPAMMHUPOBAHUS

0. omepanuOHHBIE CUCTEMBbI
B.
r
A

rpaduyeckue peaaKTopsl
KOMITBIOTEPHBIE UTPBHI

. TEKCTOBBIE PEAAKTOPHI

24.Ananu3 pucKoB BKJIFOYAET B €04 ...

a.

0.

HA0Op aJICKBATHBIX KOHTPMED, OCYIIECTBIISIEMbIN B X0/I€ YIIPABICHUS pUCKAMU
aHaJIN3 IPUYUHEHUS yiiepOa U BeTUYUHbI yiiepoa, HaHocuMoro pecypcam UC

B CJIy4ae OCYLIECTBIIEHUS YTPO3bl OE30MIACHOCTH

BBISIBJICHUE CYIIECTBYIOIIUX PUCKOB U OLICHKY UX BEITUYUHBI

MeponpusTus 1o oocnenoBanuio 0ezonacHoctu MC ¢ nenbio onpeneiaeHus Toro,
KAaKH€ PECYPChI U OT KaKMX yrpo3 HAJ0 3allUIIATh, @ TAKXKE B KAKOUN CTEIICHH

T€ WM UHBIE PECYPCHI HYKIAIOTCS B 3allUTE

25.Uudopmanus — 310 ...
a. CBEJICHHSI O JIUIIAX, IpeIMeTax, (pakTax, COOBITUSIX, IBICHUSIX U TpOIeccax

0.

B.

T.

HE3aBUCUMO OT (DOPMBI UX TIPEACTABICHUS

COBOKYIIHOCTh 3HAHUM, HAKOILJICHHAS Y€JI0BEYECTBOM

COBOKYIHOCTb MPUHITUTIOB, METOJIOB U (hOPM YIIPaBICHUS

COBOKYMHOCTb pedIeKCcHil MEXy UJieel U MaTepreil Ha MaKpo- U MUKPOYpPOB-
HAX

26.Undopmanmonnas chepa — 310 ...

a.

0.

.

COBOKYITHOCTb BCEX HAKOIJIEHHBIX ()aKTOPOB B MH(POPMAILIMOHHOM J1€ATEIbHO-
CTHU II0JICH

cdepa aesITeNbHOCTH YeI0BEKO-MAIIMHHOTO KOMIIJIEKCa B MPOLIECCe MPON3BO/-
cTBa UH(pOpMaIu

COBOKYMHOCTh HH(OpMAIIMU U CyOBEKTOB, OCYIIECTBISIOMMX cOOp, GOpMUPO-
BaHUE, paCIPOCTPaHEHUE U UCIIOJIb30BaHNe HH(POPMAITUU

CBEICHHMS O JIUIIAX, MpeaMeTax, (hakTax, COOBITUSX, SIBICHUSIX U TpOIeccax
HE3aBUCHUMO OT (POPMBI UX MPECTABICHUS

cdepa, B KOTOPO MPOU3BOJUTCS U PaCHPOCTPaHAETCS HHPOpMAIIUS

27.HeBepHO, 4TO ... OTHOCAT K UICTOYHUKAM YTp03 HHOOPMAITMOHHON O€30MacHO-

o

CTH

. 9eJIoBeYeCKUid (hakTop

npaBoBbIe acneKkThl pyHKImoHupoBanus MC
CTUXUHHEIE OEICTBUA
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anmnapaTHble cOou
OIIUOKH MPOEKTUpOoBaHus U pazpadotku UC

28.Cucrema 3amuTthl HHQOpMAITMHU — 3TO ...

a.

0.

KOMIUIEKCHAs! COBOKYITHOCTh POTPAaMMHO-TEXHHUECKUX CPECTB, 0OecreunBa-
IOLIUX 3aIUTy HHPOPMAITUU

COBOKYITHOCTh OPTaHOB W/WUJIH UCIIOJHUTENICH, a TAKXKE UCIIOIb3yeMasi UMHU TeX-
HUKa 3alUTHl UHOpMAITUU

o0acTb HH()OPMALIMOHHBIX TEXHOJIOTUH

pa3paboTKa CTpATETUH 3allUThl OM3HECAa KOMIIaHUH

29.Tlonb3oBarens (MoTpeduTeNs) HHGOPMAIIUU — ATO ...

a.

0.

T.
II.

¢dbupma — pazpabOTUYUK MPOTPAMMHOTO ITPOYKTA, KOTOpasi 3aHUMAETCS €€ IUC-
TpUObIOLIEH

M10JIb30BATEIb, UCIIOJIB3YIOIINI COBOKYITHOCTh MTPOTPAMMHO-TEXHUYECKHUX
CpEICTB

CyOBEKT, MOJIB3YIOMUicsS nH(OpMalMel B COOTBETCTBUU C PETJIAMEHTOM J10-
cTyma

BIIajeNen] (PUpMbI WA PSP TS

BCE CITy’KaIlie MPEANPUITHS

30.1TpaBo goctyna k nHOOPMAITUH — 3TO ...

a.

0.

-

COBOKYITHOCTb MPABUJI JOCTyNa K MHPOPMAIINH, YCTAHOBJICHHBIX MTPABOBBIMH
JOKYMEHTaMH WU COOCTBEHHHUKOM JIMOO BiajelblleM HH(pOopMaIu
COBOKYITHOCTb IPABHJI, PETIIAMEHTHPYIOIIUX MOPSIOK U YCIOBHUS JOCTYyTMa CyOh-
eKTa K HHPOpMAIIUH U €€ HOCUTEIISIM

BO3MOYKHOCTb JIOCTyTa K HH()OPMAITUHY, He HapYIIaloIas yCTaHOBICHHBIC TIpa-
BHJIA pa3rpaHUUCHUS JOCTYyTa

HapyIIeHNEe YCTAaHOBICHHBIX MPABHII pa3TpaHUUYCHHUS JOCTYyIIa

A. JIUIOO MK ITPpOoneCC, OCYIICCTBIIOINC HCCAHKIMOHUPOBAHHOI'O JOCTYIIA K

SRl A

©oN®

uH(popMauu
Bonpocsl k 3x3ameny (3 cemecTp)

[TonsiTue 00 apXUTEKType anmapaTHbIX CPEJICTB

Knaccudukanus nporpaMMHBIX CPEICTB.

[TpuHIUTIEI paOOTH BEIYUCIUTEILHON CHCTEMBI

Knaccudukanus onepanroHHBIX CUCTEM

VYrpo3sl 6e3onacHoCTH HHPOPMAITUU B HH(DOPMAITMOHHO-BBIYUCITUTEIBHBIX CH-
cTeMax

CrpykTypu3aiusi METo1I0B obecrneueHrst UHPOpMaMOHHOM 0€30MacHOCTH.
TpeboBanus nmpoduis 3aIIUThI

3anuTa reonpacTpaHCTBEHHBIX 0a3 TaHHBIX

. 3ammTa KIMEHTCKOW YacTH NH()OPMAIIMOHHBIX CHCTEM

10 Bunbl mm@poBanus mpocTpaHCTBEHHOM HHPOpMaluu
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11.Crenorpadus

12.Vcnionb30BaHUE TEXHOJIOTUHU IIEMOYKHU OJIOKOB ISl 3aIlIMTHI T€OMPOCTPAHCTBEH-
HBIX JTAHHBIX

13.TToax0/abl K MOCTPOEHUIO HAJIEHKHON HH(POPMALIMOHHON CUCTEMBI

14.MesxceTeBoil 9KpaH — MHCTPYMEHT pean3aliy MOJUTUKHA O€30MacHOCTH.

15.TexHnueckue acneKThl o0ecneyeHus: 0e30MacHOCTH

16.IIporpammHoe obecrieueHne u KOHPUTYypaLus

17.Pa3paboTKa U KOPPEKIUs MPaBUI MOJUTUKH 0€30MacCHOCTH

18.ITpo6aema nabopmanroHHoM 6e30macHocTH Internet

19.11paBoBbIe OCHOBBI ACSITEILHOCTHU MO 3aIIUTE HHPOPMAIIMH OT HECAHKIIHOHUPO-
BAHHOI'O JIOCTYTIA

20.PexuMebl 3amuThl HHPOpMAaIuu

21.KommbroTepHbie aTaky. 3anyTa OT aTak

22 .Knaccudukaiysi KOMIBIOTEPHBIX aTak

23.3amuTa OT KOMIIBIOTEPHBIX aTaK

24 .bezonacunocts TCP/IP

25.HcTpyMeHTaIbHBIE CPEICTBA U3YUCHHUS 3AITUIIICHHOCTH WH()OPMAITMOHHBIX
CUCTEM

26.CymHocTh 6e30macHOCTH 0a3 JaHHBIX

27.3anaun obecrnieueHus: HHPOPMAITMOHHOM 0€301macHOCTH 06a3 TaHHBIX.

28.Kputepun kadecTBa 0a3 TaHHBIX

29.¥Yrpo3sl nHPOpMAITMOHHONW 0€30TTacCHOCTH 033 TaHHBIX

30.HUcTounuku yrpo3 uadopmannu 6a3 TaHHBIX

31.Knaccudukamus yrpo3 uHPOpMaMOHHOM 0€30MacHOCTH 06a3 JaHHBIX

32.Knaccudukaius cucteM 3aliuThl TPOrPaMMHOTO 00eCTIeYeHUSI.

33.JlocTonHCTBA M HEAOCTATKA OCHOBHBIX CHCTEM 3aIlUThI.

34.CucteMbl 3alTUThI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

35.[IporpaMMHO-anmapaTHbIe CPEICTBA 3AIIUTHI C AIEKTPOHHBIMHU KITIOYaMHU.

36.1Tokazarenu 3pheKTUBHOCTH CUCTEM 3aIUTHI

37.CepBepHble ONepalluOHHBIE CUCTEMbI BEIYIIUX TPOU3BOAUTEIICH

38.11pob6meMbr HHGOPMAITMOHHOM 0€30MaCHOCTH CeTel

39. AHanu3 yrpo3 ceTeBoi O€30MacCHOCTH.

40.06ecneuenre nHOOPMAITMOHHONW 0€30MTaCHOCTH CETEH

41.YTpo3sl U YA3BUMOCTH IMPOBOJIHBIX KOPIIOPATUBHBIX CETEH

42.YTpo3bl U yI3BUMOCTH OECIIPOBOJIHBIX CEeTEr

43.AyrenTudukanus, aBTOpU3alus U aAMUHUCTPUPOBAHNUE JEHCTBUN MOJIb30BATE-
JIEH.

44 Metonbl ayTeHTHU(PUKAIIUH, UCTIONb3Yytolue naponu u PIN kol

45.Ctporast ayTeHTH(UKAIIHS.

46.buomMeTrpuueckas ayTeHTU(UKALMS T0Ib30BATEIIS.

47.®Oynkunn MO.

48.0cob6enHocT GyHKITMOHUPOBaHMS M3 Ha pa3nuuHbIX ypoBHsIX Mozenu OSI.

49.Cxembl ceTeBOM 3amuThl Ha 0aze MD.

50.1TpoGaemsr 6e30macHocTr MO.
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51.KoHnuenius moCcTpOSHHUS BUPTYaIbHBIX 3alTUIIEHHBIX ceTeil VPN,

52.VPN pernieHust i MOCTPOSHUS 3aITUIIICHHBIX CETEH.

53.JocTouHcTBa npuMeHeHus TexHonoruii VPN.

54.11poToKoJbl (POPMUPOBAHUS 3AMIMIIEHHBIX KAaHAJIOB HA KAHAJIbHOM YPOBHE.
55.1TpoToK0IBI GOpMUPOBAHUS 3AMUITICHHBIX KAHAJIOB HA CEAHCOBOM YPOBHE.
56.3amuTa 0eCIIpOBOIHBIX CETEH

S7.Apxutektypa cpeacts O6e3onacHoctu [PSec.

58.3amuTa nepegaBaeMbIX JaHHBIX C MoMoIIkio poTtokonoB AH u ESP.
59.1IpoTokon ynpaBnenus kpuntokaodamu [KE.

60.0cobennoctn peanu3saiuu cpeacts [PSec.

61.CymHocTh 6€30macHOCTH 0a3 TaHHBIX

62.3amaun obecneuenrs UHGOPMAITMOHHON 0€30MacHOCTH 0a3 TaHHBIX.
63.Kputepuu kauectBa 0a3 TaHHBIX

64.Yrpo3sl nHDOpMaAITMOHHON Oe30MacHOCTH 0a3 TaHHBIX

65.Uctounuku yrpo3 undopmaiuu 6a3 JaHHBIX

66.Knaccudukanus yrpo3 nHPopMalmoHHOM 0e30MacHOCTH 0a3 JaHHBIX

7.4. Conep:xanue 3aHATHH CEMUHAPCKOTO TUIIA.
Tunosble NpakTHYeCKUe 32 JaHUS
MPAKTHUYECKAS PABOTA Ne 1

Bun npaktuueckoro 3ansatus: [Ipaktuueckas paboTa.
Tema u coneprxanue 3anatusi: OUEHKA ysI3BUMOCTEN aKTUBOB
Llenp 3anaTus:
1.0O3HaKOMHTBCS C OCHOBHBIMH YSI3BUMOCTSIMU MH(OPMAIIMOHHBIX aKTHBOB.
2. VI3yuuTh METOABI JIeIeHUsT UH(OPMAIMH 0 YSI3BUMOCTSIM
3. OcBoUTb METOJUKY U MPUOOPECTH MCCIIEN0BATENLCKUE HABBIKH MO0 OLEHKE YS3BUMOCTEN HH)OP-
MallMOHHBIX aKTUBOB.
IIpakTHueckye HaBbIKU:
B nanHOoM nyHKTe HEOOXOIMMO MPOBECTH HAECHTU(UKALMIO YSI3BUMOCTEN OKpyXKaromieu

Cpelbl, OpraHu3alvu, Npoueayp, NepcoHana, MEHEHKMEHTA, aAMUHUCTPAIIMHU, allllapaTHBIX CPEJICTB,
MPOrPaMMHOTO OOECTeUeHHUs WJIM ammapaTypbl CBSI3U, KOTOpPbIE MOTIU ObI OBITH HCHOJIB30BaHBI
HUCTOYHUKOM YIpo3 Ui HaHeceHus yiepOa akTUBaM M JEIOBOHM JeATeIbHOCTH OpTraHH3allHH,
OCYILIECTBIISIEMOM C UX HUCIOJIb30BAHUEM.

OreHka 10DKHA POBOAUTHCS IS aKTHBOB, ONPECICHHBIX B IL.II. (€) m.1.2.1.

[Ipn mpoBemeHUH OICHKH PEKOMEHIYETCS PYKOBOACTBOBATHCSA TPeOOBAHUSIMH CTaHIapTa
'OCT P UCO/MDBK TO 13335-3-2007 (ITpunoxenue D).

IIVHKT J0JI2KE€H coaep:KaTh:

a) Onmcanue mporeaypsl OIEHKH YS3BUMOCTH aKTHBOB, MPU 3TOM JIOHKHO OBITH OTPa)XeHO,
YTO SIBJSICTCSI OCHOBAaHUEM JUISl MPOBEACHUSA TAaKOW OLEHKH, KaK 4acTO MPOBOJUTCS OLIEHKA, KTO

MMPOBOAUT OLICHKY, KaKHUC IIPHU 3TOM HCIIOJIB3YIOTCA MCTOJAUKHU, B Kakou (popMe MMPEACTaBJIAOTCA
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pe3ynbTaThl OLIEHKH.

0) IlepeueHsp ys3BUMOCTEH C YyKa3aHUEM OIEHKH CTEICHH BEPOSTHOCTH BO3MOKHOM
peanu3anyu OTMEYEHHBIX YSI3BUMOCTEW, HanpuMep "Boicokas", "cpeansia" win "Hu3Kasa", CBeACHHbBIN
B TaOIHILy 5

Crnenyer oOpaTUTh BHUMaHUE HA TO YTO, B YKA3aHHOU TAOJIUIIE YSI3BUMOCTH CTPYIITUPOBAHBI
no o0JacTsIM CYIIECTBOBAHMS/BO3HUKHOBEHUSI. OOMH U TOT ke WH(OPMAIMOHHBIA aKTHB MOXET
NPUCYTCTBOBATh B HECKOJbKUX pasjaenax tTabmuubl. HWHBIMH cioBamMu, OOMH U TOT K€

I/IH(l)OpMaHI/IOHHHﬁ AKTHUB MOXKET UMETh HECKOJIBKO y;ISBPIMOCTGfI.
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Tabmuna 5
Pe3ynbpTaThl OEHKN YSI3BUMOCTH AKTHBOB

T'pynna ysispumocreit Axtus Nel AxtuB No2 AxtuB Ne3 Axtus Ne4 AxtuB N5 AxtuB Ne6 AxTus Ne7
CopeprkaHre ya3BUMOCTH

1. Cpena m nHdpacTpykTypa
Va3sumocTts 1.1. HHU3Kasl
BBICOKASI
VYs3BumocTs 1.n

2. AnnmapaTHoe odecneyeHne
Vs3BumocTs 2.1.
Vs13BUMOCTD 2.1 cpeaHss

3. IlporpamMmmHoe oGecnieyeHue

VsazsumocTts 3.1.

Va3suMocTh 3.n

4. KommyHukanum

Va3sumocTh 4.1.

Va3sumocTs 4.n

5

. JJokyMeHTBI (1I0KYMeHT0000pOT)

VassumocTh 5.1.

Va3BuUMOCTE 5.n

6.[lepcon

ajl

Va3sumocTs 6.1.

Va3BuMoCTh 6.Nn

7. O01ue ysa3BUMbIE MeCTa

Vaszsumocts 7.1.

Va3BuMocTh 7.n
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INPAKTUYECKAS PABOTA Ne 2

Bup npaxktuueckoro 3ansatus: [Ipaktuueckas padota.
Tema u comeprxanue 3austusi: OlLIEHKA yTPO3 aKTUBAM.
[ens 3anaTus:
1.ITony4nTh HaBBIKM OLIEHKU YIpo3 HH(OPMAIIMOHHBIM aKTHUBAM
IIpakTHueckyie HaBBIKU:
[lepen HavanoMm BBINOJIHEHHS JAHHOTO ITYHKTa HEOOXOAWMO YACHUTH, YTO Yrpo3a — 3TO

MOTEHITMATbHAS TPUYMHA HHITUACHTA, KOTOPBIM MOYKET HAaHECTH YIIepO CUCTEMe WM OpraHu3aliy, a
WHIUJCHT, (MHOUAEHT WH(OPMAIMOHHOW 0€e30MmacHOCTH) — 3TO JI000€ HENpPEIBHICHHOS WU
HEXKENaTeIbHOE COOBITHE, KOTOPOE€ MOXET HApYIIMTh JACSITeNbHOCTh OpPTraHM3alH WA
MH(OPMALIMOHHYIO O€30MaCHOCTb.

B ocHOBe yrpo3 MoXeT jexaTh Kak MPUPOJHBINA, TaK U YeIOBEYEeCKHil (hakTop; OHH MOTYT
pean30BbIBATHCS CIyUYallHO WU MpeJHAMEPEHHO.

B xone BbIMOJNIHEHMS] MyHKTa MCTOYHHUKU KaK CIy4alWHBIX, TaK U MPETHAMEPEHHBIX YIrpo3
JIOJKHBI OBITh UACHTU(UIIMPOBAHBI, 2 BEPOSTHOCTh UX PEaTN3alluy - OIlCHEHA.

Crnenyet yuecTh, YTO, C OJJHOM CTOPOHBI, BAYKHO HE YIYCTUTh U3 BUAY HU OJHOW BO3MOYKHOM
yrpo3bl, TaK Kak B pe3ylbTaTe BO3MOXHO HapylleHHe (YHKIMOHUPOBAHUS WM TOSBICHUE
VSI3BUMOCTEH CHCTEMbI 00SCTIeUeHUsT Oe30MacHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHIA, & C APYrol HE
aKIICHTUPOBATh BHUMAHWE Ha 3aBEIOMO MAJIOBEPOSITHBIX YTPO3ax.

Hcxonnble naHHbIE U1 OLEHKHU YTPO3 CIEAYET MOoJIydyaTh OT BJIAJENbIEB WIH MOJb30BaTEIeH
aKTHUBOB, CIYXallMX OTAENOB KaJpOB, CHEIHAINCTOB IO pa3paboTke o00OpyIdOBaHHS U
WH()OPMAIIMOHHBIM TEXHOJIOTHSM, a TAKXKe JIHI], OTBEYAIOIIUX 3a PEaTU3alMI0 3alIUTHBIX MEp B
OpraHu3aIu.

[Ipu dopmupoBaHuM mepeyHsT Yrpo3 PEKOMEHIYETCs] PYKOBOICTBOBATHCS TpPEOOBAHUSIMU
cragaapta [OCT P UICO/MDK TO 13335-3-2007 (ITpunosxenue C).

Takxke MOJE3HO HCMONH3OBAHKME KATAIOTOB yrpo3 (Hauboliee COOTBETCTBYIONIMX HYXKIAaM
KOHKPETHOW OpraHU3aIllK WK BUJIY €€ JIEJIOBOM JIEATeTbHOCTH ).

[Tocne naeHTHPUKAUN UCTOYHHUKA YTPO3 (KTO U YTO SBIISETCS MPUUMHON Yyrpo3bl) U 00BEKTa
yrpo3sl (Kakoi W3 3JIEMEHTOB CHCTEMBI MOXKET MOABEPTHYTHCS BO3JEHCTBUIO YTPO3bI) HEOOXOIUMO
OIIEHUTH BEPOSITHOCTh peanu3aluuu yrpo3bl. [Ipu 3Tom cieyeT yuuThIBaTh:

- YaCTOTY TMOSBJICHHS yTrpo3bl (KaK YaCTO OHA MOXET BO3HHKATh COTJIACHO CTATUCTHYECKUM,
OTNBITHBIM MW JIPYTUM JaHHBIM), €CIM HMMEIOTCS COOTBETCTBYIOIIME CTAaTUCTHUUYECKHE W JPYrUe
MaTepuabl;

- MOTHBAIMIO, BO3MOKHOCTH U PECYpPChI, HEOOXOIUMBbIE MOTCHIIMATLHOMY HAPYIIUTENIO H,

BO3MOXHO, UMCIOINHECA B €0 pacCops>KECHUH, CTCIICHDb ITPUBJICKATCIBHOCTH U YA3BUMOCTU AKTHUBOB
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CHCTEMBbl MH(POPMAIIMOHHBIX TEXHOJIOTUI C TOYKH 3pPEHHUS BO3MOXKHOTO HApPYIIUTENS U MCTOYHHUKA
YMBILIJIEHHON YIpO3bI;

- reorpadguueckue (akToppl - TakMe KaK HaJu4ue IOOJM30CTH XUMMUYECKHX WU
HedTenepepadaThIBAIOLINX MTPEIIPUATHI, BO3MOXKHOCTh BO3HUKHOBEHMSI SKCTPEMAJIbHBIX MOTOHBIX
YCIIOBHH, a Takke (paKTOpPOB, KOTOPHIE MOTYT BBI3BAaTh OMIMOKM Y TMEpPCOHANA, BBIXOA M3 CTPOs
000pyI0BaHUs U MOCIYXUTh IPUYMHON peaTnu3aluy CIy4aiiHOW yTpo3bl.

Ilocne 3aBepiieHHs] OLIGHKM Yrpo3 COCTaBISAIOT IEPEeYeHb HAECHTH(QHULUUPOBAHHBIX YIpo3,
AaKTUBOB MWJIM TIpYyNIl aKTUBOB, IOJBEPXKCHHBIX 3THM YIpo3aM, a TakKe OIPEHCIIAIOT CTEICHb
BEPOSATHOCTH PEAIM3aIMK YTPO3 ¢ PAa30MBKOI HA IPYMIIBI BICOKOH, CPEHEH U HU3KOH BEPOSTHOCTH.

IIyHKT OJKEH COAEpKATh:

a) ONMCaHHE HPOLEeyphl OLIEHKU Yrpo3 aKTHBaM, IPHU 3TOM JOJDKHO OBITH OTPAXEHO, YTO
ABJIIETCSL OCHOBAHUEM JUJISl IIPOBEACHMSI TAKOM OLIEHKH, KaK YacTO IIPOBOAUTCS OLEHKA, KTO IPOBOJUT
OLICHKY, KaKue MPH 3TOM HCHOJIB3YIOTCS METOIUKH, B KaKOW (hopMe MPEACTABISIFOTCS PE3yJIbTaThl

OLICHKH.
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Tabmuma 6
Pe3ynbpTaThl OIEHKM yIpO3 aKTUBAM
T'pynna yrpos AxkTu Nel AxkTuB Ne2 AxTuB Ne3 AxTuB Ned AKTHB | AKTHB | AKTHB
Copep:kaHne yrpo3 No5 No6 No7
1. ¥rpo3sl, 00ycJI0BJIeHHBIE TPEeAHAMEPEHHBIMY e CTBUAMH
Yrpoza 1.1. cpeaHss
BbICOKaf
Yrposza 1.n
2. ¥Yrpo3bl, 00yCJIOBJIEHHbIE CIYUYAHBIMHU A€l CTBUSIMH
VYrposa 2.1.
VYrposa 2.n BBICOKAs
3. ¥rpo3bl, 00yC/I0BJIeHHBIE €CTECTBEHHBIMH NPHYMHAMH (TPHPOIHBIE, TEXHOT€HHbIE (DaKTOPHI)
Yrposa 3.1.
Yrposa 3.n

MNPAKTUYECKAS PABOTA Ne 3
Bun npaktuueckoro 3ansatus [Ipaktuueckas paboTa.

Tema u COACPIKAHUC! Onenka CYHICCTBYIOIIUX U INIAHUPYCMBIX CPECACTB 3allIUTHL

Llenp 3anaTus:

1. [Tony4yuTh HaBBIKM OLIEHKH CYIIECTBYIOIIUX U TUIAHUPYEMBIX CPEJICTB 3aIUTHI
[IpakTHyecKkue HaBbIKU:
Jiia 3amuTel nHGOPMAIMKU, COCTABISIONIEH KOMMEPUECKYIO TaliHy, e€ Biajemel] Co3/AaeT

COOCTBEHHYIO CHCTEMY 3aIlUThl WHPOpMaNUU. 3aKOHOJATEIBHO CTPYKTYpa TaKOH CHUCTEMBI HE

3aKpericHa.

321,[[8.‘11/1 10 3aIIuTC I/IH(pOpMaI_H/II/I, B 3aBHCHUMOCTH OT BO3MOXXHOCTEH M MacIITaboB opra-

HU3AIMH, MOKET BBIIOJIHATH KaK MPO(QUIbHOE CTPYKTYpHOE MOApa3ieIeHue, BXOIsIIee B IITAT-
HYIO CTPYKTYpPY HpeanpHusaTs (11 KpyIHbIX KOMIAHU), TaK U COTPYAHUKH, YITOJIHOMOUYEHHbIE
PYKOBOJCTBOM JJIsl IPOBEACHUS MEPOIPUATUHN MO 3allUTe HHPOpMALMK HapayielbHO C BBINOJI-
HEHHMEM OCHOBHBIX (DYHKIIMOHAJIBHBIX 003aHHOCTEH.

3ammra HHOPMAIMKM MOXKET OCYILECTBIISATHCS TaKKe B paMKaX a0OHEHTCKOI0 00CTyXH-
BaHMSL.

BHe 3aBUCMMOCTH OT TOTO, Ha KOTO BO3JIOXKEHBI OpraHU3alis U BBIIIOJHEHUE MEPOIIPH -

TUH TI0 3a1uTe UHPOPMAIIMOHHBIX AKTUBOB, AAHHDIH MYHKT JI0JKEH COMEPKATD:

a) IaHHBIC O MOJAPA3EICHUN (JOMHKHOCTHBIX JIMIIAX ), HA KOTOPBIX BO3JIOXKEHBI 33]]a4d 110
3amuTe WHGOPMAIMU: OPTAaHU3AMOHHYIO CTPYKTYpPY mojapasaeneHus u Gynkmuonan. Mudop-
Manus JOJDKHA JIeTaTu3upoBaTh JAaHHbIe o 1.1.1.1. ¢ Touku 3peHus obecneueHus: nHPpopMaIim-

OHHOI 0€30IMaCHOCTH. .
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0) TEXHHUYECKYIO apXUTEKTYpy — COCTaB M B3aWMOJICHCTBHE ammapaTHBIX CPEICTB, HC-
MOJIb3YEMBIX (J1aKe YaCTUYHO) JUIst 00paboTKH MH(POPMAITMOHHBIX aKTHBOB, MOJIIEKAIIUX 3all[1-
te. Cxemy (Puc.2) u Tabauily onucaHus TEXHUUYECKUX XapaKTEePUCTHK;

B) NMPOrPaMMHYIO apXUTEKTypy — IIPOrpaMMHOE OOeclieueHue, UCIOoIb3yeMoe (Jlaxe Ja-
CTHYHO) i1 00paboTku MH(OPMAIIMOHHBIX pecypcoB, mouiexanmx 3ammre Cxemy (Puc.3) u
TaOJIUILy OMUCAHUS TEXHUUECKUX XapaKTePUCTUK;

I') ONMCaHMe KaK MUHUMYM OJIHOM W3 MOJCHUCTEM MHKEHEPHO-TEXHUYECKUX CPEICTB 3a-
IIUTHI HHGOPMALIUU: CUCTEMBbI BUACOHAOIIOIEHUS, CUCTEMbI KOHTPOJIS ¥ YIPABJIEHUS JOCTYIIOM,
CHCTEMBI MEPUMETPOBOM OXpPaHbI, BHEAPCHUE W/WIM MOJCPHHU3AIUSA KOTOPOH MPEeryCcMOTPEHO
TeMOM TUIUIOMHOrO npoekra. Cxemsl (Puc.4-7) u tabnuuy onucaHusi TEXHUYECKUX XapaKTepu-

CTHK.
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il

CucTtema 3alumnTbl
(moaenb)

CotoBas ceTb TexHonorus focTyna

Mogem (TexHonorus)
(mopenb)
MapuwpyTtusatop

Maty naHenb

MapuwpyTusatop

Cepsep «HasBaHue»

Mogenb)
MCKOBbIN Maccus

(Mogenb, 06bEM)

MBI (Mogens)

(Mopenb)

Internet

CMmapTOHbI COTPYAHMKOB
(Mopenb)
CucTtema 3allmnThl
(mopenb)

Otpen «Hassanne» nu6o
OThenkl «Ha3BaHue rpynnbi»

YpanéHHble CoOTpyaHUKN

CepBepHasi KOMHaTa

Otpen «HassaHue» nuéo
oTﬂeﬂbl «HasBaHwue rpynnbi»

(mogenb)

Pa6ouve ctaHuum
(moaenb)

Cepsep «Hassavme»  Maplupytnsatop
(Mogenb) (Mozensb)

@

WiFi Touka goctyna
(mopenb)

Puc.2. [Ipumep TeXHUYECKON apXUTEKTYpbI IPEATPUATHUS
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Mpotokon «HasBaHue»
CcYyBf
Oracle 10g
10.2.0.1 Mpotokon

CneuvnanbHoe MO
«HasBaHue»

CepBep «HasBaHue»

CepsepHoe MO
«HasBaHue»

Moacuctema

1«Ha

Noacuctema
2«Ha3sanme»

]

MporpammHoe
obecneyeHune 5
«HasBaHue»

MpoTokon

Paboyas cTtaHuma coTpyaHuka (oB)

MporpammHoe
obecneyeHne 1

«HasBaHue»

MporpammHoe
obecneyeHune 3
«HasBaHue»

MpoTokon

MporpammHoe
obecneyeHune 2
«HasBaHue»

NokanbHoe dainosoe
xpaHunuue

Cepsep
TepMuHanos
«HasBaHue»

11

MpoTokon

MporpammHoe

obecneyeHune 4
«HasBaHue»

Pab6oyas cTaHuusa coTpyaHuka (oB)

RAID maccus unu Cetesoe
dannosoe xpaHunuue

y

TepMUHanNbHbIN
KNUEHT
«HassaHue»
WHTepHeT
6paysep
HTTP\HTTPS

NpoTokon

ceTb MHTepHeT

®ainsl ¢
AaHHBIMK

CepBep XOCTUHF npoBanjepa

Be6 cepBep Apache

-

oTOoKON

Moayns PHP
sepcus

1

MpoTtokon

Puc.3. [Ipumep nporpaMMHOMN apXUTEKTYpbl MPEATPUATHS

© PI'YTHUC



Ce
pBepHasn Mpuemtuasn, CekpeTapckan

OxpaHa

T Ce Byxrantepus i
otAen Kappos InaeHbiii GyxranTtep lMpnemHan, CekpeTapckas
i T i T L I = . —

OxpaHa

FeHepanbHbId
[vpektop
nasHbit UikkeHep 3am. MeHepanbHoro fupektopa
WreHepsl, MTO, CMeTumnkn

Puc.5. PacnonosxeHue TaTYUKOB IBHKEHUS
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230 m

OBDbeKT 3aLlunThl

WOogL

MHoronyyeebie nHpakpacHbie amuxn/‘

MpoeogHOBONHOBAA cUCTEMA
—— [lepyMeTp KOHTPONUPYEMON 30HbI

Puc. 6. Pacnonoxenue cucreM KOHTpOJIs iepumeTpa (BapuaHT 1)

Pa.quonyqeaaﬂ cuctema «npOTBa»

220

200

OnNTnyYeckne cKaHMpyoLMe AaTYUKK
RLS-3060 optex

A

256

BubpaunoHHo-4yBCTBUTENBHAS
cuctema TREZOR-V

Puc. 7 PacnionioxeHue cucTeM KOHTPOJIS IepuMeTpa (BapuaHT 2)
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T') pe3yNbTaThl OIEHKH JICHCTBYIOMIEH CUCTEMBI 0€30MacHOCTH WH(OPMAIUU, OTpaXKaro-
M€, HACKOJIBKO TOJHO BBITIOMHSIOTCS OJHOTHITHBIE OOBEKTUBHBIC (PYHKIIMH MPU PEUICHUU 3a-
nad obecrieueHus 3amuThl nHGopManuu. Ecinyu HekoTophle 3a7aun pemaTcs He B TTOJTHOM 00b-
eMe, cleayeT yKaszaTh, KaK IPeJyCMOTPEHHbIE MEPONPHUSITHS BBIIOIHIIOTCS B JIEUCTBUTEIBHO-

ctu. Pe3ynbpTarsl o6cnenoBanus Buectu B Tabmuity 7.

Tabnuma 7
AHanu3 BBIMOJIHCHUST OCHOBHBIX 33184
1o obecreyeHno NHPOPMAITMOHHOHN 0€30MacHOCTH

OcHoBHBbIE 3a/1a4U 10 o0ecnevyeHn0 HHGopma-

. CreneHb BLINOJHEHUSA
IMOHHOM 0€30IMacHOCTH

obOecrieueHre  OE30IACHOCTH  TPOM3BOJICTBEHHO-
TOPrOBOM JEATCIILHOCTH, 3amuTa WHOOpMAIUUd U
CBEJICHUH, SIBJISIFOIIUXCSI KOMMEPUYECKOM TaliHOM;

opraHuzanus padboThl IO PABOBOM, OPraHU3aIMOH-
HOM M MH)XEHEpPHO-TeXHUYeckou ((pusmueckou, arm-
rapaTHOM, MPOrPaMMHOM M MAaTEMAaTUYECKOMN ) 3alllH-
T€ KOMMEpPYECKON TalHBblI,

OpraHM3anys CHELUAIBbHOTO  JEJIONPOU3BOJICTBA,
HCKJIIOYAIOUIET0 HECAaHKLIMOHUPOBAHHOE IOJIYYEHHE
CBEJICHUH, SIBJIIIOIIMXCS KOMMEPUYECKOU TalHOM;

IIPEJOTBPALICHUE HEOOOCHOBAaHHOI'O JOIyCKa U OT-
KPBITOTO JOCTYIA K CBEJEHUSAM M paboTaM, COCTaB-
JISFOIMM KOMMEPUYECKYIO TailHYy;

BBISIBJICHHE M JIOKAJIU3alUs BO3MOXHBIX KaHAJOB
YT€UKH KOH(UIEHIMaIbHON HMH(OpMaluu B IpPO-
L[ECCE TIOBCEJHEBHOW INPOU3BOACTBEHHON NEATEIb-
HOCTH U B JKCTPEMAaJIbHBIX (aBapuisi, TIOKap U Jp.)
CUTYalUsX;

obOecrieueHrne pexuMa O€30MacHOCTH TIPH  OCY-
IIECTBIICHUU TaKUX BUAOB JEATEIBHOCTH, KaK pas-
JUYHBIC BCTPEUH, IMIEPETOBOPHI, COBEIIAHMS, 3ace/1a-
HUS U IPYTHE MEPOIPHITHS, CBI3aHHBIE C JIEIIOBBIM
COTPYAHUUYCCTBOM Ha HAOWOHAJBHOM W MCXKIYyHa-
POJTHOM YPOBHE;

o0ecrieueHrne OXpaHbl TEPPUTOPHUM, 3AAHUN TOMe-
IIEHUH, ¢ 3amuaeMoi napopmanuei.

INPAKTUYECKAS PABOTA Ne 4
Bun npaktuaeckoro 3ansatus: [Ipaktudeckas padora.
Tema u conepxkanue: OLEHKa PUCKOB
Lens 3ausaTus:
1. O3HaKOMHUTBCS C METOJAMH OLIEHKH PUCKOB
[IpakTrHueckrie HaBBIKU:
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Ha 3axnrountensHOM 3Tamne aHaiM3a pUcKa J0JDKHA OBITh MPOBEICHA CyMMapHasi OIleHKa
pucKa. AKTUBBI, IMCIOIINE [IEHHOCTh M XapaKTEPU3YIOIIHECs OMPEICICHHON CTEICHBIO YSI3BH-
MOCTH, BCAKHM pa3 MOJIBEPTaloTCs PUCKY B IPUCYTCTBUU YTPO3.
Onenka pucka npeacrapisieT co00il OLIEHKY COOTHOIICHUS MOTEHIMAIbHBIX HETaTUBHBIX
BO3/ICHCTBUI Ha JIEJIOBYIO JACSITEIHLHOCTD B Cllydae HE)KENATeIbHBIX MHIIMICHTOB U YPOBHS OIle-
HEHHBIX YIPO3 M YSA3BUMBIX MECT. PHCK (aKTUUECKH SIBIISICTCS MEPOH HE3aIMUIICHHOCTH CHCTE-
MBI U CBA3aHHOM C Hel opraHu3anuu. BennynHa pucka 3aBUCHUT OT:
® I[ICHHOCTH aKTHBOB;
® yIpo3 U CBSI3aHHOW C HUMHU BEPOSITHOCTH BO3HUKHOBEHUS OIACHOTO JJIsI aKTHBOB CO-
OBITHS;

® JISTKOCTH pealM3allfH YIPO3 B YSI3BUMBIX MECTaX C OKa3aHUEM HEXeJIaTeITbHOTO BO3-
JIEHCTBHS,

® CYIIECTBYIONIMX HJIU ITUTAHUPYEMBIX CPEJICTB 3aIMTHI, CHIDKAIOIMINX CTEIICHb YSI3BU-
MOCTH, YTPO3 U HEXKENATEIbHBIX BO3/ICHCTBUII.

3amava aHamM3a PUCKa COCTOUT B OMPEEICHUU U OIIEHKE PUCKOB, KOTOPBIM MOJBEPraeT-
csl cructeMa MH(POPMAITMOHHBIX TEXHOJOTHI M €€ aKTHBBI, C LEJIbI0 ONPEACIICHUS  BRIOOpA IIe-
necoo0pa3HbIX 1 000CHOBaHHBIX CpeACTB obecneuenus O6e3omnacHoctu. [Ipu ornieHke puckoB pac-
CMaTPUBAIOT HECKOJIBKO PA3JIMYHBIX €r0 acleKTOB, BKIIOYAs BO3JICHCTBUE OMACHOTO COOBITHS U
€ro BEPOSTHOCTb.

MHorue MeTopl IpeIaraloT UCIIOIb30BaHUE TAOJIUIl M Pa3IMYHBIX KOMOMHAIINN CYOh-
€KTUBHBIX U AMIUPHUYECKUX Mep. B HacTosImiee BpeMs HeJlb3sl TOBOPUTH O MPABWJIBHOM HITH He-
MPaBUJILHOM METOJIe aHalu3a pucka. BakHo, uTOOBI opraHuzanus MOJb30BaNach Hawboiee
yIOOHBIM W BHYIIAIOUIUM JOBEPHE METOAOM, MPHUHOCSIIMM BOCIHPOU3BOJUMBIC PE3YIbTATHI.

Hmxe MPUBCACHBI HECKOJIBKO MPUMEPOB METOJ0B, OCHOBAHHBIX HAa IPUMCHCHHHU Ta6J'II/IIII

Ilpumep 1

CyTb noaxoja 3akiIl04aeTcsl B ONpeAeIeHUH Hanbosee KpUTHUHBIX aKTHBOB B OpraHU3a-
Uy ¢ Touku 3peHus pucko Ub no «mrpadubv Oamnamy. OrieHMBaHNE PUCKOB MTPOU3BOIUTCS
SKCIIEPTHBIM IMyTEM Ha OCHOBE aHAJIM3a LIEHHOCTH aKTUBOB, BO3MOYKHOCTH pEaIU3alMK YIpo3 U
UCIIOJIb30BaHUs yS3BUMOCTEH, ONPEACIICHHBIX B IPEAbIAYIIUX yHKTaxX. I OLlCHUBaHUS IIPE-
Jaraercs, Hampumep, TaOnMia ¢ 3apaHee MPeNOoIpeeIeHHBIMU «IUTPaQHBIMU OaraMu» s

KKJI0OM KOMOHWHAITUU IIEHHOCTH aKTUBOB, YPOBHS YTPO3 U ySI3BUMOCTEH (Tadm. §).

Tabnuua 8

© PI'YTHUC



47

YpoBHu Huskan CpenHAA Bbicokasa
Yrposbl
VPOBH“HCBHCBHCB
YAIBMMOCTH
. 1 o|1|2|1|2|3|[2|3]|4
=
E 2 112 |3|2|3|4|3|4]|5
3]
3 3 2|/ 3|4|3|4|5|4]|5]|6
(&
=
z a 3|4 |54 |5 |6|5|6]|7
=
5 4| 5|6 |5|6|7|6|7|8

B cJIydac OmpeACICHUA YPOBH:A YA3BUMOCTHU U3 PE3YJIbTATOB ayJAuUTa WU CAMOOILCHKH
AJI1 Ppa3JIMYHBIX IMPOLECCOB U MPHU HAJIMYHU IKCICPTHBIX OLCHOK YPOBHSA COOTBETCTBYROIHX

YIpO3 ¥ HEHHOCTH aKTUBOB MOXHO MOJIy4uTh Mepy pucka Wb misa kaxaoro npouecca.

OpnHako TakoW MOJAXOJ HE MPUBOAUT K MHTEPIIPETALIMU PE3YJITATOB AyJUTa WU CaMoO-
onienku UMb, opueHTrpoBaHHOM Ha OM3HEC, Ha OU3HEC-TIPOIECCHI.

Ecnu octaBuTh 3a rpaHuliell aHajin3a yrpo3bl, c1ado MoAJalouIecs yIpaBiIeHUo CO CTO-
poHnbl cucteMbl o0ecnieueHus b, u olleHUTh pUCKU N0 CTENEHU BIMSHUS YSI3BUMOCTEN Ha Ou3-
HEC-TIPOILIECCHI, TO MOKHO MOJIYYHUTh OLEHKH PUCKOB OM3HEC-TIPOLIECCOB Ha OCHOBE OIIEHEHHOTO

podUIs MPOIECCOB.

IIpumep 2

J151s Takoro OIleHUBAHUS MOXET ObITh MpruMeHeHa Tabmuia, (Tabmuma 9)B koTopoii cTpo-
KaMU SIBJISFOTCSI YPOBHU CTETIEHU BIUSHUS YSI3BUMOCTH Ha OW3HEC-TIPOLIECCH , CTONOIAMU —

YPOBHU YSI3BUMOCTE.

Tabmanma 9
YPOBeHbI
YA3BMMOCTH OueHb
CTteneHb BNUAHMUA Bbicokui | CpegHun | Manbin .
YA3BUMOCTU Ha OU3Hec- Manein
npouecchbl
Bbicokas 64 32 16 8
CpepHsan 32 16 8 4
Manas 16 8 4 2
OueHb manas 8 4 2 1
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To ecTh ypoBeHB ySI3BUMOCTH OH3HEC-TIpoOIIecca MOKa3bBaeT (0ToOpakaeT) CTETIeHb BIIH-
SIHUSL HA KOHKPETHBIH OW3HEC-TPOLIeCC OPraHu3aluyl yA3BUMOCTH, & YPOBEHb YSI3BUMOCTH OTpa-
JKAeT BEIMYMHY OTKJIOHEHHS OLIEHEHHOTO MPO(UIIs OT PeKOMEHJOBAHHOTO (1IeJIeBOT0 MPOohuIs).

Taxum oOpazom, cronber B Tabnuie 9 ecth xapakTepucTuka Ou3Heca, a CTpoka — Xa-
PaKTEpUCTHKA YSI3BUMOCTH. UeM OoJblie OIeHEHHBIH MPOQMIb OTIMYAETCS OT PEKOMEHI0BaH-
HOT0, TeM OO0JIbIIe BeTHUHHA (YPOBEHB) YSI3BUMOCTH.

[Ipenonpenenennple «mrpadHbie 0amIbhy MEphl pUcka OU3HEC-MIPOLIECCOB MOTYT OTpa-
JKaTh UCTOPHUIO MHIIMJIEHTOB, CBSA3aHHBIX C OW3HEC-TIPOLIECCaMH, U UX MOCIEACTBHS, €CIIU TaKO-
Bas ucropust umeercs. C Ipyroil CTOPOHBI, OAITBI MOTYT OBITh BHECEHBI B TAOJIUITY SKCIIEPTHBIM
CIIOCOOOM.

Jlanee sl OLEHKHU PUCKOB KaXK[bI peaTu3yeMblil B OpraHu3aiii OU3Hec-Ipolecc pac-
CMaTpHUBAETCS IKCIIEPTAMH U OTHOCUTCS UMHU K OJJHOMY U3 4 KjaccoB (cTonber Tadn. 9). daktu-
YECKH TIPU ITOM OIICHUBACTCS CTETICHb BIMsHUS Vb Ha Ka)IbpIii KOHKPETHBIN OM3HEC-TIPOIecC.

[ToHATHO, YTO €CM MPOLECC UMEET CHIIBHYIO CTOXAaCTHUECKYIO COCTABIISIONIYIO, CBA3aH-
HYIO C €r0 MpUPOJOoH (HampumMep, HEBO3BPAT KpeauTa, Kypc BalOT U T.A.), TOo BausHue 1b Ha
3TOT MPOLIECC CYIIECTBEHHO MEHbIIIE, YeM Ha JIETEPMHUHHUPOBAHHBIN MpoOIlecC, B KOTOPOM MOTEpU
B OCHOBHOM BO3HHKAIOT TP (aIbCUPUKAIIMHA U MAHUITYTHPOBAHUU HH(DOpMAITHEH.

Kaxnp1ii Ou3Hec-mporecc MOKeT KIacCU(PHUIIMPOBATHCS B IIETIOM MO Mpoduiro Jmbo 1o
KaxoMy nokasarento npoduis. (IIpopuie — HaMMeHOBaHNE COBOKYITHOCTH MH()OPMAIIMOHHOTO
aKTUBA, YS3BUMOCTH, YI'pO3, COCTOSIHUS CPEACTB 3alllUThl MHpOpMaLuu). B mocnennem ciyuae
Oyznet nosydeHa Oosiee To4yHast ouieHka. Eciin OusHec-nporecchl KiaccuuIupoBaHbl SKCIepTa-
MU T10 KaXXJI0MY TTOKa3aTeNto MpoQuiisi, TO OH MOTy4yaeT Nmapy KOOpJAuHAT B Tabmuiie 9 u s He-
IO MOXKET OBITh ONPENETICHO KOJINYECTBO «IUTPaPHBIX OAIIOB» MyTeM UX BBIOOPKU U3 TaOJIUIIBI
U CYMMHPOBAHHSI.

Ecnm 6usnec-mporecchl kKiaacCUGUIMPOBAHBI B IEJIOM MO MPOGUII0, TO HET HEOOXO0IU-
MOCTH PacCMaTpHBaTh Jlayiee KaXIbli T0Ka3aresib Mpo(uiIst B OTACTBHOCTH — JOCTaTOYHO
B3STh pa3HUIly MKy 3HaUCHUEM PEKOMEHIOBAHHOTO MPO(UIIS U CPEHUM 3HAUEHUEM OLICHEH-
Horo npoduiis. 1o ee BenuunHe OyaeT BHIOpaH OJMH U3 CTOJIOOB TaOIHIBI 9, KaKI0My OH3HEC-
nporieccy OyneT MpUCBOeH «mTpadHON Oan» M3 COOTBETCTBYIOIIECH JJISI HETO CTENEHU BIHSI-
HUA dTOro crosona. Jlanee «mrpadHbie 0auTbl» BCeX OM3HEC-TIPOIIECCOB OPTraHU3aAIluU CYMMH-
PYIOTCSl U TIOJY4aeTCsl MHTeTrpajibHasl OI[eHKA B «IITpaHBIX Oaniax» s OpraHu3aIim.

[Tocne 3TOro BHIUMCIAIOTCSA 3HAUEHHS ABYX XapaKTEPUCTUYECKMX TOYEK JUIsl OM3Hec-
MIPOLIECCOB OpPraHU3alliy Ha OCHU «IITpadHbIX OaJIJIOBY.

[TepBas xapakTeprucTUUuecKasi TOUka 0OTOOpa)kaeT COCTOsTHUE, KOT/1a OLICHEHHBINA MPOPHUIH

COBIMAJIa€T C PEKOMEHOBAHHBIM, T.€. COOTBETCTBYET CTOJIOIY «oueHb Manblit» Tadnuisl 10. [pu
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ATOM OKQXETCS, YTO JaXe MPHU MOJHOW pean3aluid PeKOMEHIOBAHHOTO Npoduis Oyner HeHy-
JeBOE KOJIUYECTBO «IUTpadHBIX OamIoB». DTa BeIMYMHA OTOOpPAKAET OCTATOYHBIM PHCK, U OH
Oyznet Tem Oouibliie, yeM OoJibliie OU3HEC-TIPOIIECCOB OTHECEHO K BHICOKOMY YPOBHIO 3aBHCHUMO-
ctu ot Ub.

Bropas xapaxkTtepuctuyeckas TOYKa ONPEIENSIETCS MPU YCIOBUM MaKCUMaJIbHOIO OT-
KJIOHEHHsI OLIEHEHHOTO U PEKOMEHJ0BAaHHOTO MPOGUIISL, TO €CTh JJIS €€ MOJCUYeTa UCTIOIb3yeTCs
cToI0€e1l «BBICOKHUID Ta0IUIBI 9.

Kak pa3memiarorcst 3TH TOUKH Ha ocu «1ITpadHbIX 0aioBy, Moka3aHo Ha pucyHke 8. Kak
BUJIHO M3 PUCYHKA , HA OCH 00pa30BajioCch TPU MHTEPBaja:

e [0; 1-1 xapakTeprcTHYECKas TOYKA];

e [1-s xapakTepuCTHYECKas TOUKA; MHTETPaTbHAasl OIIEHKA];

e [uHTerpasibHas OICHKA; 2-5 XapaKTePUCTUYECKAsT TOYKA].

Kpowme Toro, npeacrapisioT Takxe uHTepec uHTepBaiibl [0; nHTErpanbHas omeHka| u [0;
2-51 XapaKTePUCTUIECKast TOUKA)].

Cyxnenue o BenuuuHe pucka Wb nns oprannszanuy BBIHOCUTCS HA OCHOBE COIIOCTaBIIE-
HUS JUTMH yKa3aHHBIX UHTEpBaIOB. OHU K€ HCHONB3YIOTCS U JJIS MPOTHO3a COCTOSHUS UHGOP-
MaIMOHHON 0€30MacHOCTH, KOTOPOE M3MEHSETCS BCIEICTBUE MU3MEHUYHUBOCTH CTPYKTYpPbI aKTH-
BOB M OM3HEC-IPOIIECCOB OPraHU3AlMU U €€ AESITEIbHOCTH M0 COBEPLICHCTBOBAHUIO 3alllUTHBIX

Mep, YTO MPUBOJUT K U3MEHEHHIO YKa3aHHBIX TOUYEK HAa OCH «IITPApHBIX OAJIIOBY.

_ Puck Puck
OcTarouHbIA yMeHbLWaeTcA yBenuuuBaetca MakcUManbHLIA
pucK PUCK
Ocb
wTpagHbIX
fannos
‘ >
0 1-A XapaKTepucTHYeCcKasn WHTerpanbHas 2-9 XapaKTepucTMyecKan
TOYKa OLEHKa TOYKa

Puc. 8. Pasmenienue XAPAKTCPUCTHYCCKUX TOUCK Ha OCHU H_ITpa(l)HBIX 0aoB

Ha pucynke 9 mpencraBieHa B3aMMOCBSI3b OCHOBHBIX MOHSATHI MH(pOpMalMOHHON Oe3-
OMACHOCTH: BJIAJIENIEL», «AKTUBY», «YI'p03a», «ysA3BUMOCTb» U, HAKOHEI] «pUCK». lIMeHHO Benu-
YMHA PUCKA SABJISETCS TEM MHTETPUPOBAHHBIM I0OKA3aTeNIEM, KOTOPBIM MO3BOJIAET BIIAJENIbIY aK-
THBA MIPUHATH aJIEKBATHOE PEIICHUE IS ONPEEICHUIO MIEPEUHsI MEp IO YMEHBIIECHUIO YSI3BHUMO-

CTEUW aKTHUBOB.
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" QUEHWEEHT

Bnepansusl |
4 XEITHT MAHUMWSVEOEETE \
MIOEINPAHUMEHDT

y1oBk! YMEHELLIMTE

KDHTPMEPSI \

KOTOPbIS
KGTOPLIS MAryT HEMRRANSHE! HE
\ BelTe YMBHBLIBHS]

— YRSEMMOCTH ]

MOTYT 3HETS f

Y
KOTOP&I& MCNOMESYOT BOOYLLME K puck ]
KOTOPbIE OnRA Y
WeTgUHKKY Yroos MaBAILART EKTWREI ]
(HapywwTann)
NOPOHOEHT
on%
yrpoakl

XOTHT 3noynaTpafuTe Wunw MaryT HEHECTW ywapd

Puc.9. OcHOBHBIE TOHATHS I/IH(i)OpMaI_II/IOHHOI‘/JI 0E30IMaCHOCTH U UX B3aUMOCBS3b

JIAHHBIA NVHKT J0JKEH BKJIIOYATh

a) 000CHOBaHME BbIOOpa METOJUKHU OLIEHKH PUCKA;

0) onucaHue MPOBEACHUS MPOLIETYPHI OLIEHKH PUCKOB, C YKa3aHUEM:

® JTOMKHOCTHBIX JIUII, yYAaCTBYIOIIUX B OIIEHKE;

e crnoco0oB ((opM) MpeaCTaBICHHS HCXOAHOM HH(pOpMaLNH;

e crnoco6oB (popM) mpeicTaBiIeHUs pe3yIbTATOB OLICHKH PUCKOB

B) pe3y/bTaThl MPOBEJCHUS OLIEHKH PUCKA, TPOBEACHHBIE C YUETOM IIEHHOCTH HH(pOpMa-
[IMOHHBIX akTUBOB (11.1.2.1.), Hanwuus ys3Bumocten (11.1.2.2.), crenenu yrpo3 (m.1.2.3) u cocto-
STHUS ICUCTBYIOIIEH B OPraHU3alMA CUCTEMBI 3aIuThl HHGopmaruu (m.1.2.4.).

I') ONpeNeNUTh (MIPH HAIMYMU) PHEMIIEMbIe PUCKH, 000CHOBATh JaHHOE pEIlIeHHE.

Pe3ynbpTaThl MpoBeNeHHS OLICHKH 11€1ecO00pa3HO CBECTH B TaOIMIly, KOTOpas JOJKHA
COJIepKaTh PUCKHM HanOoJee eHHBIM WH()OPMAIIMOHHBIM aKTUBaM, PaHKHUPOBAHHBIC B TOPSAKE

yOBIBaHMSI.

Tab6muma 10
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Pe3ynbTarhl olieHKH pUCKOB HH()OPMAIIMOHHBIM aKTHBAM OpTaHU3aIuu

Panr
pucka

Puck AKTHB

Crnenyer oOpatuth 0co00€¢ BHHMaHHE HA TO, YTO UMEHHO PE3yJIbTaThl OLIGHKUA PUCKOB
SIBIISIIOTCSI OCHOBAaHHEM IS
e BbIOOpa M POPMYIHPOBKH 337a4 1O 00ECTIICUCHUIO HHHOPMAITMOHHONW 0€301acCHOCTH
npennpusTus (m.1.3.);

e BbIOOpa 3anUTHBIX Mep (11.1.4.);

CuTyanuoHHbIe 32/1a4M K 3a4eTy 3a 2 ceMecTp
3ananue 1.
IIpoBectn ananu3 cepBepa ayrentuduxkanuu Kerberos u orBeTrurs Ha cieaymomue
BOIIPOCHI:
Ot uero 3amuinaeT u ot yero He 3ammuimaeT Kerberos.
Bosmoxnoctu Kerberos.
dopmartsl 1aHHBIX B cucteme Kerberos.
Tunsl nepecbu1aeMbIX COOOIIEHUH.
OOMmeH ¢ cepBepoM HayanbHOU ayTeHTU(UKALINN
OOMeH ¢ cepBepoM BbIJIa4uH OUIIETOB
AyTteHTH()HUKAIMOHHBIN 00MEH KIIMEHT/cepBep
3amunieHHbIe COOOLICHUS
Konduaenmanpasie cooOieHus
[Tepecbuika yiocToBepeHUI

...O..:b'(k)!\.)!—\

5. Basza mausbix Kerberos

3ananue 2.
IMpoBecTu anaju3 onmepauuonHoii cucrembl Windows Server 2016 u oTBeTHTH Ha

cJIeAYI0IHe BONPOCHI:

1. Onumure ocHoBHBIE MexaHu3mbl noBsilieHus 0ezonacHocty OC Windows Server
2016 — macTep HacTpoiiku 6e3onacHoct (Security Configuration Wizard, SCW) u rpynnoByo
noauTuky Active Directory.

2. OnuimTe napameTpsl 1a0JI0HOB 0€30IaCHOCTH U JIOTIOJIHUTENbHBIE MEPBI TS TTOJIH-
THK YPOBHS JIOMEHA B TPEX cpeaax

3. Onummre 6a30BYI0 MOJUTHKY JJIsl HCTIONIb3YeMbIX cepBepoB (MSBP) miist cepBepHbIX
pouieit,

4. OnwumuTte poib (HailIoBoro ceppepa sl MOBBIIEHUS 0€30MTaCHOCTH KOMITBIOTEPOB.

5. Onummwre pojib cepBepa neyaTtu (Kak MOBBICUTH 0€30IaCHOCTh CepBepa MevaTH Mo
ynpasinenuem Windows Server 2016.

6. Ommmmre posb BeO-cepBepa. [louemy mist odecriedeHus: BCECTOPOHHEH 0€301macHOCTH
Be0-Y3JI0B U IPUIIOKEHUH TpedyeTcs 3auTuTh Bech cepiep IIS (B ToM uucie kax bl BeO-y3en
U TIPUJIOKEHHUE, KOTOpoe HaxoauTcs Ha cepBepe [IS) oT KIMEeHTCKUX KOMIBIOTEPOB B CPEIE.

7. Onummre poisb cepBepa IAS (cepBepsl npoBepku nogauHHOCTH B HTepHETe (Internet
Authentication Server, 1AS))
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8. Omwmmmte poJib cepBepa s CIyKO cepTUPUKAIIH
9. OnuimTe posib TPAaHUYHOTO CepBepa

3ananue 3.

IMposecTn anaau3 onepanuoHHoi cucrteMbl LINUX u oTBeTUTH Ha cileaylolIue BO-
NMpochI:

1. Yro npencrapiser coboit OC Linux u ASPLinux B yactHocTH. HazoBrTE OCHOBHBIE
XapaKTEPUCTUKU U OTIIMYUTEIIbHBIE OCOOEHHOCTH OT UCCIIEIyeMbIX Bamu paHee onepanruoHHbIX
CHUCTEM.

2. Kak n uyem obecnieunBaetcsi 6e3omacHocts B OC Linux, mepeynciuTe OCHOBHBIC Me-
XaHU3MBI U cpenicTBa obecneuenus 6ezonacnocty OC Linux.

3. Kak ocymiecTBisieTcst ynpaplieHUEe YISTHBIMU 3aMTUCSIMU TIOJB30BATENICH U YIIpaBJIc-
HUE ydeTHbIMU 3anucsamu rpynn B OC Linux.

4. Kak oCyIecTBIAIOTCS HACHTH(PHUKANNS U ayTeHTH(PHUKAIM 1ojib3oBareseid B OC
Linux.

5. Kak ocymecTBisieTcst peructparus CoObITHH T0CTyna K 00beKTaM (aiIoBON CHCTEMBI
OC Linux.

6. Uro mpexacrapiusieT coboii pezeppHOoe konupoBanue OC Linux, mepeyncinTe MeTO bl
XpaHeHus1 u30bITOUHbIX Konuit nanHbix B OC Linux.

7. Yto npexacrasisiet coboi 3amumiennas oodonouka SSH OC Linux.

3ananue 4.

BbIOpath OIepaluoHHYI0 CHCTEMY OTBEYAOLIYI0 HHTEPECaM KOMITAHHH.
(OBOCHYUTE)

OcymecTBUTH OJ00P MPOrPaMMHOTO 00ECTIEYCHHUS BBIYUCITUTEIBHBIX CHCTEM.
oOmee (cuctemHoe) nporpammuoe odecneuenue (OI10);

crnienuanbHoe nporpammuaoe obecneuenue (CII10).

(OBOCHVYITE)

OcymiecTBUTh MOAOOP MPHUKIATHBIX MPOrpaMM OOIIET0 HazHAYeHUs, OOCITY)KHBAIOIIHE
(cepBHCHBIE) TPOTPaMMBbI (YTHIIUTHI)

MIPOrpPaMMbI-YIaKOBIIUKY (apXHUBATOPHI);

aHTHUBHUPYCHBIE IPOTPAMMBI;

MIPOTpaMMBbI PE3E€PBUPOBAHUS;

IIPOrpaMMBbl TUAarHOCTUKU KOMITBIOTEPA;

MPOTrpaMMbI ONTHMHU3AINHU TUCKOB;

[IPOrpaMMBbl TUHAMUYECKOTO CHKATHsI TUCKOB.

(OBOCHYMTE)

OcyiecTBUTh MOAO0P HHCTPYMEHTAIBHBIX TPOrPAMMHBIX CPEJICTB.
KOMITWJISITOPBI U UHTEPIIPETATOPHI;

ABTOHOMHBIEC OTJIAIUUKH (nedarepsl, OT aHTi. Debug «ynaneHne HaCEKOMBIX»);
MHTETPUPOBAHHBIE 000TO0YKY;

CpeIICTBA CO3/IaHMs TPUIIOKCHHH THIIA KJIHMEHT-CepBep U T. T.

(OBOCHYMTE)

Pazpaborars [IOJIMTUKY BE3OITACHOCTMU koMmnanuu Ucxois U3 BbIOpaHHBIX Bamu
OTIepallMOHHOMN CHCTEMBI U TPOTrPAMMHO-ANIAPaTHBIX CPEACTB
[IpencraBuTh MOZENb MOJIUTUKN O€30MaCHOCTH KOMITAHUH.
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[IpeacraButh GopMy TEXHHKO-DKOHOMHYECKOTO 0OOCHOBAHHUS CO3/IaHUSI U Pa3BUTHSI O€3-
OTMAaCHOCTH MH()OPMAIIMIOHHON CHCTEMBI, a TAK)KE TUIaHA MPOBEICHHUS MEPOIPUSATHIA.

BapuaHTbl KOMITaHMI:

1. Komnanus uMmeer 5 mpeicTaBUTENbCTB, BCe IATh B pa3HbIX cTpaHax. Mmeer 5 npen-
CTaBUTENHCTB B KaxA0M OT 50-100 uen. ['onosnas komnanus 1000 uen B Poccuu. Otaen npo-
JaX B pETHOHAIIHOE MPEACTaBUTEIbCTBO, A AMUHUCTPATUBHBIN OTIEN U OTJe) 00paboTKU JaH-
HbIX. HanpaBieHue nesTeIbHOCTH KOMITAaHUU - TPAaHCHALIMOHAJIbHBIE IPY30BbIE IEPEBO3KHU.

2. Komnanus uMeeT 0JIHO MPEeACTaBUTENLCTBO B Poccuu, KoTopoe siBisieTcst KOMIaHueH,
KYIUIEHHOH rojioM paHee, 3aHumaronieecs pazpadotkoii I10. I'onosnas komnanus 10 500 yes.
[IpencraButenscTBO - 10 300 yen. (Pa3ubie Openapl). 2 nomeHa — 2 OpeHa

3. Kommanus umeet ronaoBHoit oduc co mrarom 300 gen. 3aHuMaeTcs Mpoaaxkei coTo-
BbIX Tenedonos. [1o Bceit Poccuun 2000-3000 mpencTaBUTENIbCTB — Mara3uHax, €cTh ymp. MeHe-
JoKep (JIOKAIBHBIA OT/I. MPOAAXK) U TapU(HBINA OTAET U OTJ. JOTHCTHKU.

4. Kommnanus — 100 uen. Cdepa aesTenbHOCTH ayTCOPCHHT, YCIYTH aIMUHUCTPUPOBA-
Hus. Knventel B OosiblIMHCTBE cTpad Mupa. KoMnanus obecrieunBaeT MOJIHYIO MOJAEPKKY UH-
bpacTpyKTyphl KIIUEHTA.

5. Kommanus cocrout u3 3-x punmanos Ha repputopun PO. 11O B Mockse. Yuncnen-
HocTh L{O 100 yen., B punmnanax 20 yen. 3aHuMaeTcsi IPOU3BOACTBOM U pa3pabOTKON CpeaCTB
ayreHtudukanuu. [IponszBoacteo B punmanax, [{O BEITOTHSAET TOTBKO aIMHHUCTPATUBHBIC
NEeNCTBUSL.

6. Kommanus - XOJIUHT C IEHTPAIBbHBIM 0prcoM B T'. MOCKBE. 3aHUMAETCS CO3JIaHHEM U
pa3paboTKOI MHTEPHET CAaliTOB U B He€ BXOAUT enl€ 4 KOMIaHUH, HaXosmuecs B 4 cTpaHax
mupa. B kaxxnoi komnanuu 10 50 yenoBek.

CutyanMoHHbBIE 321a4M K IK3aMeHy 3a 3 ceMecTp

1. TlpuBenuTe HanboIee NOMyJsipHBIE B POCCHM aHTUBUPYCHBIE TPOTPaMMBI M UX KJIac-
cudukanmio. CrenaiiTe CpaBHUTENBHBIN aHAIN3 AHTUBUPYCHBIX IMPOIYKTOB, OTMeYas pa3ind-
HBIE aCIEKThI (ONEPaTUBHOCTD, PECYPCOEMKOCTD, 3Q(HEKTUBHOCTD U T.1.).

2. JlaliTe XapakTepUCTHKY M OLIEHKY CJIEAYIOIIUM TEXHOJIOTHSM 3alUThI OT IPOrpamMM-
HIMHOHOB U BUPYCOB IpeiiaraeMblx kommnanuei Microsoft:

e 3Bammrauk Windows (Windows Defender).
Windows Live Safety Center.
CpenctBo ynaneHus BpeAoHOCHBIX nporpamm (Malicious Software Removal Tool).
Windows Live OneCare.
Microsoft Client Protection.

! OTBeTHl 000CHOBATH U MPEICTABUTD [0 YCTAHOBICHHOH (Gopme
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8. IlepeyeHb OCHOBHOI W JONMOJHHUTEJbLHOW Y4eOHOW JIMTEPATYpbl; NMepedYeHb PecypcoB
HH(OPMANMOHHO-TEJIEKOMMYHUKAIIMOHHOH ceTH «HTepHeT», MepeyeHb WH(OPMAIMOH-
HBIX TEXHOJIOTHH, MCNOJb3yeMbIX NPH OCYIIeCTBJEHHH 00pPa30BaTeIbHOIO Mpolecca Mo
AUCHUILINHE (MOIYJII0), BKJIIOYAS NepevyeHb MPOrpaMMHOro obdecrieyeHusi 1 uHQpopmamnu-
OHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOAMMOCTH)

8.1.0cHoBHas iMTEpPaTYpa
1. ®enotora, E. JI. UndopmanimonHbie TEXHOJIOTHU U CUCTEMBI : yueOHoe rocobue / E.JI. deno-
toBa. — MockBa : ®OPYM : UHOPA-M, 2023. — 352 ¢. — (Bsicmiee oOpa3oBanue: baka-
naspuat). - ISBN  978-5-8199-0927-0. - Tekcr : onektponnsri. -  URL:
https://znanium.com/catalog/product/1913829
2. l'omuupiaa, O. JI. Uadopmarmonnsie cuctemsl : yueoHoe nocooue / O.JI. 'omuneiaa, H.B.
Maxkcumos, .. ITonos. — 2-¢ u3a. — Mocksa : @DOPYM : UHOPA-M, 2022. — 448 c. : uin.
— (Bsicmiee obpazoBanue). - ISBN 978-5-91134-833-5. - Tekcr : anekrponnbiid. - URL:
https://znanium.com/catalog/product/1832410
3. 3aroHckuit, A. B. UndopmaninoHHbie TEXHOJIOTUU: pa3paboTKa HHPOPMAIIMOHHBIX MOJIEeH
u cucteM : yueOHoe nocooue / A.B. 3atorckuii. — Mocksa : PUOP : UTHOPA-M, 2023. — 344
c. — (Bricmiee oopazoBanue: bakanaspuar). - ISBN 978-5-369-01183-6. - Tekcr :
anexktpoHHbId. - URL: https://znanium.com/catalog/product/1931479

8.2./lomosHUTEILHASA JHTEpaTypa
1. I'Boznesa, B. A. Undopmarrka, aBToMaTu3upoBaHHbIe HH(OPMALIMOHHBIE TEXHOJIOTUU U CH-
cTembl : yueOnuk / B.A. I'Bo3geBa. — Mocksa : ®OPYM : UHOPA-M, 2022. — 542 ¢c. —
(Cpennee npodeccuonanbHoe oopazoBanue). - ISBN 978-5-8199-0856-3. - Tekcr : a1eKTpoH-
uenit. - URL: https://znanium.com/catalog/product/1858928
2. bnunosckas, S. FO. Beenenue B reonHpopMaIioHHbIE cUCTeMBI : yueOHoe mocobue / S.1O.
brmunosckas, J[.C. 3amost. — 2-e¢ uzn. — Mocksa : ®OPYM : UH®PA-M, 2023. — 112 ¢c. —
(Beicmiee obOpasoBanme: bakanaspuart). - ISBN 978-5-00091-115-0. - Tekcr : 31EKTpOHHBIN. -
URL.: https://znanium.com/catalog/product/1917599
3. Hukypos, H. I'. MogenupoBanue cucteM u mpoiecco : yuebHoe nocooue / H. I'. Hukypos.
— Mockga : PUOP : UHOPA-M, 2022. — 398 c. — (Bricmiee obpazoBanue: bakamaBpuar). -
ISBN 978-5-369-01167-6. - Tekcr : JIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1225064
4. Bnagumupos, B.M. [luctanuunonHoe 30HAMpPOBaHKHE 3eMIH [DIEKTPOHHBIN pecypc] : yuel.
nocobue / B. M. Bnagumupos, . . Imutpues, O. A. Jlyoposckas [u np.] ; pen. B. M. Bnanu-
MupoB. - Kpacnosipck : Cub. dgenep. yu-1, 2014. - 196 c. - ISBN 978-5-7638-3084-2. - Tekcr :
sanexktpouHbIi. - URL: https://znanium.com/catalog/product/506009
5. ®opMupoBaHHE COBPEMEHHON MEXIyHapOAHO-TIPAaBOBOM KOHIIENIIMU HCCIIEAOBAaHUS U HC-
M0JIb30BAHUS KOCMHUYECKOro mpocTpaHcTBa : MoHorpadus / A.Sl. Kanycrun, B.P. ABxanees,
A.A. T'onosuHa [u 1p.] ; ots. pea. A.5. Kanyctun. — Mocksa : MHCTUTYT 3aKOHOJATENbCTBA U
cpaBHUTENbHOTO TpaBoBeaeHus npu [IpaBurensctBe Poccuiickoit ®eneparuu : UHOPA-M,
2021. — 264 c.— DOI 10.12737/1241334. - ISBN 978-5-16-016815-9. - TekcT : 3JIeKTPOHHBIH.
- URL.: https://znanium.com/catalog/product/1241334
6. 3apamenckux, E. I1. UnTepHer Bemeit. MccnenoBanus u 061acTb mpuMeHeHHs : MOHorpadus /
E.Il. 3apamenckux, N.E. AprembeB. — Mocksa : UTHOPA-M, 2023. — 188 c. — (Hayunas
mbicis). — DOI 10.12737/13342. - ISBN 978-5-16-011476-7. - Tekcr : anextponHsiid. - URL:
https://znanium.com/catalog/product/1896435
7. Ky3nenos, O. ®. OcHOBHI Teoie3UN U Tomorpaduss MECTHOCTH : yueOHoe mocobdue / O. O.
Ky3neros. - 3-¢ u3j., ucnp. u jon. - Mocksa ; Bosorna : Uadpa-Umkenepus, 2020. - 286 c. -
ISBN 978-5-9729-0514-0. - Tekct : AJIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1168496
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8. I'puropeesa, U. 0. I'eoskonorus : yueoHoe nmocodue / U. 1O. I'puropreBa. — Mockga :
NHOPA-M, 2021. — 270 ¢. — (Bsicmee obpazoBanue: bakanaBpuar). - ISBN 978-5-16-
006314-0. - Tekcer : anexrponnsiii. - URL: https://znanium.com/catalog/product/1194144

8.3. Ilepeuennb pecypcoB HH(POPMALMOHHO-TETIEKOMMYHUKAIIMOHHO ceTH « AHTEepHET?

1. T'eoundopmanmonnsrii mopran 'MC-Accommanus [nHpOpMaAIIMOHHO-CIIPaBOYHAs CHUCTE-
ma]: http://www.gisa.ru/

2. DIIeKTPOHHBII atjac MockBbl [mHpOpMaIMOHHO-CITPaBOYHAS cucremal:
http://atlas.mos.ru

3. Kaprorpaduueckuii cripaBOYHUK OpraHu3aluii ¢ BO3MOKHOCTBIO IOHCKA, IMPOKIIAIKU
Mapuipyra, HaBuranuu (MHGOPMAIIMOHHO-CIIpABOYHASI CHUCTEMa). PexuM  10CTy-
na: https://2gis.ru/ doctyn cBOOOHBIN

4. Tlyonuunas kamactpoBas kapta. Pexxum nocryna https://pkk.rosreestr.ru/. (uapopmaru-
OHHO-CIpaBoYHas cuctema) JlocTyn cBOOOHBIN

8.4. Ilepeyen» MporpaMMHOro odecneveHnsi, COBpeMEeHHbIX NMPo(ecCHOHATBLHBIX 0a3 JTaH-
HBIX U MH(OPMAIMOHHBIX CIIPABOYHBIX CHCTEMAaM

Microsoft Windows

Microsoft Office

[TocTpoenue nmpocTpaHcTBEHHbBIX Moaeneil Teppuropuii u 00bexToB (PEKO/[-Monens).

CBoOopanas reorpaduieckas nHGpoOpMalMoOHHasE cUCcTeMa ¢ OTKPBITHIM KojoMm QGIS 2.18

I'eomopran PockocMoca [mpodeccuonanbhas 0a3a ganusix |: https:/gptl.ru/

CoobmiectBo crnenuanucto B obnactu 'MC u 33 [mpodeccronanbHas 6a3a JaHHBIX]:

http://qgis-lab.info/

7. @enepanbHas TocylapcTBeHHass WH(OPMALMOHHAS CHCTEMa TEPPUTOPUATBHOTO IJIaHU-
poBaHUs (mpoeccronanbHas 0aza JAaHHBIX ). Pexum JI0CTyTIA:
https://fgistp.economy.gov.ru/ JToctyn cBoOoTHbI#

8. CmpaBouHo-nipaBoBas cuctema Koncynperant + http://www.consultant.ru

ook wdE

9. Metoauyeckue yKazaHus /sl 00y4al0IMXCSl 10 OCBOCHUIO M CIHIIIHHBI

[Tponiecc u3ydyeHHs AUCHUIUIMHBI MPEAYCMAaTPUBAET KOHTAKTHYIO pabOTy C MpernoaaBare-
aeM (paboTa Ha JIEKIUAX U NMPAKTUYECKUX 3aHATHUIX) U CaMOCTOSITENIbHYIO (CaMOIIOATOTOBKA K
JEKIHSAM U MPAKTHYECKUM 3aHATHAM) paboTy 00ydaromerocs.

B xauecTBe OCHOBHBIX (hOpPM OpraHu3alMK y4eOHOro Mpoliecca Mo AUCHUIUIMHE «3aluTa
IPOCTPAHCTBEHHON MH(MOpMAIMM» MO MpPeJlaraeMoil MeTOAMKe OOy4eHHs BBICTYNAIOT JIEKI[U-
OHHbIE U MIPAKTUYECKHE 3aHATHUS (C UCIOIb30BAaHUEM MHTEPAKTUBHBIX TEXHOJOTUI 00ydeHus), a
TaKXe CaMOCTOATeNNbHasl paboTa 00y4aroIuXcs.

Teopernueckue 3aHATHS (JIEKIIMM) OpraHU3YIOTCS Mo moTokaMm. Ha nexknusx usnaratorcs
TEMBbl JUCHUIUIMHBI, MPEeIyCMOTPEHHbIE paboyeil mporpaMMoii, aklEHTHPYeTCsS BHUMaHHE Ha
Haubosee MPUHLIMIKAIBHBIX U CIOXKHBIX BOINPOCaX AMCIMILIMHBI, YCTAaHABIMBAIOTCS BOIPOCHI
JUIS CAMOCTOATENbHOM npopaboTku. [Ipu npoBeeHnn NeKIUN TUIAHUPYETCs UCIOIb30BAHNE UH-
TEPaKTUBHBIX (JOPM M3JIOKEHHS MarepHajia B BHJE MPOOJIEMHBIX JIEKUUN C HCIOJb30BaHUEM
MYJIbTUMEAMMHBIX TEXHOJOTHH B BUjAE Npe3eHTauui. KoHcnekT nekiuii sBisercs 6a3oi mpu
MOJIFOTOBKE K MPAKTHUYECKUM 3aHATHUSM, K 9K3aMEHaM, a TaKKe CaMOCTOSITeNIbHON Hay4yHO! Jies-
TEIBHOCTH.

- Tpaouyuonnas nexyus ¢ npezenmayuel - MOJIPAa3yMEBaeT TPAJULMOHHOE U3JI0XKEHUE
y4eOHOTro MaTepHualia MMOCPEACTBOM AaKIEHTYyallud OCHOBHBIX CMBICJIOBBIX JIOMMHAHT; JEKIIHA
CONIPOBOXKAAETCS MPE3EHTALINEH;

[TpakTryeckue 3aHATHS MO JUCHUIUIMHE «3aIUTa MPOCTPAHCTBEHHON MHGOpPMAUU» MPO-
BOJATCS B (hOpME BBINIOJHEHHS MPAKTHUECKUX PabOT ¢ LEeNbI0 MPUOOPETeHUS MPaKTHUECKUX
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HaBBIKOB B PELICHUU 3ajJad 10 CTaHAApTU3alUU U YINPaBJIEHUIO KaueCTBOM B cepe rocynap-
CTBEHHOTO MYHHIIUIIAIBHOTO YIIPABJICHUSI.

[TpakTnyeckue 3aHATUS CIIOCOOCTBYIOT OoJiee ITIyOOKOMY NMOHMMAHHUIO TEOPETUYECKOrO
Marepuaia y4yeOHOro Kypca, a TaKKe pa3BUTHIO, (POPMHUPOBAHUIO M CTAHOBIICHHIO PAa3JIMYHBIX
YPOBHEH COCTaBJIAIOLIMX IPOPECCHOHATBHON KOMIETEHTHOCTH CTY/ICHTOB.

[lenpro camMOCTOSITENNEHOUM (BHEAyIUTOPHOM) pabOThl 0OyYAIOIMIUXCS SIBISETCS OOy4YeHHE
HaBbIKaM paboThl ¢ Hay4YHO-TEOPETUYECKOM, NEPUOINYECKOM, HAyYHO-TeXHUYECKON JUTepary-
PO M TEXHUYECKOW JOKyMEHTauel, HeoOOXOAMMbBIMU ISl YTIyOJIEHHOTO U3yUYEeHHUs TUCIUILIU-
HbI «3alMTa NpoCTPaHCTBEHHOM MHPOpPMALUN», a TAK)KE pa3BUTHE Y HUX YCTOMYMBBIX CIIOCOO-
HOCTEH K CaMOCTOATEIbHOMY M3YUYECHHUIO U M3JI0KEHUIO TTOTy4eHHON HH(POpMAIIH.

OCHOBHBIMU 331a4aMH CaMOCTOSATEJIBHOM paboThl 00Y4arOLINXCS SBIISIOTCA:

—  oBiajeHue QpyHJAaMEHTAIbHBIMU 3HAHUSAMU;

—  HapaboTKa MpodecCHOHANBHBIX HABBIKOB;

—  mpuoOpeTeHue OmbITa TBOPYECKON U UCCIIEA0BATENILCKOM NeSTEIbHOCTH;

—  pa3BUTHE TBOPYECKOW HMHUIMATUBBI, CAMOCTOSITEIBHOCTH M OTBETCTBEHHOCTH CTY-
JICHTOB.

CamocrosTenpHas paboTa CTyIEHTOB MO JUCHUIUTHHE «TeopeTndeckrne OCHOBBI PadOYHX
IPOILIECCOB 0OBEKTOB MPO(PECCUOHATILHON AEATEIbHOCTHY» 00ECIIeUnBACT:

—  3aKperuieHHe 3HaHWM, MOMyYEHHBIX CTYIEHTaMHU B MPOIecce JEKIIMOHHBIX U MPAKTH-
YEeCKUX 3aHATHH;

—  (opMHUpOBaHME HABBIKOB pabOThI C MEPHUOAMUYECKON, HAYYHO-TEXHUUYECKOH JUTepa-
TypOH U TEXHUYECKON JTOKyMEHTALUM;

CamocTosTenbHas padboTa sBJIsIETCs 00s13aTEIbHOM 111 KaX10r0 00y4aroerocs.

10. MaTepuanbHO-TexHU4YecKasi 6a3a, Heo0XoAuMasi /Il OCYLeCTBJIEHHUS 00pa3oBaTe/IbHO-
ro nmpouecca 1o JUCHUIIMHE (MOAYJII0):

Y4eOHbIe 3aHATHS O JUCHUIUIMHE «3alliTa MPOCTPAHCTBEHHOW WH(GOPMAIIUU» IPOBO-
JISITCS B CIIEAYIONUX 000PYTOBaHHBIX Y4eOHBIX KaOMHETaX:
HaumenoBanue 000pya0BaHHbBIX yUeOHBIX KAOMHETOB, OOBEKTOB
JUISL IPOBEICHUS] IPAKTHUECKUX 3aHSATHH C TepeuHeM OCHOBHOTO

000pyTOBaHUS

3aHsATHS TEKIUOHHOTO yueOHas ayJUTOpHs, Cliellualn3upoBanHas yaeOHas Mebernb
tumna, rpynnoBsie 1 uHAU-| TCO: BUACONPOEKIIMOHHOE 000pPYAOBaHUE/TIEPEHOCHOE BUJIEOTPO-
BU/yaJibHbIE KOHCYTbTa- |€EKIIMOHHOE 000PYIOBaHHE
UM, TEKYIIIUH KOHTPOJIb, | JOCKA
MIPOMEXKYTOUHAs aTTecTa-

Bun yueOHbIX 3aHATHIA 110
NUCHUILIINHE

st
3aHATUA ceMuHapckoro | VIHHOBallMOHHO- 00pa3oBaTENIbHBI LEHTP KOCMHUYECKUX YCIYT]
TUIA Crneunanu3upoBaHHas yueOHast Mebenp

TCO: Buneonpoeknuonnoe 000pyaI0BaHue]
WntepaxktuHbiii cron Creority Touch st ncnonb30BaHus € MPO-
rpammubIM komiuiekcom PEKOJI-MOJIEJIb (pa3pabotunk - OAO,
"Hayuno-npousBojacTBeHHas kopropauus "Pekon'"), paboune craH-
nuu, PEKO/I-Mogens - noctpoeHne mpoCcTpaHCTBEHHBIX MOJENEN
TEpPUTOPUI u 00BEKTOB
JIuneH3MoHHOE MPOrpaMMHOE OoOeclieyeHre: B COOTBETCTBUU C Pa-
604eil mporpaMmMoit

CamocrosTenbHas padoTa | MOMEIIEHUE ISl CAMOCTOATENbHOM paboThl,

o0ydJaronmxcs crienuanu3upoBanHas ydeOnast meoenb, TCO: BUICONMPOEKIIMOHHOE
00opyI0BaHUE, aBTOMATU3UPOBAHHBIE PabOYHe MECTa CTYJEHTOB C
BO3MO)KHOCTBIO BBIX0/1a B MH(OPMAaIIMOHHOA
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TEJIEKOMMYHUKAIIMOHHYIO ceTh "MHTepHeT", nocka;

[Tomemienue A CaMOCTOSITENBHOW pabOThl B YMTAILHOM 3alie]
Hay4Ho-TexHuueckoil OMONMOTEKM YHMBEpPCHUTETA, ClIELUATU3UPO-
BaHHas yueOHast MeOeslb aBTOMAaTU3UPOBaHHBIE paboune MecTa CTy-
JICHTOB  C BO3MOXHOCTBKO  BbIXOJa  HMH(pOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHYIO0 ceTh «VHTepHeT», HHTEPaKTUBHAS JIOCKA
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